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Abst ract

Thi s docunent presents operational, policy and security
consi derations for DNS operators who choose to offer DNS Privacy
services including, but not Iinited to, DNS-over-TLS [ RFC7858].

Thi s docunment al so presents a framework to assist witers of DNS
Privacy Policy and Practices Statenents (anal ogous to DNS Security
Ext ensi ons (DNSSEC) Policies and DNSSEC Practice Statenents descri bed
in [ RFC6841]).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Septenber 6, 2018.

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

[ NOTE: This document is submitted to the IETF for initial review and
for feedback on the best forumfor future versions of this docunent.]

The Donain Nane System (DNS) was not originally designed with strong

security or privacy nmechani sns. [RFC7626] describes the privacy
i ssues associated with the use of the DNS by Internet users including
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those related to un-encrypted DNS nessages on the wire and DNS ' query
| og’ data maintai ned on DNS servers.

Two docunents that provide ways to increase DNS privacy between DNS
clients and DNS servers are:

0 Specification for DNS over Transport Layer Security (TLS)
[ RFC7858], referred to here as sinply ' DNS-over-TLS

o DNS over Datagram Transport Layer Security (DTLS) [ RFC8094],
referred to here sinply as 'DNS-over-DTLS . Note that this
docunent has the Category of Experinental

Bot h docunents are linmited in scope to comruni cati ons between stub
clients and recursive resolvers and the sanme scope is applied to this
docunent. O her docunents that provide further specifications
related to DNS privacy include
[I-D.ietf-dprive-dtls-and-tls-profiles], [RFC7830] and
[I-D.ietf-dprive-paddi ng-policy].

Note that [I-D.ietf-dnsop-dns-tcp-requirenents] di scusses operationa
requirenents for DNS-over-TCP but does not provide specific guidance
on DNS privacy protocols.

Thi s docunent includes operational guidance related to [ RFC7858] and
[ RFC8094] .

In recent years there has been an increase in the availability of
"open" resolvers. Operators of sone open resolvers choose to enable
protocol s which encrypt DNS on the wire to cater for users who are
privacy conscious. Wilst protocols that encrypt DNS nessages on the
Wi re provide protection against certain attacks, the resolver
operator still has (in principle) full visibility of the query data
for each user and therefore a trust relationship exists. The ability
of the operator to provide a transparent, well docunented, and secure
privacy service will likely serve as a major differentiating factor
for privacy conscious users.

More recently the gl obal |egislative | andscape with regard to
personal data collection, retention, and psuedo-anonym sation has
seen significant activity with differing requirenents active in
different jurisdictions. The inpact of these changes on data
pertaining to the users of Internet Service Providers and
specifically DNS open resolvers is not fully understood at the time
of witing. It may be in certain cases that these requirenent may
well conflict with the |ETF s end-to-end encryption principles.
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This docunent also attenpts to outline options for data handling for
operators of DNS privacy services.

TODQ QUESTI ON: Di scuss alternative (non-standard) schenes not covered
by this docunent e.g. DNSCrypt, |Psec, VPNs. For exanple, should
the data handling practices be recommended for any service that
encrypts DNS/ makes clains about DNS data privacy or is that outside
the scope of this docunent?

This docunent al so presents a franmework to assist witers of DNS
Privacy Policy and Practice Statenents (DPPPS). These are docunents
an operator can publish outlining their operational practices and
commitnents with regard to privacy providing a neans for clients to

eval uate the privacy properties of a given DNS privacy service. In
particular, the framework identifies the el enents that should be
considered in fornulating a DPPPS. It does not, however, define a

particular Policy or Practice Statenent, nor does it seek to provide
| egal advice or reconmendations as to the contents.

Conmuni ty know edge about operational practices can change quickly,
and experience shows that a Best Current Practice (BCP) docunent
about privacy and security is a point-in-tine statenent. Readers are
advi sed to seek out any errata or updates that apply to this
docunent .

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC8174].

o Privacy-enabling DNS server: A DNS server that inplenments DNS-
over-TLS [ RFC7858] and may optionally inplenent DNS-over-DTLS
[ RFC8094]. The server should also offer at |east one of the
credentials described in Section 8 of
[I-D.ietf-dprive-dtls-and-tls-profiles] and inplenent the (D) TLS
profile described in Section 9 of
[I-D.ietf-dprive-dtls-and-tls-profiles].

o DPPPS. DNS Privacy Policy and Practice Statenent, see Section 6
0 DNS privacy service: The service that is offered via a privacy-
enabling DNS server and is docunented either in an infornal

statement of policy and practice with regard to users privacy or a
formal DPPPS.
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3. Server capabilities to nmaxinmi se DNS privacy
3.1. Ceneral capabilities

In addition to Sections 9 and 11.1 of
[I-D.ietf-dprive-dtls-and-tls-profiles] DNS privacy services SHOULD
offer the follow ng capabilities/options:

0o ONAME m nimsation [ RFC7816]

0 Managenent of TLS connections to optim se perfornance for clients
usi ng either

* [RFC7766] and EDNS(0) Keepalive [RFC7828] and/or
* DNS Stateful Operations [I-D.ietf-dnsop-session-signal]

o No requirement that clients nust use TLS session resunption
[ RFC5077] (or Domai n Nane System (DNS) Cookies [RFC7873])

DNS privacy services MAY offer the follow ng capabilities:

0 DNS privacy service on both port 853 and 443 (to circunvent
bl ocki ng of port 853)

0o A .onion [RFC7/686] service endpoint

0 Aggressive Use of DNSSEC- Validated Cache [ RFC8198] to reduce the
nunber of queries to authoritative servers to increase privacy.

o0 Run a copy of the root zone on | oopback [ RFC7706] to avoid making
queries to the root servers that mght |eak information

QUESTI ON:  Shoul d we say anything here about filtering responses or
DNSSEC val i dati on e.g. operators SHOULD provide an unfiltered service
on an alternative |IP address if the "main’ DNS privacy address
filters responses? O sinply just to say that the DNS privacy
service should not differ fromthe 'normal’ DNS service in terns of
such options.

3.2. dient query obfuscation

Since queries fromrecursive resolvers to authoritative servers are
performed using cleartext (at the tine of witing), resolver services
need to consider the extent to which they may be directly | eaking

i nformati on about their client community via these upstream queries
and what they can do to nmitigate this further. Note, that even when
all the rel evant techni ques described above are enpl oyed there may
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still be attacks possible, e.g. [Pitfalls-of-DNS Encryption]. For
exanple, a resolver with a very small community of users risks
exposing data in this way and MAY want to obfuscate this traffic by
mxing it with 'generated’ traffic to nmake client characterisation
har der .

3.3. Availability
As a general nodel of trust between users and service providers DNS
privacy services shoul d have high availability. Denying access to an
encrypted protocol for DNS queries forces the user to switch
providers, fallback to cleartext or accept no DNS service for the
out age.

3.4. Authentication of DNS privacy services
To enable users to select a '"Strict Privacy' usage profile
[I-Dietf-dprive-dtls-and-tls-profiles] DNS privacy services should
provide credentials in the formof either X 509 certificates, SPK
pinsets or TLSA records. This in effect commits the DNS privacy
service to a public identity users will trust.
Anecdot al evi dence to date highlights this requirenent as one of the
nore chal | engi ng aspects of running a DNS privacy service as
managenment of such credentials is new to DNS operators.

3.4.1. Ceneration and publication of certificates
It is RECOVWENDED t hat operators:
0 Choose a short, menorable authentication nane for their service
0 Automate the generation and publication of certificates

o Monitor certificates to prevent accidental expiration of
certificates

3.4.2. Managenent of SPKI pins
TODO
3.4.3. TLSA records

TODO
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4.

4.

4.

5.

Oper ati onal managenent
1. Limtations of using a pure TLS proxy

Sone operators nay choose to inplement DNS-over-TLS using a TLS proxy
(e.g. nginx [1] or haproxy [2]) in front of a DNS nameserver because
of proven robustness and capacity when handling | arge nunbers of
client connections, |oad bal ancing capabilities and good tooling.
Currently, however, because such proxies typically have no specific
handl i ng of DNS as a protocol over TLS or DTLS using them can
restrict traffic nmanagenent at the proxy layer and at the DNS server
For exanple, all traffic received by a nameserver behind such a proxy
will appear to originate fromthe proxy and DNS techni ques such as
ACLs or RRL will be hard or inpossible to inmplenent in the
nameserver.

2. Anycast depl oynents
TODO
Server data handling

The following are common activities for DNS service operators and in
all cases should be ninimsed or conpletely avoided if possible for
DNS privacy services. |If data is retained it should be encrypted and
ei ther aggregated, psuedo-anonym sed or de-identified whenever
possi bl e.

0 Logging and Monitoring: Only that required to sustain operation of
the service and neet regul atory requirenents.

o Data retention: Data SHOULD be retained for the shortest period
deened operationally feasible.

0 User tracking: DNS privacy services SHOULD not track users. An
exception may be nalicious or anonal ous use of the service.

o Providing data to third-parties (sharing, selling or renting):
Operators SHOULD not provide data to third-parties w thout
explicit consent fromusers (sinply using the resolution service
itself does not constitute consent).

0 Access to stored personal data: Access SHOULD be mininmised to only
those personal who require access to perform operational duties.
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Psuedo- anonymi sation and de-identification methods
There is active discussion in the space of effective psuedo-
anonymni sati on of personal data in DNS query logs. To-date this has
focussed on psuedo-anonym sation of client |IP addresses, however
there are as yet no standards for this that are unencumnbered by
patents. This section briefly references sone know nethods in this
space at the time of witing.
.1. ipcipher
[ipci pher-spec] is a psuedo-anonyni sation technique which encrypts
| Pv4 and | Pv6 addresses such that any address encrypts to a valid
address. At the tine of witing the specification is under review
and may be the subject of a future | ETF draft.
2. Bloomfilters
There is also on-going work in the area of using Bloomfilters as a
privacy-enhanci ng technol ogy for DNS nonitoring [ DNS-bl oomfilter].
The goal of this work is to allow operators to identify so-called
I ndi cators of Conpromise (1OCs) originating fromspecific subnets
wi thout storing information about, or be able to nonitor the DNS
queries of an individual user.
DNS privacy policy and practice statenent

Current privacy statenents
TODO Conpare nain el enments of Google vs Quad9 vs OpenDNS policies
Recommended contents of a DPPPS

0 Policy: This section should explain the policy for gathering and
di sseminating information collected by the DNS privacy service.

* Specify clearly what data (including whether it is aggregated,
psuedo- anonym sed or de-identified) is

* Collected and retained by the operator (and for how | ong)
* Shared with, sold or rented to third-parties

* Specify any exceptions to the above, for exanple malicious or
anomal ous behavi our

* Declare any third-party affiliations or funding
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* Whether user DNS data is correlated or conbined with any other
personal information held by the operator

0 Practice: This section should explain the current operationa
practices of the service.

* Specify any temporary or permanent deviations fromthe policy
for operational reasons

*  Provide specific details of which capabilities are provided on
whi ch address and ports

* Specify the authentication name to be used (if any)

* Specify the SPKI pinsets to be used (if any) and policy for
rolling keys

* Provide a contact emni| address for the service
6.3. Enforcement/accountability

Transparency reports may help with building user trust that operators
adhere to their policies and practices.

I ndependent nonitoring shoul d be perforned where possible of:
o ECS, ONAME mi nim sation, EDNS(0) padding, etc.

o Filtering

o Uptime
7. | ANA consi derations
None

8. Security considerations
TODO e.g. New issues for DoS defence, server admin policies
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