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Abst r act

Ainming at research on applying Information Centric Networking (ICN)
technol ogy to Edge Conputing, this document anal yzes the reasons and
opportunities of applying ICNto EC. As well, towards this end,
techni cal considerations are described and rel evant scenarios are
shown in the docunent. Benefits of deploying ICN at edge is anal yzed
in the docunent.
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1. Introduction

Information Centric Networking (ICN) takes significant technica
revol uti on and fundanental change on communi cati on and networ ki ng.

It uses content/information centric networking to replace traditiona
address-centric networking which change the existing networking nodel
essentially. It can also be regarded an Internet structure evol ution
from host-centric structure to data-centric structure which nmeans
accessing data by naming. This structure enables to nake the data
rel ating application nore independent of its |location and

transm ssion nethod. What’s nore, security mechanismis based on

i nformati on instead of host and the caching in forwarding process
that pronotes huge information transmission efficiently. It is very
promising to apply ICN to sonme popul ar network architecture.

Meanwhi | e, Edge Conputing (EC) is becom ng inportant network
architecture because of its outstanding performance in real-tine,
reliability, security, etc. It deploys services on the edge of
network to be close to consuners, and offers decentralized function
to enabl e excellent properties in |ocal conputing, storage,
connectivity and so on. At present, Edge Conputing works broadly on
I oT and industrial verticals such as Energy, Manufacturing, Smart
Cty and Smart Gid.

Therefore, it is worth attenpting the possibility of using ICN on EC
ICN naturally supports decentralized caching, self authentication and
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3.

3.

3.

mul ticast that can enable EC deploynment. The conbination of |ICN and
ECis able to offer a win-win approach and benefit rnutually for

maxi mum performance. In the follow ng sections, we will seek the
opportunities of applying ICNto EC, and outline the correlative
properties of both. The technical consideration of the approach and
rel evant scenarios will be described as well.

Ter m nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

EC- Edge Conputing, an network architecture that provides |oca
comput e, storage and connectivity services

O her ICN related words used in this docunent are interpreted as
description in [I CNRG Ter m nol ogy] .

Qpportunitiesof Applying ICNto EC
1. |ICN Enable Traffic Convergence

In traditional networks nost typical service nodes are deployed in
centre, so the network flow are transferred fromthe centre to the
edge and downlink traffic is domnant. But as the 10T highly

devel oped, a | arge amount of devices are deployed on the edge, which
therefore results in considerable uplink traffic. The requirenent of
traffic service flattening requests the technique that is able to
make | ocal communication for traffic convergence. This could be the
entry point of applying ICNto EC

2. Functionality Conplenmentary

Both I CN and EC possess sone correl ative properties, such as
decentralized depl oyment, |ocal communication capacity, producing
abundant uplink traffic flow, etc. However, there are also sone
other properties they posses respectively which are conpl ementary.

For ICN, caching and forwarding are two basic functions which are
nmore about connectivity. But in practical cases, |ICN node devices
such as gateways demand for |ight conmputing and storage functions as
well. Light conputing and storage can nmake the network nore dynanmic,
flexi bl e and enabl e some Al deploynents as well. Fortunately, edge
computing is able to support storage and conputing naturally. A
conbi nation of both ICN and edge conputing can be nutual ly benefitted
for maxi mum perf or mance.
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3.

4.

4.

3. Practicality of |ICN Depl oynent on Edge

TCP/ 1 P network nodel has been used for quite a while and is worl dw de
depl oyed now. No matter according to cost, difficulty, risk or other
consideration, it is not realistic to deploy ICN on the whol e
networ k. However, the partial deploynent of |ICN can have a chance,
such as ICN over IP or 1P over ICN. Deploying |ICN on edge service
not only can help to mtigate the I CN whol e- network depl oynent

compl exity, but also nmakes the network nodel nore fl exible.

Techni cal consideration of applying ICNto Edge Conputing
1. Optimzing EC Network Di sconnection Sol ution

In sone scenarios that the network is not able to offer end to end
communi cati on such as power failure or natural disasters that could
result in the interruption of the network and other |oca

di sconnections problems. Oten such failure can cause a series of
acci dents and even chain reaction, resulting in the |oss of
enterprises and production. |In the case, edge conputing enable to
supply service which is closer to the edge of data generation and
busi ness control deploynent, nmaking the conputation nuch closer to
the data source. Even if the network fails to get connected, the
device can rely on local networks for data comunication and
processi ng.

However, (a) sonetimes the data stored on the edge is "stal eness” due
to incapacity of updating tinely. This could result in the m stake
or stal eness data transmi ssion. (b) Furthernore, the storage space on
edge is limted. For instance, it is not able to update new content
if there is no spare space when storage on edge which normally is
smal | storage capacity, is full. This can also cause the (a)

probl em

In ICN network, the content is cached along the path it delivery. So
the objective content can be fromthe source node or the other
content caching nodes. Wen the network is disconnected, the caching
content or data in decentralized nodes can be used in edge conputing.
Caching algorithmof ICNis able to solve two problens stated in
previ ous paragraph by updating data efficiently and dynam cally.

This benefits fromthe caching replacenent policies of ICN. The
policies, such as LRU or LFU, provide nechani sm how | ong or how often
the data will be updated. Therefore the data is either the newest or
the nmost popular. Decentralized content caching of ICN strengthens
EC networ k di sconnection solution and nmake nore fl exi bl e networking.
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4.2. Reducing Traffic Congestion

In 10T industry, there are a huge nunber of devices depl oyed on the
edge which result in a significant anmount of uplink flowtraffic. In
EC, the prominent quantity of traffic is easy to cause traffic
congesti on.

In ICN network, the data content not only fromthe source node, but
also it is cached in other nodes along the delivery path. So when
the edge node request the data, it is not necessary to deliver data
fromthe source node. For instance, in the figure, if node 1 is
source node. Wen node3 requests data from nodel, the content will
be cached in both node A and node B. So next tinme when node4 needs
the sane content data, node B will deliver it, and vice versa. In
the case, the traffic is not from nodel(source node) to node3 or
node4 anynore, but mainly fromA to B. Therefore, ICN decentralized
content caching enable traffic convergence.to reduce traffic
congesti on.

Data Traffic

o e e e e e e e o oo +
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I I I I
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Figure 1

Traffic Convergence in |ICN
4.3. Security Consideration of Using |ICN

Security problemis crucial and urgent to the EC applications.
Firstly, there are nmany devi ces on edge are exposed to users which is
easy to be attacked. Secondly, although authority level on edge is

| ower than host and cloud, there are nore people can get access to
the devices and application. This is in consideration of the
consumner conveni ence and depl oynment flexibility. Hence, application
and services are vul nerabl e on edge.
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I nstead of binding security to host node, |CN advocates the nodel of
trust in content. This offers host-independent security mechani sm
whi ch focuses nore on securing information object and content trust.
It means host attack no nore can interfere edge application

Furt hernmore, self-certify names nodel of ICN enable to verify the

bi ndi ng between public key and self-certify name in distributed
systemwi thout relying on a third party. This can reduce the
security risk of involving a third party.

4.4, Content Centric Networking val ues edge devices

No matter ICN or CCN, they all pronbte content centric comruni cation
nmodel . 1 ndependent from host node, nam ng on edge node gain nore
val uati on on edge devi ces.

4.5, Partial deploynent of |ICN on Edge

In consideration of cost and conplexity of deploying ICN, it is not
necessary to use ICN in the whole network. |CN using on edge is
enough to highlight its advantage. Furthernore, there can be a
corporation between |ICN edge service and | P network.

5. Reverse and Cooperation with CDN

Content Delivery Network (CDN) system based on |IP, conposes a couple
of servers that deliver content to a user, based on the geographic

| ocations of the user, the origin resource and the CND server nodes.
Normal |y, the resource is distributed in a downlink traffice in
figure2.

However, in a I CN network, resource or origin node is not the centra
node anynore. An edge device can be the origin node that provides
the resource which is delivered to ICN servers, and further
distributed to the receiver nodes. As a consequence, the routing is
fromedge to central, or there will be an uplink traffic. This just
reverses the CDN Mechani sm which is shown in figure3

Therefore, deploying ICN network at edge that pulls the requested
data fromresource edge node to the servers can cooperate with CDN
network. An |ICN CDN server is anticipated to translate the protoco
bet ween both and deliver the data to the receiver nodes which can be
I CN network or | P network
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6. Concl usi on

This draft described the correlative properties of 1CN and EC to
anal yze the opportunity of applying ICN to edge conputing. The
traffic uplink flow nodel is the entry point of this research. W
coul d see ICN deploynment is beneficial to EC by conbining the

out st andi ng performances of both. Furthernmore, a win-win nodel is
schened in the docunent by neans of mnutual conplenmenting. However,
there are still challenges on deploying ICN on edge such as high
speed nobility, fast context resolution and so on. These questions
need to be answered in the future.
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