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Abst ract

An increasing nunber of hosts access the Internet via multiple
interfaces or, in IPv6 nulti-honmed networks, via nultiple I Pv6 prefix
configurations.

Thi s docunment describes a way for hosts to identify such nmeans,

call ed Provisioning Domains (PvDs), with Fully Qualified Domai n Nanes
(FQDN). Those identifiers are advertised in a new Router
Advertisenent (RA) option and, when present, are associated with the
set of information included within the RA

Based on this FQDN, hosts can retrieve additional information about
their network access characteristics via an HTTP over TLS query.

This allows applications to select which Provisioning Domains to use
as well as to provide configuration paraneters to the transport |ayer
and above.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 13, 2018.
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I ntroduction

It has become very common in nodern networks for hosts to access the
internet through different network interfaces, tunnels, or next-hop
routers. To describe the set of network configurations associ ated

wi th each access met hod, the concept of Provisioning Domain (PvD) was
defined in [ RFC7556].

This docunment specifies a way to identify PvDs with Fully Qualified
Domai n Nanmes (FQDN), called PvD IDs. Those identifiers are
advertised in a new Router Advertisement (RA) [RFC4861] option called
the PvD I D Router Advertisenent option which, when present,
associates the PvDID with all the information present in the Router
Advertisenment as well as any configuration object, such as addresses,
deriving fromit. The PVD ID Router Advertisenent option may al so
contain a set of other RA options. Since such options are only

consi dered by hosts inplenenting this specification, network
operators may configure hosts that are 'PvD-aware’ with PvDs that are
i gnored by other hosts.

Since PvD IDs are used to identify different ways to access the
internet, multiple PvDs (with different PvD I Ds) coul d be provisioned
on a single host interface. Similarly, the same PvD ID could be used
on different interfaces of a host in order to informthat those PvDs
ultimately provide identical services

This docunment al so introduces a way for hosts to retrieve additiona
information related to a specific PvD by neans of an HTTP over TLS
query using an URI derived fromthe PvD ID. The retrieved JSON

obj ect contains additional information that would typically be
considered unfit, or too large, to be directly included in the Router
Advertisenent, but night be considered useful to the applications, or
even sonetines users, when choosing which PvD and transport should be
used.

Ter m nol ogy

The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119].

In addition, this docunent uses the follow ng term nol ogy:
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Provi si oni ng Domai n (PvD): A set of network configuration
information; for nore information, see [ RFC7556].

PvD | Dt A Fully Qualified Domain Name (FQDN) used to identify a
PvD.

Explicit PvD: A PvD uniquely identified with a PvD ID. For nore
i nformati on, see [ RFC7556].

Implicit PvD: A PvD that, in the absence of a PvDID, is identified
by the host interface to which it is attached and the address of
t he advertising router

3. Provisioning Domain Identification using Router Advertisenents

Explicit PvDs are identified by a PDID. The PvDIDis a Fully
Qualified Donmain Nane (FQDN) whi ch MUST bel ong to the network
operator in order to avoid nami ng collisions. The sane PvD | D MAY be
used in several access networks when they ultimtely provide

i dentical services (e.g., in all home networks subscribed to the sane
service).

3.1. PvDID Option for Router Advertisenents

Thi s docunent introduces a Router Advertisenment (RA) option called
PvD | D Router Advertisenent option. It is used to convey the FQDN
identifying a given PvD (see Figure 1), bind the PvDID with
configuration information received over DHCPv4 (see Section 3.3.2),
enabl e the use of HITTP over TLS to retrieve the PvD Additiona

I nformati on JSON obj ect (see Section 4), as well as contain any other
RA options which would otherwi se be valid in the RA
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h | H L] A Reserved [
B e i i e o e e S T S e e s i i TR S
[ Sequence Nunber |
B o I NI S R S S R T S T S S

PvD | D FQDN
B S S T i A T S I Y S S S S S S
[ Paddi ng

T I T S i T i T S S S e s Sk i S S S S S S

Rout er Advertisenent nessage header
(Only present when A-flag is set)

B T i S S i S T h T i S S S S e
| Options ..
R e e EE E D e ok

Figure 1: PvD I D Router Advertisements Option format

Type : (8 bits) To be defined by IANA. Current
experinentation uses the value of 254.

Length : (8 bits) The length of the option in units of 8
octets, including the Type and Length fields, the Router
Advertisement nmessage header, if any, as well as the RA options
that are included within the PvD I D Option.

Hfl ag : (1 bit) 'HITP flag stating whether sonme PvD
Additional Information is made avail abl e through HTTP over TLS, as
described in Section 4.

L-fl ag : (1 bit) 'Legacy’ flag stating whether the router is
al so providing IPv4 information using DHCPv4 (see Section 3.3.2).

A-flag : (1 bit) 'Advertisenment’ flag stating whether the PvD
ID Option is followed (right after padding to the next 64 bits
boundary) by a Router Advertisenent nessage header (See section
4.2 of target="RFC4861"/>).

Reserved : (13 bits) Reserved for later use. 1t MJIST be set to
zero by the sender and ignored by the receiver

Sequence Number: (16 bits) Sequence number for the PvD Additiona
I nformation, as described in Section 4.
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PvD | D FQDN : The FQDN used as PvD I D encoded in DNS format, as
described in Section 3.1 of [RFCL035]. Domain names conpression
described in Section 4.1.4 of [RFC1035] MJUST NOT be used.

Paddi ng : Zero or nore padding octets to the next 8 octets
boundary. It MJST be set to zero by the sender, and ignored by
the receiver.

RA nmessage header : (16 octets) When the A-flag is set, a ful
Rout er Advertisenent nessage header as specified in [ RFC4861].
The ' Type', 'Code’ and ' Checksum fields (i.e. the first 32 bits),
MUST be set to zero by the sender and ignored by the receiver
The other fields are to be set and parsed as specified in
[ RFC4861] or any updating docunents.

Options : Zero or nore RA options that would otherwi se be valid as
part of the Router Advertisenent nain body, but are instead
included in the PvD ID Option such as to be ignored by hosts that
are not ' PvD-aware’.

Here is an exanple of a PvD ID option with exanple.org as the PvD ID
FQDN and including a RDNSS and prefix information options:

0 1 2 3
01234567890123456789012345678901
B B +
| Type: 254 | Length: 12 | O] O] O] Reserved |
Fom e e e oo Fom e e e e e e e e e m oo oo Fom e e e oo +
| Sequence Numnber | 7 | e |
o e oo oo e e e e e e e e e e e e e e e e e e e e e eeeoo oo +
I m I a I m I p I
o m ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e oo +
| l | e | 3 | 0 |
o mm o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me e eo oo +
I r I g I 0 | 0 (padding) |
o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eee o +
| 0 (padding) | O (padding) | 0 (padding) | 0 (padding) |
B B B B +

| RDNSS option (RFC 6106) |ength: 5

| Prefix Information Option (RFC 4861) length: 4
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3. 2. Rout er Behavi or

A router MAY send RAs containing at nost one PvD I D RA option, but
MUST NOT include nore than one PvD ID RA option in each RA. In
particular, the PvD ID RA option MUST NOT contain further PvD ID RA
options.

The PvD I D Option MAY contain zero, one, or nore RA options which
woul d otherwi se be valid as part of the sane RA. Such options are
processed by PvD aware hosts, while ignored by others.

In order to provide nultiple different PvDs, a router MJST send
multiple RAs. Different explicit PvDs MAY be advertised with RAs
usi ng the sane | Pv6 source address; but different inplicit PvDs,
advertised with different RAs, MJST use different |ink |ocal

addr esses.

Whenever an RA, for a single PvD, would need to be sent via multiple
packets, the PvD ID RA option header (i.e., all fields except the
"Options’ field) MIUST be repeated in all the transmitted RAs. But
the options within the "Options’ field, MAY be transmtted only once,
included in one of the transnitted PvD I D RA options.

3. 3. Host Behavi or

Host s MJST associ ate recei ved RAs and incl uded configuration
information (e.g., Router Valid Lifetine, Prefix Information

[ RFC4861], Recursive DNS Server [RFC8106], Routing Information

[ RFC4191] options) with the explicit PvDidentified by the first PvD
ID Option present in the received RA, if any, or with the inplicit
PvD identified by the host interface and the source address of the
recei ved RA ot herwi se.

In case nultiple PyD ID options are found in a given RA hosts MJST
ignore all but the first PvD I D option.

Simlarly, hosts MJST associate all network configuration objects
(e.g., default routers, addresses, nore specific routes, DNS
Recursive Resolvers) with the PvD associated with the RA which | ast
updated the object. For exanple, addresses that are generated using
a received Prefix Information option (PIO are associated with the
PvD of the last received RA which included the given Pl QO

PvD | Ds MUST be conpared in a case-insensitive manner (i.e., A=a),
assunming ASCII with zero parity while non-al phabetic codes nust match
exactly (see also Section 3.1 of [RFC1035]). For exanple,

pvd. exanpl e. com or PvD. Exanpl e. coM woul d refer to the same PvD.

Pfister, et al. Expi res August 13, 2018 [ Page 7]



Internet-Draft Pr ovi si oni ng Domai ns February 2018

Whi | e resol ving names, executing the default address selection

al gorithm [ RFC6724] or executing the default router selection

al gorithm ([ RFC2461], [ RFC4191] and [ RFC8028]), hosts MAY consi der
only the configuration associated with an arbitrary set of PvDs.

For exanple, a host MAY associate a given process with a specific
PvD, or a specific set of PvDs, while associating another process
with another PvD. A PvD-aware application mght also be able to

sel ect, on a per-connection basis, which PvDs should be used. In
particul ar, constrai ned devices such as snall battery operated
devices (e.g. 10T), or devices with linmted CPU or nenory resources

may purposefully use a single PvD while ignoring sone received RAs
containing different PvD I Ds.

The way an application expresses its desire to use a given PvD, or a
set of PvDs, or the way this selection is enforced, is out of the
scope of this docunent. Useful insights about these considerations
can be found in [I-D. kline-nif-npvd-api-reqs].

3.3.1. DHCPv6 configuration association

When a host retrieves configuration el enents using DHCPv6 (e.qg.
addresses or DNS recursive resolvers), they MJST be associated with
the explicit or inplicit PvD of the RA received on the sane
interface, sent fromthe same LLA, and with the Oflag or Mflag set
[ RFC4861]. If no such PvD is found, or whenever nultiple different
PvDs are found, the host behavior is unspecified.

This process requires hosts to keep track of received RAs, associated
PvD I Ds, and routers LLA; it also assumes that the router either acts
as a DHCPv6 server or relay and uses the sane LLA for DHCPv6 and RA
traffic (which may not be the case when the router uses VRRP to send
its RA).

3.3.2. DHCPv4 configuration association

When a host retrieves configuration el ements from DHCPv4, they MJUST
be associated with the explicit PvD received on the sane interface,
whose PVD I D Options L-flag is set and, in the case of a non point-
to-point link, using the sane datalink address. |f no such PvDis
found, or whenever nultiple different PvDs are found, the
configuration elements coming from DHCPv4 MJUST be associated with the
implicit PvDidentified by the interface on which the DHCPv4
transacti on happened. The case of nmultiple explicit PvD for an |IPv4
interface is undefined.
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3.3.3. Interconnection Sharing by the Host

The situation when a node receives an RA on one interface (e.g.
cellular) and shares this connectivity by also acting as a router by
transmtting RA on another interface (e.g. WFi) is known as

"tethering’. It can be done as ND proxy. The exact behavior is TBD
but it is expected that the one or several PvD associated to the
shared interface (e.g. cellular) will also be advertised to the

clients on the other interface (e.g. WFi).
4. Provisioning Donain Additional I|nfornmation

Addi tional information about the network characteristics can be
retrieved based on the PyD ID. This set of information is called PvD
Additional Information, and is encoded as a JSON object [RFC7159].

The purpose of this additional set of information is to securely
provi de additional infornmation to applications about the connectivity
that is provided using a given interface and source address pair. It
typically includes data that woul d be considered too | arge, or not
critical enough, to be provided within an RA option. The information
contained in this object MAY be used by the operating system network
libraries, applications, or users, in order to deci de which set of
PvDs shoul d be used for which connection, as described in

Section 3.3.

4.1. Retrieving the PvD Additional Information

When the Hflag of the PvD ID OQption is set, hosts MAY attenpt to
retrieve the PvD Additional Information associated with a given PvD
by performi ng an HTTP over TLS [RFC2818] GET query to https://<PvD
I D>/ . wel | -known/ pvd [ RFC5785]. Inversely, hosts MJUST NOT do so
whenever the H-flag is not set.

Note that the DNS nane resolution of the PvD ID, the PKI checks as
well as the actual query MJST be performed using the considered PvD.
In other words, the nane resol ution, PKI checks, source address

sel ection, as well as the next-hop router selection MIJST be perforned
whi |l e using exclusively the set of configuration information attached
with the PvD, as defined in Section 3.3. In sone cases, it may
therefore be necessary to wait for an address to be available for use
(e.g., once the Duplicate Address Detection or DHCPv6 processes are
compl ete) before initiating the HITP over TLS query. If the PvD

all ows for tenporary address per [RFC4941], then hosts SHOULD use a
tenporary address to fetch the PvD Additional Information and SHOULD
deprecate the used tenporary address and generate a new tenporary
address afterward.
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If the HTTP status of the answer is greater than or equal to 400 the
host MJST abandon and consider that there is no additional PvD
information. |If the HTTP status of the answer is between 300 and
399, inclusive, it MIST follow the redirection(s). |If the HITP
status of the answer is between 200 and 299, inclusive, the host MAY
get a file containing a single JSON object. Wen a JSON object could
not be retrieved, an error message SHOULD be | ogged and/or displayed
inarate-limted fashion

After retrieval of the PvD Additional Information, hosts MJST keep
track of the Sequence Nunber val ue received in subsequent RAs
including the same PvD ID. In case the new value is greater than the
val ue that was observed when the PvD Additional |nfornmation object
was retrieved (using serial number arithnmetic conparisons [ RFC1982]),
or whenever the validity tine included in the PVD Additiona

I nformati on JSON object is expired, hosts MJIST either performa new
query and retrieve a new version of the object, or, failing that,
deprecate the object and stop using the additional infornmation
provided in the JSON object.

Hosts retrieving a new PvD Additional Information object MJST check
for the presence and validity of the nmandatory fields specified in
Section 4.3. Aretrieved object including an expiration tine that is
al ready past or missing a nandatory el enment MJST be ignored. In
order to avoid synchroni zed queries toward the server hosting the PvD
Addi tional Information when an object expires, a host which | ast
retrieved an object at a time A including a validity time B, SHOULD
renew the object at a uniformy randomtine in the interva
[(B-A)/2,A.

The PvD Additional Infornmation object includes a set of |IPv6 prefixes
(under the key "prefixes") which MIST be checked against all the
Prefix Information Options advertised in the RA. If any of the
prefixes included in the PIOis not covered by at | east one of the
listed prefixes, the PvD associated with the tested prefix MJST be
consi dered unsafe and MUST NOT be used. While this does not prevent
a malicious network provider, it does conplicate some attack
scenarios, and may hel p detecting m sconfiguration

4.2. Operational Consideration to Providing the PvD Additiona
I nformation

Whenever the Hflag is set in the PvD RA Option, a valid PvD

Addi tional Information object MJST be made available to all hosts
receiving the RA by the network operator. In particular, when a
captive portal is present, hosts MJIST still be allowed to perform
DNS, PKI and HTTP over TLS operations related to the retrieval of the
obj ect, even before logging into the captive portal
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Routers MAY increnment the PVD | D Sequence nunber in order to inform
host that a new PvD Additional Information object is avail able and
shoul d be retrieved.

The server providing the JSON files SHOULD al so check whet her the
client address is part of the prefixes listed into the additiona
i nformati on and SHOULD return a 403 response code if there is no
mat ch.

4.3. PvD Additional Information Fornat
The PvD Additional Information is a JSON object.

The followi ng table presents the mandatory keys which MJST be
i ncluded in the object:

[ SR o e e e e o - S o e e e e e e e e oo +
| JSON key | Description | Type | Exanple |
[ R o e e e e oo - o m e o e e e e e oo - +
| name | Human-readable | UTF-8 | "Awesone Wfi" |
| | service nane | string | |
I I | [RFC3629] | I
| expires | Date after | [ RFC3339] | "2017-07-23T06: 00: 00Z" |
[ | which this [ [ [
| | object is not | | |
I | valid I I I
| prefixes | Array of |Pv6 | Array of | ["2001: db8: 1::/48", |
[ | prefixes valid | strings | "2001: db8: 4::/48"] [
| | for this PVD | | |
[ RS o e e e oo - S o e e e e e oo - +

A retrieved object which does not include a valid string associ ated
with the "name" key at the root of the object, or a valid date
associated with the "expires" key, also at the root of the object,
MUST be ignored. In such cases, an error nessage SHOULD be | ogged
and/ or displayed in a rate-limted fashion. |If the PIO of the
received RA is not covered by at |east one of the "prefixes" key, the
retrieved object SHOULD be ignored.

The followi ng table presents sone optional keys which MAY be incl uded
in the object.
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UTF- 8
string

| ocal i zedNane | Localized user- "WTfi Genial"
| visible service
| nane, |anguage
| can be sel ected
| based on the
| HTTP Accept -
| Language header
| in the request.
dnsZones | DNS zones
| searchabl e and
| accessible
| No Internet,
| set when the
| PvD only
| provides
| restricted
| access to a set
| of services

of DNS xanpl e. org"]
zones
bool ean

nol nt er net true

I I
I I
I I
I I
I I
I I
I I
I I
array | ["exanple.cont,"sub.e
I I
I I
I I
I I
I I
I I
I I
I I
I I

It is worth noting that the JSON format allows for extensions.
Whenever an unknown key is encountered, it MJST be ignored along with
its associated el enents.

4.3.1. Private Extensions
JSON keys starting with "x-" are reserved for private use and can be
utilized to provide information that is specific to vendor, user or
enterprise. It is RECOMVENDED to use one of the patterns "x- FQDN
KEY" or "x-PEN KEY" where FQDN is a fully qualified domain name or
PEN is a private enterprise nunber [PEN] under control of the author
of the extension to avoid collisions.

4.3.2. Exanple

Here are two exanpl es based on the keys defined in this section

{

"nanme": "Foo Wrel ess",

"l ocal i zedNane": "Foo-France Wfi",

"expires": "2017-07-23T06: 00: 00Z"

"prefixes" : ["2001:db8:1::/48", "2001:db8:4::/48"],
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{

"name": "Bar 4G’

"l ocalizedNane": "Bar US 4G

"expires": "2017-07-23T06: 00: 00Z"

"prefixes": ["2001: db8:1::/48", "2001:db8:4::/48"],
}

4.4. Detecting m sconfiguration and m suse

When a host retrieves the PvD Additional Information, it MJST verify
that the TLS server certificate is valid for the perforned request
(e.g., that the Subject Name is equal to the PvD I D expressed as an
FQDN). This authentication creates a secure binding between the

i nformati on provided by the trusted Router Advertisenent, and the
HTTPS server. But this does not nmean the Advertising Router and the
PvD server belong to the sane entity.

Hosts MJST verify that all prefixes in the RA PIO are covered by a
prefix fromthe PvD Additional Information. An adversarial router
willing to fake the use of a given explicit PvD, without any access
to the actual PvD Additional Information, would need to perform NAT66
in order to circunmvent this check

It is al so RECOWENDED t hat the HTTPS server checks the source
addresses of incomi ng connections (see Section 4.1). This check give
reasonabl e assurance that neither NPTv6 [ RFC6296] nor NAT66 were used
and restricts the information to the valid network users.

5. Operation Considerations

Thi s section describes sone use cases of PvD. For sake of

simplicity, the RA nessages will not be described in the usual ASClI

art but rather in an indented list. For exanple, a RA nessage

contai ning sone options and a PvD I D option that al so contains other

options will be described as:

0 RA Header: router lifetinme = 6000

o Prefix Information Option: length = 4, prefix = 2001: db8: cafe::/64

o PvD ID header: length = 3+ 5 +4 , PvD I D FQDN = exanpl e. org,
A-flag = 0 (actual length of the header with padding 24 bytes = 3
* 8 bytes)

* Recursive DNS Server: length = 5, addresses=
[ 2001: db8: caf e: : 53, 2001: db8: f 00d: : 53]
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* Prefix Information Option: length = 4, prefix =
2001: db8: f 00d: : / 64

It is expected that for sone years, networks will have a m x of PvD
aware hosts and PvD-ignorant hosts. |If there is a need to give
specific information to PvD-aware hosts only, then it is reconmended
to send TWD RA nessages: one for each class of hosts. For exanple,
here is the RA for PvD-ignorant hosts:

0 RA Header: router lifetinme = 6000 (PvD-ignorant hosts wll use
this router as a default router)

0 Prefix Information Option: length = 4, prefix = 2001: db8: cafe::/64

0 Recursive DNS Server Option: length = 3, addresses=
[ 2001: db8: caf e: : 53]

o PvD ID header: length = 3+ 2, PvD ID FQDN = foo. exanpl e. org,
A-flag = 1 (actual length of the header 24 bytes = 3 * 8 bytes)

* RA Header: router lifetine = 0 (PvD-aware hosts will not use
this router as a default router), inplicit length = 2

And here is a RA exanple for PvD aware hosts:

0 RA Header: router lifetine = 0 (PvD-ignorant hosts will not use
this router as a default router)

o PvD ID header: length = 3+ 2 + 4 + 3, PvD ID FQDN = exanpl e. org,
A-flag = 1 (actual length of the header 24 bytes = 3 * 8 bytes)

* RA Header: router lifetine = 1600 (PvD aware hosts will use
this router as a default router), inplicit length = 2

* Prefix Information Option: length = 4, prefix =
2001: db8: f00d: : /64

* Recursive DNS Server Option: length = 3, addresses=
[ 2001: db8: f 00d: : 53]

In the above exanple, PvD-ignorant hosts will only use the first RA
sent fromtheir default router and using the 2001: db8: cafe::/ 64
prefix. PvD-aware hosts will autononously configure addresses from
both PIGs, but will only use the source address in 2001: db8: f 00d: : / 64
to comuni cate past the first hop router since only the router
sendi ng the second RA will be used as default router; sinmlarly, they
will use the DNS server 2001: db8:f00d::53 when comunicating with
thi s adress.
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6

Security Considerations

Al t hough sone sol utions such as I Psec or SeND [ RFC3971] can be used
in order to secure the | Pv6 Nei ghbor Discovery Protocol, actua

depl oynents largely rely on Iink |ayer or physical |ayer security
nmechani sms (e.g. 802.1x [| EEE8021X]) in conjunction with RA Guard

[ RFC6105] .

This specification does not inprove the Nei ghbor Di scovery Protoco
security nodel, but extends the purely link-local trust relationship
bet ween the host and the default routers with HTTP over TLS

conmmuni cations which servers are authenticated as rightful owners of
the FQDN received within the trusted PvD I D RA option.

It must be noted that Section 4.4 of this docunment only provides
reasonabl e assurance agai nst m sconfiguration but does not prevent an
hostil e network access provider to wong information that could | ead
applications or hosts to select an hostile PvD. Users should al ways
apply caution when connecting to an unknown networ k.

Privacy Consi derations

Retrieval of the PvD Additional Information over HTTPS requires early
communi cati ons between the connecting host and a server which nmay be
| ocated further than the first hop router. Although this server is
likely to be located within the same adninistrative domain as the
default router, this property can’'t be ensured. Therefore, hosts
willing to retrieve the PvD Additional Information before using it

wi thout |eaking identity information, SHOULD nake use of an | Pv6
Privacy Address and SHOULD NOT include any privacy sensitive data,
such as User Agent header or HTTP cookie, while performing the HITP
over TLS query.

From a privacy perspective, retrieving the PvD Additional Infornmation
is not different fromestablishing a first connexion to a renote
server, or even performng a single DNS | ookup. For exanple, nost
operating systens already performearly queries to well known web
sites, such as http://captive. exanpl e.com hotspot-detect.htnml, in
order to detect the presence of a captive portal

There nay be sone cases where hosts, for privacy reasons, should
refrain fromaccessing servers that are |located outside a certain

networ k boundary. |In practice, this could be inplenented as a
whitelist of "trusted” FQDNs and/or |P prefixes that the host is
all owed to comunicate with. In such scenarios, the host SHOULD

check that the provided PvD ID, as well as the I P address that it
resolves into, are part of the allowed whitelist.
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8.

10.

10.

| ANA Consi der ati ons

I ANA is asked to assign the value TBD fromthe |1 Pv6 Nei ghbor
Di scovery Option Formats registry for the PvD I D Router Advertisenent
option.

| ANA i s asked to assign the value "pvd" fromthe Well-Known URIs
registry.

I ANA is asked to create and maintain a new registry entitled
"Addi tional Information PvD Keys" containing ASCI| strings. The
initial content of this registry are given in Section 4.3; future
assignnents are to be nade through Expert Revi ew [ BCP36] .

Finally, 1ANA is asked to create and maintain a new registry entitled
"PvD I D Router Advertisenent option Flags" reserving bit positions
fromO to 15 to be used in the PvD ID Router Advertisenent option
bitmask. Bit position 0, 1 and 2 are reserved by this docunent (as
specified in Figure 1). Future assignnents require a Standard Track
RFC docunent .
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Appendi x A, Changel og
Note to RFC Editors: Renove this section before publication.
A.1. Version 00

Initial version of the draft. Edited by Basile Bruneau + Eric Vyncke
and based on Basile’'s work.

A. 2. Version 01

Major rewrite intended to focus on the the retained solution based on

corridors, online, and WG di scussions. Edited by Pierre Pfister.

The following Iist only includes major changes.
PvDIDis an FQDN retrieved using a single RA option. This option
contains a sequence nunber for push-based updates, a new Hfl ag,
and a L-flag in order to link the PvD with the | Pv4 DHCP server.
Alifetine is included in the PvD I D option.

Detai |l ed Hosts and Routers specifications.

Additional Information is retrieved using HITP-over-TLS when the
PvD ID Option Hflag is set. Retrieving the object is optional.

The PvD Additional Information object includes a validity date.

DNS- based approach is renoved as well as the DNS-based encodi ng of
the PvD Additional |nformation.

Maj or cut in the list of proposed JSON keys. This docunent nay be
extended |l ater if need be.

Monet ary di scussion is noved to the appendi x.

Clarification about the 'prefixes’ contained in the additional
i nformation.
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Clarification about the processing of DHCPv6.
Ver si on 02

The FQDN i s now encoded with ASCII format (instead of DNS binary)
in the RA option.

The PvD ID option lifetine is renoved fromthe object.
Use well known URI "https://<PvD I D>/.well-known/ pvd"
Ref erence RFC3339 for JSON tinestanp fornmat.

The PvD I D Sequence field has been extended to 16 bits.
Modi fi ed host behavior for DHCPv4 and DHCPv6.

Renoved | KEv2 section

Renmoved nention of RFC7710 Captive Portal option. A newl.D.
wi Il be proposed to address the captive portal use case.

WG Docunent version 00

Docunent has been accepted as | NTAREA wor ki ng group docunent

| ANA considerations foll ow RFC8126 [ RFC8126]

PvD I D FQDN i s encoded as per RFC 1035 [ RFC1035]

PvD I D FQDN i s prepended by a one-byte length field

Mar cus Keane added as co-aut hor

dnsZones key is added back

draft of a privacy consideration section and added that a
tenporary address should be used to retrieve the PvD additiona
i nformation

per Bob Hi nden's request: the docunent is now aimng at standard

track and security considerations have been noved to the nain
section
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A 5.

WG Docunent version 01

Renovi ng references to 'nmetered’ and ’characteristics’ keys.
Those nmay be in scope of the PvD work, but this docunent will
focus on essential parts only.

Renovi ng appendi x section regarding link quality and billing
i nformation.

The PvD RA Option may now contain other RA options such that PvD
aware hosts nay receive configuration infornmation otherw se
i nvisible to non-PvD aware hosts.

Clarify that the additional PvD Additional Information is not

i ntended to nodify host’s networking stack behavi or, but rather
provide information to the Application, used to select which PvDs
nmust be used and provide configuration paraneters to the transport
| ayer.

The RA option padding is used to increase the option size to the
next 64 (was 32) bits boundary.

Better detail the Security nodel and Privacy considerations.
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