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1. Introduction

Large-scale | P address sharing technol ogies (often collectively
referred to as "Carrier-Gade NAT", [RFC6888]) are a hel pful tool for
extending the life of I Pv4 addresses by allowi ng nultiple endpoints
to share a small nunber of |Pv4 addresses. A nunber of such
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t echnol ogi es have been di scussed and depl oyed, such as Dual - St ack
Lite [ RFC6333], NAT64 [RFC6146] and NAT444 [I|-D.shirasaki-nat444]. A
rel ated category of technol ogi es, known as "Address plus Port", or
"A+P" [ RFC6346], are also used for large-scale | P address sharing,
achieved in these cases by using sone of the port nunber bits for
addressi ng purposes. Miltiple exanples of this category of
technol ogi es are al so avail abl e, including Lightwei ght 4over6

[ RFC7596], MAP-E [RFC7597] and MAP-T [ RFC7599].

Al'l of these technol ogi es involve extending the space of avail able

| Pv4 addresses by mappi ng comuni cation fromnultiple endpoints to a
single, or small nunber of shared addresses, through the use of port
nunbers. The detail of how this is achieved in each technol ogy
varies, but the principle remains the sanme in all cases.

From the perspective of a server on the Internet, endpoint traffic
that has passed through | P address sharing infrastructure appears to
be originating fromthe I P address of the address sharing appliance.
Conmon practice at the present tine is for servers to log the
connection time and source | P address of incom ng connections.
However, the | P address of the address sharing appliance is not
sufficient to identify the true source of the traffic because
potentially hundreds or thousands of individual endpoints were using
that | P address at the sane tinme. |f the need arises during a
crimnal investigation to identify the source of a specific
connection, the source port and exact connection tine will also be
required. Wthout this additional information it is highly unlikely
that it will be possible for |aw enforcenent authorities to progress
their investigations.

Information is required fromat |east two sources to establish the
link fromthe logs of an Internet-facing server to a specific
subscri ber endpoint:

1. The administrator of the Internet-facing server nust have | ogged
enough information to enable the operator of the |P address
sharing infrastructure to isolate a specific subscriber endpoint.

2. The operator of the |IP address sharing infrastructure nust have
| ogged sufficient information (for a sufficient length of tine)
to be able, when provided with adequate data by a | aw enforcenent
agency, to isolate the rel evant subscriber endpoint.

The operators of |arge-scale | P address sharing infrastructure,
typically Internet Service Providers, are usually required by law to
mai ntain records of which endpoint was using a particular |P address
and port at a particular tine. The period of tine for which these
records nmust be retained is defined by national |egislation
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Irrespective of whether (and for how | ong) these records are

avail able, a starting point is needed to indicate to an investigating
| aw enforcenment agency that a particular endpoint was involved in a
suspected crinmnal activity under investigation. Wthout such a
starting point, it would be very difficult to progress the

i nvestigation even as far as engagenent with the operator of the
address sharing infrastructure. The records of Internet-facing
servers are often a crucial source of this type of evidence

It has been recognised for sone tine that | P address sharing presents
a challenge to the ability to trace network use and abuse [ RFC7620].
Further, it has al so been recognised that this challenge is likely to
becone nore severe and wi despread with the increased use of |arge-
scal e address sharing [ RFC6269]. NMore recently, Europol has

hi ghlighted the issue of |arge-scale |IP address sharing as a threat
to Internet governance [ EUROPOL I OCTA]. It is reported that the
problemof crinme attribution related to the use of carrier-grade NAT
technologies is regularly encountered by 90% of respondents to a
survey on the topic.

Address sharing, including |arge-scale address sharing, is required
as long as the use of IPv4 continues. Full deploynent of |IPv6 has
the potential to ultimately elimnate the current attribution issues
arising fromthe use of |arge-scal e address sharing technol ogi es,

al t hough presunmably new attribution challenges will arise in that
scenario. Since it is inpossible to anticipate if or when ful
mgration to IPv6 will take place, it is prudent to consider the
inmplications of the transitionary technologies until the need for

t hem has been elim nat ed.

2. Scope

Previ ous work has al ready suggested as best practice the |oggi ng by
Internet-facing servers of source |P address, source port and exact
connection tinme [ RFC6302]. However, this continues to be
exceptional, rather than routine, |ogging practice. The purpose of
this docunent is to consider in nore detail how it mght be possible
to bring about routine |ogging by Internet-facing servers of the

i nformati on needed to re-establish the ability to trace network abuse
for crimnal investigative purposes. This docunent specifically does
not address or consider the |ogging requirenments of operators of

| arge-scal e address sharing infrastructre. Instead, the focus is on
the | oggi ng consi derati ons of operators of Internet-facing servers.
The main contributions of this docunent are:

1. To consider the reasons why source port logging is not routinely
carried out.
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2. To identify some possible solutions and workarounds for the
reasons that source port logging is not routinely carried out.

3. To exanmine the feasibility of source port |ogging fromthe
perspective of software support for this feature.

Clearly no single solution will address the problem of crinme
attribution on the Internet. Load bal ancers, proxies and other
network infrastructure may also, intentionally or as a side-effect,
obfuscate the true source of Internet traffic and these problens wll
continue to exist with or without the presence of |arge-scal e address
sharing technologies (like Carrier-Gade NAT and A+P). Nevert hel ess,
at the tine of witing | arge-scal e address sharing technol ogi es
present a significant challenge to crine attribution, as highlighted
by Europol in the above referenced link, and this docunent attenpts
to consider the challenges specifically presented by that category of
t echnol ogi es.

The di scussi on begi ns by consi deri ng whet her centralised connection
logging is a viable solution to the problem of subscriber
identification in crimnal investigations. This is followed by an
exam nation of the reasons why source port logging is not currently
routinely carried out. A nodel has been devel oped for the conparison
of the maturity of various server deploynents to | og source port and
a study of common server software has been performed to assess the
status of support for this functionality. Many, but not all,
enterprise server solutions that were exan ned nmade the | oggi ng of
source port either "Possible" or "Feasible", as defined in the
maturity nodel. Only one type of server software exam ned nade the
| oggi ng of source port "Default".

3. Centralised Connection Logging

When | arge-scal e | P address sharing technol ogi es are used, source |IP
address is no longer a sufficient identifier of an individua
subscriber. At a mininum source port and accurate tinestanp
information are also required to distinguish between the potentially
| arge number of individual users of a specific |IP address at a
particular time. [RFC6269] points out that there are two sol utions
to the question of how adequate information can be recorded to
identify the parties to a particular connection. They are:

1. Operators of |IP address sharing infrastructure | og mappi ngs
bet ween (source | P address, source port) conbinations and their
subscribers. Server operators log the I P address and source port
of incom ng connections. This is referred to as source port

| oggi ng.

OReilly Expires July 7, 2018 [ Page 5]



Internet-Draft Logging for Large-Scale | P Address Sharing January 2018

2. Instead of relying on server operators to | og the source port of
i ncom ng connections, operators of |IP address sharing
infrastructure log all conbinations of (external |P address,
external port, destination |IP address) for outgoing connections.
This is referred to as connection |ogging. Server operators |og
the I P address and tinestanp of incom ng connections, which is
the common current practice

Two chal l enges to the use of connection |ogging by operators of IP
address sharing infrastructure are also presented in RFC6269.
Briefly:

0 The volumes of data invol ved nmake centralised recording of
destination |IP addresses infeasible.

o Many individuals using the sane | P address to access a popul ar
destination (e.g. a popular website) might nean that it is not
possi bl e to distinguish between the activity of one subscriber and
anot her, even if connection records are kept by the operator of
the address sharing infrastructure.

The first issue raised is that the volunmes of data involved make
centralised recording of destination |IP addresses infeasible.

Whet her destination |P addresses are recorded or not, the vol ume of

| ogs generated by a large-scale |IP address sharing infrastructure
will be substantial, and sone approaches have been proposed to
address this hurdle and make central connection | oggi ng nore
feasible, such as determnistic allocation of ports

[ RFC6269], [ RFC7422] or allocation of port ranges [ RFC7768],

[ RFC6346]. While argunments of infeasibility are not argunents in
princi pl e why such | oggi ng cannot be done, the volunes of data

i nvol ved in recording every single outgoing connection in a |large
Internet service provider represent legitimte technical, conmmrercia
and operational argunents for why it can not work in practice. Sone
representative figures for the scales of data involved can be found
in [RFC7422], wherein it is estimated that the | oggi ng overhead woul d
be of the order of 150MB per subscriber, per nonth. For a service
provider with one nmillion subscribers, this would produce a vol une of
| ogs (unconpressed) of the order of 150 terabytes per nonth. Aside
fromthe technical overhead of storing such a volune of data,
searching and | ocating relevant records over an extended, legally
mandat ed retention period would al so present a significant technica
chal | enge

The second point raised in [ RFC6269] agai nst connection | oggi ng by
operators of |P address sharing infrastructure suggests that even if
connection logs store all conbinations of (tinestanp, source IP
source port, destination IP), if this information is queried in the
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absence of source port because source port has not been recorded by
the destination IP, this would not be sufficient to distinguish the
activity of one individual fromanother in cases where the
destination IP is a popular one. This problemis further exacerbated
in the case of protocols that make nultiple connections per session
(e.g. HITP/HTTPS). The inplication of this point is that connection
| oggi ng, despite potential significant technical and operationa

over head, cannot guarantee that the information retained is
sufficient to identify an individual suspect, even when all required
records are avail abl e.

Finally, the privacy concerns arising fromconnection logging in this
scenari o have been repeatedly raised [ RFC6888] and
[I-D.ietf-behave-ipfix-nat-1ogging].

In summary, it is certainly clear that operators of address sharing
infrastructure need to retain records to enable the identification of
suspects, and such records nust consist of, at least, sufficient
information to identify an individual subscriber when provided with a
ti mestanp, source |IP, source port and destination IP. However, there
is no centralised solution available that renoves the need for server
operators to retain source port information

4. Challenges to Capturing Source Port

It is relatively easy to articulate the reason why the operator of an
Internet-facing server would wish to retain source port information

for incom ng connections. |If the server operator (or the users that
they serve) finds thenselves the victimof a crine, it is preferable
that all information that could be needed by the server operator to

facilitate a crimnal investigation is available. On the other hand,
there are reasons why a server operator night not have the required
source port information. This section enunerates the factors that
coul d negatively influence both the ability and the inclination of
server operators to capture and record source port infornation.

4. 1. Lack of Awareness

Server operators are principally focussed on delivering the services
for which they are operating their infrastructure. One of the main
problens with the increasing use of |IP address sharing technol ogi es
is the | ack of awareness on the part of server operators that there
are direct inplications for themin case they should becone the
victimof a crine.

At the time of witing, a mininmal anount of material is available

online concerning this issue, even for those actively seeking to find
out about source port |ogging. Were specific guidance or
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i nformati on has been provided by vendors in relation to the
configuration of source port |ogging, no explanation is provided for
why this mght be something that server operators m ght consider
desirable. For exanple [MSDN IS LOGF.

There is, therefore, a considerabl e awareness gap between the

i nportance of this issue for the purpose of investigating crinina
activity online and the awareness of those who need to act in advance
of any crimnality taking place to ensure that the information needed
to facilitate a future investigation is avail abl e.

4.2. Lack of Support for Loggi ng Source Port

Bef ore a server operator can decide to | og source port infornmation,
the server software nust support |ogging of the source port of

i ncom ng connections. Many, but not all major software distributions
support the logging of the source port of inconm ng connections.
Clearly lack of support in server software is a technical obstacle
for a server operator to |logging source port at the endpoint. It may
still be possible to | og source port at some |ocation before the
server endpoint (e.g. at a reverse proxy) but absence of support in
server software will nean that endpoint logging will not be possible.

4.3. Additional Storage Requirenents

In cases where it is possible to sinply add source port to the |ist
of fields recorded in log entries, the additional storage required to
preserve source port data is mninal; in the region of six bytes per
log entry (nmaxi numof five ASCII digits for the source port plus an
additional deliniter).

However, in some cases where software supports |ogging source port of
i ncom ng connections, it has been noted that this can only be

achi eved by enabling verbose or debug logging in the software. This
woul d substantially (and unnecessarily) increase the size of |ogs
produced by the server and would also, in all probability, reduce the
production performance of the server. These factors would
undoubt edl y negatively influence the decision by a server operator to
| og i ncom ng source port.

4.4, Default Log Formats

Many nmj or software distributions provide default Iog formats in
their configuration files. A review of the default log format of
some common server software has been carried out and in only one case
was it found that the source port of inconming connections is |ogged
by any of the default log fornmats.
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4.5. Breaking Existing Tooling

Much comercial and free |log analysis software, by default, expects
logs to be in a particular format. Consider, for exanple, the

ubi quity of the Apache Common and Extended Log Fornmats. The software
can usually be configured to parse arbitrary log formats, but this is
addi tional configuration work for a server operator. For exanple:

[ ANALOG LOG CONFI G, [ AWSTATS LOG CONFIG. Wthout migration

pl anni ng, a change to default log formats woul d nost |ikely cause
substantial disruption to a considerabl e anount of downstream
processing of server log files. In addition to comercially
avai | abl e software, many adm nistrators have devel oped or downl oaded
scripts that expect logs to be in a standard |og fornmat.

Therefore, | og processing software, and in particular custom scripts,
may break if default |og formats change unexpectedly. At least, the
tooling may need to be updated to correctly process the additiona
fields newwy present in log file.

4.6. Accuracy of Recorded Tine

As well as recording the I P address and source port of the
connection, it is inportant to record the exact tinme of the
connection. It has been suggested that there is a need for keeping
the exact time against sone sort of global standard (e.g. NTP)

[ RFC6302], however this may not be possible for practical, security
or legacy reasons. In practice, it is usually not necessary to keep
time against a global standard, as long as tine is recorded
consistently. The reason for this is that any tinme of fset between
the server and the tine recorded in another organisation's records
(running address sharing infrastructure) can be cal cul ated and
compensated for manually. Time offsets of this nature are conmonly
encountered and well understood in the digital forensics world.

4.7. Translation of Source Port by Internediate Infrastructure

It is conmon for an incom ng connection to terninate sonmewhere ot her
than the actual server that is intended to ultimately handl e the
connection. For exanple, it is possible that a server operator has
depl oyed internediate infrastructure to inprove the efficiency or
availability of their platform Load bal ancers, proxies or denial of
service counternmeasures may be present, any one of which could
potentially term nate the incom ng connection. The operation of
these types of intermediate infrastructure can cause transl ation of
the i ncom ng connection paraneters (including source port) before the
connection is established to the actual server endpoint.
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In such cases the source port presented at the server endpoint is a
source port that only has nmeaning in the internediate infrastructure
and in nost cases will not carry any information about the source
port in use at the connection origin. 1In the worst case scenario
(fromthe point of view of crine attribution), the internediate
infrastructure nay obfuscate the true source connection information
in away that is unrecoverable.

5.  Conparison Model
A nodel has been devel oped to assist with conparison of the maturity
of server software deploynents to store and retrieve source port

i nformati on for incom ng connections. The nodel is depicted in
Fi gure 1.

| Possible -> Feasible -> Default -> Manageabl e -> Accessible |

Figure 1

0 "Possible": Means that the server software supports, in any way,
the ability to record source ports for inconm ng connections.

0 "Feasible": Means that it there are no significant performnce or
storage inplications for enabling the storage of source ports.

o "Default": Means that, at a mininum at |east one of the default
log formats provided with the software distribution enables the
storage of source ports

0 "Manageabl e": Means that tooling is, or has been, build or adapted
to support the storage of source ports.

0 "Accessible": Means that it is possible to identify and retrieve
rel evant records in the stored | og data.

6. Support for Loggi ng Source Port
Open-source research has been conducted to assess the status of
support for logging of source port information in comopn server
sof t war e

The assessnent criteria were as foll ows:

0 Server software is categorised as "Possible" if there was any way
identified to cause the | ogging of source port.
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0 Server software is categorised as "Feasible" if the |ogging of
source port does not require increasing the log |l evel to cause the
| oggi ng of source port to be possible. |In other words, if a
server requires enabling verbose, debug or audit |ogging in order
to be able to record source port then logging is "Possible" but
not "Feasible".

0 Server software is categorised as "Default” if at |east one of the
avail abl e default log formats enabl es | oggi ng of the incom ng
source port, or if source port is |logged by default.

o The "Manageabl e" and "Accessi bl e" aspects of the conpari son nodel
relate to specific deploynents and are therefore not considered in
the assessment of server software support.

The | atest versions of 16 common server software packages have been
exam ned and docunentati on has been research to identify if and how
source port logging can be enabl ed. The findings are described in
Appendi x A, Online docunentation has been examined to identify if
and how source port |ogging can be enabled. The results are
presented in the follow ng table:

[ SR [ SR TS TS TS +
| Possible | Feasible | Default | Manageable | Accessible

[ R [ R T S S +
| 13 | 11 | 1 | N A | N A |
Fom e - Fom e - Fomm e o Fom e e o Fom e e o +

Tabl e 1: Support Tabl e

It was noted that only one of the server software packages exam ned
(OpenSSH version 7.5) enables the | ogging of inconming source port by
default. This conclusion has been reached despite using the nost
generous possible interpretation of "Default"”, whereby neeting the
criteria for "Default" is achieved when | oggi ng of source port is

of fered as a possible default, rather than requiring that |ogging of
source port is enabled by default. |In due course, as awareness of
this issue increases, it is envisioned that a stricter interpretation
of "Default” would be nore appropriate, requiring that the | ogging of
source port be enabled by default.

7. Conclusions and Next Steps

There is clearly substantial work to be done to bring about the
regul ar recordi ng of source port information at Internet-facing
servers and there are undoubtedly crimnals free right now because
the information required to identify themfromtheir online activity
is not avail able.
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The next steps presented bel ow are sone possi bl e courses of action
that have been identified based on the current state of source port
| oggi ng and the chal | enges descri bed above.

7.1. Raise Awareness of the Inportance of Loggi ng Source Port

Publ i shers of both free and commercial software shoul d consider

rel easi ng depl oyment gui dance or best practice that describes why
server adm nistrators need to be recording source port information
with instructions for how this can be done. This will help to
address the | ack of awareness of the inportance of this issue.

Consi dering al so the awareness of those who are buil ding software
applications, or otherw se involved with coding of Internet-facing
applications, secure codi ng guidance shoul d be updated to include
reference to source port information, particularly where such

gui dance already touches on the issue of logging. For exanple the
OMSP Secure Coding Practices specifies a list of inmportant |og event
data [OMASP_SCP]. However the "inportant |og event data" |ist does
not, at the time of witing, include source port.

7.2. Increase Support for Loggi ng Source Port

Many software packages support |ogging of source port information,

but only ten out of the sixteen exam ned support logging in a way
that would not significantly negatively inpact the operation of the
server software. Software publishers therefore need to consider
their level of support of |ogging source port. In particular
software shoul d support the | ogging of source port without needing to
enabl e a verbose | oggi ng | evel

7.3. Update Default Log Formats

In cases where a particular software package has support for | ogging
of incom ng source port, one possibility would be to incorporate one
or nore log formats that include incomng source port as a field

| ogged by default. Cbviously this will not have any inpact on

depl oynents of the software that are already in place but for future
depl oynents, the incorporation of source port into the |og format
will nean that those administrators that use the unaltered default
log format will automatically store the required infornation.

7.4. Parallel Logging to a Connection Log
Wher e possible, configuring parallel |ogging of connection
information to a separate | og stream woul d be one possible solution

to address the fact that changes to log format mi ght break downstream
tooling. This would also be a possible solution that could be used
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by those server software types that log via syslog. |In this case,
sof tware publishers coul d produce gui dance on how to configure sysl og
to log connection information parallel to main log files.

Such a solution would help to ease the transition to an alternate |og
format since current log formats woul d not need to be changed because
the required source port information is stored separately, but can
still be correlated with the main log files if needed.

7.5. Adequate Tinestanp Accuracy in Logs

Operators of large-scale address sharing infrastructure will, nost
likely need connection tines specified with at | east the granularity
of a second. Mbst, but not all, server software will log times with
this granularity by default but there is no guarantee that this is
the case.

Consi deration should be given by server operators to nmaking sure that
the times that are being recorded in their log files have sufficient
accuracy to allow identification of the required records. As
mentioned earlier, the tines do not necessarily need to be recorded
with reference to a centralised tine source (e.g. NIP) as long as
tinmes are recorded consistently.

This factor al so needs to be considered by software devel opers when
they are produci ng software and al though the recording of time is
mentioned in the OMSP Secure Coding Practices, the required
accuracy/granularity of the recorded tine is not discussed

[ OMASP_SCP] .

7.6. Address Source Port Translation in Internediate I nfrastructure

In cases descri bed above where internediate infrastructure term nates
i ncom ng connections (proxies, |oad bal ancers, etc.), and the
infrastructure is translating incom ng source port information, there
is arisk that the inportant crime attribution information may be
lost. One possibility is to log source port information at the
intermedi ate infrastructure and this nmay be an appropriate sol ution
in some cases. The problemis that this nay |l ead to an excessive

vol ume of | oggi ng, depending on the particular scenario. For exanple
if the internediate infrastructure is being used to nitigate DDoS
attacks, logging all inconing traffic would potentially lead to

| oggi ng of all incom ng DDoS connections. This would clearly be an
undesi rabl e out cone.

An alternative solution is to pass infornmation about the origina

connection (before mapping/translation of connection information
takes place) to the actual endopint. Solutions to achieve this
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10.

10.

al ready exist for certain application |ayer protocols. The Forwarded
HTTP Extention [ RFC7239], for exanple, supports (as an optiona
feature) the tranfer of source port information in the "Forwarded
For" header, and this technique can al so support nultiple |ayers of
proxyi ng without |oss of attribution

| ANA Consi derati ons
This meno includes no request to | ANA
Security Considerations

Clearly a bal ance needs to be struck between individual right to
privacy and | aw enforcenent access to data during crimna
investigations. On the one hand, the routine |ogging of any
additional information has the potential to introduce risks related
to privacy and human rights. On the other hand, it is fair to say
that there are crimnals free today because the data required to
identify themis not available due to the use of |arge-scale address
sharing technol ogies. Across the world there are also a broad
spectrum of |egislative regimes and human rights chal | enges,
interpretation of which relate directly to this question

| P addresses are routinely |Iogged today and this information can be
used for identification of people online in sone cases. The cases in
whi ch an | P addresses does not identify an individual directly are
not necessarily apparent to the person performng the | oggi ng (who
cannot tell, for exanple, if the true source of the traffic is behind
a NAT or other formof proxy) and the sane is true even if source
port is logged. It is not apparent that there is any additional risk
to individual privacy between the case when a single piece of
endpoint identifying information (source |IP address) is |ogged versus
the case when two pieces of endpoint identifying information (source
| P address and source port) are |ogged. Balancing this against the
significant advantages fromthe crine attribution point of view
suggests that this nmay be a worthwhil e approach
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Appendi x A, Support for Source Port Logging in Various Server Software

The tabl e bel ow enunerates the findings of best-effort, open-source
revi ew of docunmentation of the various products. Were it has been
indicated that it is not possible to |l og source port then either (a)
no reference has been identified in online docunentation to indicate
how source port |ogging can be enabled, or (b) a reference positively
i ndi cating that |ogging of source port is not possible has been

f ound.

Fomm e - Fom e e o Fom e e o Fom e o - Fom e o - Fomm e - +
| Categor | Server | Version | Possible | Feasible | Default |
I y I I I I I
N - - N T N T N +
| HTTP | Apache | 2.4.25 | Yes | Yes | No |
| |  HITPD | | | | |
[ HTTP | IS [ 10 [ Yes [ Yes [ No [
| HTTP | Tontat | 8.5.15 | Yes | Yes | No |
| HTTP | Squi d | 3.5.25 | Yes | Yes | No |
| HTTP | ngi nx [ 1.12.0 [ Yes [ Yes [ No [
| Mail | sendmail | 8.15.2 | Yes | Yes | No |
| Mail | Mcrosoft | 2016 | Yes | No | No |
I | Exchange | I I I I
I |  Server | I I I I
| Mail | Postfix | 2.10.0 | Yes | Yes | No |
| Mail | Exi m | 4.89 | Yes | Yes | No |
| Mail | Dovecot | 2.2.30.1 | Yes | Yes | No |
[ Mail | UWIMAP | imap-2007f | No [ No [ No [
| DBase | O acl e | 12.2.0.1 | No [ No [ No [
| DBase | My SQL | 5.7.18 | No | No | No |
| DBase | Mcrosoft | 2016 | Yes | No | No |
I | SQ. Server | I I I I
| DBase | PostgreSQ | 9.6.3 | Yes | Yes | No |
| SSH | OpenSSHD | 7.5 | Yes | Yes | Yes |
Fomm e - Fom e e o Fom e e o Fom e o - Fom e o - Fomm e - +

Tabl e 2: Support for Logging Inconming Source Port

Aut hor’' s Address
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