Net wor k Wor ki ng Group J. Jeong

I nternet-Draft Y. Shen
I ntended status: Standards Track Y. Jo
Expi res: Septenber 6, 2018 Sungkyunkwan Uni versity
J. Jeong

Sansung El ectronics

J. Lee

Sangnyung Uni versity
March 5, 2018

| Pv6 Nei ghbor Discovery for Prefix and Service D scovery in Vehicular
Net wor ks
draft-jeong-i pwave-vehi cul ar - nei ghbor - di scovery-02

Abst r act

Thi s docunment specifies an extension of |Pv6 Nei ghbor Di scovery (ND)
for rapid network prefix and service discovery in vehicul ar networks.
It is assuned that a vehicle or a Road-Side Unit (RSU) have an
external network interface and their internal network. The extended
I Pv6 ND call ed vehicular ND can support vehicle-to-infrastructure
comuni cations as well as vehicle-to-vehicle conmunications. This
docunent defines new ND options to allow a vehicle to announce the
network prefixes and services inside its internal network to another
vehi cl e or RSU.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Septenber 6, 2018.
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1. Introduction

Vehi cul ar Ad Hoc Networ ks (VANET) have been researched for the
networking on intelligent services in road networks, such as driving
safety, efficient driving, and entertainnent. To enable this VANET
in road networks, Dedicated Short-Range Conmuni cati ons (DSRC)

[ DSRC- WAVE] has been standardi zed as | EEE 802. 11p [ | EEE-802. 11p],

whi ch is an extension of |EEE 802.11a [| EEE-802. 11a], considering the
characteristics of vehicular networks, such as high-speed nmobility
and network fragmentation. Note that |EEE 802.11p was renaned | EEE
802. 11 Qutside the Context of a Basic Service Set (OCB)

[ EEE-802. 11-0OCB] in 2012. For Wreless Access in Vehicular

Envi ronnments (WAVE) [ DSRC- WAVE] [ WAVE- 1609. 0], the | EEE has
standardi zed | EEE 1609 fanily standards, such as | EEE 1609.2, 1609. 3,
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and 1609. 4 [ WAVE- 1609. 2] [ WAVE- 1609. 3] [ WAVE- 1609. 4] . The | EEE 1609
standards specify I Pv6 as the network-layer protocol [WAVE-1609. 3].

Many autonobil e vendors are replacing Controller Area Networks (CANs)
with Ethernet for high-speed interconnectivity anong El ectronic
Control Units (ECUs) in a vehicle. The sensing information of the
ECUs can be delivered to the service centers of those autonobile
ventors for renote diagnosis for driving safety using DSRC bet ween
vehi cl es and Road-Side Units (RSUs) having the Internet connectivity
toward the service centers in a vehicular cloud.

Wth this trend, it is tine to enable vehicular networking with | Pv6
to let various Internet-based applications (e.g., renote vehicle

di agnosi s) run on top of transport-|ayer protocols, such as TCP, UDP
and SCTP. [|Pv6 [RFC2460] is suitable for a network | ayer in

vehi cul ar networks in that the protocol has abundant address space,
aut oconfiguration features, and protocol extension ability through
ext ensi on headers.

To support the interaction between vehicles or between a vehicle and
an RSU, this docunent specifies an extension of |IPv6 ND [ RFC4861] for
rapi d network prefix and service discovery in vehicular networks with
new ND options. That is, the extended IPv6 ND in this docunent,
which is called vehicular ND, can support not only vehicle-to-
infrastructure (V21) conmuni cations but al so vehicle-to-vehicle (V2V)
commruni cati ons.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Term nol ogy

Thi s docunment uses the term nol ogy described in [ RFC4861] and
[RFC4862]. In addition, four new terns are defined bel ow

0 Road-Side Unit (RSU: A node that has a Dedicated Short-Range
Conmruni cati ons (DSRC) device for wireless conmunications with the
vehicles and is connected to the Internet. Every RSU is usually
depl oyed at an intersection so that it can provide vehicles with
the Internet connectivity.

o Vehicle: A node that has the DSRC device for w rel ess

communi cations with vehicles and RSUs. Every vehicle may al so
have a GPS-navigation systemfor efficient driving.
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o Traffic Control Center (TCC): A node that nmintains road
infrastructure information (e.g., RSUs and traffic signals),
vehicular traffic statistics (e.g., average vehicle speed and
vehicle inter-arrival tine per road segnent), and vehicle
information (e.g., a vehicle’ s identifier, position, direction
speed, and trajectory). TCCis included in a vehicular cloud for
vehi cul ar networks.

Overvi ew

This docunent specifies an I Pv6 ND extension for vehicle-to-vehicle
(V2V) or vehicle-to-infrastructure (V2l) networking.

Figure 1 shows the V2V networking of two vehicl es whose interna

net wor ks are Moving Networkl and Myving Network2, respectively.
Vehi cl el has the DNS Server (RDNSS1), the two hosts (Hostl and
Host2), and the two routers (Routerl and Router2). Vehicle2 has the
DNS Server (RDNSS2), the two hosts (Host3 and Host4), and the two
routers (Router3 and Router4).

It is assuned that Host1l and Host3 are running a Cooperative Adaptive
Cruise Control (C ACC) program for physical collision avoidance.

Also, it is assuned that Host2 and Host4 are running a Cooperative
On-board Canera Sharing (C OCS) program for sharing road hazards or
obstacles to avoid road accidents. Vehiclel's Routerl and Vehicle2's
Rout er 3 use 2001:DB8:1:1::/64 for an external link (e.g., DSRC) for
V2V networ ki ng for various vehicul ar services. The vehicul ar
applications, such as CG-ACC and C-BCS, can be registered into the DNS
Server (i.e., RDNSS) through DNSNA protocol in [ID DNSNA] along with
I Pv6 ND DNS options in [ RFC6106].

Vehiclel’ s Routerl and Vehicle2' s Router3 can know what vehicul ar
applications exist in their internal network by referring to their
own RDNSS through the DNSNA protocol [ID-DNSNA]. They can al so know
what network prefixes exist in their internal network through an
intra-domain routing protocoli, such as OSFP. Each vehicl e announces
its network prefixes and services through ND options defined in
Section 5.
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Figure 1: Internetworking between Vehicle Networks

Figure 2 shows the V21 networking of a vehicle and an RSU whose

i nternal networks are Myving Networkl and Fi xed Networkl,
respectively. Vehiclel has the DNS Server (RDNSS1), the two hosts
(Host1l and Host2), and the two routers (Routerl and Router2). RSUL
has the DNS Server (RDNSS2), one host (Host3), the two routers
(Router3 and Router4).

It is assumed that RSUl has a collection of servers (Serverl to
ServerN) for various services in the road networks, such as road
energency notification and navigation services. Vehiclel’s Routerl
and RSUL's Router3 use 2001:DB8:1:1::/64 for an external link (e.g.
DSRC) for 12V networking for various vehicular services. The

vehi cul ar applications, such as road emergency notification and
navi gati on services, can be registered into the DNS Server (i.e.
RDNSS) t hrough DNSNA protocol in [ID- DNSNA] along with 1 Pv6 ND DNS
options in [ RFC6106] .

Vehiclel's Routerl and RSUL' s Router3 can know what vehicul ar
applications exist in their internal network by referring to their
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1.

own RDNSS through the DNSNA protocol [ID- DNSNA]. They can al so know
what network prefixes exist in their internal network through an
intra-domain routing protocoli, such as OSFP. Each vehicle and each
RSU announce their network prefixes and services through ND options
defined in Section 5.

I
I
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| | Host2 | | Rout er 2| | | |Router4| |Serverl|...|ServerN |
e e —
I I I | I I I I
| % % | % % % |
| | ] |
| 2001: DB8: 10: 2::/ 64 | 2001: DB8: 20: 2:: / 64 [
. Vehi cl el (Movi ng Networ k1) - RSU1 (Fi xed Networ k1) .

<----> Wred Link <....> Wreless Link (*) Antenna
Figure 2: Internetworking between Vehicle Network and RSU Networ k
ND Extension for Prefix and Service Discovery
This section defines two new ND options for prefix and service
di scovery: (i) the Vehicular Prefix Information (VPl) option and (ii)
the Vehicular Service Information (VSI) option. It also describes
the ND protocol for such prefix and service discovery.

Vehi cul ar Prefix Information Option

The VPI option contains one |IPv6 prefix in the internal network.
Figure 3 shows the format of the VPI option
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Lengt h | Prefix Length | Di st ance [
B i i S S i I e i S S R L e e e e
| Reser ved |

B e e i S R S e S e e e S T e e S e i o ol i i i T
: Prefix :

R o T S T S T e T i T S S S S S S S e

Figure 3: Vehicular Prefix Information (VPI) Option Format

Fi el ds:

Type 8-bit identifier of the VPI option type as assigned
by the | ANA: TBD

Length 8-bit unsigned integer. The length of the option

(including the Type and Length fields) is in units of
8 octets. The value is 3.

Prefix Length 8-bit unsigned integer. The nunber of l|eading bits
in the Prefix that are valid. The value ranges
fromO to 128

Di st ance 8-bit unsigned integer. The distance between the
subnet announcing this prefix and the subnet
corresponding to this prefix in terns of the nunber

of hops.

Reserved This field is unused. It MJST be initialized to
zero by the sender and MJST be ignored by the
receiver.

Prefix An | P address or a prefix of an I P address. The

Prefix Length field contains the number of valid

|l eading bits in the prefix. The bits in the prefix
after the prefix length are reserved and MJST be
initialized to zero by the sender and ignored by
the receiver.

5.2. Vehicular Service Information Option

The VSI option contains one vehicular service in the interna
network. Figure 4 shows the format of the VSI option
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0 1 2 3
01234567890123456789012345678901
B S S I T S S e e S S T S S S S i i S S

[ Type [ Lengt h [ Reservedl [
B i i S S i I e i S S R L e e e e
Pr ot ocol [ Reserved2 [ Port Number [

B e e i S R S e S e e e S T e e S e i o ol i i i T
: Node Address :
B R e i s T e S T S S N e i i i S S S e T S

Figure 4: Vehicular Service Information (VSI) Option Format

Fi el ds:

Type 8-bit identifier of the VSI option type as assigned
by the | ANA: TBD

Length 8-bit unsigned integer. The length of the option
(including the Type and Length fields) is in units of
8 octets. The value is 3.

Reservedl This field is unused. It MJST be initialized to
zero by the sender and MJST be ignored by the
receiver.

Pr ot ocol 8-bit unsigned integer to indicate the upper-|ayer
protocol, such as transport-|ayer protocol (e.g.
TCP, UDP, and SCTP).

Reserved2 This field is unused. It MJIST be initialized to
zero by the sender and MJST be ignored by the
receiver.

Port Number 16-bit unsigned integer to indicate the port nunber

for the protocol

Servi ce Address
128-bit 1 Pv6 address of a node proving this vehicular
servi ce.

5.3. Vehicul ar Nei ghbor Discovery
Wth VPl and VSI options, a node (e.g., vehicle or RSU) can announce
the network prefixes and services in its internal network via ND

messages, such as Nei ghbor Solicitation (NS) and Nei ghbor
Advertisenment (NA) [ RFC4861].
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A node periodically announces an NS nessage containing the VPl and
VSl options with its prefixes and services in all-nodes nulticast
address to reach all nei ghboring nodes. Wen another nei ghboring
node receives this NS nessage, it responds to this NS nessage by
sendi ng an NA nessage containing the VPI and VSI options with its
prefixes and services via unicast toward the NS-origi nati ng node.

Through this procedure, vehicles and RSUs can rapidly discover the
networ k prefixes and services of the other party w thout any
addi ti onal service discovery protocol

Security Considerations

Thi s docunment shares all the security issues of the neighbor

di scovery protocol. This docunent can get benefits from secure
nei ghbor discovery (SEND) [ RFC3971] in order to protect ND from
possi bl e security attacks.
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Appendi x A.  Changes from draft-jeong-i pwave-vehi cul ar-nei ghbor -
di scovery-01

The follow ng changes are made from draft-jeong-i pwave-vehi cul ar -
nei ghbor - di scovery-01

0o In Section 1, the follow ng sentence is added: Note that |EEE
802. 11p was renamed | EEE 802.11 CQutside the Context of a Basic
Service Set (OCB) [I|EEE-802.11-0CB] in 2012

0 In Section 1, references for WAVE are added as follows: For
Wrel ess Access in Vehicular Environments (WAVE) [ DSRC- WAVE]
[ WAVE- 1609. 0], the | EEE has standardi zed | EEE 1609 fanily
standards, such as | EEE 1609. 2, 1609.3, and 1609. 4
[ WAVE- 1609. 2] [ WAVE- 1609. 3] [ WAVE- 1609. 4] . The | EEE 1609 st andards
specify I Pv6 as the network-Iayer protocol [WAVE-1609. 3].
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