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Abst ract

Thi s docunment defines a YANG data nodel to describe Address

Resol ution Protocol (ARP) configurations. The data nodel performs as
a guideline for configuring ARP capabilities on a system It is

i ntended this nodel be used by service providers who mani pul ate
devices fromdifferent vendors in a standard way.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 30, 2018
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This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
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1. I nt roducti on

Thi s docunent defines a YANG [ RFC7950] data nodel for Address
Resol ution Protocol [RFC826] inplenentation and identification of
some common properties within a device. Devices have comon
properties that need to be configured and nonitored in a standard
way. This docunment is intended to present universal ARP protoco
configuration and many vendors can inplenent it.

The data nodel convers configuration of system paraneters of ARP
such as static ARP entries, tineout for dynamic ARP entries,
interface ARP, proxy ARP, and so on. It also provides information
about running state of ARP inplenentations.

1.1. Term nol ogy
The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14, [RFC2119].

The following terns are defined in [ RFC6241] and are not redefined
her e:
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o client
o configuration data
o server
0 state data
1.2. Tree Diagrans

A sinmplified graphical representation of the data nodel is presented
in Section 3.

o Brackets "[" and "]" enclose |ist keys.

0 Abbreviations before data node names: "rw' neans configuration
(read-wite) and "ro" state data (read-only).

0 Synbols after data node names: "?" neans an optional node, "!"
means a presence container, and "*" denotes a list and leaf-Ilist.

o Parentheses encl ose choice and case nodes, and case nodes are al so
marked with a colon (":").

o Ellipsis ("...") stands for contents of subtrees that are not
shown.

Tree diagrans used in this docunent use the notation defined in
[ RFC8340] .

2. Pr obl em St at enent

Thi s docunment defines a YANG [ RFC7950] configuration data nodel that
may be used to configure the ARP feature running on a system Data
nmodel "ietf-ip" [I-D.ietf-netnod-rfc7277bis] covers the address
mappi ng functionality. However, this functionality is strictly
dependent on | Pv4 networks, and many ARP rel ated functionalities are
m ssing, e.g. device global ARP entries and control, configuration
related to dynam c ARP | earning, proxy ARP, gratuitous ARP, etc.

The data nodel nakes use of the YANG "feature" construct which all ows
i npl ementations to support only those ARP features that lie within

their capabilities. It is intended this nodel be used by service
provi ders who mani pul ate devices fromdifferent vendors in a standard
way.
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3.

3.

3.

1.

2

3.

This nmodel can be used to configure the ARP applications for
di scovering the link |layer address associated with a given Internet
| ayer address.

Desi gn of the Data Model

This data nodel intends to describe the processing that a protoco
finds the hardware address, also known as Media Access Control (MAC
address, of a host fromits known | P address. These tasks include,
but are not limted to, adding a static entry in the ARP cache,
configuring dynam c ARP | earning, proxy ARP, gratuitous ARP. There
are two kind of ARP configurations: global ARP configuration, which
is across all interfaces on the device, and per interface ARP

confi guration.

ARP Cachi ng

ARP caching is the nmethod of storing network addresses and the
associ ated data-1ink addresses in nenory for a period of tinme as the
addresses are learned. This mninizes the use of val uabl e network
resources to broadcast for the sane address each tine a datagramis
sent.

There are static ARP cache entries and dynam c ARP cache entri es.
Static entries are manually configured and kept in the cache table on
a permanent basis. Dynamic entries are added by vendor software,

kept for a period of tine, and then renoved. W can specify how | ong
an entry remains in the ARP cache. |If we specify a tinmeout of 0
seconds, entries are never cleared fromthe ARP cache.

proxy ARP

Proxy ARP [ RFC1027] can be configured to enable the switch to respond
to ARP queries for network addresses by offering its own Ethernet
medi a access control (MAC) address. Wth proxy ARP enabl ed, the
switch captures and routes traffic to the intended destination

gratui tous ARP

Gratuitous ARP requests help detect duplicate | P addresses. A
gratuitous ARP is a broadcast request for a router’s own | P address.
If arouter or switch sends an ARP request for its own |IP address and
no ARP replies are received, the router- or swtch-assigned |IP
address is not being used by other nodes. However, if a router or
switch sends an ARP request for its own |IP address and an ARP reply
is received, the router- or switch-assigned |IP address is already
bei ng used by anot her node.
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3.4. ietf-arp Mdule

Thi s nodul e has one top | evel contai ner,

second | evel containers, which are used for static entries

June 2018

ARP, whi ch consists of two

configuration and gl obal paraneters control.

modul e: ietf-arp
+--rw arp

+--rw gl obal -static-entries {global-static-entries}?

| +--rwstatic-entry* [ip-address]

| +--rw i p-address i net:ipv4-address-no-zone
| +--rw nmac- addr ess yang: mac- addr ess

+--rw gl obal -control

+--rw enabl e-| earni ng? bool ean
+--rw enabl e- proxy? bool ean

augrment /if:interfaces/if:interface:
+--rw ar p-dynami c- | ear ni ng

+--rw expire-tinme? yang: timeti
+--rw | earn-di sabl e? bool ean
+--rw proxy
| +--rw node? enuneration
+--rw probe

+-rwinterval ? uint8

I

| +--rwtimes? ui nt8

| +--rw unicast? bool ean

+--rw gratuitous

| +--rw enabl e? bool ean

| +--rwinterval? ui nt 32

| +--rw drop? bool ean

+--ro statistics
+--ro in-requests-pkts? ui
+--ro in-replies-pkts? ui
+--ro in-gratuitous-pkts? ui
+--ro out-requests-pkts? ui
+--ro out-replies-pkts? ui

+--ro out-gratuitous-pkts? ui

augrment /if:interfaces/if:interface/ip:ipv4/ip:neighbor:
+--ro0 renaining-expire-tine? ui nt 32

4. ARP YANG Mbddul e

cks

nt 16
nt 16
nt 16
nt 16
nt 16
nt 16

This section presents the ARP YANG nodul e defined in this docunent.

Thi s YANG nodul e i nports typedefs from [ RFC6991].

<CODE BEG NS>file "ietf-arp@018-01-27.yang"
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nmodul e ietf-arp {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm :ns:yang:ietf-arp"
prefix arp;

inmport ietf-inet-types {
prefix inet;
reference "RFC 6991: | NET Types Mbodel ";
}

i mport ietf-yang-types {
prefix yang;
reference "RFC 6991: yang Types Mdel ";
}

inmport ietf-interfaces {
prefix if;
description
"A Network Managenent Datastore Architecture (NVDA)
compati ble version of the ietf-interfaces nodul e
is required.”;
}
inmport ietf-ip {
prefix ip;
description
"A Network Managenent Datastore Architecture (NVDA)
compati ble version of the ietf-ip nodule is
required.”;

}

organi zati on
"I ETF Routing Area Wrking Goup (rtgwg)"
cont act
"WG Web: <http://tools.ietf.org/wg/rtgwy/ >
WG List: <mailto: rtgw@etf.org>
Editor: Xi aojian Ding
di ngxi aoj i anl@uawei . com
Editor: Feng Zheng
habby. zheng@uawei . com
Editor: Robert WIlton
rwilton@i sco. cont;
description
"Address Resol ution Protocol (ARP) nanagenent, which includes
static ARP configuration, dynam c ARP | earning, ARP entry query,
and packet statistics collection.™;

revision 2018-01-27 {
description
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"Init revision";
11 NOTE TO RFC EDI TOR:
/]l Please replace the foll owing reference
/1 to draft-ding-rtgwg-arp-yang-nodel -02 with
/1 RFC nunber when published (i.e. RFC xxxx).
reference
"draft-ding-rtgwg-arp-yang- nodel - 02";

/*
* Features
* [

feature gl obal -static-entries {

description
"This feature indicates that the device allows static entries
to be configured globally.";

container arp {
description
"Address Resol ution Protocol (ARP) nanagenent, which includes
static ARP configuration, dynam c ARP | earning, ARP entry
query, and packet statistics collection."”;

contai ner global-static-entries {
if-feature "gl obal -static-entries";
description
"Set a global static ARP entry, which is independent of the interface."
list static-entry {
key "i p-address”;
description
"List of ARP static entries that can be configured globally.";
| eaf ip-address {
type inet:ipv4-address-no-zone;
description
"I P address, in dotted decinmal notation.";

| eaf mac-address {
type yang: mac- addr ess;
mandat ory true
description
"MAC address in the format of HHH in which His
a hexadeci mal nunmber of 1 to 4 bits.”
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cont ai ner gl obal -control {
description
"Set global control paraneters, which are independent of interface.”
| eaf enabl e-1learning {
type bool ean;
default "true";
description
"Enabl es or disables gl obal dynam c ARP | ear ni ng.
If "true’, then enforcenent is enabl ed.
If *false’, then enforcenent is disabled. "

| eaf enabl e-proxy {
type bool ean;
default "true";
description
"Proxy ARP is enabled by default; performthis
task to globally disable proxy ARP on all interfaces.";

}

augrment "/if:interfaces/if:interface" {
description
"Augnent interface configuration with paraneters of ARP.";
cont ai ner ar p-dynani c-| earning {
description
"Support for ARP configuration on interfaces.";
| eaf expire-tinme {
type yang:tineticks {
range "60..86400";
}
units "second";
description
"Aging tine of a dynamc ARP entry.";

| eaf | earn-disable {
type bool ean;
default "fal se";
description
"Whet her dynanmic ARP learning is disabled on an interface.
If the value is True, dynamic ARP learning is disabled
If the value is False, dynanmic ARP learning is enabled.";

}

cont ai ner proxy {
description
"Configuration paraneters for proxy ARP';
| eaf node {
type enuneration {
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enum DI SABLE {
description
"The system shoul d not respond to ARP requests t
do not specify an | P address configured on the |
subinterface as the target address.";
}
enum REMOTE_ONLY {
description
"The systemresponds to ARP requests only when t

sender and target |P addresses are in different
subnets.";

}
enum ALL {
description
"The systemresponds to ARP requests where the s

and target |P addresses are in different subnets

as those where they are in the sane subnet.";

}

}

default "DI SABLE";

description
"When set to a value other than DI SABLE, the |ocal syste
respond to ARP requests that are for target addresses ot
those that are configured on the local subinterface usin
MAC address as the target hardware address. |If the REMOT
value is specified, replies are only sent when the targe
falls outside the locally configured subnets on the inte

whereas with the ALL value, all requests, regardl ess of

target address are replied to.";
ref erence "RFC1027: Using ARP to |Inplenent Transparent Subnet

cont ai ner probe {
description

"Common configuration paraneters for all ARP probe."

| eaf interval {

type uint8 {
range "1..5";
}
units "second";
description
"Interval for detecting dynanmic ARP entries.";

| eaf tines {

type uint8 {
range "0..10";

}
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description
"Nurmber of aging probe attenpts for a dynamic ARP entry.
If a device does not receive an ARP reply nessage after
t he nunber of aging probe attenpts reaches a specified
nunber, t hedynamic ARP entry is deleted.";
}
| eaf unicast {
type bool ean;
default "fal se”
description
"Send uni cast ARP agi ng probe nessages for a dynanic ARP
entry.";
}
}

contai ner gratuitous {
description
"Configure gratuitous ARP.";
| eaf enable {
type bool ean;
default "fal se”
description
"Enabl e or disable sending gratuitous-arp packet on
interface.";

| eaf interval {
type uint32 {
range "1..86400";
}

units "second";
description
"The interval of sending gratuitous-arp packet on the
interface.";
}
| eaf drop {
t ype bool ean;
default "fal se";
description
"Drop the receipt of gratuitous ARP packets on the interface.”
}

}

contai ner statistics {
config fal se
description
"IP ARP Statistics information on interfaces";
| eaf in-requests-pkts {
type uint 16;
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description
"Total ARP requests received";
}

| eaf in-replies-pkts {
type uint 16;
description
"Total ARP replies received"
}

| eaf in-gratuitous-pkts {
type uint 16;
description
"Total gratuitous ARP received"

| eaf out-requests-pkts {
type uint 16;
description
"Total ARP requests sent";

| eaf out-replies-pkts {
type uint 16;
description
"Total ARP replies sent";
}

| eaf out-gratuitous-pkts {
type uint 16;
description
"Total gratuitous ARP sent";

augnent "/if:interfaces/if:interfacel/ip:ipv4/ip:neighbor" {

description

"Augnent nei ghbor list with paranmeters of ARP,

eg., support for remaining expire time query on interfaces.";
| eaf remaining-expire-tinme {

type uint32;

config fal se

description

"Remai ning expire time of a dynanmic ARP entry. ";
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5. Data Mdel Exanples

This section presents a sinple but conplete exanple of configuring
static ARP entries and dynam c | earni ng, based on the YANG nodul es
specified in Section 4.

5.1. Static ARP Entries

Requi renment :
Enabl e static ARP entry global configuration (not rely on interface).
<config xm ns: xc="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<arp xmns="urn:ietf:parans:xm :ns:yang:ietf-arp">
<static-tabl es>
<i p-address> 10.2.2.3 </i p-address>
<mac- addr ess> 00e0-f c01- 0000 </ mac-address>
</static-tabl es>
</ arp>

Requi renment :
Enabl e static ARP entry configuration on interface (defined in
draft [I-D.ietf-netnod-rfc7277bis]).
<config xm ns: xc="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ipv4d xm ns="urn:ietf:params:xm:ns:yang:ietf-ip">
<nei ghbor >
<i p-address> 10.2.2.3 </i p-address>
<mac- addr ess> 00e0-f c01- 0000 </ mac-address>
<if-nane> GE1/0/1 </if-nane>
</ nei ghbor >
</ipvd>

5.2. ARP Dynami c Learning
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Requi renment :
Enabl e ARP dynami c | earning configuration

<config xm ns: xc="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ar p-dynami c-l earning xm ns="urn:ietf:parans: xm :ns:yang:ietf-arp-dynan c-
| earni ng" >
<if-name> CE1/0/1 </if-name>
<expi re-ti me>1200</ expire-ti me>
<l ear n-di sabl e>f al se</| earn-di sabl e>
<pr oxy>
<node>DI SABLE</ node>
</ pr oxy>
<pr obe>
<i nterval >5</interval >
<times>3</tines>
<uni cast >f al se</ uni cast >
</ pr obe>
<grat ui t ous>
<gr at ui t ous- enabl e>f al se<gr at ui t ous- enabl e>
<i nterval >60</interval >
<dr op>f al se</ drop>
<grat ui t ous>
</ ar p-dynani c- | ear ni ng>

6. Security Considerations

The YANG nodul e defined in this docunent is designed to be accessed
vi a YANG based nmanagenent protocols, such as NETCONF [ RFC6241] and
RESTCONF [ RFC8040]. Both of these protocols have mandatory-to-

i mpl ement secure transport layers (e.g., SSH, TLS) with rutual

aut henti cati on.

The NETCONF access control nodel (NACM [RFC6536] provides the neans
to restrict access for particular users to a pre-configured subset of
al | avail abl e protocol operations and content.

These are the subtrees and data nodes and their sensitivity/
vul nerability:

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations.
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