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Abstract

Thi s docunent defines the YANG data nodel for operation managenent of
Control - Pl ane and User- Pl ane separation BNG (Broadband Networ k
Gat eway) .
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1. Introduction

The main i dea of BNG Control -Pl ane and User-Pl ane separation is to
extract and centralize the user managenent functions of multiple BNG
devices, formng an unified and centralized control plane (CP), while
the traditional router’s Control Plane and forwarding plane are both
preserved on BNG devices in the formof a user plane (UP). W nane the
control - Pl ane and User-pl ane separati on BNG as vBNG

The architecture of Control-plane and user-plane separated BNG i s
shown as the follow ng figure.
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Figure 1: Architecture of C U separated BNG

There are three interfaces between BNG CP and BNG UP: Service
interface, control interface and nanagenment interface. The service
interface is used to carry PPPoE/ I PoE di al up packets between user

pl ane and control plane. The requirenent and possible solution is
defined in the [I|-D. huang- nvo3-vxl an- ext ensi on-for-vbras]. Control
interface is used for setting forwarding entries of user plane

t hrough OpenFl ow or other protocols. Managenent interface is used by
BNG CP to carry out related configurations of BNG UP t hrough NETCONF
protocol [RFC6241].

Thi s docunent defines the YANG data nodel for vBNG BNG CP and BNG
UP). There are three types of YANG data nodel for vBNG in this
docunent: The YANG data nodels for BNG CP, the YANG data nodel s for
BNG UP by network nmanagenment directly, and the YANG data nodels for
BG\- UP t hrough t he managenent interfaces anong the BNG UP and BNG CP.
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2.

2.

3.

3.

The YANG data nodel s through the managenent interfaces include: The
BNG UP interfaces configuration(Section 3.2), the controller channel
configuration(Section 3.3), the ACL configuration for BNG

UP(Section 3.6) and QoS configuration for BNG UP (section 3.7), etc.

Conventions used in this docunent

.1.  Term nol ogy

BNG Broadband Network Gateway. A broadband renote access server
routes traffic to and from broadband renpte access devi ces such as
digital subscriber Iine access nultiplexers (DSLAM on an I|nternet
service provider’s (ISP) network.

BNG CP: BNG Control Plane. The BNG CP is a user control managenent
conmponent which support to manage UP's resources such as the user
entry and forwarding policy.

BNG- UP: BNG User Plane. BNG UP is a network edge and user policy
i mpl ement ati on conponent.

vBNG Virtualization Broadband Network Gateway. An vVBNGis to
extract and centralize the user nmanagenent functions of nultiple BNG
devices, and to forman unified and centralized control plane (CP).
The vBNG devi ces include BNG UP and BNG CP.

2. Requirenments Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Design Tree
1. dobal Configuration
The BNG UP or BNG CP part can be a physical or |ogical network

el ement. The LNE nodel [I-D.ietf-rtgwg-lne-nodel] is augnmented to
define the YANG data nodels for BNG UP and BNG CP in this docunent.
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nodul e: ietf-vbng
augrment /1l ne: | ogi cal - net wor k- el ement s/ | ne: | ogi cal - net wor k- el enent :

+--rwietf-vbng
+--rw bng-cp
| +--rw bng-cp-nane? string
| +--rw enabl e? bool ean
+--rw bng- up!
| +--rw bng-up* [shelf-no]

| +--rw shel f-no uint8

[ +--rw bng- up- nanme? string

| +--rw net conf-server!

| | +--rwip i net:ipv4-address
[ | +--rwuser-nane? string

| | +--rw password? string

| | +--rw port? ui nt 32

I

+--rw keepal i ve-si nk? enuner ation

.2. BNG UP Interface Configuration

The BNG UP interface configuration is to configure the basic
interface informati ons of BNG UP el enent, such as interface nane, the
VLAN paraneters for the sub-interface. The BNG UP interface data
nmodel s are configured through the managenent interfaces between BG\
UP and BNG CP by netconf protocol.

The tree structure for BNG UP interface configuration is as
fol | owi ng:

+--rw interfaces
| +--rwinterface* [nane]

| +--rw hame if:interface-ref
| +--rw et her net

[ | +--rwlacp? bool ean

| +--rw mac-of fset ? ui nt 32

| +--rw vl ans

| +--rw tag* [index]

I

I

I

I

+--rw i ndex ui nt 8

+--rw tag
+--rw tag-type? string
+--rw vl an-i d? vlan-id

3.3. Control Channel Configuration

The control channel is to configure the control channel paraneters.
The control channel data nodels are configured through the nanagenent
i nterfaces between BG\-UP and BNG CP by netconf protocol
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The control channel paraneters include: name, id, port, disconnect.
The tree structure for control channel configuration paraneters are
as foll ow ng:

+--rw control - channel
+--rw address-fam |l y* [af]

|  +--rw af address-fam | y-type
| +--rwcontrol-ip? i net:ip-address
+--rw nanme? string

+--rwid? ui nt 32

+--rw port? ui nt 32

+--rw (response-del ay) ?
+--:(nolimtflag)
| +--rwforever? enumner ati on
+--:(range)

I
I
I
I
I
I
| +--rw disconnect
I
I
I
I
| +--rw del ay-tine? ui nt 32

3.4. Service Channel Configuration

The VXLAN tunnel is the suggestion service interface protocol between
BNG- CP and BNG- UP. The VXLAN tunnel paraneters include: tunnel-
source-ip,tunnel -destination-ip, vxlan-id, vxlan-tunnel-id, vxlan-

t unnel - nane, et c.

+--rw vxl an-channel * [vxl an-tunnel -i d]

| +--rwvxlan-tunnel-id ui nt 32

| +--rw vxl an-tunnel - name? string

| +--rw address-fam | y* [af]

| +--rw af address-fam | y-type
I

I

I

I

+--rw tunnel - source-ip? i net:ip-address
+--rw tunnel -destination-ip? i net:ip-address
+--rw bi nd-vxl an-id* [vxlan-id]

+--rw vxlan-id vxl an-id

3. 5. Mul ti cast Service

The multicast service paraneters are configured t hrough nmanagenent
interfaces. Both IGW and M.D nulticast services are supported by
bng. The nulticast service YANG data nodel are only configured to
BNG- CP.
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+--rw nul ticast-service

+--rw nul ti cast - gl obal

| +--rw keepalive-tiner? enumner ati on

| +--rw query-interval? uintl16

+--rw ignp-service-profile

| +--rwignp-service-profile* [service-profile-nuni

| +--rw prwresume-interval ? ui nt 32
+--rw static-group* [ipv4-address]
+--rw i pv4- address i net:ipv4-address
+--rw m d-service-profile
+--rw nmd-service-profile* [service-profile-nuni

| +--rw service-profile-num ui nt8

| +--rw access-group? string

| +--rw description? string

[ +--rw max-groups? uint8

| +--rw max- prw groups? uint8

| +--rw prw group* [ipv4-address ipv4-address-mask]
| | +--rwipv4-address i net:ipv4-address
| | +--rwipv4-address-mask i net:ipv4-address
| | +--rw max- prw count ? ui nt 32

I

I

I

+--rw service-profil e-num uint8

+--rw access-group? string

+--rw description? string

+--rw max- groups? uint8

+--rw max- prw groups? ui nt8

+--rw prw group* [ipv6-address ipv6-prefixlen]

| +--rwipv6-address i net:ipv6-address
|  +--rwipv6e-prefixlen uint8

|  +--rw max- prw count ? ui nt 32

| +--rw prwresume-interval ? ui nt 32
+--rw static-group* [ipv6-address]
+--rw i pv6-address i net:ipv6-address

3.6. PPPOX Configuration

The pppox paranmeters are only configured to BNG CP. The paraneters
are as foll ow ng:

+--rw bras- pppox
+--rw pppox-i pvécp-cfg

| +--rwipv6ecp-extension? enuneration

| +--rwipvécp-aftr? ui nt8

| +--rwipv6cp-ipv6-address? uint8

| +--rwipvecp-ipv6-prefix? uint8

| +--rwipv6-dns!

| | +--rwipv6cp-ipv6-dns-secondary uint8
| | +--rwipv6cp-ipv6-dns-primary uint8
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+--rw i pv4-dns!
+--rw i pvécp-i pv4-dns-primary
+--rw i pvécp-i pv4-dns- secondary

ui nt 8
ui nt 8
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rw pppox-ipcp-cfg

+--rw ipcp-flag?

+--rw option-type?

+--rw br-address?

+--rw i pv6-rapi d- depl oynment !

enuner ati on
ui nt8
i net:ipv4-address

+--rw v4-mask-1| en uint8
+--rw v6- pref i net:ipv6-address
+--rw v6- mask- | en uint8

rw pppoe-swtch

+--rw del ay-ti ne? ui nt 16

enuner ati on
enuner ati on
enuner ati on
enuner ati on
enuner ati on

+--rw keepal i ve-timer?
+--rw ppp- max- payl oad?
+--rw service?
+--rw ppp-nru-verify?
+--rw keepal i ve-fast-reply?
rw pppoe-cfg* [tenplate]
+-rw tenpl ate
+--rw ppp-aut hentication?
+--rw ppp-check- magi c- nun?
+--rw ppp-nru?
+--rw pppoe-ac- nane?
+--rw pppoe- servi ce-nane-omit?
+--rw pppoe- ac- cooki e- check?
+--rw pppoe- password-string?
+--rw pppoe- username-string?
+--rw (ppp-quick-redial)?
| +--:(quick-redial-disable)
| | +--rw ppp-quick-redial-di sabl e?
| +--:(fast-response)
| +--rw ppp-fast-response?
[ +--rw ppp-qui ck-redi al -enabl e?
+--rw ppp-keepal i ve
| +--rw ppp-keepalive-tinmer?
| +--rw ppp-keepalive-count?
+--rw ppp-tineout
+--rw ppp-ti nmeout - negti meout sec?
+--rw ppp-ti neout -aut hentication?

ui nt 32
enuner ati on
enuner ati on
ui nt 32
string
enuner ati on
enuner ati on
string
string

enuner ati on

enuner ation
enuner ati on

ui nt 32
ui nt 16

ui nt 8
ui nt 8

Configuration

The ACL information includes ipv4-acl,ipv6-acl,|ink-
for ACL refers to

[I-D.ietf-netnod-acl - nodel ]

Expi res Septenber 20, 2018
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3.8. QoS Configuration

The QS information for BNG UP is al so configured through netconf
protocol from BNG CP. The support QS information includes | P-DSCP
MPLS, VPLS, VPWS etc. The YANG data nodel for QoS refers to

[1-D. asechoud-rt gwg- qos- nodel ]

4. vBNG YANG Dat a Model

<CODE BEG NS> file "ietf-vbng@018-03-18. yang"
nodul e ietf-vbng{

namespace "urn:ietf:parans: xm :ns:yang:ietf-vbng";
prefix "vbng";

inmport ietf-inet-types {
prefix "inet";

}
inmport ietf-interfaces {
prefix if;
}

i mport ietf-Iogical-network-elenent {
prefix | ne;

}

organi zati on
"I ETF NETCONF Wor ki ng Group”;

cont act
W5 List: <mailto:netconf@etf.org>

Edi t or: Fangwei Hu
<mai | t o: hu. f angwei @t e. com cn>

description
"The YANG nodul e defines a generic configuration
nmodel for vbng"

revi sion 2018-03-20{
description "Change the control channel protocol nane";
reference
"draft-hu-rtgwg-cu-separation-yang-nodel -03";
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revision 2018-02-27{
description "Correct some type of nodes.";
reference
"draft-hu-rtgwg-cu-separation-yang-nodel -02";

revi sion 2018-01-18{
description "add nulticast service configuration and pppox configuration
and update the OpenFl ow channel paranmeters.”;
reference
"draft-hu-rtgwg-cu-separation-yang-nodel -01";

}

revi sion 2017-07-16{
description "lInitial revision";
ref erence
"draft-hu-rtgwg-cu-separation-yang-nodel - 00";

[* Typedefs */

typedef vlan-id {
type uintl1l6 {
range "0..4094";

description
"Typedef for VLAN ID.";

t ypedef vxlan-id {
type uint32;
description
"Typedef for WXLAN ID.";

typedef address-famly-type {
type enuneration {
enum i pv4 {
description
"I Pv4";
}
enum i pv6 {

description
"1 Pv6";
}
}

description
"Typedef for address fanmily type.";
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}

/* Configuration Data */

augrment /Il ne: |l ogical - net wor k- el enents/ | ne: | ogi cal - network-el enent {
cont ai ner ietf-vbng{

cont ai ner bng-cp {
| eaf bng-cp-nanme ({
type string;
description "configure bng-cp nane";

}

| eaf enable {
type bool ean;
description "'true’ to support bng control plane and user plane
separation”;
}

description "configure bng-cp";

}

cont ai ner bng-up {
presence bng-up;
list bng-up {
key shel f-no
| eaf shelf-no {
type uint8 {
range 1..127 ;
}
description 'Configure shelf-no of forwarder, 1-127.’

}

| eaf bng-up-nane {

type string {
length 1..31 ;
}

description ' Configure bng up name.’ ;
}

cont ai ner netconf-server {
presence netconf-server ;
leaf ip {
type inet:ipv4-address;
mandat ory true
description 'Configure ip address of netconf server.’

}

| eaf user-nane {
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type string {
length 1..65 ;

}

description 'configure user nane, default: "who".’

}

| eaf password {
type string {

length 3..32 ;
}
description 'configure password, default: "who".’;
}
| eaf port {

type uint32;
description 'Configure port.’;

description 'Configure netconf server.’;

}

| eaf keepalive-sink {
type enuneration {
enum enabl e {
value 1 ;

}

enum di sabl e {
value O ;
description 'disable keepalive-sink function’

}

description 'enable the keepalive-sink function’

}

description "configure keepalive-sink";

}

description "configure bng up list";

description "configure bng up container";

}

contai ner interfaces {
list interface {
key nane;
| eaf nane {
type if:interface-ref;
description "interface nane";
}
cont ai ner et hernet {
| eaf lacp {
t ype bool ean;

Hu, et al. Expi res Septenber 20, 2018
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description "enable lacp function";

}

description "configure ethernet interface”

| eaf mac-of fset {
type uint32;
description "configure mac offset";

}

contai ner vlans {
list tag {
key i ndex;
max- el enents 2;
| eaf index {
type uint8 {
range "0..1";

must ". = 0 or
count (../../tag[index = 0]/index) > 0" {
error-nessage "An inner tag can only be specified if an
outer tag has al so been specified"
description "Ensure that an inner tag cannot be
specified without an outer tag'"
}

description "The index into the tag stack, outernost tag
assigned index 0";

cont ai ner tag{
| eaf tag-type {
type string;
description "tag type";

| eaf vlian-id {
type vlan-id;
description "vlan id val ue";

}
description "tag";
déscription "tag list";
description "vlans";

description "interfaces list";

description "interface container"”;
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cont ai ner control -channel {
list address-famly {
key "af";
| eaf af {
type address-famly-type;
description "Address famly type value.";

| eaf control-ip {

type inet:ip-address;

description

"Set the | P address of for control channel protocol session"

}
description "Per-af parans.”;
}
| eaf nane {
type string;
description "control channel protocol |ogical nane";
}
leaf id {
type uint32;
description "id val ue";
}
| eaf of-port {
type uint32;
description "control channel udp port nunber";

}

cont ai ner di sconnect {
choi ce response-del ay {
default range
case nolimtflag {
| eaf forever {
type enuneration {
enum f orever {
value 1 ;

description "Delay forever";

description 'Delay forever’

description 'The flag of notine linmte’
}

case range {
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| eaf delay-time {
type uint32 {
range 0..2880
}

description 'Delay tinme ,default 240 m nutes’
description 'Set delay tine range’;
description ’'Set delay tine’;

description 'Set delay tine after control channel protocol discon
nect’;

description "configure control channel val ue";

}

i st vxlan-channel {
key vxl an-tunnel -i d;
| eaf vxlan-tunnel-id {
type uint32;
description
"Static VXLAN tunnel ID.";

}

| eaf vxl an-tunnel - nane {
type string;
description
"Name of the static VXLAN tunnel.";

}

list address-famly {
key "af"
| eaf af {
type address-fam|ly-type;
description
"Address fanmly type value.";

}

| eaf tunnel-source-ip {
type inet:ip-address;
description
"Source | P address for the static VXLAN tunnel"”

}

| eaf tunnel-destination-ip {
type inet:ip-address;
description
"Destination | P address for the static VxXLAN tunnel”
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list bind-vxlan-id {
key vxl an-id;
| eaf vxlan-id {
type vxlan-id;
description
"VWXLAN I D.";
}

description
"WXLAN ID list for the VTEP.";

description
"Per-af parans.";

description
"Configure VXLAN channel "
}

contai ner multicast-service{
contai ner multicast-global {
| eaf keepalive-tiner {
type enuneration {
enum start {
value 1 ;
description 'open swtch’
}
enum stop {
val ue 2 ;
description 'close switch’
}
enum al ways {
val ue 3 ;
}
default start ;
description 'the switch of sending keepalive packet’;

description ’al ways keepalive’

}

| eaf query-interval ({
type uintl1l6 {
range 1..65535

}
default 125 ;
description 'multicast query interval’

}

description 'nulticast global configuration’

}
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cont ai ner ignp-service-profile {
list ignp-service-profile {
key service-profil e-num;
| eaf service-profile-num/{
type uint8 {
range 1..100
}

description ’'service profile number’

}

| eaf access-group {

type string {
length 1..31 ;
}

description

}

| eaf description {

type string {
length 1..31 ;
}

description ’'description of service profile’

}

| eaf max-groups {
type uint8 {
range 1..128 ;

acl nane’;

}
default 10 ;
description 'max groups of the service profile’

}

| eaf max- prw groups {
type uint8 {
range 1..128 ;

}
default 10 ;
description 'max preview groups of the service profile’

}

list prwgroup {
key 'i pv4-address ipv4-address-nask’;
| eaf ipv4-address {
type inet:ipv4-address
description 'ipv4 address of the preview group’

}

| eaf i pv4-address-nmask {
type inet:ipv4-address;
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description 'ipv4d mask of the preview group’

}

| eaf max-prw count {
type uint32 {
range 1..1800

}
default 10 ;
description 'max preview tines’;

}

| eaf prwresume-interval {
type uint32 {
range 1..86400

}
default 60 ;
description 'preview interval’;
}
description 'configure preview group’

}

list static-group {
key i pv4-address
| eaf ipv4-address {
type inet:ipv4-address
description 'ipv4 address of the static group’

}

description 'configure static group’

}

description 'configuration of ignp service profile’

}

description ’'configuration of ignp service profile’

}

contai ner md-service-profile {
list md-service-profile {
key service-profile-num;
| eaf service-profile-num/{
type uint8 {
range 1..100
}

description 'service profile nunber’;

}

| eaf access-group {

type string {
length 1..31 ;

}

description 'acl nane’;
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}

| eaf description {

type string {
length 1..31 ;
}

description 'description of service profile’
}
| eaf max-groups {
type uint8 {
range 1..128 ;

}
default 10 ;
description 'max groups of the service profile’
}
| eaf max-prw groups {
type uint8 {
range 1..128 ;

}

default 10 ;

description 'max preview groups of the service profile’
}
list prwgroup {

key 'ipv6-address ipv6-prefixlen

Ieaf,ipv6-address {
type inet:ipv6-address
description 'ipv6é address of the preview group’

| eaf ipv6-prefixlen {

type uint8 {
range 1..128 ;
}
description 'ipve prefix length’
}
| eaf max-prw count {
type uint32 {
range 1..1800

}
default 10 ;
description 'max preview tines’

}

| eaf prwresume-interval {
type uint32 {
range 1..86400

}
default 60 ;
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description 'preview interval’;
}
description ’'configure preview group’
}
list static-group {
key i pv6-address
| eaf ipv6-address {
type inet:ipv6-address;
description 'ipv6e address of the static group’
}
description 'configure static group’
}
description 'configuration of md service profile’
}

description 'configuration of md service profile’

}
}

cont ai ner bras-pppox {
cont ai ner pppox-ipvécp-cfg {
| eaf i pv6ep-extension {
type enuneration {
enum enabl e {
value 1 ;

description 'nmulticast service configuration’

description "enable the | Pv6cp extension!”;

enum di sabl e {
value 0O ;

}

default disable ;
description 'l pvécp extension flag’

description "disable the | Pv6cp extension!";

}
| eaf ipvéecp-aftr {

type uint8 {
range 1..255
}

description ' AFTR option type val ue’
| eaf ipv6ep-ipv6-address {

type uint8 {
range 1..255
}
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description 'l pv6e address option type val ue’

}
| eaf ipv6ep-ipve-prefix {
type uint8 {
range 1..255
}
description 'Ipve prefix option type val ue’
}
cont ai ner ipv6-dns {
presence i pv6-dns
| eaf ipv6ep-ipv6-dns-secondary {
type uint8 {
range 1..255

mandat ory true
description "I PV6 primary DNS option type val ue’

}
| eaf ipv6ep-ipve-dns-primary {
type uint8 {
range 1..255

mandatory true ;
description 'I PV6 secondary DNS option type val ue’

}
description 'l pve DNS option type val ue’

}

cont ai ner ipv4-dns {
presence i pv4-dns
| eaf ipvéep-ipva-dns-prinmary {

type uint8 {
range 1..255
}

mandatory true ;
description "I PV4 primary DNS option type val ue’

| eaf ipv6ep-ipva-dns-secondary {

type uint8 {
range 1..255
}

mandat ory true
description 'I PV4 secondary DNS option type val ue’

}
description 'l pv4 DNS option type val ue’

}

description 'Configuration about |IPV6CP extension.’;
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cont ai ner pppox-ipcp-cfg {
| eaf ipcp-flag {
type enuneration {
enum enabl e {
value 1 ;

}

description "enable ipcp extension flag";

enum di sabl e {
value O ;

}

description "disable ipcp extension flag";

default disable ;
description '|Ipcp extension flag’

}

| eaf option-type {
type uint8 {
range 1..255

}

description 'lIpcp 6rd option type’

}

| eaf br-address {
type inet:ipv4-address {
pattern
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}

description ' 6RD BR | Pv4 address’
}
cont ai ner ipv6-rapid-depl oynent {

presence i pv6-rapi d- depl oynent

| eaf v4-mask-len {

type uint8 {
range 0..32 ;

mandatory true ;
description 'I Pvd address nmask | ength’

}
| eaf v6-pref {

type inet:ipv6-address
mandat ory true
description "I Pv6 prefix’;

| eaf v6-mask-1len {
type uint8 {
range 1..128 ;

mandatory true ;
description "I Pv6 prefix length’

}
description 'Ipv6 rapid depl oynent’;
}
description ’Configuration about |IPCP extension.’;

}
cont ai ner pppoe-switch {
| eaf delay-time {
type uint16 {
range 1..300
}

description 'Trigger user offline when VCC phys-interface down’;

| eaf keepalive-timer {
type enuneration {
enum start {

value 1 ;
description "start keepalive tiner";
}
enum stop {
value O ;
description "stop keepalive tiner";
}

default start ;
description 'Start or stop send keepalive packet’;
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}
| eaf ppp- max-payl oad {
type enuneration {
enum di sabl e {
value O ;
description "disable ppp nax payl oad";

enum enabl e {
value 1 ;
description "enable ppp max payl oad";
}
}

default disable ;

description 'Enabl e or disabl e pppoe ppp-max-payl oad’
}
| eaf service {

type enuneration {

enum advertise{
value 1 ;
description "enable ppp service!";

enum di sabl e {
value O ;
description "disable ppp service!";
}
}

default advertise
description 'Qpen or close pppoe service’
}

| eaf ppp-nru-verify {
type enuneration {
enum open {
value 1 ;
description "enable ppp nmru verify!";

enum cl ose {
val ue 0 ;
description "disable ppp nru!";

}

default close ;
description 'set ppp lcp nru verify when nru over 1492’
}

| eaf keepalive-fast-reply {
type enuneration {
enum enabl e {
value 1 ;
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description ' Enabl e keepalive fast reply!’;

enum di sabl e {

value 0 ;
description 'Disable keepalive fast reply!’
}
oo _
description ’'Set keepalive fast reply flag.’;
}
description ' Configuration about pppoe switch.’
}
list pppoe-cfg {
key tenpl ate
| eaf tenplate {
type uint32 {
range 1..1000
}
description ' PPPoX tenpl ate nunber’;
}

| eaf ppp-authentication {
type enuneration {
enum pap {
val ue 1 ;
description "configure pap authentication!";

enum chap {

val ue 2 ;
description "configure chap authentication!";
}
enum nmschapvl {
val ue 6 ;
description "configure nmschapvl authentication!";
}
enum nschapv2 {
value 7 ;
description "configure nschapv2 authentication!";
}
enum pap- chap {
val ue 21 ;
description "configure pap-chap authentication!";
}

}
default pap-chap ;
description ’'Set ppp authentication’

| eaf ppp-check-nmagi c- num {

type enuneration {
enum di sabl e {
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val ue 0 ;
description 'disable ppp nagi c check’

enum enabl e {
value 1 ;

}
}
default enable ;
description ' Check magi ¢ nunber or not’;

description 'enabl e ppp magi ¢ check’

}
| eaf ppp-mru {

type uint32 {
range 320..9000

}
defaul t 1492 ;
description 'Set nru val ue’
}

| eaf pppoe-ac-name {
type string ;
description ’'Set ac-nane’;
}

| eaf pppoe-service-name-onit {
type enuneration {
enum di sabl e {
val ue 0 ;
description "di sabl e pppoe service nane onmit";

enum enabl e {
value 1 ;

}
}
default disable ;
description ' Check service-nane val ue’
}

| eaf pppoe-ac-cooki e-check {
type enuneration {
enum di sabl e {
val ue 0 ;

description "enabl e pppoe service nanme omt";

description "di sabl e pppoe ac cooki e check";
enum enabl e {

value 1 ;
description "enabl e pppoe ac cookie check";
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default enable ;
description ' Check options’

}
| eaf pppoe-password-string {
type string ;
description ' Set authen fail password error string
}
| eaf pppoe-usernane-string {
type string ;
description 'Set authen fail usernane error string
}

choi ce ppp-quick-redial {
case qui ck-redial -di sabl e {
| eaf ppp-quick-redial-disable {
type enuneration {
enum di sabl e {
value 0 ;
description "disable ppp quick redial”

}

default disable ;
description 'disable quick-redial’;

description ’disable quick-redial’;
}
case fast-response {
| eaf ppp-fast-response {
type enuneration {
enum di abl e {
value O ;
description "disable ppp fast response”;

enum enabl e {
value 1 ;
description "enable ppp fast response";

}
}
description 'set Response the access request inmediately’;
}
| eaf ppp-quick-redial -enable {
type enuneration {
enum enabl e {
value 1 ;
description "enable ppp quick redial”

}

default enabl e ;
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description ' Enabl e quick-redial’;

}

uest i mmediately’;

}
def aul t qui ck-redial -di sabl e

description 'Enabl e or disable quick-redial’
}
cont ai ner ppp-keepalive {

| eaf ppp-keepalive-tiner {

type uint32 {
range 10..14400

description ’'set quick-redial or Response the access req

}
default 60 ;
description ’'Set keepalive tinme(unit:seconds)’;
}
| eaf ppp-keepalive-count {
type uintl1l6 {
range 1..10 ;

}
default 3 ;
description 'Set keepalive counter’

description 'Set keepalive tinme and counter’

}

cont ai ner ppp-tinmeout {
| eaf ppp-timeout-negti meoutsec {

type uint8 {
range 1..10 ;
}
default 3 ;
description ’'Set ppp negtinmeoutsec timeout(unit:seconds)’;
}
| eaf ppp-tineout-authentication {
type uint8 {
range 1..10 ;
}
default 3 ;
description ’'Set ppp authentication tinmeout(unit:seconds
)
} o .
description ' Set ppp negtineoutsec and authentication timeout’;
}
description ' Configuration pppoe tenplate’
}
description ' Configurati on vBRAS PPPoX. ' ;
}
description "ietf-bng configuration!";
}

description "augment |ne nodel"
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5.

}

<CODE ENDS>

Security Considerations

The YANG nodul e specified in this document defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport layer, and the mandatory-to-inpl enment secure

transport is Secure Shell (SSH)[RFC6242]. The |owest RESTCONF | ayer

is HTTPS, and the nmandatory-to-inpl enent secure transport is TLS

[ RFC5246] .

The NETCONF access control nodel [RFC6536] provides the means to
restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all available NETCONF or RESTCONF protoco
operations and content.

VBNG represents device and network configuration information based on
the LNE. As such, the security of this information is inportant, but
it is fundanentally no different than any other interface or device
configuration information that has already been covered in other
docunments such as [I-D.ietf-rtgwg-Ine-nodel]

The vul nerable "config true" paranmeters and subtree are the
fol | owi ng:

/1 ne: |l ogical - network-el enents/| ne: | ogi cal -network-el enment/ietf-vbng/
bng-cp: this subtree specifies the global configuration of bng
control plane. Mdify the configuration can cause the bng contro

pl ane i nstance di sabl ed.

/1 ne: 1l ogical - network-el enents/| ne: | ogi cal -network-el enent/ietf-vbng/
bng-up: this subtree specifies the global configuration of BNG user
pl ane. Mddify the configuration can cause the BNG user plane

i nstance di sabl ed.

/1 ne: 1l ogical - net wor k- el enent s/ | ne: | ogi cal - net work-el ement/ietf-vbng/
control -channel : this subtree specifies the configuration contro
channel paraneters anong bng user planes and control plane. Mdify
the configuration can cause the control channel and control channe
protocol interrupted.

/1 ne: 1l ogical - net wor k- el enent s/ | ne: | ogi cal - net work-el ement/ietf-vbng/
vxl an-channel : this subtree specifies the configuration VXLAN channe
paraneters anong BNG user planes and control plane. Modify the
configuration can cause the VXLAN channel interrupted.
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Unaut hori zed access to any of these lists can adversely affect the
security of both the local device and the network. This may lead to
networ k mal functions, delivery of packets to inappropriate
destinations, and ot her problens.

6. Acknow edgenents

7. | ANA Consi derations
This docunent registers a URl in the |ETF XM. registry [ RFC3688].
Following the format in [RFC3688], the following registration is
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URI: urn:ietf:parans: xm :ns:yang:ietf-vbng.
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XML: N A the requested URI is an XM. nanespace.

This docunment registers a YANG nodul e in the YANG Modul e Nanes
registry [ RFC6020] .

nane: i etf-vbng
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prefix: vbng
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