SecDi spat ch Y. Nir
I nternet-Draft Del | EMC
I ntended status: |nformational T. Fossati
Expi res: Septenber 6, 2018 Noki a
Y. Sheffer

Intuit

T. Eckert

Huawei

March 5, 2018

Consi derations For Using Short Term Certificates
draft-nir-saag-star-01

Abstract

Recently there has been renewed interest in an old idea: |ssue
certificates with short validity periods and forego revocation
processing, reasoning that expiration is a sufficient replacenment for
revocation as long as that expiration is not too far off.

Thi s docunent covers considerations, both security and operational
for using such Short Term Auto Renewed (STAR) certificates for
various scenari os where Using a revocation protocol is considered
i nappropri at e.
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Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
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This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Certificates ([RFC5280]) are used in multiple protocols such as the

I nternet Key Exchange (I KEv2-[RFC7296]) and the Transport Layer
Security protocol (TLS-[RFC5246]). Certificates are used to

aut henti cate communi cating parties to each other.

Nir,

et al.

Certificates are

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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i ssued by Certificate Authorities (CAs) to End Entities (EE) to be
used to authenticate themto Relying Parties (RPs) in security
protocols. Systens that use secure conmunications typically include
certificate authorities, end entities and relying parties, with sone
nodes in the network having nore than one of these roles.

When depl oying a systeminvol ving secure conmuni cati ons, one of the
chall enges is how to deal with conprom se of an End Entity’s private
key. The standard way of dealing with this is adding a protoco

| ayer for revocation such as CRLs ([ RFC5280]) or OCSP ([ RFC6960]).

Such revocation protocol s have drawbacks. Although caching of CRLs
and OCSP responses is allowed, each setup of a secure channel may
require accessing the CRL distribution point (DP) or the OCSP
responder. This is both time consum ng and provides the systemwth
a few nore nodes of failure. Assuring reliability of the revocation
service increases the cost, and overconing the |latency issue requires
changes to the security protocols. Al other things being equal, a
systemthat includes revocation checking is nore conplex and | ess
reliable than a systemthat does not include it.

For these reasons it is attractive to forego revocation checki ng.
Sone depl oyed systens do this by either elimnating the CRL DP and
OCSP extensions fromthe certificates, or ignoring netwrk and
timeout errors in fetching revocation information. Both practices
reduce the security of the system

An alternative solution to the revocation problemis to issue
certificates with a short validity period and forego revocation
checking. Normally certificates are issued with a validity period of
between a few nonths and a few years. Wth a shorter validity period
if the private key is conprom sed the potential for abuse is |ower
because the certificate and its private key expire within a short
period of tine - a few hours to a few days.

The rest of this docunent describes operational and security
considerations with using short termcertificates.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
Thr oughout this docunment we will use the termDP to denote a server

for revocation information, either a CRL distribution point or an
OCSP Responder. For our purposes they are the sane.
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We use the termlongevity for the period of time between certificate
i ssuance and the tinme of its expiration as indicated in the notAfter
field of the certificate. Note that issuance tine may be different
fromthe notBefore field in the certificate.

The text describes end entities as renewing their certificates
because the usual operational nodel for certificates is one of

"pull": end entities create certificate requests and send themto CAs
for signature. Sonme systens are designed around a "push" operation
where either the CA or a managenent function generates a new
certificate and installs it on the end entity. The text in the
docunent uses pull term nology, but is equally relevant for a push
desi gn.

2. Short Term Auto Renewed Certificates

Short termcertificates are |ike any other [ RFC5280] certificates
except that the period of time between their issuance and their
notAfter date is relatively short. Whereas nornally certificates are
i ssued for a period of tine between a few nonths and a few years,
short termcertificates usually expire after a few hours, a few days
or at alimt a couple of weeks.

The certificates discussed in this docunent have neither a CRL DP

ext ensi on nor an OCSP aut horityl nformati onAccess extension. |In other
words such certificates cannot be revoked. |Instead, they are valid
until they expire.

Automatic certificate renewal is getting ever nore popular with
enrol I nent protocols such as EST ([ RFC7030]) or ACME
([I-D.ietf-acnme-acne]). For short termcertificates automatic
renewal is essential as a human cannot be expected to flaw essly
performa manual renewal every few days or hours. This docunent does
not recommend any particul ar autonmatic renewal nethod, but

Section 4.4 recommends that some such nmethod be used. Autonatic
renewal processing can roll over the keys fromone certificate to its
successor, or it can generate new keys with each Certificate
generation. As revocation may not exist, multiple certificates for
the sane EE may be valid at any given tine.

The solution for revocation in this scheme is to stop the automatic
renewal . The existing conprom sed certificate will remain valid
until it expires. See the considerations in Section 5.1 about
revocati on.

[ Topal ovi c] describes the design of a systeminvolving STAR
certificates for the web, and analyzes its security and efficacy. It
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concludes that STAR certificates can be as secure as certificates
with OCSP revocati on.

Al ternative Design: OCSP Stapling

Rel ying parties can also avoid the need for contacting the DP at
connection setup by having the End Entities inplenment OCSP stapling.
This feature has the EEs rather than the RPs retrieve the OCSP
response and send it as part of the protocol. OCSP stapling is
described for TLS in [RFC6961] and [ RFC6066], and for IKE in

[ RFC4806] .

STAR has several advantages over OCSP stapling:

o ACAthat only signs certificates is sinpler than a CA that both
signs certificates and i ssues OCSP responses. |In fact, a CA for
STAR does not need to keep any record of issued certificates.

0 A systemthat does not use CRLs or OCSP need not have an al ways-
avail able DP for delivering those CRLs or OCSP responses. This
reduces both conplexity and attack surface.

0 OCSP stapling in TLS versions prior to 1.3 works only for the
server as end entity. There was no provision for sending the OCSP
response for a client certificate in the protocol

The Case For Foregoi ng Revocation

When explaining PKI to people, it is hard to justify why the CA or a
del egate needs to both sign blob-1 (the certificate) and al so sign

bl ob-2 (the CRL or OCSP response) to tell relying parties that blob-1
is still valid. Surely one signed blob should be enough

The explanation that we cone up with is that traditionally issuing a
certificate required human intervention, while the revocation
checki ng object could be issued automatically and at great frequency.
So bl ob-1 would have to be valid for | ong enough to not over-burden
the human charged with mai ntaining them while blob-2 could be re-

i ssued frequently.

This explanation no longer holds up. Wile the initial certificate
enrollnment may need to be initiated by a hunan, protocols exist today
that make certificate renewal just as automated as CRL i ssuance.
Certificates can be just as frequently issued as CRLs were in the
past. The added conplexity is no | onger needed.

In real systens such as the web relying parties or end entities cache
revocation objects as long as it’'s allowed. |If a CRL has a
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next Update field that is 4 days in the future, a typical systemwl|
not attenpt to fetch a new one before those 4 days have el apsed. For
this reason, noving to STAR certificates provides a simlar |evel of
security to what is generally practiced on the web.

3. Use Cases

This section lists sone use cases where STAR certificates seemto be
nmore appropriate than long-lived certificates with revocation
checking. The purpose of this section is only notivational. None of
the follow ng sections are intended to be a definition of the use
case or the standard by which future docunents or inplementations
will be neasured for sufficiency.

3.1. Data Center Network Hosts
TBA
3.2. Distributed Systemlinstalled in One O Mre Data Centers

This is a systeminstalled in nmultiple hosts in one or nore data
centers that fulfills sone task and requires nutual authentication of
its conponents. An exanple of such a systemis a Storage Area

Net wor k ( SAN)

3.2.1. Distributed Network Security Functions

This exanple of a distributed systemis nultiple network security
functions (NSF) [ RFC8192] where the SDN controller needs to
authenticate the NSFs with which it conmuni cates, and sone NSFs need
to comuni cate with each ot her

3.3. Certificate Delegation for Content Delivery Networks
TBA
3.4. Autononic Networking Infrastructure

The Autonomic Network Infrastructure (see
[I-D.ietf-anima-reference-nodel]) is an | ETF ANl MA Wr ki ng G oup
devel oped network system architecture to provide the foundation for
both future "autonomnmi c networks" (AN), as well as the infrastructure
to enabl e zero-touch secure bootstrappi ng of domai n-wi de PK
certificates for network equi pnent (BRSKI, see

[1-D.ietf-ani ma-bootstrappi ng-keyinfra]) as well as the set-up of a
zero-touch, secure comunications fabric for managenent of existing
networ ks (ACP, see [I-D.ietf-aninma-autononic-control-plane],
especially in the context of evolving SDN control & managenent (see
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[I-D.ietf-anima-stabl e-connectivity]) . These domain certificates
are furthernore neant to be reuseabl e across all network services

bet ween networ k equi prent in that domain, therefore allowing to
elimnate the need for per-service crypto managenent (1 GP, nulticast,
BGP, netconf/COPS/radius connections,...).

Overall, the PKI related functions of ANl intend to increase
proliferation of PKI security through sinplification, achieved

t hrough automati on and maki ng solutions nore resilient by mnimzing
managed conponent requirenents. CRL or OCSP introduce another set of
servers/services that needs to be managed/ aut omat ed/ di stributed. The
connectivity requirement to such servers and/or the grace periods
during which connectivity to themis not required introduce nore
compl ex system security design paraneters

Wth ANI/ACP/ BRSKI, renewal of certificates is fully automated and
therefore shorter lifetines of certificates can easily be used to
avoi d the additional need for CRL/OCSP. The linmitation on reducing
certificate lifetines is only the desired nmaxi num | ength of tine
during which connectivity to a CA for renewal may not exist - and the
maxi mum renewal rate of certificates that can be supported by those
CA.

Because of the ACP, connectivity to the CAis also nore resilient
agai nst networ k/ provi si oni ng/ confi guration problens than network

wi thout an ACP. Lastly, the whole ANl is built and maintained

aut ononously w thout the need of any configurations except for one or
nore seed-nodes that perform an expanded version of a PKI

Regi stration Authority.

4. Operational Considerations

The motivations for using short-termcertificates are operational

We don’t want the latency introduced by fetching the CRL fromthe DP
we don’t want the cost of naking the DP 99.999% reliable, and we
don’t want the cost of making the network paths fromall RPs to the
DP al ways avai |l abl e.

Depl oyi ng short termcertificates cones with its own set of
operational considerations, and sone of these are enunerated in the
foll owi ng sub-sections.

4.1. Certificate Lifetime and Renewal Schedul e
Since we do not assune the CA to be close to 100% avail able it nakes
sense for End Entities to renew their certificates well in advance.

Wil e the security considerations in Section 5.2 set an upper linmt
on the longevity of a STAR certificate, operational necessity sets
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the frequency of renewal. It is necessary to strike a bal ance
bet ween renewi ng too often which | eads to increased | oad on the CA
and renew ng too sel dom which increases the risk of having the
certificate expire while either the CA or the End Entity are down.

I ndi vi dual system properties play a significant role here. Systens
where both the CA and the EEs are expected to be up all of the tine
absent a fault may choose to renew a day or even an hour before
expiration, while systems with nodes that are only up infrequently
and for short periods of tine nay choose to renew the certificates
whenever the EEs happen to be up

As a general rule of thunb for systens where the CAis nostly
avail able it makes sense for the EE to nmake the first attenpt to

renew its certificate about half-way through its lifetime. |If that
attenpt fails because the CAis not available an EE SHOULD retry at
regular intervals until it succeeds. Shortly before expiration, the

EE SHOULD i ncrease the frequency of retires.

For exanpl e, suppose a STAR certificate is issued for 8 days. The EE
will first attenpt to renew the certificate 4 days before expiration
If that fails it will retry every three hours until only six hours
are left before expiration. At that point it will increase the
frequency and retry every five mnutes. |If this is part of the
system design, at this point it should also alert the user that

somet hing i s wong.

4.2, Availability of the Certificate Authority

Whil e the STAR design does not require 99.999% availability, the CA
does need to be available for renewing certificates. Downtinmes of
more than a quarter of the certificate | ongevity SHOULD NOT happen
For nost nodern hardware this is entirely possible even w thout
exotic clustering solutions, but when configuring the system

adm ni strators should consider that the |longevity of the certificates
constrains the required availability of the CA

When setting the longevity for certificates adm nistrators SHOULD
consider how long it takes to recover froma failure of the CA. That
Il ength of tine can be seconds with a good clustering solution, but
can span hours or days w thout one, especially if the fault happens
at a bad time. A failure of a CA should be considered a conceivabl e
occurrence, and longevity should be set so that such a failure does
not lead to expiration and outage.

Conversely, if short longevity is required by security targets, the
CA shoul d be nmade nore reliable with clustering sol utions.
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4.3. Cock Skew and the notBefore Field

Despite NTP ([ RFC5905]) being over thirty years old and inpl emented
in every major operating systemclock skewis a fact of life and nmany
depl oyed systens don't have the right tine. It is also not possible
to just mandate the use of NTP because the systens that use STAR
certificates are often installed on hosts and networks where NTP is
ei ther not configured or blocked. W cannot assume that these
systens can enable NTP at wll.

Skewed cl ocks have al ways been a problem for certificates. Because
STAR certificates are always just a few days or hours from expiration
they are nore sensitive to clock skew A sufficiently skewed cl ock
can cause three different disfunctions and for STAR certificate such
di sfunction happens with considerably | ess skew than with long term
certificates:

o Awvalid certificate may be rejected as not yet valid if the
current systemtine is earlier than its notBefore tine.
Fortunately this issue can be safely mitigated by setting the
notBefore field to a tine earlier than the tinme of issuance.

o Awvalid certificate may be rejected as expired if the current
systemtime is later than its notAfter time. As long as the clock
skew is not too great this is solved by a sensible renewal policy.
If as in the exanple in Section 4.1 the certificate is renewed 4
days before expiration or within a few hours after that, a clock
skew of up to 3 days will not be a problem

0 An expired certificate may be accepted if the current systemtine
is earlier than its notAfter time. This is a security issue that
is discussed in Section 5.3.

There are several commpbn nodes of cl ock skew

0 The systemthat doesn’t have its clock set at all. These systens
m ght be set to January 1st, 1970 or to sone date that was
interesting for the hardware vendor. Such systens are
i nconpatible with certificates and MJST NOT be used for STAR
certificates.

0 The systemhas its tinmezone set wong, and the systemtine was set
so that local time |ooks good. This linmits the clock skewto 24
hours and is generally workable.

0 A systemthat has the tine set right but the date set wong.
These are also not usable with certificates.
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0 A systemthat was set to the correct time once but has since
drifted away. Conputer hardware varies wildly between systens
with quartz clocks that drift only a few seconds a nonth and
systens that can lose or gain mnutes a day. The forner are quite
usable, the latter are not.

Because of the preval ence of systens with a relatively small skew it
is RECOMVENDED to set the notBefore field to a time 72 hours before
the actual issuance date.

End Entities MUST NOT use expired certificates and Relying Parties
SHOULD al ert whenever an expired certificate is presented. This wll
hel p the users keep their host clocks set or encourage themto enable
NTP.

4.4, Automatic Renewal

Automatic enroll ment and renewal is recommended for any system using
certificates. Wile it is possible to renew certificates manually on
time, even organizations with the best of IT departnments occasionally
m ss this: [cert-expires]

Wth short termcertificates, this becones even nore inportant.
Renewi ng a certificate manually every few days or hours is extrenely
| abor intensive, especially when the system contains hundreds,
thousands or nore end entities, and the risk of outages becones a
certainty.

Thi s docunent does not mandate any particular enroll nent or renewal
mechanism Any of a nyriad of standard and proprietary nethods can
be used and systens with proprietary nmethods have been shipping for
years. The IETF is in the process of standardizing the ACME protoco
for enrollment and renewal ([I-D.ietf-acne-acne]) and an extension is
proposed to nmake it nore suitable for STAR certificates
([I-D.ietf-acnme-star]). The ANl as described in Section 3.4 is a
compl ete zero touch system design providing and relying on automatic
certificate renewal .

4.5. Secure (Re-)Enrollnents

When short |ived certificates expire, automatic re-enrollnment can
further help to provide survivable, resilient PKI security.
Traditionally, initial enrollnents, even with otherw se automated
solutions such as EST ([ RFC7030]) required a manual interaction, or
el se the device had to perform TOFU (Trust On First Use) to be
automatically enrolled. TOFU is even nore problematic for re-
enrol I nents and becones nore problematic, the shorter |ived
certificates and/or trust anchors are. Consider the risk where
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during re-enrollment, the device may already be fully configured and
could be taken over by an attacker just having to wait for a short
lived certificate device certificate or trust anchor to expire. O
consi der devices auto-resetting thenselves to factory conditions to
avoid this problemand then not having to be re-enrolled, but also be
re-configured - in the absence of fully zero-touch provisioning
sol uti ons.

ANl's BRSKI protocol ([I-D.ietf-anim-bootstrapping-keyinfra], which
i ntroduces extensions to EST), and Net Conf Zero Touch
([I1-D.ietf-netconf-zerotouch] allow fully autonated enroll nment and
re-enrol Il ment of device certificate and trust anchors through the use
of "vouchers" ([I-D.ietf-anima-voucher]). These are new digita
artifacts that allow enrolling devices to securely trust domains to
(re-)enroll them They work by providing a signed statenent by a
representative of the manufacturer of the device, that the device
with a specified identity (e.g: I1DeviD) should trust a particul ar
domain - identified by an initial trust anchor. This allows to
overcone the biggest challenge of expired short lived certificates/
trust-anchors

Furthernore, if the certificate and/or trust anchors are required for
security of network connectivity - such as routing protocol security
or network |layer encryption - to even reach a re-enrollnment server
then there is yet another challenge with short lived certificates/
trust-anchors and their higher likelyhood of expiring.

In the case of ANI, network |ayer security (e.g.: IPsec) is used for
protecting network connectivity including to reach the EST renewal
server. \Wen certificate/ TA are expired, renewal can not be used

I nstead though, automatic re-enrollnent can be used, which does not
rely on generic network |layer security, but instead relies on its own
proxy service to provide connectivity for such devices that need to
re-enroll. Nevertheless, re-enrollnent may be a conpl ex operation
due to the potential need to involve the above nentioned
representative entity of the manufacturer to generate vouchers.

4. 6. Fut ure enhancenents for renewal /re-enrol | nment

One easy inprovenent that is specifically of interest with the use of
short-lived device certificates/trust-anchors is a new interpretation
of the lifetinme of certificates. Today, there is no clear

di stinction when or howto apply the lifetine, and in result, it is
usual Iy assuned to be applicable to all operations relying on those
certificates.

In the case of short-lived certificates, the elenents perforning
certificate renewal /re-enrol |l nent can easily have a different
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interpretation of the lifetine and may not rely on what the
certificate itself says. This allows to turn re-enrollnments into
renewal s and avoi d possible conplexities or manual steps potentially
required for re-enroll ment (depending on the system used).

In the case of BRSKI/EST, there is only one TLS connection used for
renewal and/or re-enrollnment and expiry affects the certificates used
on this TLS connection. The server uses EST for renewal or the

ext ended signaling of BRSKI for re-enrollment. When a device with
expired, short-lived certificate connects to the BRSKI/EST server
this server could allowto performonly sinple EST renewal instead of
re-enrollment with a voucher by sinply considering the lifetine of
the presented (and expired) device certificate to be extended.

This type of re-interpretation requires primarily sonme generic work
to allowthis type of interpretation - and then per-solution work to
| everage this interpretation. 1In the case of BRSKI/EST for exanple,
devices would sinply use their expired domain certificate to

aut henticate thensel ves and performcertificate renewal - instead of
using their IDeviD and trying to re-enroll (which is a nore conpl ex
operation with potentially external dependenices against the
manuf act urer conponent).

4.7. Certificate Transparency

Certificate Transparency (CT), [RFC6962] is about keeping a | og of
all issued certificates.

A systemthat issues a certificate every few days to thousands or end
entities will create nore records for a CT log than a web host that
gets one certificate every year.

TBA: Di scussion about this.
5. Security Considerations

STAR certificates elinminate an inportant security feature of PK
which is the ability to revoke certificates. Revocation allows the
adm nistrator to limt the damage done by a rogue node or an
adversary who has control of the private key. Wth STAR certificates
expiration replaces revocation so there is a tineliness issue.

It should be noted that revocation also has tineliness issues,
because both CRLs and OCSP responses have nextUpdate fields that tel
RPs how | ong they should trust this revocation data. These fields
are typically set to hours, days, or even weeks in the future. Any
revocation that happens before the tinme in nextUpdate goes unnoticed
by the RP.
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Section 5.1 discusses the reasons why a certificate would be revoked
if revocation was avail abl e and how STAR certificates do the sane.
Section 5.2 discusses considerations for setting the longevity of a
certificate, and Section 5.3 discusses how | ongevity should be
adjusted to deal with clock skew

More di scussion of the security of STAR certificates is available in
[ Topal ovi c].

5.1. Reasons for Revocation

There are two types of conpronise that require administrators to
revoke a certificate:

0 A host has lost control of the private key. There are many ways
that this can happen: a host can be hacked and a file containing
the private key may or nmay not have been copied; a disk nmay be
repl aced and the old one has not been securely disposed of; a
fault causes the private key to be erased. In all these cases we
would Iike to revoke the certificate to make sure an adversary
cannot use the private key for nefarious purposes. For STAR
certificates the only solution is to wait for the certificate to
expire and the systemis vulnerable until that happens. Longevity
shoul d be set so that this risk is acceptable.

0 A host may begin doing unintended things, either due to a software
fault or due to a malicious takeover. Again w thout revocation
RPs will continue to trust this node until its certificate
expires.

When a node "goes rogue" or an adversary gets control of the private
key it is inportant to bl ock renewal or these certificates or else
the attack can persist forever. No matter how short-termthese short
termcertificates are, there is a certain wi ndow of time when the
attacker can use the certificate. This can often be mtigated with
application-Ievel neasures.

Wth nost systens relying parties are configured with the names of
nodes with which they are allowed to conmuni cate. When revocation is
not avail abl e changing the configuration so that the rogue node
cannot connect is RECOMWENDED. This is useful even when revocation
is avail abl e because tineliness issues are common to both revocation
and expiration.
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5.2. Longevity and Revocation

There is always a period of time between when a conprom se is

di scovered and when RPs stop trusting the certificate. Wth
revocation this has to do with the tine it takes to process the
revocation and the span of tinme between the thisUpdate and next Update
fields. Wth STAR certificates this is controlled by the tinme it
takes to inhibit renewals and the |ongevity of the certificates.

For this reason it nmakes sense to set the longevity to a period of
time sinmlar to the span of tinme that we would set for the CRL or
OCSP updates. Typically a few days is an appropriate tine. For sone
cases this can be as low as a few hours. Setting the renewal tine
too short may cause operational problenms as discussed in Section 4.3
and Section 4.2. 1n general longevity should not be set shorter than
the availability of the CA all ows.

Fortunately nodern hardware is powerful enough and reliable enough
that even a systemw th tens of thousands of end entities with

| ongevity of 1-2 days should not suffer an outage because of expired
certificates.

5.3. dock Skew and Security

As discussed in Section 4.3 clock skew can |l ead to expired
certificates being treated as valid. Wile even the use of NTP may

| eave clocks with a few seconds of inaccuracy, all installations MJST
take steps to limt the clock skew on their hosts.

An upper bound for the anpbunt of skew allowed for hosts in a
particul ar systemis one of the parameters for such a system For
systens using NTP this can be 2 seconds. For systens where the

cl ocks are set manually, this tends to be far greater, but w thout an
upper bound no guarantees can be nade about the security of
certificate use

This upper bound is also a limt on the target certificate longevity.
For exanple, if hosts and CAs can each have a cl ock skew of 24 hours
then it is inmpossible to achieve a | ongevity of under 48 hours. Wth
a reasonabl e skew and a reasonable target |ongevity we can achi eve
our security targets by reducing the certificate |longevity by tw ce

t he upper bound for skew. So if skew is bounded by 24 hours (the bad
ti mezone case) and target longevity is 7 days, it nakes sense to set
the I ongevity on the CA to 5 days.
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5.4. CA availability

7

7

7

A successful Denial of Service (DoS) attack against a CA prevents it
fromissuing certificates. Wth short-termcertificates this could
qui ckly lead to outages as certificates expire.

The inportant period of tine here is the time between when the EE
first attenpts to renew the certificate and the tine that the
certificate expires. For exanple, if the EE attenpts to renew the
certificates a nmere five nmnutes before expiration, then a five-

m nute CA outage can lead to an invalid certificate and failed
connecti ons.

This issue is no different from DoS attacks against the DP for
certificates with revocation. The nethods of protection are al so
simlar:

0 Certificate renewal should first be attenpted plenty of time in
advance as recommended in Section 4.1. This will |eave enough
time for adm nistrators to deal with the attack.

o As for all inportant infrastructure, network defenses SHOULD be
depl oyed to nitigate DoS attacks.

| ANA Consi derati ons
There are no requests to 1ANA in this docunent.
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