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Record format

+0 (MSB) +1 (LSB)
B s T e e e L et T T e i
| Unused | IP Version | Protocol
e s T e S ettt T e S b
| Source Address Octet © | o
B T T Ts T Iur SR R g B T e

I . /17 |

T TSSO R S S S S S

| Destination Address Octet @ | 5

B et et e e S S e et T 5 e ek et
| 11/ I
B Taar R T T TT TR SR SEpRpR SR AR 3
| Source Port

B s T e e e et T e S S
| Destination Port

+ -——t -+

3/12



Privacy concerns

- explicit configuration
- otherwise, REFUSED response

-+ 50 no accidental leaking
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Running code

- dnsdist

- PowerDNS Recursor
- Wireshark

- tcpdump
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Questions?

Questions? Comments? Adoption?

6/12



Traditional setup
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plus ECS
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add a firewall/balancer/TLS unwrapper
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reinstate seeing client IP
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auth operator also needs a firewall/balancer
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thus also needs xpf
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