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DNS Delivery Mechanisms in 2018

- DHCP-configured resolver

- pre-configured resolver

- pre-configured DNS-over-TLS resolver

- pre-configured DOH resolver
. 777



Would you
accept a DNS
record from
this guy?

By V. Vizu - Own work, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=11559826



Opportunistic DOH

Not pre-configured

C—S HTTP request
C«—S HTTP response
C<«—S DNS records you might like to know about



Benefits

- Privacy
- Latency

- Security incentives?



Contextual Choices

- What additional validation checks?
- What are the risks for bad data?



Contexts

- web browser
. other HTTP clients

. TLS DNSSEC chain
. other DNS clients
- where in the IETF?



