Yes, This Again




ENCRYPTED SNI

= Hostnames are interesting
= Alcoholicsanonymous.org
= Cia.gov
= Glaad.org

= Encrypting hostnames during connection setup has been a
“holy grail” of privacy

= SNI is an obvious place where the hostname leaks




REALITY BITES
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encryption context before TLS

= Observer can see TLS certificate
anyway
» Fixed in TLS 1.3

= Active attacker can get the TLS
certificate anyway

= Still true in TLS 1.3

a
§ i

Black Knight King Arthur




Sgcondary Certs,_l

Clienf doesn’t know what innocuous
hostnames are available

Alt-Svc SNI parameter

Secondar
y Certs

Alt-Svc requires having spoken to the
server before

ALTSVC DNS records




Host has many domains, onl of which are
(If the fact that clients conngct t ii:-'-f"s'ensitive, just use TOR.)
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https://sensitive.example.com/

ALTSVC RECORDS IN DNS

Avoids clients making initial requests with “exposed” SNI

_https. 443 .www.example.com. 60S IN ALTSVC
"h2=\"innocence.org:443\";ma=2635200;persist=true;
sni=1lnnocence.org"

Collateral benefits
= HT'TP/QUIC connections without TCP exchange first

= Opportunistic Security without cleartext exchange first







