
Measuring the quality 
of DNSSEC deployment
Using longitudinal data from the OpenINTEL platform



Goals
• In the general population, DNSSEC remains low, 

e.g. deployment in .com, .net, .org around 1% [1] 

• Some ccTLDs do much better, with e.g. .nl 
and .se having around half of all domains using 
DNSSEC [2] 

• This is likely because they incentivize DNSSEC 
deployment 

• We wanted to study if organisations that do 
deploy DNSSEC get it right, both for the general 
population and for the ccTLDs with incentives



Longitudinal data
• We used longitudinal data from OpenINTEL 

https://www.openintel.nl/ (new website soon!)  

• For the study of com/net/org, we used 21 months of data, 
for the study of .se and .nl we used 14 and 18 months of 
data respectively. 

• Challenges: 
• How do we validate millions of signatures? 
• How do we track complex operations such as DNSSEC 

key rollovers? 

• Solution: 
• Use modern "big data" technologies,  

i.e. Hadoop, Spark and Impala

https://www.openintel.nl/


DNSSEC deployment 
in general population

figure from Chung et al. [1]
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Figure 2: CDF of the TTL of DNSKEY records for .com, .org,
and .net second-level domains. Note that 97.9% of TTL val-
ues are greater than or equal to one hour and 36.4% of TTL
values are greater than or equal to one day (86,400 seconds).

The daily snapshots span 21 months (between March 1st,
2015 and December 31st, 2016); we refer to this as the
Daily dataset.

Hourly scans The Daily dataset is sufficient for study-
ing DNSSEC behavior at coarse granularity, but cannot
capture dynamics at timescales shorter than one day. For
example, consider the case of replacing DNSKEY records.
Figure 2 depicts the cumulative distribution of TTL val-
ues for DNSKEY records across the entire Daily dataset.
The figure shows that more than 63% of records have a
TTL of less than one day, meaning the daily scans can
potentially miss a large fraction of key replacement op-
erations.

To address this limitation, we collect a second dataset
using hourly queries, based on the observation that 97%
of observed domains have a TTL of one hour or more.
For efficiency, we focus only on domains that have a DS
record in the TLD zone (i.e., domains that may have cor-
rectly deployed DNSSEC, as a DS record is a necessary
but not sufficient condition for validity). Specifically,
once per hour we collected the DNSKEY and correspond-
ing RRSIG records for all second-level domains (an av-
erage of 708K domains) in the .com and .org TLDs,
between September 29th and December 31st, 2016.6 We
refer to this dataset as the Hourly dataset.

4.2 DNSSEC Prevalence
We begin by examining how support for DNSSEC has
evolved over time. Specifically, we focus on the number
of second-level domains that publish at least one DNSKEY
record according to the Daily dataset. Note that having a
DNSKEY record published does not by itself imply that the
domain has correctly deployed DNSSEC; there could be
other missing records or invalid signatures. We examine

tive name server responded to a query; on average, the name servers
for 9% of domains failed to respond to any queries.

6We did not collect hourly scans of .net domains as we did not
have access to the hourly snapshots of the .net zone file.

 0

 0.2

 0.4

 0.6

 0.8

 1

 1.2

02/15 05/15 08/15 11/15 02/16 05/16 08/16 11/16

P
e

rc
e

n
t 

o
f 

d
o

m
a

in
s

 w
it

h
D
N
S
K
E
Y

 r
e

c
o

rd

Date

.com

.net

.org

Figure 3: The percentage of all .com, .org, and .net second-
level domains that have a DNSKEY record, from the Daily
dataset. Between 0.75% and 1.0% of all domains publish a
DNSKEY record at the time of writing.

the prevalence of correct DNSSEC deployment later in
the paper.

Figure 3 plots the fraction of .com, .net, and .org
second-level domains that publish at least one DNSKEY
record. One key observation is that DNSSEC deploy-
ment is rare: between 0.6% (.com) and 1.0% (.org)
of domains have DNSKEY records published in our latest
snapshot. The fraction of domains that have DNSKEYs is,
however, steadily growing. For example, for .org, the
fraction rose from 0.75% in March 2015 to over 1.0% in
December 2016, even though the number of second-level
domains in these TLDs is growing as well (e.g., the .com
TLD grew from 116M domains to 125M domains during
the same time period).

We observe that large portions of the growth in
DNSSEC deployment are due to a small number of steep
increases in domains with DNSKEY records. Investigating
this trend further, we found that these “spikes” were due
to actions by a few authoritative name servers. For exam-
ple, the authoritative server hyp.net enabled DNSSEC
for 11,026 domains in the .org TLD between July 21st
and August 5th, 2016, which explains the “spike” in the
.org line in Figure 3. In addition, starting on December
16th, 2016, a significant number of new domains enabled
DNSSEC, all of which used domainnameshop.com as
their authoritative name server.

This observation suggests that a small number of au-
thoritative name servers are responsible for most of the
growth in DNSSEC deployment. Thus, incentivizing
authoritative name server operators to deploy DNSSEC
may end up having a large impact on future growth. For
example, the .nl and .se ccTLDs incentivize second-
level domains to deploy DNSSEC by offering lower reg-
istration costs; these second-level domains are tested
every day by the registry to ensure they have correct
DNSKEYs, RRSIGs, and DS records [37]. Both TLDs
show significantly higher levels of DNSSEC deployment
than the TLDs we study (47% [39] and 14% [2], respec-
tively).
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Takeaway #1: 
Lots of domains have no secure delegation

figure from Chung et al. [1]
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Figure 4: Percentage of domains publishing DNSKEYs as a
function of website popularity. Even among the most popular
domains, deployment is no more that 1.85% of domains.

Next, we explore whether popular domains are more
likely to have deployed DNSSEC. Figure 4 shows the
percentage of the Alexa Top-1M domains in .com, .org,
and .net that publish DNSKEYs, as of December 31st,
2016. We observe that popular websites are more likely
to sign their domains, but the overall deployment remains
low even among the most popular domains (e.g., the Top-
10K sites have a DNSSEC deployment of only 1.85%).

Figure 4 also shows that not all of these domains have
correctly deployed DNSSEC; surprisingly, almost 33%
of domains that publish DNSKEYs cannot be validated.
Next, we explore why so many domains fail to prop-
erly deploy DNSSEC. We focus only on the domains
that attempt to deploy DNSSEC by publishing a DNSKEY
record; consistent with prior work [33, 49], we refer to
these domains as signed domains.

4.3 Missing Records
We now examine whether domains are publishing all
necessary DNSSEC records. For this section, we use
the Daily dataset, as the Hourly dataset does not cover
domains missing DS records. Recall that properly de-
ploying DNSSEC for a domain means that it must have
a DS record in the parent zone, DNSKEY records, and
RRSIG records for every published record type. We ask
what fraction of signed domains properly publish all such
records.

DS records Recall from Section 2 that the Delega-
tion Signer (DS) record, which contains a hash of the
domain’s KSK, is essential to establish a chain of trust
from a parent to a child zone. Unlike other DNSSEC
record types, DS records are published in the parent zone
(e.g., .com), along with the domain’s NS records. Thus,
correctly installing a DS record is often a manual pro-
cess, where the administrator contacts its registrar and
requests that the registrar add a DS record.7 Domains

7
CDNSKEY and CDS can partially reduce the burden of doing man-

ual secure delegation [31] by allowing a domain owner to directly pro-
vide the DS record to the registry; unfortunately, we know of no TLDs
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Figure 5: The percentage of signed domains that fail to publish
a DS record in the parent zone. Approximately 30% of signed
domains fail to do so, meaning they cannot be validated.

that fail to upload a correct DS record are not signed by
the parent and therefore cannot be validated, even if they
provide correct RRSIGs for all of their records.

We begin by examining the percentage of signed do-
mains that fail to upload a DS record using the Daily

dataset (Figure 5). We observe that 28%–32% of signed
domains do not have a DS record, meaning they cannot be
validated. This observation is in line with previous stud-
ies [49, 51]; however, prior work has not explored why
such a large fraction of domains are missing DS records.

To shed light on why, we focus on domains’ authori-
tative name servers. Specifically, we identify the name
servers that are authoritative for the largest number of
signed domains from our latest snapshot (December 31st,
2016), and calculate the fraction of their domains that
are missing a DS record (a name server can be authori-
tative for multiple domains if they are managed by the
same organization). Table 1 shows the results for the top
15 authoritative name servers, which cover 83% of the

that currently support CDS or CDNSKEY.

Number of domains DS Publishing
Name servers Signed w/ DS Ratio
*.ovh.net 316,960 315,204 99.45%
*.loopia.se 131,726 1 0.00%
*.hyp.net 94,084 93,946 99.85%
*.transip.net 91,103 91,009 99.90%
*.domainmonster.com 60,425 4 0.01%
*.anycast.me 52,381 51,403 98.13%
*.transip.nl 47,007 46,971 99.92%
*.binero.se 44,650 17,099 38.30%
*.ns.cloudflare.com 28,938 17,483 60.42%
*.is.nl 15,738 11 0.07%
*.pcextreme.nl 14,967 14,801 98.89%
*.webhostingserver.nl 14,806 10,655 71.96%
*.registrar-servers.com 13,115 11,463 87.40%
*.nl 12,738 12,674 99.50%
*.citynetwork.se 11,660 13 0.11%

Table 1: Table showing the most popular 15 authoritative name
servers, the number of domains with a DS record, and the total
number of signed domains for our latest snapshot (December
31st, 2016). The shaded rows represent registrars that fail to
publish DS records for nearly all of their domains.
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Takeaway #2:
Most common problem is missing signatures

figure from Chung et al. [1]
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Figure 6: The percentage of signed domains that do not have
RRSIGs for SOA and DNSKEY.

signed domains we study. We find a highly skewed dis-
tribution, with most of the name servers publishing DS
records for almost all signed domains, but with four fail-
ing to upload a DS record for nearly all of their domains.8
For example, Loopia (a Swedish hosting provider) is au-
thoritative for more than 131,000 domains that publish
DNSKEYs, but only one of these domains actually uploads
a DS record, which is invalid.9 Yet again, large hosting
providers and outsourced name servers play a significant
role in (im)properly maintaining chains of trust.

Returning to Figure 5, we also observe a few dips and
spikes in the fraction of domains missing DS records. For
example, the drop in the percentage of .org domains
with missing DS records in August 2016 was due to a
single registrar (hyp.net) publishing 11,026 new signed
domains, all with proper DS records (the same set that
was observed in Section 4.2). However, the spike in all
three TLDs in December 2016 was caused by one host-
ing provider, Domain Monster, bulk-signing over 37,000
new domains without placing the proper DS records.

RRSIG records We next examine the percentage of
signed domains that fail to provide RRSIGs for SOA and
DNSKEYs using the Daily dataset. Figure 6 presents these
results. We find a surprisingly high fraction of missing
SOA RRSIGs (1.7%, on average), and a lower fraction of
missing DNSKEY RRSIGs (0.2%, on average). We also
observe a decreasing trend of missing SOA RRSIGs, and
find sudden drops occur in all three TLDs in December
2016. These were caused by the same hosting provider,
Domain Monster, which not only provided DNSKEYs for
over 37,000 domains without corresponding DS records,
but also did not sign the SOA, indicating thorough mis-
management. Domain Monster finally started publishing

8Interestingly, three of these hosting providers (loopia.se,
citynetwork.se, and domainmonster.com) do not even upload a
DS record for their own (signed) domains.

9We contacted all four of these operators to ask the reason behind
this behavior. One administrator said “Most people do not understand
DNS, so imagine the white faces when I mention DNSSEC ... I don’t
think DNSSEC has a high priority anymore currently in our organiza-
tion or our customer base.” [48]
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Figure 7: The percent of signed domains for which the RRSIG
signatures for the SOA records could not be validated.

SOA RRSIGs in December 2016.

4.4 Incorrect Records
Despite substantial mismanagement, a large fraction of
domains publish all the DNSSEC records required for
validation. However, this alone is not sufficient to prop-
erly deploy DNSSEC; the signatures (and timestamps) in
those records must be correct (and not expired).

RRSIG signatures We begin by examining the cor-
rectness and freshness of RRSIGs records for SOA and
DNSKEY records, using only domains in the Daily dataset
that provide RRSIG records. As all RRSets except
DNSKEY records are signed by the same ZSK, we verify
SOA records with ZSKs, and DNSKEY records with KSKs.
Figure 7 plots the fraction of domains where RRSIG vali-
dation for SOA records fails. We find that nearly 99.5% of
them are valid. Similarly, we observe that most DNSKEYs
are also valid (omitted from the figure for clarity), in-
dicating a common, correct process for generating the
records.

Interestingly, the fraction of domains with valid
records in Figure 7 fluctuates substantially over the
course of days or weeks. To investigate the root causes,
we determine the reason for validation failure using a
customized dnspython library, and assign them to one
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Figure 8: The percent of signed domains with each validation
failure type for SOA records.
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Takeaway #3:
Actually broken signatures are rare

figure from Chung et al. [1]
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Figure 6: The percentage of signed domains that do not have
RRSIGs for SOA and DNSKEY.

signed domains we study. We find a highly skewed dis-
tribution, with most of the name servers publishing DS
records for almost all signed domains, but with four fail-
ing to upload a DS record for nearly all of their domains.8
For example, Loopia (a Swedish hosting provider) is au-
thoritative for more than 131,000 domains that publish
DNSKEYs, but only one of these domains actually uploads
a DS record, which is invalid.9 Yet again, large hosting
providers and outsourced name servers play a significant
role in (im)properly maintaining chains of trust.

Returning to Figure 5, we also observe a few dips and
spikes in the fraction of domains missing DS records. For
example, the drop in the percentage of .org domains
with missing DS records in August 2016 was due to a
single registrar (hyp.net) publishing 11,026 new signed
domains, all with proper DS records (the same set that
was observed in Section 4.2). However, the spike in all
three TLDs in December 2016 was caused by one host-
ing provider, Domain Monster, bulk-signing over 37,000
new domains without placing the proper DS records.

RRSIG records We next examine the percentage of
signed domains that fail to provide RRSIGs for SOA and
DNSKEYs using the Daily dataset. Figure 6 presents these
results. We find a surprisingly high fraction of missing
SOA RRSIGs (1.7%, on average), and a lower fraction of
missing DNSKEY RRSIGs (0.2%, on average). We also
observe a decreasing trend of missing SOA RRSIGs, and
find sudden drops occur in all three TLDs in December
2016. These were caused by the same hosting provider,
Domain Monster, which not only provided DNSKEYs for
over 37,000 domains without corresponding DS records,
but also did not sign the SOA, indicating thorough mis-
management. Domain Monster finally started publishing

8Interestingly, three of these hosting providers (loopia.se,
citynetwork.se, and domainmonster.com) do not even upload a
DS record for their own (signed) domains.

9We contacted all four of these operators to ask the reason behind
this behavior. One administrator said “Most people do not understand
DNS, so imagine the white faces when I mention DNSSEC ... I don’t
think DNSSEC has a high priority anymore currently in our organiza-
tion or our customer base.” [48]
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Figure 7: The percent of signed domains for which the RRSIG
signatures for the SOA records could not be validated.

SOA RRSIGs in December 2016.

4.4 Incorrect Records
Despite substantial mismanagement, a large fraction of
domains publish all the DNSSEC records required for
validation. However, this alone is not sufficient to prop-
erly deploy DNSSEC; the signatures (and timestamps) in
those records must be correct (and not expired).

RRSIG signatures We begin by examining the cor-
rectness and freshness of RRSIGs records for SOA and
DNSKEY records, using only domains in the Daily dataset
that provide RRSIG records. As all RRSets except
DNSKEY records are signed by the same ZSK, we verify
SOA records with ZSKs, and DNSKEY records with KSKs.
Figure 7 plots the fraction of domains where RRSIG vali-
dation for SOA records fails. We find that nearly 99.5% of
them are valid. Similarly, we observe that most DNSKEYs
are also valid (omitted from the figure for clarity), in-
dicating a common, correct process for generating the
records.

Interestingly, the fraction of domains with valid
records in Figure 7 fluctuates substantially over the
course of days or weeks. To investigate the root causes,
we determine the reason for validation failure using a
customized dnspython library, and assign them to one
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Figure 8: The percent of signed domains with each validation
failure type for SOA records.
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Takeaway #4:
Mismatch between parent and child also rare

figure from Chung et al. [1]
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Figure 9: The percent of signed domains having DS records
that do not match their KSKs.

of three categories: Expired RRSIGs (i.e., signatures be-
yond their expiration date), records with Signature In-
valid RRSIGs (i.e., signatures that do not match the cor-
responding DNSKEY), and Other reasons (e.g., malformed
RRSIGs). We show the fraction of signed domains with
the first two failure types for SOA RRSIGs in Figure 8.10

We find that expired RRSIG records are the primary rea-
son for validation failure. This indicates the need for bet-
ter automation and auditing of processes for refreshing
RRSIG records in DNSSEC.

As one example of this problem, consider the rise
in expired signatures in May 2016 for .com and
.net. This rise is due to a single registrar: 1,938
.com domains and 254 .net domains, all served by
registrar-servers.com, became invalid over this pe-
riod. This registrar fixed the issue on May 10th, 2016.

Finally, we observe a few intermittent spikes indicated
short-lived correlated failures. For example, in Septem-
ber 2015 a total of 1,493 domains with the authoritative
name server transip.net published incorrect RRSIGs,
a problem that was corrected the following day.

DS records We now examine the correctness of DS
records using the Daily dataset. Recall that DS records
are basically hashes of KSKs, signed by the parent zone.

Figure 9 shows the results of this analysis. For do-
mains with a DS record, 99.9% of those records are
valid (i.e., match the KSK). The spike that occurred in
.com and .net in August 2016 was caused by one name
server, transip.net, that published incorrect record
RRSIGs in September 2016. This name server suddenly
changed ZSKs and KSKs for their 381 .com domains
and 25 .net domains without switching the DS record,
and the problem was corrected the following day.

10The results for DNSKEY RRSIGs are similar, and omitted for
brevity. Furthermore, less than 0.0006% of domains fail to validate
for Other reasons, and are similarly omitted.
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Figure 10: Cumulative distribution of the number of domains
grouped by DNSKEYs. The y axis starts at 0.999 and both long
tails extend to 106,640 domains (.com).

4.5 Key Management
The previous sections focused on the necessary records
for providing valid responses to DNSSEC queries; how-
ever, even the best record management practices can re-
sult in an insecure system if the cryptographic keys that
they rely on are mismanaged. In the next two sections we
focus on how administrators manage these keys. In par-
ticular, we investigate how often keys are shared across
domains (thus increasing the attack surface), how often
private keys are weak (e.g., using short keys that can
potentially be brute-forced), and whether administrators
take the correct steps when rolling over to new keys.

Shared keys In principle, each domain’s KSK and
ZSK should be unique, as the DS record binds an identity
(e.g., a domain) to a KSK, and the ZSK produces RRSIGs
for integrity. Otherwise, if the same private key is used
for multiple domains, an attacker who steals this key can
forge valid DNSSEC records for any of those domains.
However, recent work demonstrates that key sharing is
common for operational reasons in the SSL/TLS PKI [9].
We thus conducted a study to determine if similar prac-
tices occur with DNSSEC keys.

To do so, we extract each domain’s DNSKEY record
from our latest snapshot (December 31, 2016), and group
domains by their KSKs and ZSKs respectively. Fig-
ure 10 shows the cumulative distribution of the number
of the domains using each ZSK and KSK. We find that
99.95% of keys are used by only one domain. However,
this common behavior masks a long tail for key sharing:
384 KSKs (0.04%) and 587 ZSKs (0.05%) are shared by
more than one domain, and one KSK and ZSK is shared
by over 132,000 domains! Further, we find that ZSK and
KSK sharing rates are similar, suggesting that domains
sharing ZSKs are highly likely to share KSKs as well.

To understand the key sharing phenomena in more de-
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Quality in ccTLDs 
with large DNSSEC deployments

• For quality of DNSSEC deployment in .nl and .se, 
we use NIST guidelines as best practice:

TABLE I
OVERVIEW OF THE DATA USED FOR THIS STUDY.

TLDs Measurement Period #Domains

.com 2015-02-28 - 2017-07-31 116,814,548

.net 2015-02-28 - 2017-07-31 13,011,428

.org 2015-02-28 - 2017-07-31 9,373,214

.nl 2016-02-09 - 2017-07-31 5,440,975

.se 2016-06-07 - 2017-07-31 1,440,244

TABLE II
NIST DNSSEC BEST PRACTICES

Aspects NIST recommendation

Key size - ECDSA keys.
- RSA: KSKs >= 2048 bits and ZSKs >= 1024 bits.

Key algorithm - Recommended: Algorithms 8 and 10.
- Highly recommended: Algorithms 13 and 14.

Key rollover

KSKs/CSKs:
- ECDSA keys and and RSA keys (with key size >=2048
bits): rollover within 24 months.
ZSKs:
- 1024-bit RSA keys: rollover within 90 days.
- RSA keys’ size between 1024 - 2048 bits: rollover within
12 months.
- ECDSA keys and RSA keys (with key size >= 2048 bits):
rollovers within 24 months.

B. Evaluation of DNSSEC deployment security

Although there is no universal agreement on criteria for
secure DNSSEC deployment, several works propose guidelines
for DNSSEC deployment: RFC 6781 [16], the Good Practices
Guide for Deploying DNSSEC by ENISA [21] and two guides
by National Institute of Standards and Technology (NIST),
namely the Secure Domain Name System (DNS) Deployment
Guide [12] and Recommendations for Key Management
(part 3) [13]. However, the ENISA guide is outdated (2010),
and RFC 6781 only provides generic recommendations. The
NIST guides, on the other hand, offer more recent and detailed
recommendations; hence, we use these as the basis for best
practices for DNSSEC deployment. Tab. II presents an overview
of NIST best practices. In this study, the “quality” of a DNSSEC
deployment refers to its adherence to these recommendations.

It is worth mentioning that we have left out some rec-
ommendations from the NIST guides. In particular, we did
not consider recommendations on the key rollover approach
(e.g., pre-publish for ZSK and double signature for KSK)
and key algorithm rollover, since these do not directly affect
the quality of a signed zone. Moreover, we did not consider
the recommendation on the validity period of signatures over
DNSKEY records. This recommendation is controversial, as
short validity periods limit an operator’s ability to perform
maintenance and troubleshooting in case of problems.

To test our hypothesis, we compare the quality of DNSSEC
deployment between large and small DNS operators based on
three aspects: key algorithm, key size and key rollover. For key
algorithm and key size, we do this by inspecting DNSKEY
records from the input datasets we obtain from OpenINTEL
for each signed domain (as single operators may not perform

TABLE III
OVERVIEW OF DNSSEC DEPLOYMENT (JULY 31ST, 2017)

#Signed domains %Signed domains
TLD KSK/ZSK CSK Total

.com 932,334 4,079 936,413 0.80%

.net 140,322 765 141,087 1.08%

.org 104,942 566 105,508 1.13%

.nl 2,709,503 119,681 2,829,184 52.00%

.se 721,090 16,236 737,326 51.19%

uniformly over all managed domains). Tracking key rollover
requires more complex considerations: as changes happen over
time, we need to track the set of DNSKEY records for each
signed domain. Furthermore, we have to track the signature
(RRSIG record) for the SOA record, in order to establish when
a new key is first used, and when an old key is retired. This
needs to be done on a day-to-day basis over the entire duration
of our datasets, and requires processing of millions of records
for each calendar day in the dataset. For the comparison, each
of the three aspects is evaluated against the best practices as
shown in Tab. II. As our dataset comprises measurements on
the full population of .nl and .se domains, we compare
observation frequencies for the hypothesis testing.

IV. RESULTS

This section presents our results. First, we present demo-
graphics for DNSSEC deployment from our datasets. We then
test the security of DNSSEC deployment for operators that
heavily benefit from the incentive (large operators), and for op-
erators that do not substantially benefit from it (small operators).

A. Overview of TLDs
Earlier work by Chung et al. [22], which studied the state of

DNSSEC deployment in .com, .net and .org, showed that
DNSSEC adoption in these TLDs is low, and that there are se-
rious security issues. They find use of weak keys, weak signing
algorithms and a large number of domains that fail to deploy
DNSSEC completely. That is: they find several domains that are
signed, but for which a corresponding secure delegation with
a DS record in the parent zone is missing. In follow-up work,
Chung et al. [23] also shed light on the role that domain name
registrars play in the deployment of DNSSEC, especially their
vital role in creating full deployments including secure delega-
tions. In this work, we focused on a different aspect of DNSSEC
deployment, specifically on the deployment of DNSSEC in the
presence of economic incentives to deploy DNSSEC.

Tab. III shows an overview of DNSSEC adoption in the five
analyzed TLDs, as of July 31, 2017. We observe that .nl and
.se are the TLDs that achieve the highest levels of DNSSEC
adoption. This may be a direct consequence of the incentive
programs promoted by the registries responsible for these
TLDs. Notably, .nl is the largest DNSSEC zone whereas
we observed a very low percentage of DNSSEC deployment
in three popular TLDs, namely .com, .net and .org. In
absolute terms, the number of signed domains in this TLD
is more than double that of the domains in .com, .net
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Results
TABLE V

COMPARISON OF KEY ALGORITHM, RSA KEY SIZE CHOICE AND ZSK
ROLLOVER IMPLEMENTATION BETWEEN LARGE AND SMALL DNS

OPERATORS IN .NL AND .SE .

TLD Operator type %Recommended %Unrecommended
(a) Key algorithm

.nl Large 76.60% 23.40%
Small 87.36% 12.64%

.se Large 100.00% 0.00%
Small 94.26% 5.74%

(b) KSK RSA key size

.nl Large 97.55% 2.45%
Small 99.17% 0.83%

.se Large 83.70% 16.30%
Small 96.25% 3.75%

(b) ZSK RSA key size

.nl Large 100.00% 0.00%
Small 99.92% 0.08%

.se Large 100.00% 0.00%
Small 98.26% 1.74%

(c) ZSK rollover

.nl Large 8.19% 91.81%
Small 39.36% 60.64%

.se Large 6.21% 93.79%
Small 43.00% 57.00%

to the ZSK key size, all DNS operators sign with a key of
suitable length. This is not the whole story however, as the
most commonly chosen key length (1024 bits) requires regular
key rollovers to be performed. As we will see, this is an area
where almost all of our large operators perform poorly.

c) Comparison of key rollover: We also compared the
ZSK key rollover implementations of large and small DNS
operators. We did not evaluate the rollover for KSKs and
CSKs due to the lack of sufficient data (the period over which
we have data is too short, given that NIST recommends to
rollover KSK and CSKs up to every 2 years). The last block of
Tab. V shows the percentage of domains in the recommended
and unrecommended categories. As can be seen, small DNS
operators perform significantly better than large DNS operators
in both .nl and .se. If we look at the two main causes for the
high percentages in the unrecommended category, we observe
that while a small fraction (less than 1%) can be explained
by late key rollovers, the majority of domains in this category
(over 90%) have never had their ZSKs replaced over the entire
duration of our datasets. This shows that not performing key
rollovers is the biggest problem in DNSSEC. Since the key
rollover process is quite complex and is not required in order
to be eligible for economic incentives, large DNS operators
may choose to avoid the extra effort and risk of performing
regular key rollovers. Furthermore, we observe this behavior
consistently over all large DNS operators in .nl and .se.

2) Detailed analysis of single operators: To evaluate
whether the results presented above may be the result of a
specific skew in the data (e.g. ‘bad’ operators that manage a
significant fraction of records), we now evaluate the specific
deployments at the operator level. Tab. VI shows the detailed

TABLE VI
LARGE DNS OPERATORS IN TLDS .NL AND .SE

DNS operator Master NS† #Signed A
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TLD .nl

*.transip.net. 265,341 7 4 B+ 7
*.transip.nl. 206,254 7 4 B+ 7
*.sonexo.eu. 75,256 4 4 B+ 7

TransIP

ns0.nl. 50,273 7 4 B+ 7
Metaregistrar BV *.metaregistrar.nl. 386,913 4 4 B+ 7
Hostnet BV Network *.hostnet.nl. 359,793 4 4 B+ 7
Cyso Hosting *.firstfind.nl. 246,385 4 4 B+ 7
Argeweb BV *.argewebhosting.eu. 101,993 4 4 B+ 7
Openprovider *.openprovider.nl. 79,367 4 4 B+ 7
Village Media BV *.webhostingserver.nl. 67,150 4 4 B+ 7
Hosting2GO *.hosting2go.nl. 64,568 4 4 B+ 7
Flexwebhosting BV *.flexwebhosting.nl. 60,753 4 4 B+ 7
Internedservices *.is.nl. 57,033 4 4 B+ 7
Neostrada *.neostrada.nl. 56,295 4 4 B+ 7
One.com *.one.com. 55,397 4 7 4 ?
PCextreme *.pcextreme.nl. 50,102 4 4 B+ 7
AXC B.V. *.axc.nl. 47,861 4 4 B+ 7

TLD .se

Loopia AB *.loopia.se. 282,604 4 4 B+ 7
One.com *.one.com. 221,372 4 B? B+ 7
Binero AB *.binero.se. 123,131 4 4 B+ 7

Legend: 4: meets recommendation; 7: does not meet recommenda-
tion; B: only partially meets recommendation; ? : unknown.
†The master name server from the SOA records is used to identify
the operator, as described in Section III-A.
?About half of One.com .se domains use unrecommended KSK sizes.
+These operators have 1024-bit ZSKs that require regular key rollovers
according to the best practice (Tab. II); as the rollover column shows,
however, they do not perform key rollover for ZSK.

analysis for large operators. In general, we find that the
descriptive results reported in the previous section hold in
the detailed analysis as well. Overall, we observe that large
operators perform well for security configurations that can be
addressed by a one-time setting in the service configuration.
For example, the key size comes by default with the server
configuration and requires an effortless change at installation
time to be set up correctly. The triangle for ZSKs indicates that,
whereas DNS operators satisfy, at large, the NIST requirement
on the key size, an appropriate setting for ZSKs can only
be identified by the combination of key size with rollover
frequency (see Tab. II). For example, a ZSK of 1024 bits,
while in principle acceptable, needs to be rolled at least every
90 days. In this respect, the systematic lack of compliance
to the key rollover mechanism for DNSSEC deployments in
large operators leads to a general inadequacy of ZSK key sizes.
This reflects the well documented complexity of managing key
rollovers in all its phases, including announcement, publication,
and retiring of old keys (see, e.g., RFC 6781, Section 4.1).

On the other hand, we observe a few cases where the
behavior of single, individual operators may explain some
of the divergences observed (both in a positive and a negative
direction). The operator TransIP has non-uniform algorithm

TABLE V
COMPARISON OF KEY ALGORITHM, RSA KEY SIZE CHOICE AND ZSK

ROLLOVER IMPLEMENTATION BETWEEN LARGE AND SMALL DNS
OPERATORS IN .NL AND .SE .

TLD Operator type %Recommended %Unrecommended
(a) Key algorithm

.nl Large 76.60% 23.40%
Small 87.36% 12.64%

.se Large 100.00% 0.00%
Small 94.26% 5.74%

(b) KSK RSA key size

.nl Large 97.55% 2.45%
Small 99.17% 0.83%

.se Large 83.70% 16.30%
Small 96.25% 3.75%

(b) ZSK RSA key size

.nl Large 100.00% 0.00%
Small 99.92% 0.08%

.se Large 100.00% 0.00%
Small 98.26% 1.74%

(c) ZSK rollover

.nl Large 8.19% 91.81%
Small 39.36% 60.64%

.se Large 6.21% 93.79%
Small 43.00% 57.00%

to the ZSK key size, all DNS operators sign with a key of
suitable length. This is not the whole story however, as the
most commonly chosen key length (1024 bits) requires regular
key rollovers to be performed. As we will see, this is an area
where almost all of our large operators perform poorly.

c) Comparison of key rollover: We also compared the
ZSK key rollover implementations of large and small DNS
operators. We did not evaluate the rollover for KSKs and
CSKs due to the lack of sufficient data (the period over which
we have data is too short, given that NIST recommends to
rollover KSK and CSKs up to every 2 years). The last block of
Tab. V shows the percentage of domains in the recommended
and unrecommended categories. As can be seen, small DNS
operators perform significantly better than large DNS operators
in both .nl and .se. If we look at the two main causes for the
high percentages in the unrecommended category, we observe
that while a small fraction (less than 1%) can be explained
by late key rollovers, the majority of domains in this category
(over 90%) have never had their ZSKs replaced over the entire
duration of our datasets. This shows that not performing key
rollovers is the biggest problem in DNSSEC. Since the key
rollover process is quite complex and is not required in order
to be eligible for economic incentives, large DNS operators
may choose to avoid the extra effort and risk of performing
regular key rollovers. Furthermore, we observe this behavior
consistently over all large DNS operators in .nl and .se.

2) Detailed analysis of single operators: To evaluate
whether the results presented above may be the result of a
specific skew in the data (e.g. ‘bad’ operators that manage a
significant fraction of records), we now evaluate the specific
deployments at the operator level. Tab. VI shows the detailed
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TLD .nl

*.transip.net. 265,341 7 4 B+ 7
*.transip.nl. 206,254 7 4 B+ 7
*.sonexo.eu. 75,256 4 4 B+ 7

TransIP

ns0.nl. 50,273 7 4 B+ 7
Metaregistrar BV *.metaregistrar.nl. 386,913 4 4 B+ 7
Hostnet BV Network *.hostnet.nl. 359,793 4 4 B+ 7
Cyso Hosting *.firstfind.nl. 246,385 4 4 B+ 7
Argeweb BV *.argewebhosting.eu. 101,993 4 4 B+ 7
Openprovider *.openprovider.nl. 79,367 4 4 B+ 7
Village Media BV *.webhostingserver.nl. 67,150 4 4 B+ 7
Hosting2GO *.hosting2go.nl. 64,568 4 4 B+ 7
Flexwebhosting BV *.flexwebhosting.nl. 60,753 4 4 B+ 7
Internedservices *.is.nl. 57,033 4 4 B+ 7
Neostrada *.neostrada.nl. 56,295 4 4 B+ 7
One.com *.one.com. 55,397 4 7 4 ?
PCextreme *.pcextreme.nl. 50,102 4 4 B+ 7
AXC B.V. *.axc.nl. 47,861 4 4 B+ 7

TLD .se

Loopia AB *.loopia.se. 282,604 4 4 B+ 7
One.com *.one.com. 221,372 4 B? B+ 7
Binero AB *.binero.se. 123,131 4 4 B+ 7

Legend: 4: meets recommendation; 7: does not meet recommenda-
tion; B: only partially meets recommendation; ? : unknown.
†The master name server from the SOA records is used to identify
the operator, as described in Section III-A.
?About half of One.com .se domains use unrecommended KSK sizes.
+These operators have 1024-bit ZSKs that require regular key rollovers
according to the best practice (Tab. II); as the rollover column shows,
however, they do not perform key rollover for ZSK.

analysis for large operators. In general, we find that the
descriptive results reported in the previous section hold in
the detailed analysis as well. Overall, we observe that large
operators perform well for security configurations that can be
addressed by a one-time setting in the service configuration.
For example, the key size comes by default with the server
configuration and requires an effortless change at installation
time to be set up correctly. The triangle for ZSKs indicates that,
whereas DNS operators satisfy, at large, the NIST requirement
on the key size, an appropriate setting for ZSKs can only
be identified by the combination of key size with rollover
frequency (see Tab. II). For example, a ZSK of 1024 bits,
while in principle acceptable, needs to be rolled at least every
90 days. In this respect, the systematic lack of compliance
to the key rollover mechanism for DNSSEC deployments in
large operators leads to a general inadequacy of ZSK key sizes.
This reflects the well documented complexity of managing key
rollovers in all its phases, including announcement, publication,
and retiring of old keys (see, e.g., RFC 6781, Section 4.1).

On the other hand, we observe a few cases where the
behavior of single, individual operators may explain some
of the divergences observed (both in a positive and a negative
direction). The operator TransIP has non-uniform algorithm

.se.nl
TABLE V

COMPARISON OF KEY ALGORITHM, RSA KEY SIZE CHOICE AND ZSK
ROLLOVER IMPLEMENTATION BETWEEN LARGE AND SMALL DNS

OPERATORS IN .NL AND .SE .

TLD Operator type %Recommended %Unrecommended
(a) Key algorithm

.nl Large 76.60% 23.40%
Small 87.36% 12.64%

.se Large 100.00% 0.00%
Small 94.26% 5.74%

(b) KSK RSA key size

.nl Large 97.55% 2.45%
Small 99.17% 0.83%

.se Large 83.70% 16.30%
Small 96.25% 3.75%

(b) ZSK RSA key size

.nl Large 100.00% 0.00%
Small 99.92% 0.08%

.se Large 100.00% 0.00%
Small 98.26% 1.74%

(c) ZSK rollover

.nl Large 8.19% 91.81%
Small 39.36% 60.64%

.se Large 6.21% 93.79%
Small 43.00% 57.00%

to the ZSK key size, all DNS operators sign with a key of
suitable length. This is not the whole story however, as the
most commonly chosen key length (1024 bits) requires regular
key rollovers to be performed. As we will see, this is an area
where almost all of our large operators perform poorly.

c) Comparison of key rollover: We also compared the
ZSK key rollover implementations of large and small DNS
operators. We did not evaluate the rollover for KSKs and
CSKs due to the lack of sufficient data (the period over which
we have data is too short, given that NIST recommends to
rollover KSK and CSKs up to every 2 years). The last block of
Tab. V shows the percentage of domains in the recommended
and unrecommended categories. As can be seen, small DNS
operators perform significantly better than large DNS operators
in both .nl and .se. If we look at the two main causes for the
high percentages in the unrecommended category, we observe
that while a small fraction (less than 1%) can be explained
by late key rollovers, the majority of domains in this category
(over 90%) have never had their ZSKs replaced over the entire
duration of our datasets. This shows that not performing key
rollovers is the biggest problem in DNSSEC. Since the key
rollover process is quite complex and is not required in order
to be eligible for economic incentives, large DNS operators
may choose to avoid the extra effort and risk of performing
regular key rollovers. Furthermore, we observe this behavior
consistently over all large DNS operators in .nl and .se.

2) Detailed analysis of single operators: To evaluate
whether the results presented above may be the result of a
specific skew in the data (e.g. ‘bad’ operators that manage a
significant fraction of records), we now evaluate the specific
deployments at the operator level. Tab. VI shows the detailed
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TLD .nl

*.transip.net. 265,341 7 4 B+ 7
*.transip.nl. 206,254 7 4 B+ 7
*.sonexo.eu. 75,256 4 4 B+ 7

TransIP

ns0.nl. 50,273 7 4 B+ 7
Metaregistrar BV *.metaregistrar.nl. 386,913 4 4 B+ 7
Hostnet BV Network *.hostnet.nl. 359,793 4 4 B+ 7
Cyso Hosting *.firstfind.nl. 246,385 4 4 B+ 7
Argeweb BV *.argewebhosting.eu. 101,993 4 4 B+ 7
Openprovider *.openprovider.nl. 79,367 4 4 B+ 7
Village Media BV *.webhostingserver.nl. 67,150 4 4 B+ 7
Hosting2GO *.hosting2go.nl. 64,568 4 4 B+ 7
Flexwebhosting BV *.flexwebhosting.nl. 60,753 4 4 B+ 7
Internedservices *.is.nl. 57,033 4 4 B+ 7
Neostrada *.neostrada.nl. 56,295 4 4 B+ 7
One.com *.one.com. 55,397 4 7 4 ?
PCextreme *.pcextreme.nl. 50,102 4 4 B+ 7
AXC B.V. *.axc.nl. 47,861 4 4 B+ 7

TLD .se

Loopia AB *.loopia.se. 282,604 4 4 B+ 7
One.com *.one.com. 221,372 4 B? B+ 7
Binero AB *.binero.se. 123,131 4 4 B+ 7

Legend: 4: meets recommendation; 7: does not meet recommenda-
tion; B: only partially meets recommendation; ? : unknown.
†The master name server from the SOA records is used to identify
the operator, as described in Section III-A.
?About half of One.com .se domains use unrecommended KSK sizes.
+These operators have 1024-bit ZSKs that require regular key rollovers
according to the best practice (Tab. II); as the rollover column shows,
however, they do not perform key rollover for ZSK.

analysis for large operators. In general, we find that the
descriptive results reported in the previous section hold in
the detailed analysis as well. Overall, we observe that large
operators perform well for security configurations that can be
addressed by a one-time setting in the service configuration.
For example, the key size comes by default with the server
configuration and requires an effortless change at installation
time to be set up correctly. The triangle for ZSKs indicates that,
whereas DNS operators satisfy, at large, the NIST requirement
on the key size, an appropriate setting for ZSKs can only
be identified by the combination of key size with rollover
frequency (see Tab. II). For example, a ZSK of 1024 bits,
while in principle acceptable, needs to be rolled at least every
90 days. In this respect, the systematic lack of compliance
to the key rollover mechanism for DNSSEC deployments in
large operators leads to a general inadequacy of ZSK key sizes.
This reflects the well documented complexity of managing key
rollovers in all its phases, including announcement, publication,
and retiring of old keys (see, e.g., RFC 6781, Section 4.1).

On the other hand, we observe a few cases where the
behavior of single, individual operators may explain some
of the divergences observed (both in a positive and a negative
direction). The operator TransIP has non-uniform algorithm

TABLE V
COMPARISON OF KEY ALGORITHM, RSA KEY SIZE CHOICE AND ZSK

ROLLOVER IMPLEMENTATION BETWEEN LARGE AND SMALL DNS
OPERATORS IN .NL AND .SE .

TLD Operator type %Recommended %Unrecommended
(a) Key algorithm

.nl Large 76.60% 23.40%
Small 87.36% 12.64%

.se Large 100.00% 0.00%
Small 94.26% 5.74%

(b) KSK RSA key size

.nl Large 97.55% 2.45%
Small 99.17% 0.83%

.se Large 83.70% 16.30%
Small 96.25% 3.75%

(b) ZSK RSA key size

.nl Large 100.00% 0.00%
Small 99.92% 0.08%

.se Large 100.00% 0.00%
Small 98.26% 1.74%

(c) ZSK rollover

.nl Large 8.19% 91.81%
Small 39.36% 60.64%

.se Large 6.21% 93.79%
Small 43.00% 57.00%

to the ZSK key size, all DNS operators sign with a key of
suitable length. This is not the whole story however, as the
most commonly chosen key length (1024 bits) requires regular
key rollovers to be performed. As we will see, this is an area
where almost all of our large operators perform poorly.

c) Comparison of key rollover: We also compared the
ZSK key rollover implementations of large and small DNS
operators. We did not evaluate the rollover for KSKs and
CSKs due to the lack of sufficient data (the period over which
we have data is too short, given that NIST recommends to
rollover KSK and CSKs up to every 2 years). The last block of
Tab. V shows the percentage of domains in the recommended
and unrecommended categories. As can be seen, small DNS
operators perform significantly better than large DNS operators
in both .nl and .se. If we look at the two main causes for the
high percentages in the unrecommended category, we observe
that while a small fraction (less than 1%) can be explained
by late key rollovers, the majority of domains in this category
(over 90%) have never had their ZSKs replaced over the entire
duration of our datasets. This shows that not performing key
rollovers is the biggest problem in DNSSEC. Since the key
rollover process is quite complex and is not required in order
to be eligible for economic incentives, large DNS operators
may choose to avoid the extra effort and risk of performing
regular key rollovers. Furthermore, we observe this behavior
consistently over all large DNS operators in .nl and .se.

2) Detailed analysis of single operators: To evaluate
whether the results presented above may be the result of a
specific skew in the data (e.g. ‘bad’ operators that manage a
significant fraction of records), we now evaluate the specific
deployments at the operator level. Tab. VI shows the detailed
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TLD .nl

*.transip.net. 265,341 7 4 B+ 7
*.transip.nl. 206,254 7 4 B+ 7
*.sonexo.eu. 75,256 4 4 B+ 7

TransIP

ns0.nl. 50,273 7 4 B+ 7
Metaregistrar BV *.metaregistrar.nl. 386,913 4 4 B+ 7
Hostnet BV Network *.hostnet.nl. 359,793 4 4 B+ 7
Cyso Hosting *.firstfind.nl. 246,385 4 4 B+ 7
Argeweb BV *.argewebhosting.eu. 101,993 4 4 B+ 7
Openprovider *.openprovider.nl. 79,367 4 4 B+ 7
Village Media BV *.webhostingserver.nl. 67,150 4 4 B+ 7
Hosting2GO *.hosting2go.nl. 64,568 4 4 B+ 7
Flexwebhosting BV *.flexwebhosting.nl. 60,753 4 4 B+ 7
Internedservices *.is.nl. 57,033 4 4 B+ 7
Neostrada *.neostrada.nl. 56,295 4 4 B+ 7
One.com *.one.com. 55,397 4 7 4 ?
PCextreme *.pcextreme.nl. 50,102 4 4 B+ 7
AXC B.V. *.axc.nl. 47,861 4 4 B+ 7

TLD .se

Loopia AB *.loopia.se. 282,604 4 4 B+ 7
One.com *.one.com. 221,372 4 B? B+ 7
Binero AB *.binero.se. 123,131 4 4 B+ 7

Legend: 4: meets recommendation; 7: does not meet recommenda-
tion; B: only partially meets recommendation; ? : unknown.
†The master name server from the SOA records is used to identify
the operator, as described in Section III-A.
?About half of One.com .se domains use unrecommended KSK sizes.
+These operators have 1024-bit ZSKs that require regular key rollovers
according to the best practice (Tab. II); as the rollover column shows,
however, they do not perform key rollover for ZSK.

analysis for large operators. In general, we find that the
descriptive results reported in the previous section hold in
the detailed analysis as well. Overall, we observe that large
operators perform well for security configurations that can be
addressed by a one-time setting in the service configuration.
For example, the key size comes by default with the server
configuration and requires an effortless change at installation
time to be set up correctly. The triangle for ZSKs indicates that,
whereas DNS operators satisfy, at large, the NIST requirement
on the key size, an appropriate setting for ZSKs can only
be identified by the combination of key size with rollover
frequency (see Tab. II). For example, a ZSK of 1024 bits,
while in principle acceptable, needs to be rolled at least every
90 days. In this respect, the systematic lack of compliance
to the key rollover mechanism for DNSSEC deployments in
large operators leads to a general inadequacy of ZSK key sizes.
This reflects the well documented complexity of managing key
rollovers in all its phases, including announcement, publication,
and retiring of old keys (see, e.g., RFC 6781, Section 4.1).

On the other hand, we observe a few cases where the
behavior of single, individual operators may explain some
of the divergences observed (both in a positive and a negative
direction). The operator TransIP has non-uniform algorithm

TABLE V
COMPARISON OF KEY ALGORITHM, RSA KEY SIZE CHOICE AND ZSK

ROLLOVER IMPLEMENTATION BETWEEN LARGE AND SMALL DNS
OPERATORS IN .NL AND .SE .

TLD Operator type %Recommended %Unrecommended
(a) Key algorithm

.nl Large 76.60% 23.40%
Small 87.36% 12.64%

.se Large 100.00% 0.00%
Small 94.26% 5.74%

(b) KSK RSA key size

.nl Large 97.55% 2.45%
Small 99.17% 0.83%

.se Large 83.70% 16.30%
Small 96.25% 3.75%

(b) ZSK RSA key size

.nl Large 100.00% 0.00%
Small 99.92% 0.08%

.se Large 100.00% 0.00%
Small 98.26% 1.74%

(c) ZSK rollover

.nl Large 8.19% 91.81%
Small 39.36% 60.64%

.se Large 6.21% 93.79%
Small 43.00% 57.00%

to the ZSK key size, all DNS operators sign with a key of
suitable length. This is not the whole story however, as the
most commonly chosen key length (1024 bits) requires regular
key rollovers to be performed. As we will see, this is an area
where almost all of our large operators perform poorly.

c) Comparison of key rollover: We also compared the
ZSK key rollover implementations of large and small DNS
operators. We did not evaluate the rollover for KSKs and
CSKs due to the lack of sufficient data (the period over which
we have data is too short, given that NIST recommends to
rollover KSK and CSKs up to every 2 years). The last block of
Tab. V shows the percentage of domains in the recommended
and unrecommended categories. As can be seen, small DNS
operators perform significantly better than large DNS operators
in both .nl and .se. If we look at the two main causes for the
high percentages in the unrecommended category, we observe
that while a small fraction (less than 1%) can be explained
by late key rollovers, the majority of domains in this category
(over 90%) have never had their ZSKs replaced over the entire
duration of our datasets. This shows that not performing key
rollovers is the biggest problem in DNSSEC. Since the key
rollover process is quite complex and is not required in order
to be eligible for economic incentives, large DNS operators
may choose to avoid the extra effort and risk of performing
regular key rollovers. Furthermore, we observe this behavior
consistently over all large DNS operators in .nl and .se.

2) Detailed analysis of single operators: To evaluate
whether the results presented above may be the result of a
specific skew in the data (e.g. ‘bad’ operators that manage a
significant fraction of records), we now evaluate the specific
deployments at the operator level. Tab. VI shows the detailed

TABLE VI
LARGE DNS OPERATORS IN TLDS .NL AND .SE

DNS operator Master NS† #Signed A
lg

or
ith

m
K

SK
siz

e

ZS
K

siz
e

ZS
K

R
ol

lo
ve

r

TLD .nl

*.transip.net. 265,341 7 4 B+ 7
*.transip.nl. 206,254 7 4 B+ 7
*.sonexo.eu. 75,256 4 4 B+ 7

TransIP

ns0.nl. 50,273 7 4 B+ 7
Metaregistrar BV *.metaregistrar.nl. 386,913 4 4 B+ 7
Hostnet BV Network *.hostnet.nl. 359,793 4 4 B+ 7
Cyso Hosting *.firstfind.nl. 246,385 4 4 B+ 7
Argeweb BV *.argewebhosting.eu. 101,993 4 4 B+ 7
Openprovider *.openprovider.nl. 79,367 4 4 B+ 7
Village Media BV *.webhostingserver.nl. 67,150 4 4 B+ 7
Hosting2GO *.hosting2go.nl. 64,568 4 4 B+ 7
Flexwebhosting BV *.flexwebhosting.nl. 60,753 4 4 B+ 7
Internedservices *.is.nl. 57,033 4 4 B+ 7
Neostrada *.neostrada.nl. 56,295 4 4 B+ 7
One.com *.one.com. 55,397 4 7 4 ?
PCextreme *.pcextreme.nl. 50,102 4 4 B+ 7
AXC B.V. *.axc.nl. 47,861 4 4 B+ 7

TLD .se

Loopia AB *.loopia.se. 282,604 4 4 B+ 7
One.com *.one.com. 221,372 4 B? B+ 7
Binero AB *.binero.se. 123,131 4 4 B+ 7

Legend: 4: meets recommendation; 7: does not meet recommenda-
tion; B: only partially meets recommendation; ? : unknown.
†The master name server from the SOA records is used to identify
the operator, as described in Section III-A.
?About half of One.com .se domains use unrecommended KSK sizes.
+These operators have 1024-bit ZSKs that require regular key rollovers
according to the best practice (Tab. II); as the rollover column shows,
however, they do not perform key rollover for ZSK.

analysis for large operators. In general, we find that the
descriptive results reported in the previous section hold in
the detailed analysis as well. Overall, we observe that large
operators perform well for security configurations that can be
addressed by a one-time setting in the service configuration.
For example, the key size comes by default with the server
configuration and requires an effortless change at installation
time to be set up correctly. The triangle for ZSKs indicates that,
whereas DNS operators satisfy, at large, the NIST requirement
on the key size, an appropriate setting for ZSKs can only
be identified by the combination of key size with rollover
frequency (see Tab. II). For example, a ZSK of 1024 bits,
while in principle acceptable, needs to be rolled at least every
90 days. In this respect, the systematic lack of compliance
to the key rollover mechanism for DNSSEC deployments in
large operators leads to a general inadequacy of ZSK key sizes.
This reflects the well documented complexity of managing key
rollovers in all its phases, including announcement, publication,
and retiring of old keys (see, e.g., RFC 6781, Section 4.1).

On the other hand, we observe a few cases where the
behavior of single, individual operators may explain some
of the divergences observed (both in a positive and a negative
direction). The operator TransIP has non-uniform algorithm

Results cover large operators responsible for 80% of signed domains



Conclusions and 
Recommendations

• DNSSEC deployment in general remains low, with 
some notable exceptions among ccTLDs 

• Where DNSSEC is deployed, "real mistakes" are rare, but 
best practices are seldom followed; especially regular 
key rollovers for weak (1024-bit) keys 

• Recommendations: 
• Financial incentives appear to work, that is: they lead 

to adoption 
• To get high quality adoption, however, incentives 

should include mandatory quality requirements -- 
the ccTLDs we studied (.nl, .se) are both considering 
doing this
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