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The Challenges Facing Enterprises Today? 

• Digital transformation! 
• Using more Cloud services to create better user 

experiences. 

• Motivation for moving workloads to Cloud DC:

• Less about reducing cost

• More about Data Portability, App Portability

• Many types of Cloud DC: 

• SAP HANA in private cloud, Oracle cloud, IBM cloud, 

many others in private cloud

• In addition to AWS, Azure

• Access to DC resources needs to be optimized, 

regardless of the location of the end-users. 

Moving Workload, Data to Hybrid Cloud DCs 
for Data Portability and App Portability
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Highly Desired Use Case by Enterprise Community

• For better QoE, users need to be close to their 

contents/data whatever their location, 

• Network Service Provider have an opportunity to 

optimize (WAN) resource usage

Abundant Geographical available Cloud DC resources make it possible for 

Enterprises’ digital transformation. 



Distinct Types of Cloud Services
1. Direct Cloud services offered directly by Cloud Operators who manage & own the infrastructure 

• such as AWS, Azure, etc, 

2. Cloud Service Providers, who utilize resources from Cloud Operators to offer Managed Cloud services
• broker who has connectivity to Cloud DCs 

Consumers (i.e. enterprises) can buy services directly from the Cloud Operators, or buy Managed Cloud 
Services. 



MEF: Cloud & SD-WAN related Activities

Key Takeaway relevant to IETF: 

- basic assumptions (BGP/MPLS VPN design, possibly augmented with IPsec, SDN/NFV environments)

- Requirement of dynamics of “tunnel” (transport facility) establishment with relevant, customer-specific, 

QoS/Security/Routing policy enforcement schemes
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What is Net2Cloud?
High Level Key Components
and potential new Protocol Works 



Enterprise connect to their VPN in cloud themselves
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MPLS VPN Service Provider facilitated 
Interconnection
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SOME PROPRIETARY APPROACHES



Using NHRP establish mGRE tunnels among spoke nodes
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� NHRP: was standardized by IETF 
ION(Interworking over NBMA networks) WG
Original purpose:  IP Address to ATM address 
resolution

- Expired draft: https://datatracker.ietf.org/doc/dr aft-
detienne-dmvpn/

� In SD-WAN Dynamic Spoke nodes 
interconnect: : 
Purpose: VPN address to {Public Address & 
IPsec Key} resolution

- CPE register its VPN address and its public IP 
address with NHRP server (a.k.a. controller)

- When CPE 1 needs to establish group secure tunnels 
with a set of CPEs (CPE2, CPE3, CPE4 …), CPE1 
requests the Controller to get public IP addresses 
and IPsec Tunnel key for a group of tunnels  CPE1<- > 
CPE2, CPE1<->CPE3, CPE1<-CPE4, ..



For Cloud DC Access & Interconnect (via Virtual routers)
Purpose: VPN address to {Cloud-Internal-private-address, Cloud-Gateway-address, IPsec-Keys} resolution
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1. All CPEs has default address for the Controller, its own public 
IP addresses, and its own tunnel end point. 

2. When a virtual router “A” is instantiated, it sends the extended 
NHRP (eNHRP) Registration Request with its VPN address, 
local private address in Cloud, Cloud GW

• potentially register the list of attached subnets

3. When “A” needs to establish Group Secure Tunnels with “B”, 
“C”, “D”, “A” sends a eNHRP request to get the {Cloud-GW-
Addr, Private-Address for B/C/D, IPSec tunnel keys to B/C/D}
There could be two layers of Ipsec tunnels: Outer-Tunnel to 
the CloudGW, and inside tunnel to B/C/D

IP: 

S=Remote-a 

public IP

Dst= Ctrl-public

Tunnel 

header: 

GRE or 

VxLan

NHRP Registration

S=Remote-a tunnel 

Address

Dst = Ctrl – tunnel 

address

Hold 

Time

List of Local Private 

addresses attached to 

Remote-a

Controller

PE2

PE-n1

PE1

PE6

PE5

PE4

PE3

CE1

CE2

CE3

CE4

CE4
Carrier VPN
e.g. L3VPN, 
L2VPN or 

L0VPN

Cloud DC-1

PE7

Cloud DC-2

PE-n2

VMsvCPE

Attached in CIE (Client Information Entry) 

3rd Party (DirectConnect) or 
Public Internet (vGW, Interet GW)



App driven Floating PE selection and designated egress PE

Page 13

Controller

Island-a

PE2

P-GW

PE1

PE6

PE5

PE4

PE3

CE1

CE2

CE3

CE4

CE4
Carrier VPN
e.g. L3VPN, 
L2VPN or 

L0VPN

Cloud DC-1

PEm2

Cloud DC-2

PE-n3

VMs
vCPE

BRAS

3rd Party or 
Public Internet

PEm3PEm1

PE-n1

PE-n2
Access network

Public Internet

- Multiple instances running in different 

Cloud DCs. 

Need App driven Floating PE selection 

- NHRP might not work well, 

E.g.  utilize gRPC to use the APIs 

exposed by AWS/Azure

- Data plane: 

e.g. https://datatracker.ietf.org/doc/draft-

detienne-dmvpn/

- What we to tell the network, & how to do 

it

- Running BGP on Island-a requires GRE 

tunnels being established first. 

- RFC 7024 (Virtual Hub & Spoke) and 

Hierarchical VPN is not enough 
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Combine Carrier VPNs and SD-WAN to Support Dynamic Endpoints and to reduce latency & improve QoS over long 

Distances
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WHY BRING TO IETF: 

• Whether there is an interest of the IETF community to investigate:

- Access-to-DC networking, 

- Routing among micro DCs via Overlay

• draft-purkayastha-dcrouting-leading-indicators

- Dynamic Tunnel (Ipsec Tunnel) management, cloud resource provisioning

To determine whether there is a need for enhancements to existing 
protocols or 

Whether a new protocol is necessary
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