Capsule:

A Protocol for
Secure
Collaborative

Document Editing

Nadim Kobeissi




E Very Secret Document - Google X rucument.doa LT ES | H

< c Q @& h /docs.google.com/! - O W v IN DO @ = <« C @ @ @ https:;//onedrive.live.com/edit.aspx?resid=B7 e @ W L N @ @ =
@ Music BJINRIA B cures3 B MLS B Misc @ ESORICS @ PEGjs TR IETF101 & Fall2015Schedule - Go... @ Music BINRIA [ Cure53 EMLS [ Misc @ ESORICS @ PEGjs o IETF101 & Fall20155chedule - Go...
| Very Secret Document | E & SHARE o Word Online Document - Saved to OneDrive @ Nadim Ko...  Sign out
File Edit View Insert Format Tools Add-ons Help Al changes saved in Drive
FILE HOME INSERT PAGE LAYOUT REVIEW VIEW Q ] it t EDIT IN WORD
| o~ @ T 100% - Headingl - Arial - 2 - B I U A & . VRPN . o
I I IS BT Er i B B B e S B B B P ATT Calibri Light (Headi - 16 - A A" 4 e
[ 1 1 ] 2 3 1 4 1 5 | 6 7 ] o alibri Light (Headi A A = = _ AaBbCc  AaBbCe AaBbCc »
| o Paste , B I U sk x, x* - A- N o Normal No Spacing Heading1 = _ ab.
| ~ - 1=- 35- W
Undo Clipboard Font Paragraph [ Styles & Editing ~
|

Plan to conquer the world

Very sensitive work plans
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We've all been there...




Participant List Integrity.

Confidentiality.

Capsule: Integrity.

Security Goals

Authentication.

Transcript Consistency.




Document is a hash chain of diffs.

Ca pS ule: * Access to document is obtained by sharing a
S simple ID.
1M p e * Users must prove knowledge of ID to participate
E|ega Nt in document.
| * Primitives:
P rOtO CO * BLAKE2 for symmetric operations.

 Ed25519 for signatures.



E Protocol Level
/

e Formally verified with ProVerif.
e Hand proof.

Capsule:

Formally Elmplementation Level
Veritied

/

e HACL-WASM: First software to
use HACL* in WebAssembly.

e Functional correctness, secure
memory, no side channels.




An open standard that anyone can use.

Learn more: https://symbolic.software/capsule/
ePrint paper: https://eprint.iacr.org/2018/253

Capsule:
Amazing!

Email me! nadim@symbolic.software
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