security.txt

A proposed standard that allows websites to easily
define security policies.
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A text file to describe the steps a
researcher must take in order to
report a security vulnerability.




§




Currently used by

GO




® ® S security.txt

< C | @ securitytxt.org

"8 egu.rify.txt

# Our security address

Contact: mailto:security@example.com

# Our PGP key
Encryption: https://example.com/pgp-key.txt

# Our security policy

Policy: https://example.com/security-policy.html
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MAILBOX NAMES FOR
COMMON SERVICES, ROLES AND FUNCTIONS

Status of this Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

ABSTRACT

This specification enumerates and describes Internet mail addresses
(mailbox name @ host reference) to be used when contacting personnel
at an organization. Mailbox names are provided for both operations
and business functions. Additional mailbox names and aliases are not
prohibited, but organizations which support email exchanges with the
Internet are encouraged to support AT LEAST each mailbox name for
which the associated function exists within the organization.

1. RATIONALE AND SCOPE

Various Internet documents have specified mailbox names to be used
when reaching the operators of the new service; for example, [RFC822
6.3, C.6] requires the presence of a <POSTMASTER@domain> mailbox name
on all hosts that have an SMTP server. Other protocols have defacto

standards for well known mailbox names, such as <USENET@domain> for

NNTP (see [RFC9771), and <WEBMASTER@domain> for HTTP (see [HTTP]).
Defacto standards also exist for well known mailbox names which have
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Defining Well-Known Uniform Resource Identifiers (URIs)
Abstract

This memo defines a path prefix for "well-known locations”,
"/.well-known/", in selected Uniform Resource Identifier (URI)
schemes.

Status of This Memo
This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Section 2 of RFC 5741.

Information about the current status of this document, any errata,
and how to provide feedback on it may be obtained at
http://www.rfc-editor.org/info/rfc5785.
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=N 4 Authenticity

How can we verify the authenticity
of the security.txt file?
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