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How did we get here?

® | ooking at places in the header where to signal the
poresence of CID...

® \What if we grab that lonely length's MSB?

® Observation: We could just be greedy and grab it for
signalling the CID, but it we "sacrifice" one more byte
to allow typing, then we could hook an entire
extension mechanism on top of that humble bit...



+

Mechanics

©1234567890123456789012345678901

SR WE N N D AR R
ContentType |

ProtocolVersion |

sequence_number

F Bt -ttt -ttt -+

13

epoch

+-+-+-+-F+-F-F-F-F-F-+-+-+F-F-F-F-F-F-F-F-F-+-+-F-F-F-F-F-F-+-+-+-+

length

+-+-+-+-F+-F-F-F-F-F-+-+-+F-F-F-F-F-F-F-F-F-+-+-F-F-F-F-F-F-+-+-+-+

+-t-+-t-t-+-F-F-t-+-F-t-+-+-F-+-FmFt-+-+-F-F-+-F-+-+-+-+-+-+-+-+
(zero or more) Extension Header(s)
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F-+-+-+-+-F-+-+-+-+-+-+-+

~

Payload (including optional MAC and

padding)

~

+-+-+-+-F+-F-F-F-F-F-+-+-+F-F-F-F-F-F-F-F-F-+-+-F-F-F-F-F-F-+-+-+-+

123456789012 345

-ttt -F-F-F-F-F-F-F-F-+-+-+
ype | Length |
+ot-t-t-F-F-F-F-F-F-F-+-+-+-+

Value



Design criteria

® (\Very) limited vocabulary (16 code-points):
® connection-id is the only extension envisaged for the time being

® [t might be worth allocating another code-point to port the
"update CID" semantics to 1.27

® Only usable if both endpoints agree:
® Hooked into TLS extension negotiation framework (RFC6066)

® Start using the E-bit only after handshake has successfully
completed



Example (CID="AB"

©12345678901234501234567890123145

Fodd=t-tmt=t-t-t
ContentType |

LR N TR N S ST SRS N DRE S S WELF S N NN TSF S SR TP R M T S S WA R
Version | Epoch

LR N TR N S ST SRS N DRE S S WELF S N NN TSF S SR TP R M T S S WA R
Sequence Number

+ SRR R R T R S WA R R
|E| Length

LR N TR N S ST SRS N DRE S S WELF S N NN TSF S SR TP R M T S S WA R

+ Payload (including optional MAC and padding)

+-t-+-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-

-4 -

+-+

+-+



Example (CID="AB"

©12345678901234501234567890123145

Fodd=t-tmt=t-t-t
ContentType |

LR N TR N S ST SRS N DRE S S WELF S N NN TSF S SR TP R M T S S WA R
Version | Epoch

LR N TR N S ST SRS N DRE S S WELF S N NN TSF S SR TP R M T S S WA R
Sequence Number

+ G -+ -+ -+ -+ -+ttt
|1] Length
N T A PR NMIREN G T e O N I

+ Payload (including optional MAC and padding)

+-t-+-F-F-F-F-F-F-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-+-+-+-

-4 -

+-+

+-+



Example (CID="AB"

©12345678901234501234567890123145

-t -t -ttt -t-t-+
ContentType |

e e ik st T e e I h ik ks I ik ks b S S S S o
Version | Epoch

e e ik st T e e I h ik ks I ik ks b S S S S o
Sequence Number

+ N ah Tt Bk TF L S A
|1] Length
UEE L PR TR LR SR L PR TR EE R RS SRR R R R e
0| oxe | 0x002 |

L s ks a2

Payload (including optional MAC and padding)
e e ik st T e e I h ik ks I ik ks b S S S S o

-4 -

-4 -

-4 -

-4 -

-4 -

+-+

+-+



Example (CID="AB"

©12345678901234501234567890123145

-t -t -ttt -t-t-+
ContentType |

e e ik st T e e I h ik ks I ik ks b S S S S o
Version | Epoch

e e ik st T e e I h ik ks I ik ks b S S S S o
Sequence Number

+ N ah Tt Bk TF L S A
|1] Length
URR LR R PR TR TR R RS SRR R R R e
o| oxe | 0x002 |

totd -t -F-t-F-F-F-F-F-F-F-F-+-+

Payload (including optional MAC and padding)
e e ik st T e e I h ik ks I ik ks b S S S S o

-4 -

-4 -

-4 -

-4 -

-4 -

+-+

+-+



Example (CID="AB"

©12345678901234501234567890123145

-t -t -ttt -t-t-+
ContentType |

e e ik st T e e I h ik ks I ik ks b S S S S o
Version | Epoch

e e ik st T e e I h ik ks I ik ks b S S S S o
Sequence Number

+ N ah Tt Bk TF L S A
|1] Length
URE R LR PR PR TR L EE TR RS Lt R R R e e
o| oxe | 0x002 |

e s ek T e e e e e T e

Payload (including optional MAC and padding)
e e ik st T e e I h ik ks I ik ks b S S S S o

-4 -

-4 -

-4 -

-4 -

-4 -

+-+

+-+



Example (CID="AB"

©1234567890123450123456789012345
Fodd=t-tmt=t-t-t

ContentType |

S R R TR R S ST SRS S WAYF TS N NN TS N R TS S SR WAIE S N WA TS S S R S W N R NS
Version | Epoch
S R R TR R S ST SRS S WAYF TS N NN TS N R TS S SR WAIE S N WA TS S S R S W N R NS
Sequence Number

+ st -+ttt -ttt -+t - -+-+

|1] Length
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ G
0| oxo | 0x002 | 0x4142

e e S e e ks k sak et s sat e ST S e e e e S S e
Payload (including optional MAC and padding)
e e s S e e B Tk ek ok sk st S S S S S S S S S S S e S
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Example (CID="AB"

©1234567890123450123456789012345
Fodd=t-tmt=t-t-t

ContentType |

S R R TR R S ST SRS S WAYF TS N NN TS N R TS S SR WAIE S N WA TS S S R S W N R NS
Version | Epoch
S R R TR R S ST SRS S WAYF TS N NN TS N R TS S SR WAIE S N WA TS S S R S W N R NS
Sequence Number

+ st -+ttt -ttt -+t - -+-+
|1] Length

B +-+-+-+-+-t-t-t-t-t-t-+-+-+ PP+ -+ -+ -+-+-+-+-t-+-+-+-+-+-+-+

0| oxo | 0x002 | 0x4142

It ks et e sk S T e S e S e e R e e S e e e s s
Payload (including optional MAC and padding)
e e s S e e B Tk ek ok sk st S S S S S S S S S S S e S

11



Example (CID="AB"

©1234567890123450123456789012345
Fodd=t-tmt=t-t-t

ContentType |

S R R TR R S ST SRS S WAYF TS N NN TS N R TS S SR WAIE S N WA TS S S R S W N R NS
Version | Epoch
S R R TR R S ST SRS S WAYF TS N NN TS N R TS S SR WAIE S N WA TS S S R S W N R NS
Sequence Number

+ +-4+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|1] Length
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F+-+-F-F-F-F-F-+-+-+-+-+-+-+-+
0| oxo | 0x002 | Ox4142

+-t-d-t-F-d-t-F-t-t-dF-t-F-F-t-F-F-t-F-t-F-F-t-F-F-F-F-F-F-F-+-+-+
Payload (including optional MAC and padding)
+-t-d-t-t-d-t-F-t-t-d-t-F-dF-F-F-F-t-F-F-t-F-F-F-F-t-F-F-F-F-+-+-+
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Middleboxes...

® |n -00 we proposed a generic mechanism (TLS as well as
DTLS)

® After ML discussion (thanks Adam L. and Yoav N. for the
input) decided to switch off TLS (undeployable in the
wild because middleboxes) and only focus on DTLS

13



Question(s)

® |s this a valuable thing to have?

® Should we push it forward?
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