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1.

I nt roducti on

Boot st rappi ng Renote Secure Key Infrastructures (BRSKI)
[1-D.ietf-ani ma-boot strappi ng-keyinfra] describes how a device can
bootstrap against a |ocal network using an Initial Device ldentity

X. 509 [I EEEB02. 1AR] I DevlD certificate that is pre-installed by the
vendor on the device in order to obtain an [| EEE802. 1AR] LDevlID. The
BRSKI fl ow assunes the device can obtain an | P address, and thus
assunes the device has already connected to the | ocal network.
Further, the draft states that BRSKI use of | Devl Ds:

allows for alignment with [IEEEB02. 1X] network access contro
met hods, its use here is for Pledge authentication rather than
networ k access control. Integrating this protocol with network
access control, perhaps as an Extensible Authentication Protoco
(EAP) nethod (see [RFC3748], is out-of-scope.

The draft does not describe any nechani sns for how an [| EEE802. 11]
enabl ed devi ce woul d di scover and select a suitable [| EEE802.11] SSID
when multiple SSIDs are available. A typical deploynent scenario
could involve a device begin deployed in a |ocation were twenty or
nore SSI Ds are being broadcast, for exanple, in a nulti-tenanted
bui l di ng or canmpus where nultiple i ndependent organi zati ons operate

[ 1 EEE802. 11] net wor ks.

In order to reduce the administrative overhead of installing new
devices, it is desirable that the device will automatically discover
and connect to the correct SSID without the installer having to
manual |y provi sion any network infornmation or credentials on the
device. It is also desirable that the device does not discover
connect to, and automatically enroll with the wong network as this
could result in a device that is owned by one organi zati on connecti ng
to the network of a different organization in a multi-tenanted
bui |l di ng or canpus.

Additionally, as noted above, the BRSKI draft does not describe how
BRSKI coul d potentially align with [IEEE802. 1X] authentication
mechani sns.

This docunent outlines nmultiple different potential nechani sns that
woul d enabl e a boot strappi ng device to choose between different

avail abl e [I EEE802. 11] SSIDs in order to execute the BRSKI flow.

Thi s docunent al so outlines several options for how [| EEE802. 11]

net wor ks enforcing [| EEE802. 1X] authentication could enable the BRSKI
flow, and describes the required device behaviour.

Thi s docunent presents both [| EEE802. 11] nechani sms and W - Fi
Al'liance (WFA) nechanisns. An inportant consideration when
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determi ni ng what the nost appropriate solution to device onboarding
shoul d be is what bodies need to be involved in standardi sation
efforts: | ETF, | EEE and/ or WFA.

1.1. Termnol ogy

| EEE 802. 11u: an anendnent to the | EEE 802. 11- 2007 standard to add
features that inprove interworking wth external networks.

ANl : Aut onomi ¢ Networking Infrastructure

ANQP: Access Network Query Protocol

AP: | EEE 802.11 Access Point

CA: Certificate Authority

EAP: Extensibl e Authentication Protocol

EST: Enroll ment over Secure Transport

Hot Spot 2.0 / HS2.0: An elenment of the W-Fi Alliance Passpoint
certificatoin programthat enables cell phones to automatically
di scover capabilities and enroll into | EEE 802. 11 guest networks
(hot spot s).

| E: Information El enent

IDevliD: Initial Device Identifier

LDevl D: Locally Significant Device Identifier

A : Oganization Identifier

MASA: BRSKI Manufacturer Authorized Signing Authority service
SSID: | EEE 802. 11 Service Set ldentifier

STA: | EEE 802.11 station

WFA: W-Fi Alliance

W.C Wreless LAN Controller

WPA/ WPA2: W -Fi Protected Access /| W-Fi Protected Access version 2

WPS: W-Fi Protected Setup
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2. Discovery and Authentication Design Considerations
2.1. Incorrect SSID Discovery

As will be seen in the follow ng sections, there are severa

di scovery scenari os where the device can choose an incorrect SSID and
attenpt to join the wong network. For exanple, the device is being
depl oyed by one organization in a multi-tenant building, and chooses
to connect to the SSID of a neighbor organization. The device is
dependent upon the incorrect network rejecting its BRSKI enroll nent
attenpt. It is possible that the device could end up enrolled with
the wrong network

2.1.1. Leveragi ng BRSKI NMASA
2.1.1.1. Prevention

BRSKI al | ows optional sales channel integration which could be used
to ensure only the "correct"” network can claimthe device. In
theory, this could be achieved if the BRSKI MASA service has explicit
know edge of the network where every single device will be depl oyed.
After connecting to the incorrect SSID and possi bly authenticating to
the network, the device would present network TLS information in its
voucher-request, and the MASA server would have to reject the request
based on this network TLS information and not issue a voucher. The
device could then reject that SSID and attenpt to bootstrap agai nst
the next avail abl e SSI D

This could possibly be achei eved via sal es channel integration, where
devices are tracked through the supply chain all the way from

manuf acturer factory to target depl oyment network operator. In
practice, this approach may be challenging to deploy as it may be
extrenmely difficult to inplement this tightly coupl ed sal es channe
integration and ensure that the MASA actually has accurate depl oynent
net work i nformation.

An alternative to sales channel integration is to provide the device
owners with a, possibly authenticated, interface or APl to the MASA
service whereby they would have to explicitly claimdevices prior to
the MASA issuing vouchers for that device. There are simlar
problens with this approach, as there could be a conplex sales and
channel partner chain between the MASA service operator and the

devi ce operator who owns and depl oys the device. This could nake
exposure of APIs by the MASA operator to the device operator

unt enabl e.
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2.1.1.2. Detection

2

2

2

If a device connects to the wong network, the correct network
operator could detect this after the fact by integration with MASA
and checking audit |logs for the device. The MASA audit |ogs should
indicate all networks that have been issued vouchers for a specific
device. This nechanismalso relies on the correct network operater
having a list, bill or materials, or sinmlar of all device identities
that should be connecting to their network in order to check MASA

| ogs for devices that have not cone online, but are known to be
physi cal | y depl oyed.

1.2. Relying on the Network Admi nistrator

An obvi ous nechanismis to rely on network adm nistrators to be good
citizens and explicitly reject devices that attenpt to bootstrap
agai nst the wwong network. This is not guaranteed to work for two
mai n reasons:

0 Some network administrators will configure an open policy on their
network. Any device that attenpts to connect to the network will
be automatically granted access.

0 Sonme network administrators will be bad actors and will
intentionally attenpt to onboard devices that they do not own but
that are in range of their networks.

1.3. Requiring the Network to Denpnstrate Know edge of Device

Protocol s such as the WFA Device Provisioning Profile [DPP] require
that a network provisoining entity denonstrate know edge of device

i nformati on such as the device’' s bootstrapping public key prior to
the device attenpting to connect to the network. This gives a higher
| evel of confidence to the device that it is connecting to the
correct SSID. These nechanisnms could | everage a key that is printed

on the device label, or included in a sales channel bill of
materials. The security of these types of key distribution
mechani sms relies on keeping the device label or bill of materials

content from being conpronised prior to device installation
2. | EEE 802.11 Authentication Mechani sns

[ EEE802. 11i] allows an SSID to advertise different authentication
mechani sms via the AKM Suite list in the RSNE. A very brief
introduction to [I EEE802.11i] is given in the appendices. An SSID
coul d advertise PSK or [|EEEB02.1X] authentication mechanisns. Wen
a network operator needs to enforce two different authentication
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nmechani sns, one for pre-BRSKI devices and one for post-BRSKI devices,
the operator has two options:

o configure two SSIDs with the sane SSID string val ue, each one
advertising a different authentication nmechani sm

o configure two different SSIDs, each with its own SSID string
value, with each one advertising a different authentication
mechani sm

I f devices have to be flexible enough to handl e both options, then
this adds conplexity to the device firmvare and internal state
machines. Simlarly, if network infrastructure (APs, W.Cs, AAAs)
potentially needs to support both options, then this adds complexity
to network infrastructure configuration flexibility, software and
state machi nes. Consideration nust be given to the practicalities of
i mpl ementation for both devices and network infrastructure when
designing the final bootstrap nechani smand aligning [| EEES802. 11],

[ EEE802. 1X] and BRSKI protocol interactions.

Devi ces should be flexible enough to handl e potential options defined
by any final draft. Wen discovering a pre-BRSKI SSID, the device
shoul d al so di scover the authenticati on nechani smenforced by the
SSID that is advertising BRSKI support. |If the device supports the
aut henti cati on mechani sm bei ng adverti sed, then the device can
connect to the SSIDin order to initiate the BRSKI flow  For
exanpl e, the device may support [|EEE802.1X] as a pre-BRSKI

aut henti cati on mechani sm but nay not support PSK as a pre-BRSKI

aut henti cati on nmechani sm

Once the device has conpleted the BRKSI flow and has obtai ned an
LDevl D, a mechanismis needed to tell the device which SSID to use
for post-BRSKI network access. This may be a different SSID to the
pre-BRSKI SSID. The mechani sm by which the post-BRSKI SSID is
advertised to the device is out-of-scope of this version of this
docunent .

2.2.1. 1P Address Assignnent Considerations

If a device has to performtwo different authentications, one for
pre- BRSKI and one for post-BRSKI, network policy will typically
assign the device to different VLANs for these different stages, and
may assign the device different | P addresses dependi ng on which
networ k segnment the device is assigned to. This could be true even
if asingle SSIDis used for both pre-BRSKlI and post-BRSKI
connections. Therefore, the bootstrappi ng device may need to
completely reset its network connection and network software stack
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and obtain a new | P address between pre-BRSKI and post-BRSKI
connecti ons.

2.3. dient and Server |nplenentations
When eval uating all possible SSID di scovery nmechani sm and
aut henti cati on nmechani snms outlined in this docunent, consideration
must be given to the conplexity of the required client and server
i npl ement ati on and state machi nes. Consideration nust al so be given
to the network operator configuration conplexity if multiple
pernut ati ons and conbi nati ons of SSID di scovery and networ k
aut henti cati on nmechani sns are possible.

3. Potential SSID D scovery Mechanisns
This section outlines nmultiple different nmechani sns that could
potentially be | everaged that woul d enabl e a bootstrappi ng device to
choose between nmultiple different available [| EEE802.11] SSIDs. As
noted previously, this draft does not make any final reconmendati ons.
The di scovery options outlined in this docunment include:
o Well-known BRSKI SSID
o [|EEE802. 1laq]
o [IEEE802. 11] Vendor Specific Information El enment
0 Reusing Existing [| EEE8B02.11u] El enents
0 [IEEE802.11u] Interworking Information - |nternet
o Define New [l EEE802. 11u] Extensions
0 W-Fi Protected Setup
o Define and Advertise a BRSKI-specific AKMin RSNE

0 W-Fi Device Provisioning Profile

These nechani sns are described in nore detail in the foll ow ng
secti ons.

3.1. Well-known BRSKI SSID

A standardi zed nam ng convention for SSIDs offering BRSKI services is
defined such as:
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0 BRSKI %ssi dnane
Wher e:

0 BRSKI: is a well-known prefix string of characters. This prefix
string woul d be baked into device firmare.

o0 % is a well known delimter character. This delimter character
woul d be baked into device firmare.

0 ssidnane: is the freeform SSID nane that the network operator
defi nes.

Devi ce manufacturers woul d bake the well-known prefix string and
character delimter into device firmvare. Network operators
configuring SSIDs which offer BRSKI services would have to ensure
that the SSID of those networks begins with this prefix. On
bootstrap, the device would scan all avail able SSIDs and | ook for
ones with this given prefix.

If multiple SSIDs are available with this prefix, then the device
could sinply round robin through these SSIDs and attenpt to start the
BRSKI flow on each one in turn until it succeeds.

Thi s nechanismsuffers fromthe linitations outlined in Section 2.1 -
it does nothing to prevent a device enrolling against an incorrect
net wor k.

Anot her issue with defining a specific naming convention for the SSID
is that this may require network operators to have to deploy a new
SSID. In general, network operators attenpt to keep the nunber of

uni que SSI Ds depl oyed to a mni mum as each deployed SSID eats up a
percentage of available air tine and network capacity. A good

di scussi on of SSID overhead and an SSID overhead [cal culator] is
avai | abl e.

3.2. | EEE 802. 11aq

[ EEEB02. 11aq] is currently being worked by the | EEE, but is not yet
finalized, and is not yet supported by any vendors in shipping
product. [l EEE802.1l1aq] defines new el enents that can be included in
[ EEE802. 11] Beacon, Probe Request and Probe Response frames, and
defines new el enents for ANQP franes.

The extensions allow an AP to broadcast support for backend services,
where all owed services are those registered in the [I ANA] Service
Nane and Transport Protocol Port Nunber Registry. The services can
be advertised in [I EEE802. 11] el enents that include either
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0 SHA256 hashes of the registered service nanes

o a bloomfilter of the SHA256 hashes of the registered service
names

Bloomfilters sinply serve to reduce the size of Beacon and Probe
Response frames when a | arge nunber of services are advertised. |If a
bloomfilter is used by the AP, and a device discovers a potenti al
service match in the bloomfilter, then the device can query the AP
for the full list of service name hashes using newy defined ANQP

el ement s.

If BRSKI were to |everage [|EEE802. 11aq], then the [| EEE802. 11aq]
speci fication woul d need to be pushed and supported, and a BRSK
service would need to be defined in [ ANA].

Thi s nmechanismsuffers fromthe linitations outlined in Section 2.1 -
it does nothing to prevent a device enrolling against an incorrect
net wor k.

3.3. I EEE 802.11 Vendor Specific Information El ement

[ EEEB02. 11] defines Information El enent (1E) number 221 for carrying
Vendor Specific information. The purpose of this docunent is to
define an SSID di scovery nechani smthat can be used across al

devi ces and vendors, so use of this IE is not an appropriate |ong
term sol uti on.

3.4. Reusing Existing | EEE 802.11u El enents
[ 1 EEE802. 11u] defines mechani sms for interworking. An introduction
to [ EEE802. 11u] is given in the appendices. Existing IEs in
[ 1 EEE802. 11u] i ncl ude:
0 Roaming Consortium I E

o NAI RealmIE

These existing I Es could be used to advertise a well-known, |ogica
service that devices inplicitly know to | ook for

In the case of NAI Realm a well-known service name such as

" _boot strapks" could be defined and advertised in the NAI RealmIE
In the case of Roam ng Consortium a well-known O ganization
Identifier (O) could be defined and advertised in the Roani ng
Consortium | E

Friel, et al. Expi res January 3, 2019 [ Page 10]



Internet-Draft BRSKI - W FI July 2018

Devi ce manufacturers woul d bake the well-known NAI Real m or Roanmi ng
Consortium O into device firmvare. Network operators configuring
SSI Ds whi ch offer BRSKI services would have to ensure that the SSID
offered this NAI Realmor O. On bootstrap, the device would scan
all available SSIDs and use ANQP to query for NAl Real ns or Roanmi ng
Consortium O | ooking for a match.

The key concept with this proposal is that BRSKI uses a well -known
NAI Real m nane or Roaming Consortium O nore as a |ogical service
adverti senent rather than as a backhaul internet provider
advertisenent. This is conceptually very sinmlar to what

[ 1 EEE802. 11aq] is attenpting to achieve.

Leveragi ng NAI Real m or Roami ng Consortiumwoul d not require any

[ EEEBO02. 11] specification changes, and coul d possibly be defined by
this ETF draft. Note that the authors are not aware of any
currently defined | ETF or | ANA nanespaces that define NAl Real ns or
as.

Additionally (or alternatively...) as NAl Real mincludes advertising
the EAP nechanismrequired, if a new EAP-BRSKI were to be defined
then this could be advertised. Devices could then scan for an NA
Real m t hat enforced EAP-BRSKI, and ignore the real m nane.

Thi s nechanismsuffers fromthe linitations outlined in Section 2.1 -
it does nothing to prevent a device enrolling against an incorrect
net wor k.

Additionally, as the IEEE is attenpting to standardi ze | ogica
service advertisenent via [|EEE802. 11aq], [|EEE802.11aq] woul d seem
to be the nore appropriate option than overloading an existing |IE
However, it is worth noting that configuration of these IEs is
supported today by W.Cs, and this mechani sm may be suitable for
denonstrations or proof-of-concepts.

3.5. | EEE 802.11u Interworking Information - Internet
It is possible that an SSID may be configured to provide unrestricted
and unaut henticated internet access. This could be advertised in the
Interworking Information | E by including:
0O internet bit =1

0 ASRA bit =0

If such a network were discovered, a device could attenpt to use the
BRSKI wel | -known vendor cloud Registrar. Possibly this could be a
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default fall back nechanismthat a device could use when deternining
which SSID to use

3.6. Define New | EEE 802. 11u Ext ensi ons

O the various elenents currently defined by [| EEE802. 11u] for
potentially advertising BRSKI, NAI Real mand Roami ng ConsortiumIE
are the two existing options that are a closest fit, as outlined
above. Another possibility that has been suggested in the | ETF
mai l ers is defining an extension to [| EEE802. 11u] specifically for
advertising BRSKI service capability. Any extensions should be

i ncluded in Beacon and Probe Response franes so that devices can

di scover BRSKI capability w thout the additional overhead of having
to explicitly query using ANQP

[ EEEB02. 11aq] appears to be the proposed nechanismfor generically
advertising any service capability, provided that service is
registered with [IANA]. It is probably a better approach to

encour age adoption of [IEEE802.11aq] and regi ster a service nane for
BRSKI with [I ANA] rather than attenpt to define a conpletely new
BRSKI - speci fic [| EEE802. 11u] extension

3.7. W-Fi Protected Setup

W-Fi Protected Setup (WPS) only works with W-Fi Protected Access
(WPA) and WPA2 when in Personal Mde. WPS does not work when the
network is in Enterprise Mbdde enforcing [| EEE802. 1X] authentication
WPS is intended for consuner networks and does not address the
security requirenments of enterprise or |oT deploynents.

3.8. Define and Advertise a BRSKI-specific AKMin RSNE

[ EEEBO02. 11i] introduced the RSNE el ement which allows an SSID to
advertise nultiple authentication nmechanisns. A new Authentication
and Key Managenent (AKM Suite could be defined that indicates the
STA can use BRSKI nechanisns to authenticate against the SSID. The
aut henti cati on handshake coul d be an [| EEE802. 1X] handshake, possibly
| everagi ng an EAP-BRSKI nechani sm the key thing here is that a new
AKM i s defined and advertised to indicate the specific BRSKI-capabl e
EAP nethod that is supported by [| EEEB02.1X], as opposed to the
current [| EEE802.1X] AKMs whi ch give no indication of the supported
EAP nechanisns. It is clear that such nethod would Iinit the SSID to
BRSKI - supporting clients. This would require an additional SSID
specifically for BRSKI clients.
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3.9. W-Fi Device Provisioning Profile

The [DPP] specification defines how an entity that is already trusted
by a network can assist an untrusted entity in enrolling with the
network. The description bel ow assunes the [| EEE802.11] network is
in infrastructure node. DPP introduces multiple key roles including:

o Configurator: Alogical entity that is already trusted by the
network that has capabilities to enroll and provision devices
called Enrollees. A Configurator nmay be a STA or an AP.

o Enrollee: Alogical entity that is being provisioned by a
Configurator. An Enrollee nmay be a STA or an AP

o Initiator: Alogical entity that initiates the DPP Authentication
Protocol. The Initiator may be the Configurator or the Enrollee.

0 Responder: A logical entity that responds to the Initiator of the
DPP Aut hentication Protocol. The Responder nay be the
Configurator or the Enrollee.

In order to support a plug and play nodel for installation of

devi ces, where the device is sinply powered up for the first tinme and
automatically discovers the network w thout the need for a hel per or
supervi sing application, for exanple an application running on a
smart cell phone or tablet that perforns the role of Configurator,
then this inplies that the AP nmust performthe role of the
Configurator and the device or STA perforns the role of Enrollee.
Note that the AP nmay sinply proxy DPP nessages through to a backend
WL.C, but fromthe perspective of the device, the AP is the

Confi gurator.

The DPP specification also nmandates that the Initiator nust be
boot st rapped the bootstrappi ng public key of the Responder. For
BRSKI purposes, the DPP bootstrapping public key will be the

[ EEE802. 1AR] | Devl D of the device. As the boostrapping device
cannot know i n advance the bootstrapping public key of a specific
operators network, this inplies that the Configurator nust take on
the role of the Initiator. Therefore, the AP nust take on the roles
of both the Configurator and the Initiator

More details to be added..
4. Potential Authentication Options

When t he boot st rappi ng device deternines which SSID to connect to,
there are multiple potential options available for how the device
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aut henticates with the network while bootstrapping. Several options
are outlined in this section. This list is not exhaustive.

At a high level, authentication can generally be split into two
phases using two different credentials:

0 Pre-BRSKI: The device can use its [|EEE802. 1AR] |DevlD to connect
to the network while executing the BRSKI fl ow

0 Post-BRSKI: The device can use its [| EEE802. 1AR] LDevI D to connect
to the network after conpleting BRSKI enroll nent

The aut hentication options outlined in this docunent include:
0 Unaut henticated Pre-BRSKI and EAP-TLS Post - BRSKI

0 PSK or SAE Pre-BRSKI and EAP-TLS Post - BRSKI

o0 MAC Address Bypass Pre-BRSKI and EAP-TLS Post - BRSKI

0 EAP-TLS Pre-BRSKI and EAP-TLS Post - BRSKI

0 New TEAP BRSKI rnechani sm

0 New [| EEE802. 11] Authentication Al gorithmfor BRSKI and EAP-TLS
Post - BRSKI

0 New [ EEEB02. 1X] EAPQOL- Announcenents to encapsul ate BRSKI prior to
EAP- TLS Post - BRSKI

These mechani sns are described in nore detail in the follow ng
sections. Note that any nechani sns | everaging [| EEE802. 1X] are

[ EEEB02. 11] MAC | ayer authenticati on nmechanisns and therefore the
SSI D nust advertise WPA2 capability.

When evaluating the nultiple authentication options outlined bel ow,
care and consideration nust be given to the conplexity of the
software state machine required in both devices and services for
i mpl ement at i on.

4.1. Unauthenticated Pre-BRSKI and EAP-TLS Post - BRSKI
The device connects to an unaut henticated network pre-BRSKI. The
devi ce connects to a network enforcing EAP-TLS post-BRSKI. The
device uses its LDevlD as the post-BRSKI EAP-TLS credenti al .

To be conpl eted..
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4.2. PSK or SAE Pre-BRSKI and EAP-TLS Post - BRSK

The device connects to a network enforcing PSK pre-BRSKI. The
mechani sm by which the PSK is provisioned on the device for pre-BRSK
aut hentication is out-of-scope of this version of this docunent. The
devi ce connects to a network enforcing EAP-TLS post-BRSKI. The

devi ce uses the LDevl D obtained via BRSKI as the post-BRSKI EAP-TLS
credenti al .

When the device connects to the post-BRSKI network that is enforcing
EAP-TLS, the device uses its LDeviD as its credential. The device
shoul d verify the certificate presented by the server during that
EAP- TLS exchange against the trusted CAlist it obtained during
BRSKI .

If the [1 EEE802. 1X] network enforces a tunnel ed EAP net hod, for
exanpl e [ RFC7170], where the device nust present an additiona
credential such as a password, the mechani sm by which that additiona
credential is provisioned on the device for post-BRSKI authentication
is out-of-scope of this version of this docunment. NAl Real m may be
used to advertise the EAP net hods being enforced by an SSID. It is
to be determined if guidelines should be provided on use of NAI Real m
for advertising EAP nethod in order to stream ine BRSKI.

4.3. MAC Address Bypass Pre-BRSKI and EAP-TLS Post - BRSKI

Many AAA server state machine logic allows for the network to
fall back to MAC Address Bypass (MAB) when initial authentication

against the network fails. |If the device does not present a valid
credential to the network, then the network will check if the
device’s MAC address is whitelisted. If it is, then the network may
grant the device access to a network segnent that will allowit to

complete the BRSKI flow and get provisioned with an LDevliD. Once the
device has an LDevlD, it can then reauthenticate agai nst the network
using its EAP-TLS and its LDevlD

4.4. EAP-TLS Pre-BRSKI and EAP-TLS Post - BRSK

The device connects to a network enforcing EAP-TLS pre-BRSKI. The
device uses its IDevliD as the pre-BRSKI EAP-TLS credential. The
devi ce connects to a network enforcing EAP-TLS post-BRSKI. The
device uses its LDevlD as the post-BRSKI EAP-TLS credenti al

When t he device connects to a pre-BRSKI network that is enforcing
EAP-TLS, the device uses its IDeviD as its credential. The deivce
should not attenpt to verify the certificate presented by the server
during that EAP-TLS exchange, as it has not yet discovered the |oca
domain trusted CA |ist.
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When the device connects to the post-BRSKI network that is enforcing
EAP-TLS, the device uses its LDeviD as its credential. The device
shoul d verify the certificate presented by the server during that
EAP- TLS exchange against the trusted CAlist it obtained during
BRSKI .

Again, if the post-BRSKI network enforces a tunnel ed EAP nethod, the
mechani sm by which that second credential is provisioned on the
device is out-of-scope of this version of this docunent.

4.5, New TEAP BRSKI nechani sm

New TEAP TLVs are defined to transport BRSKI nessages inside an outer
EAP TLS tunnel such as TEAP [RFC7170]. [I-D.I ear-eap-teap-brski]
outlines a proposal for how BRSKI nessages could be transported

i nside TEAP TLVs. At a high level, this enables the device to obtain
an LDevlD during the Layer 2 authentication stage. This has nultiple
advant ages i ncl udi ng:

0 avoids the need for the device to potentially connect to two
different SSIDs during bootstrap

o the device only needs to handl e one authentication nmechani sm
during bootstrap

o the device only needs to obtain one |IP address, which it obtains
after BRSKI is conplete

o avoids the need for the device to have to di sconnect fromthe
network, reset its network stack, and reconnect to the network

o potentially sinplifies network policy configuration

There are two suboptions to choose from when tunneling BRSKI nessages
i nsi de TEAP:

o define new TLVs for transporting BRSKI nessages inside the TEAP
tunnel

o define a new EAP BRSKI nethod type that is tunneled within the
outer TEAP net hod

This section assunmes that new TLVs are defined for transporting BRSKI
messages i nside the TEAP tunnel and that a new EAP BRSKI nethod type
i s not defined.

The device di scovers and connects to a network enforcing TEAP. A
hi gh I evel TEAP with BRSKI extensions flow would | ook something |ike:
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Device starts the EAP flow by sending the EAP TLS dientHello
nmessage

EAP server replies and includes CertificateRequest nessage, and
may specify certificate authorities in the nessage

if the device has an LDevlID and the LDevlID issuing CAis allowed
by the certificate authorities list (i.e. the issuing CAis
explicitly included in the list, or else the list is enpty) then
the device uses its LDeviD to establish the TLS tunne

if the device does not have an LDevID, or certificate authorities
prevents it using its LDevlD, then the device uses its IDeviD to
establish the TLS tunne

if certificate authorities prevents the device fromusing its
IDeviD (and its LDeviDif it has one) then the device fails to
connect

The EAP server continues with TLS tunnel establishnent:

(0]

At

Friel,

if the device certificate is invalid or expired, then the EAP
server fails the connection request.

if the device certificate is valid but is not allowed due to a
configured policy on the EAP server, then the EAP server fails the
connection request

if the device certificate is accepted, then the EAP server
establishes the TLS tunnel and starts the tunnel ed EAP- BRSKI
pr ocedur es

this stage, the EAP server has some policy decisions to nmake

if network policy indicates that the device certificate is
sufficient to grant network access, whether it is an LDevlD or an
| Devl D, then the EAP server sinply initiates the Crypto-Binding
TLV and ' Success’ Result TLV exchange. The device can now obtain
an | P address and connect to the network.

the EAP server may instruct the device to initialise a full BRSK
flow. Typically, the EAP server will instruct the device to
initialize a BRSKI flow when it presents an | DevlD, however, the
EAP server may instruct the device to initialize a BRSKI flow even
if it presented a valid LDeviD. The device sends all BRSK
messages, for exanple 'requestvoucher’, inside the TLS tunne

usi ng new TEAP TLVs. Assuning the BRSKI fl ow conpl etes
successfully and the device is issued an LDevl D, the EAP server
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conpl etes the exchange by initiating the Crypto-Binding TLV and
" Success’ Result TLV exchange.

Once the EAP flow has successfully conpleted, then

o0 network policy will automatically assign the device to the correct
net wor k segmnent

o the device obtains an |IP address
o the device can access production service

It is assuned that the device will autonatically handle LDevlD
certificate reenrol nent via standard EST [ RFC7030] outside the
context of the EAP tunnel

An itemto be considered here is what information is included in
Beacon or Probe Response franes to explicitly indicate that

[ EEE802. 1X] aut henti cation using TEAP supporting BRSKI extensions is
allowed. Currently, the RSNE included in Beacon and Probe Response
franmes can only indicate [| EEEB02. 1X] support.

4.6. New | EEE 802. 11 Authentication Al gorithmfor BRSKI and EAP-TLS
Post - BRSKI

[ EEEB02. 11] supports multiple authentication algorithns in its
Aut henti cation frame including:

0 Open System

0 Shared Key

o Fast BSS Transition

o0 Sinmultaneous Authentication of Equals

Shared Key authentication is used to indicate that the | egacy WEP

aut henti cation mechanismis to be used. Sinultaneous Authentication
of Equals is used to indicate that the Dragonfly-based shared
passphrase aut hentication nmechani smintroduced in [I EEE802. 11s] is to
be used. One thing that these two nmethods have in comon is that a
seri es of handshake data exchanges occur between the device and the
AP as el enents inside Authentication frames, and these Authentication
exchanges happen prior to [|I EEE802. 11] Associ ation

It woul d be possible to define a new Authentication Al gorithm and

define new el enents to encapsul ate BRSKI nessages inside
Aut hentication frames. For exanple, new el enents could be defined to
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encapsul at e BRSKI requestvoucher, voucher and voucher telemetry JSON
messages. The full BRSKI flow conpletes and the device gets issued

an LDevID prior to associating with an SSID, and prior to doing full
[ EEEB02. 1X] aut hentication using its LDevlD.

The high level flow would be sonething like:

0 SSID Beacon / Probe Response indicates in RSNE that it supports
BRSKI based Aut hentication Al gorithm

0 SSIDs could al so advertise that they support both BRSKI based
Aut henti cation and [| EEE802. 1X]

o device discovers SSID via suitable nechani sm

0 device conpl etes BRSKI by sending new el enents inside
Aut hentication frames and obtains an LDevlD

0 device associates with the AP

0 device conpletes [I EEE8B02.1X] authentication using its LDevlD as
credential for EAP-TLS or TEAP

4.7. New | EEE 802. 1X EAPQOL- Announcenents to encapsul ate BRSKI and EAP-
TLS Post - BRSKI

[ EEEB02. 1X] defines multiple EAPOL packet types, including EAPOL-
Announcenent and EAPCL- Announcenent - Req nessages. EAPCL- Annoncenent
and EAPOL- Announcenent - Req nessages can include nultiple TLVs.
EAPOL- Annoncenent nessages can be sent prior to starting any EAP
aut hentication flow New TLVs could be defined to encapsul ate BRSKI
messages i nsi de EAPCL- Announcenent and EAPOL- Announcenent - Req TLVs.
For exanple, new TLVs could be defined to encapsul ate BRSKI
requestvoucher, voucher and voucher telenetry JSON nessages. The
full BRSKI flow could conplete inside EAPOL- Announcenent exchanges
prior to sending EAPOL-Start or EAPOL- EAP nessages.

The high Ievel flow would be sonething like:

0 SSID Beacon / Probe Response indicates somehow in RSNE that it
supports [ EEE802. 1X] i ncl udi ng BRSKI extensions.

0 device connects to SSID and conpl etes standard Open System
Aut henti cati on and Associ ati on

0 device starts [| EEE802.1X] EAPOL fl ow and uses new EAPQOL-

Announcenent franes to encapsul ate and conplete BRSKI flow to
obtain an LDevlD
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5.

0 device conpletes [I EEEB02.1X] authentication using its LDevlD as
credential for EAP-TLS or TEAP

| ANA Consi derati ons
[[ TODO]]

Security Considerations
[[ TODO]]
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| EEE 802. 11 Pri mer

A 1. | EEE 802. 11i

802. 11i-2004 is an | EEE standard from 2004 that inproves connection
security. 802.11i-2004 is incorporated into 802.11-2014. 802. 11i
defines the Robust Security Network |IE which includes information on:

0 Pairw se Cipher Suites (WEP-40, WEP-104, CCWP-128, etc.)

0 Authentication and Key Managenment Suites (PSK, 802.1X, etc.)
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The RSN I Es are included in Beacon and Probe Response franes. STAs
can use this frane to determ ne the authentication nmechani snms of fered
by a particular AP e.g. PSK or 802.1X

A. 2. | EEE 802.11u

802. 11u- 2011 is an | EEE standard from 2011 that adds features that
i mprove interworking with external networks. 802.11u-2011 is
i ncorporated into 802.11-2016

STAs and APs advertise support for 802.11u by setting the
Interworking bit in the Extended Capabilities IE, and by including
the Interworking IE in Beacon, Probe Request and Probe Response
franes.

The Interworking IE includes information on:

0 Access Network Type (Private, Free public, Chargeable public,
etc.)

o0 Internet bit (yes/no)

0 ASRA (Additional Step required for Access - e.g. Acceptance of
terms and conditions, On-line enrollnment, etc.)

802. 11u introduced Access Network Query Protocol (ANQP) which enabl es
STAs to query APs for information not present in Beacons/Probe
Responses.

ANQP defines these key I|Es for enabling the STA to deterni ne which
network to connect to:

0 Roanming consortiumIE includes the Organization lIdentifier(s) of
the roanming consortiun(s). The A is typically provisioned on
cell phones by the SP, so the cell phone can automatically detect
802. 11 networks that provide access to its SP's consortium

0 3GPP Cellular Network IE includes the Mbile Country Code (MCC)
and Mobile Network Code (MNC) of the SP the AP provi des access to.

0 Network Access ldentifier RealmIE includes [ RFC4282] real m nanes
that the AP provides access to (e.g. wifi.service-provider.con
The NAI Realm I E also includes info on the EAP type required to
access that realme.g. EAP-TLS

0 Donain nane IE: the domain nane(s) of the local AP operator. |Its

purpose is to enable a STA to connect to a donmi n operator that
may have a roam ng agreenent with STA's Service Provider
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STAs can use one or nore of the above |Es to make a suitabl e decision
on which SSID to pick.

Hot Spot 2.0 is an exanple of a specification built on top of 802.11u
and defines 10 additional ANQP el enents using the standard vendor

ext ensi ons nechanisns defined in 802.11. It also defines a HS2.0

I ndication element that is included in Beacons and Probe Responses so
that STAs can imediately tell if an SSID supports HS2. 0.
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