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ext ernal nodes should be done via a specific autononic service agent
(ASA) called "trust gateway". The trust gateway ASA perforns trust
eval uation of the external nodes and enforces donain specific
policies to keep the donmain trustworthy.
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1. Introduction

The document describes the concept of trust networking as an
application of Autonomic Networking Architecture. It defines a trust
net wor ki ng domain in conpliance with reference nodel of autononic
net wor ki ng. By definition of autonom c domain [rfc7575 Autonom c
Net wor ki ng Definitions and Design Goals] the trust networking donain
is defined as a collection of autonom ¢ nodes which trust other
nodes in the sane trust networking donain. That neans,

conmuni cations within the trust networking domain with sufficient
trust level can be done without any further security concerns. For
exanpl e, assunme that a subnet properly protected from externa
threats and all nodes in the subnet are verified through trust

eval uati on procedures, then the comunications within the subnet can
be done with confidence that nodes do no harmto each other

This docunment first defines a trust networking domain and then
descri bes how to configure the trust networking domain and keep the
domai n trustworthy. This docunent al so describes a trust networking
framework that consists of interconnected trust networking donains.
The framework guides how to define the trust networki ng domain, how
to manage nmenbers of the domain, howto protect the domain from
hostil e external world, how to expand the domain, and how to handl e
communi cations with external entities. Finally this docunents shows
how to apply the trust networking franework to the existing |IP based
network with minor nodifications

2. Background

One of the biggest problens in the current Internet is protecting
i nformati on assets agai nst divergent attacks. In the beginning of
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the Internet, security was not considered to be an essenti al
component of the network architecture but optional solutions such as
| PSec were used instead. This section conpares the security nodel of
the traditional Internet and our proposed trust nodel.

2.1. Security Mddel and its Limtations

The security nodel of the current Internet is based on the
assunption that all traffic conming fromthe Internet is suspicious.
The | ack of inherent security in IP protocol has |ed various attacks,
such as attack on confidentiality by intercepting packets, integrity
attack by nodifying of the contents of packets, authentication
attack by identity fabrication, and availability attack by
interfering normal conmmunications. In the context of untrusty
Internet, each host should protect itself from potential risks of
the hostile Internet. This protection usually take place at the
final destination as seen in Figure 1. This nodel operates basically
in reactive manner. That neans, after receiving all arriving packets,
t hr eat eni ng packets can be detected and renoved. Detection of
t hr eat eni ng packets are based on pre-defined rules extracted from
previ ous attacks.

o mm o e e e e e e e e e e e e e e e e e e o aao o +
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Figure 1. Security Mbdel
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The reactive operations of security nodel result in endless

mal i ci ous cycle of attacks and defenses. Rules has to be upgraded
for every newy discovered attacks and nore conplicate rules are
required as nore sophisticate attacks enmerge. This nodel is fatal in
the case of devices with linted or no processing power. Al so
stronger security nmakes the system weaker in defending DoS (Denial
of Service) attacks.

2.2. Trust Mdel and Trust Rel ations

In contrast to the security nodel based on doubt, the trust node
is based on the confidence that any entity in the domain is not
harnful to other entities and the conmuni cation environnent wthin
the donmain is safe enough. Instead of unlimted connectivity, the
trust nodel restrict connectivity to the limted group of trusted
entities. O course, the linmted connectivity can be extended by the
domai n expansi on principle described in Section 3.3. Figure 2
illustrates the trust nodel, which needs 3 requirenents:
Identification, Trust Relation, and Safe Environnent.

For identification purpose, the trust nodel uses self-certifying ID
(SCI D), which provides secure binding between I D and key of an
entity. Many future Internet researches already use SCID for
accountability or trusted path selection. The trust nodel assume
that every entity has a public key and hash of the public key is
defined as the ID of the entity. This ID can be used in validity
check of clained key agai nst actual public key of the entity. The
valid public key is basis of further identity verification. After
identification the entity check trust relation with the peer entity
so that only trusted entity is allowed to comuni cate.

I I
I I
| Fommmmm e e + Fommmmm e e +

| I dentification I dentification |
| S + S +
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| R + *> *> <* R + |
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Figure 2. Trust Model

The trust relation used in the trust nodel is assuned to be
reflexive, symretric, and transitive. Reflexive nmeans that entity A
trust itself, denoting as AA. Symmetric rel ation assunes that two
entities A and B satisfy AB and BA at the same tinme, denoting as
AB. Transitive nmeans that for three entities A, B, and C, if AB
and BCthen A C If all entities in a given group satisfy al
three characteristics, the group is declared as a trust equival ent
class. W& can easily guess the role of the trust nodel as formation
of a trust equivalent class for the set of entities trusting each
ot her.

The trust nodel should provide safe and reliable comunication
environment to entities without requiring additional security
features on the entities. Thanks to the transitive trust relation
if an external entity is trusted by one nmenber of the domain as a
trust equival ence class, other nenbers in that domain also can trust
the external entity. By restricting the domain to trusted entities,
the environnent can be kept safe and reliable.

2. 3. Conparisons of Security and Trust Mde

The trust nodel is opposite in alnost every aspect as shown in
Table 1. First of all, the trust nodel is based on confidence that
entities in a trust networking domain never do harm while the
security nodel is based on suspicion that adversaries attacks
anytime. The relationship in trust nodel is binary in the sense that
an entity trust another specific entity, but relationship in the
security nodel is unary because the entity itself nust protect
regardl ess of other entities. Wth respect of rules, trust nodel
keeps trusted IDs as a white list but security nodel keeps
threatening entities as a black list. Thus, behavior of entities in
the trust nodel is proactive while the security nodel acts in
reactive manner. That |eads the policy of the trust nodel is to
prevent risk by communicating only with trusted entities, but policy
of the security nodel nonitors all comunications to detect and
renove threatening actions. The trust nodel provides nechanisns for
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accepting entities or domains after verifying their trust, while the
security nodel provides nechanisns for watching the traffic and
bl ocking the threatening traffics. As the result, the network space
of the trust nodel starts with a restricted space and incremental ly
glows as new entities or donmains are accepted, while the network
space of security nodel starts as an unrestricted and open space,
but the space may be di m ni shed by excl udi ng m sbehaving entities.

Table 1 Conparison of Trust and Security Mde

B B +
| Trust Mddel | Security Mdel |
o mm o e e e e e e e e e e e e e e e e e e o aao o +
| based on | confidence | suspi cion |
oo m e e e e e e e e e e e e e e e e e eaao o +
| rel ati onshi p| bi nary | unary |
) +
| rul es | white list | black Iist |
o mm o e e e e e e e e e e e e e e e e e e o aao o +
| behavior | proactive | reactive |
oo m e e e e e e e e e e e e e e e e e eaao o +
| policy | prevention | detect and |
| | | renove |
o mm e e e e e e e e e e e e e e e e e e e e eem o +
| mechanism| verify and | wat ch and [
| | accept | bl ock |
oo m e e e e e e e e e e e e e e e e e eaao o +
| network | unrestricted | rectricted
| space | and | and |
| | dimnishing | expanding |
Fom e e o S Fom e e e oo +

3. Trust Networking Franmework

The purpose of the trustworthy comunication framework is to provide
safe and reliable environnent to entities w thout requiring
additional security features. For keeping the environnent
trustworthy, the donmain accepts only eligible entities. However,
this restriction seens contradict to global scalability that
requires the donain being open to everyone. Qur solution is the
incremental strategy, where a domain starts froma small and
restricted network space and gradual |y expands to a gl obal scale
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net wor k space by accepting external entities or collaborating with
ot her domains. This section discusses technical issues on the
trustworthy communi cati on franework

3.1. Defining Trust Networking Donmain

A primtive domain can be defined as the network space that is
aut ononous, isolated, and well protected from external attacks. For
exanpl e, isolated hone or enterprise network can be defined as a
domain. If all hosts in the domain are disinfected and comuni cation
Iinks are not exposed, the domamin can be declared as a trust
net wor ki ng domai n. The trust networking domain is not always a
physi cal network space but sonetine it can be fornmed by a | ogica
group of users with nmutual trust. In any case, the entities in the
domain forms a trust equival ence class and comuni cation with other
entities in the domain is allowed w thout any protection

To keep to domain trustworthy only qualified entities can be
accepted as a nenber of the donmain, and mi sbehaving entities have to
be renoved fromthe domai n. For mai ntenance of a domain, the
behavi or of entities in the domain nmay be nonitored, and if
suspicious activities are discovered, the corresponding entity nust
be renoved

3.2. Protecting Trust Networking Domain

The donmai n representing an autononous network space can take role
of security unit as well as packet processing unit. The isol ated
domain fromexternal world does not allow comruni cation with
external entities. For opening the domain to untrusty external world,
wel | -defined interfaces are required to protect the donmain. Let's
call this protected domain an "insulated trust networking domain".

As an exanpl e of insulated trust networking domain, we can inagine

the local area network with firewalls on all links to the externa
Internet. The local area network is not isolated but is insul ated
fromattacks injected through the external |inks.

The proposed franework assunes that each donmain has at | east one
gateway that perforns security functions for the donmain. The gateway
identifies external entities, evaluate trust |level, accepts or
rejects the packets according to the trust |levels of externa
entities. And also the gateway will forward only authorized and
sterilized packets to peer domain for keeping its reputation or
trust level. In the sense that gateways perforns security functions
on the behalf of the entities inside of the domain, the security of
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entities is said to be delegated to gateways. This del egated
security has great benefit in applying conplex security functions to

devices with a limted or no processing power
3. 3. Expandi ng Trust Networki ng Domai n

If all comunications are limted within a trust networking donain,

the serious sca
Now, we have to
starting froma
network. First,

ability arises with respect to global comrunication
consi der expansion of trust networking domain,

smal | trust networking domain to a gl obal scale
consider the situation that an entity outside of

domain tries to comunicate with an entity inside of the domain. For
trustworthy conmuni cati on across border of domain, the entity nust
be a nmenber of the dommin. The donai n gateway perforns well-defined
procedure for checking identity and evaluating the trust |evel of
the external entity, and then only qualified entities are allowed to
comruni cate with entities in the domain. Also the link connecting

the domain with external entities should be secure enough for the

trust level. This is one way to expand a donain.
eme e meeeeeeeeeeaeaaaas + T +
| +------ + R e, + | | R e, + R e, +
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n | MEEEEE +
|| I I
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Feo----- + : Reliable
Choi, et,al. Expi res January 13, 2019 [ Page 10]



Internet-Draft Trust Networking & Procedures for AN Cct ober 2018
+o----- + channe

Fi gure 3. Expansion of Trust Model

Expandi ng a domai n by accepting new entities has limtation when
reachi ng the maxi mum nunber of entities being managed by a single
domai n. The other solution is collaboration of domains. Suppose two
domai ns trust each other and those are connected by reliable |inks,
then entities within one domain can trust entities within another
domai n.

Figure 3 shows a trust networking domain with trusted entities and
3 ways how to expand the domain. First, new entities can join to the
domai n after passing trust verification. Second, a renpte entity can
join to the domain via reliable channel. And third, when two donai ns
may have trust agreenent and connected by reliable channel, all
entities in one domain can exchange packets in the pre-agreed trust
| evel

3.4. Communicating with External Entities

As already seen, the conmunication inside of a donmain requires no
further security. However, conmunication with entities outside of
the domai n needs special care. Assunme that all comunication with
external entities nmust take place at the special entity called a
gat eway, which enforce well-defined procedure conmunication for
external entities. As explained in Section 3.3.2, an insulated trust
net wor ki ng domai n has one or nore gateways to performtrust
verification for every packet injected to the donain.

When a packet arrives at the gateway of a domain, the gateway first
check whether the source ID of the packet is in the trusted IDlist.
If exists, the packet is accepted. Ot herw se, the gateway | ookups
the trusted donmain list to find sending domain of the packet. |If the
sending domain is in the list, the packet can al so be accepted and

I D of the packet is saved in the trust IDIlist. This nean that the
gateway believes the trusted sending dormain not to send harnfu
packets. If ID of the packet is not in the trusted IDlist nor the
sending domain is in the trust networking domain list, then
verification procedure for individual ID has to be perfornmed. The
procedure is sonewhat sinmilar to accepting new entities in the
domai n. The overall procedure of a gateway is shown in Figure 4.
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4. Differences between trust networking and ANI MA security framework

This section describes nmajor differences between the proposed trust
aut onom ¢ domain (TAD) and ANI MA security franmework. The

di fferences are expl ained based on a follow ng set of criteria
defined in the draft-carpenter-1limted-domains-03: domain as a whol e,
domai n nmenbers, donmmi n boundary, topol ogy, technol ogy, connection to
the Internet, security/trust/privacy nodel, and operation since our
proposed donai n and that of ANIMA are kinds of linmited donains.

4.1. Domain as a Wole

Networking is a very conplex task and traditional way of handling
the conplexity is layering, where each |ayer takes a specific role
and provides its services to the next higher later. This | ayering
architecture deconposes the whol e networking task functions
vertically. However, the network in general spans physical or

| ogi cal regions. Each region nmay have distinct features, such as

di fferent physical nedia, separate administration, and diverse
net wor ki ng requirement. The concept of domain in this docunent is
defined as the networking region that shares common characteristics
and also is distinguished fromthe rest of the network. Traditiona

| ayers cover its own regions inplicitly; the physical |ayer spans
the range covering electric signals. The data link covers the range
connected by layer 2 bridges, and the network | ayer covers the whole
devi ces connected by routers, and so on. Instead of inplicit regions
of the layers, a domain can be defined as any regi on of the network
whi ch is distinguishable fromthe rest of the network. It can be
defined as a region covered by electric signal, a hone network owned
by a single user, a virtual private network overlaid on the Internet,
a social network conmposed of nenmbers. Thus, it can be defined by any
| ayer.

In the context of TAD, the domain can be defined by trust. That
means all menbers within a TAD trust each other so that the nenbers
can conmmuni cate with others w thout any concern of security. For
this, TAD needs to add an additional ASA which perforns a role of
domai n admi nistrator. |Its main functionality is to manage trust
policies including allocating trust level to domains and their
menbers. Domain administrator can extend the functionality of AN MA
MASA or define a new ASA for the purpose of the domain

adm nistration. The details of domain adm nistrator is specified in
Section 5 bel ow.
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4. 2. Individual Nodes (Domai n nenbers)

As defined in the previous section, the domain covers a specific
region of the network, to where a set of nodes belongs. Since a
domai n shares comon characteristics, any node within the domain
must be able to comunicate with other nodes in the domain. The node
as a nenber of a domain can be host, networking devices,
appl i cations depending on the characteristics of the domain. For
keepi ng the same characteristics, a node trying to be a new nenber
of the domain nust prove its functionalities to all or a designated
menber of the domain. Joining to a domain may be acconplished by
simply plugging interfaces to the networking device or well-defined
i nteractions enforced by domain administrator. The joining procedure
may be inplicit when a domain has fixed and pernmanent nenbers, or
explicit in case that a node can join or |eave the donain.

In the sense of TAD, a node is assunmed as a host that has

communi cati on functions required by the domain. Since a TAD is
defined under the intent of trust, a node should have identifiable
and authenticatable ID. TAD utilizes a concept of self-certifying ID
The self-certifying ID can be newly defined. However, in the
context of TDA as an application use case of ANIMA, we can utilize
IdeviD as a self-certifiable ID and preferably extend IdeviD with
public key information as an option to ensure the gl obal uniqueness.

4. 3. Domai n Boundary

Since a domain is a set of nodes that shares common characteristics
only nodes within a domain can conmunicate. In other words, a node
within a domain cannot conmmuni cate with nodes outside of the domain.
However, we can assunme speci al nodes that belongs nultiple domains
simul taneously. Let’s call a node joining nore than two donains a
"gateway". A gateway node rnust be equipped with nultiple
functionalities, each for the joined domain. The role of gateway is
conveying interactions of one domain to other domains. O course,
conveying interaction may include necessary functions such as
interpretation, filtering, transformation etc. From outside of a
domain, the internals of the domain is hidden and the boundary of
the domai n conposed of gateways are only exposed. Al interactions
passi ng the boundary of a domain nust performed by at |east one of
t he gat eways whose role is to enforce necessary gatewayi ng
procedur es.
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In the context of TAD, all nmenbers of a TAD trust each other, but
cannot trust nodes outside of the domain. The only way for an
internal node to comunicate with external nodes is passing through
a gateway of the domain. Once the gateway receives conmuni cation
request froma node outside of the domain, it authenticates the node
and eval uates the trustworthiness of the node. If the external node
is trustworthy and conmmuni cati on channel between gateway and the
node is safe and reliable enough for the domain trust |evel, the
gateway accepts communication and injects the conmunication possibly
with transformation. Unlike AN MA which assunes | P based
communi cati ons by every domai ns, TAD may al |l ow any networ ki ng
technol ogy besides IP. Therefore, a gateway is a nandatory
conmponent where the need for it is inplicit in ANIMA due to the
honbgenous nature networking technol ogy used in a domain. The
details of domain gateway functionality is specified in Section 5
bel ow.

4. 4. Topol ogy

As defined in Section 4.1, a domain is a range of network where all
nmenbers can comuni cate. The conmuni cation can be done in either
specific | ayer protocols or any common functionalities. For exanple,
if domain is defined by |ocal area network, the domain may use |oca
| P addresses, link-local or site-local. For donmi ns defined by
virtual network overlaid on global Internet may use global IP
addresses with filtering functions.

As already explained in section 4.3, sonme special nodes may bel ong
to nultiple domains. In this case the range of the domains that

i nvol ve the sanme nodes can be viewed as overl apped dormai ns. The node
bel onging nul ti ple domai ns should have nmultiple functionalities, one
of each domain. Those functionalities should be separated. W can
find simlar situation in nmulti-homed IP host in the Internet, where
the host has separate | P addresses, one for each | P address domai n.

In the context of TAD, dommi ns al so have self-certifying ID as an
ordi nary node to becone a nenber of another donmain. The donmain

admi ni strator nust take a role of the required procedures of the
parent domain such as trust evaluation, join and | eave. Al so the

Choi, et,al. Expi res January 13, 2019 [ Page 14]



Internet-Draft Trust Networking & Procedures for AN Cct ober 2018
gat eways nust take necessary translation of the interactions when
passi ng the domai n boundary.

4.5. Technol ogy

In the context of TAD, any technology is allowed for the donain
since a domain has its own nechani sns hi dden from outside. Apart
fromthe existing Internet using global |IP addresses, each donain
may use its own routing or forwardi ng nechani sns, such as Ethernet,
MPLS, or Upper-Layer IDs. Only requirenment for inter-domain

comuni cation is that the gateway nust aware of nechanisns for both
domain and takes a role of translation. Note that each domain has a
domai n specific addressing schene and identification of

nodes/ domai ns nmust be done by globally unique identifier. Wth

gl obal 1D a node can join a domain or nove fromone donmain to
another. In this case a node acquires a domain specific address when
j oi ning the domain.

4.6. Connection to the I|nternet

In the context of TAD, the existing Internet can be viewed as a huge
domain with gl obal coverage. Nodes or domains with |IP capability can
join the global Internet domain as nenbers. Since the existing
Internet has no notion of ID, Ilet us assunme the global Internet
domain top-level domain where every domain can join. Each domain
with its specific mechanismcan join the global Internet domain
permanently or intermittently. The comunication fromone domain to
anot her domai n through the gl obal Internet domain is done by the
nornmal | P comruni cation. However, the gateway of each domai n nust
translate its internal commrunication nechanismto that of the
corresponding | P address conmuni cations. Mre specifically, Inter-
domai n conmuni cation is done by global ID and the IDis translated

i nto donmai n-specific address when passing the domai n boundary. This
I D based communi cati on may be encapsul ated in | P packet when
traversing the global Internet donmain. To allow this translation

the IDto | P address mappi ng system nust be provided, where IP
address is the gateway address of the donmain that involves the node
with the ID
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4.7. Security, Trust and Privacy Model

One of inplication of a donmain is secure protection of the domain
internals fromthe rest of the network. That is nmenbers of a donain
shoul d be identified, authenticated, and authorized. According to
domain’s policies, well-defined procedures nust be enforced to a
node to become a nenber of the donain.

In TAD all menbers of the domain nmust have the sane or higher trust
| evel than the domain requires. That neans, whenever a new node
tries to be a nenber of the domain or an external node tries to
comruni cate with an internal node, the domain adm nistrator nust
aut henticate and evaluate the node. Only the node passing the

eval uation procedure is allowed to comunicate. In this case
conmuni cati on nust be done via channels safe and reliable enough for
the trust level. In some cases where the channel is not safe nor
reliable, the communicating nodes must authenticate or encrypt the
traffic. Note that whether the traffic is protected or not depends
on the risk level of the channel and trust |evel of the donain.

Unli ke the VPN that protects all channels in the sane security
protocol s, channels for a domain are additionally protected only
when the risk Ievel of a specific channel is higher than required.

4.8. Operations

In addition to trust relation between nodes within a donain, the
envi ronnment of the domain nmust be considered. Environnent of a
domai n includes factors affecting domain operation such as

communi cati on channel s anong nodes, operation skills of domain

adm nistrator, reliability of devices, etc. To be protected fromthe
rest of networks, a domain should be securely protected from
external attacks.

Since comruni cations within a TAD are carried out on the nutual -
trust basis, the domain adm nistrator should keep the domain
trustworthy by accepting only trusted nmenbers, nonitoring traffic to
det ect suspicious behavior, and periodic auditing the | ogs of donain
menbers, and so on.
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5.

Trust networki ng donmain as an application of autonom c networking

This section defines what a trust networking donmain is and descri bes
how to configure the trust networking domain as an application of
aut onom ¢ networ ki ng sol utions. The autonom c nodes with trust
net wor ki ng domain will run with autonom c functions at Reference
Model for Autonom ¢ Networking. Autonom c networking infrastructure
with trust nanagenment functions is capable to configure the trust
net wor ki ng domain. A set of autonomi ¢ nodes consists of a trust
net wor ki ng domai n, which is configured, and managed by managenent

pl ane. Wthin a trust networking domain, the full connectivity anong
aut onom ¢ nodes is securely and stably guaranteed. An autonom ¢ node
can easily comunicate with other nodes at sane trust networking
domai n. The trust |evel of autonom c nodes is cal cul ated or assigned
by trust evaluation function of managenment pl ane.

On the other hand, it is possible for autonom ¢ nodes to conmunicate
with different trust networking domai ns or non-autononi c networks
via the trust gateway system in which the traditional security or
certificate nechani sns can be running.

[ I ncom ng [
| Packets (ID) |

[ SR +-- oo - +

I

I
e [----mmmme - +
| B S + S + |
| | Trusted +----- + Check ID | Hit |
[ +-+--> I D +-- - - - + Homm - - - + [
| o Foemmmmaas + e + | |
I I I I
I I I I
I I I I
| Fo-mm e - + +----- V-------- + Ht | |
[ | Trusted +----+ Check e + |
| | Dormins +----+ Domai n | | |
| S Ry + I R - + | |
I I I I I
I R + I I
I I I I
I Ho---- Vo-oo---- + I I
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5.

1.

| [ Trust | Pass | [
I R L + Verification +------ + |
| T + | |
[ Fai | [ [ [
| X <oommmees + | |
e |----- +
I
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| Accept ed

| Packets (1D |
I

Fi gure 4. Packet Processing at the Gateway
Definition of a Trust networking domain

A trust networking domain is defined as a collection of autononic
nodes trusting each other. Since all nodes within a trust networKking
domai n maintains certain trust |level set by the domain,

communi cations within the domain can be done wi thout any further
security concern. However, comunications with external node require
addi tional verification phase before the comuni cati ons actually
begin. The verification is perforned at the border of the domain,
where external nodes are checked if their trust |evel are
sufficiently high for the domain. In the sense that the domain as a
collection of node are protected fromexternal world, it seens "zone
def ense" rather than "individual defense" of the traditiona

security schene.

Figure 5 shows the high-level architectural view of trust networking
domai n. Aut onom ¢ nodes has the interface with nmanagenent function
Trust nmanagenent functions define the trusted autonom ¢ nodes
according to their trust level. They also define the trust
net wor ki ng domai n by grouping or classifying autononm ¢ nodes. At the
same trust networking domain, an autononic node directly

communi cates with each other. The control and managenent functions
at the trust networking donmain are defined at the interfaces between
aut ononmi ¢ nodes and nanagenent pl ane.

There are trust gateway for an autonom c node to communicate with
different trust networking domai ns or non-autononi ¢ nodes since
there is no direct comrunication path. Trust gateway is used to
communi cat e autonom ¢ nodes with different trust networking domains
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or the non-autonom ¢ nodes. An autonom ¢ node can conmuni cate renote
aut onom ¢ nodes or non-autonom ¢ nodes through trust gateway. In
these cases, the traditional trust evaluation and/or certificate
procedures can be applied at trust gateway. Trust eval uation
procedure is running by managenment plane of autonom c networki ng.

e,
o m e e e e e e e oo oo oo + - mm e e +
: Aut ononi ¢ Function . Trust Gateway::
: : : Functi on .
ASA 1 : ASA 1 : : ASA 2 L
b il b el
Fe e e il +
Aut ononi ¢ Networking Infrastructure e
o m e e e e e e e e e e e e e e e m e e e e e mm e e e am o +:
Fomm e - + 0 - mm - +: Fomm e - + R ST, +
Trusted : : : Trusted :: : : Trusted : :: . . External
:Autonomic:---:Autonomc:-...-:Autonomc:--------- . Node
Node 1 : : : Node 2 :: : : Node N i Do
Fomm e oo - N T, +: S S + Fomm e oo - +
T

Figure 5. Trust networking donain at the Autonom c NetworKking

5.2. Configuration of Trust networking domain

A trust networking domain is consisted of a group of autononic nodes.
The network managenent plane communi cates with a list of autononic
nodes to build the trust networking domain. The trust managenent

i nformati on database which contains a |list of autonon c nodes
according to the trust |evel of each domain is built at the
bootstrapping tinme or at the instance of request.
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At the bootstrapping tinme, the managenent plane securely distributes
the trust information of each donmain to the correspondi ng autononic
nodes. The nenbershi p managenent is done by nanagenment plane when
t he aut onomi ¢ nodes can be joined to or |eaved from each trust
net wor ki ng domai n.

At the instance that an autonom c node request to build a trust
net wor ki ng domai n to the managenent plane, trust nanagenent function
confirmto build a trust networking domain after conpleting the
proper trust eval uation procedures.

I f an autonom ¢ node could not continue to be a nenber of the
certain trust networking domain, it notify to managenent pl ane for
leave. Simlarly, if the trust managenent functions decide that an
autonom ¢ node is not relevant to stay in a certain trust networking
domai n, they notify the correspondi ng autonom ¢ node for | eave and
update the trust managenent infornmation database.

Wthin a trust networking domai n, an autonom ¢ node can conmuni cate
each other without any additional security and certificate procedure.
In a case, an autonomi c node may register nultiple trust networking
domai ns si nul t aneously.

5.3. Communi cati on between Trusted Autonom c Nodes within a trust
net wor ki ng domai n

At the same trust networking domain, autononic nodes directly
conmuni cate with each other. Autonom ¢ nodes can discover other
nodes at the sane trust networking domain. It requires control or
managenent informati on between autonom ¢ nodes and
control / managenent plane. It can be pre-configured during
boot st rappi ng. The control information between autonom ¢ nodes can
be used to identify the trust networking domai n. The aut onom ¢ nodes
can easily comunicate with each other at the same trust networking
domai n by enabling sel f-managi ng capability of autonom c networKking.
The autonomic service agents can be inplenmented for trusted
conmmuni cat i on.

5.4. Communi cation between trusted autononi ¢ nodes and external nodes
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Aut onomi ¢ nodes must conmuni cate with autonom ¢ nodes of the
different trust networking domain. They al so communicate with the
non- aut onom ¢ nodes.

Trust gateway can help that an autonom c node conmmuni cate with the
aut onom ¢ nodes with different trust networking domain or the non-
aut onom ¢ nodes. Sone autononic service agents (ASA) may include the
trust gateway functions for conmunicating autonom ¢ nodes with
different trust networking domain, which is in the reference nodel
for Autonomic Networking [I-D.ietf-aninma-reference-nodel].

6. Trust Networking in the Autonom c Networking Infrastructure

This section describes trust networking of autononic network. Wthin
a trust networking domain, an autonomic node is credited by their
trust level from managenent pl ane.

The trust managenent plane nmaintains the trust information tables up
to date. The trust nanagenent plane is tracking of trust status of
each aut onom ¢ node as an application of autonomnm c networking. The
trust information table contains the trust information of autonomnic
nodes based on the trust networking domain. Al the interactions

bet ween aut onomi ¢ nodes should be verified according to trust

eval uati on procedures of nanagenent pl ane.

The aut onomi ¢ nodes within the sanme trust networking donmain create
and maintain network connectivity w thout additional conplexity.
Trust provisioning anong autonom ¢ nodes is to exenpt any additional
processing (like identification, addressing, routing, forwarding,
and security, etc.) to mamintain autononm c networking within the sane
trust networki ng donain.

The interactions between autononic nodes are based on the trust

eval uation of the trust networking domain. The trust information is
used to | everage the direct interactions between autonon c nodes.
Trust gateway can help to the interaction of autonom c nodes with
different trust networking domai ns or with non-autonom ¢ nodes.

The trust managenent plane is used to handle the trust |evel of each
aut onom ¢ node with proper trust evaluation procedure.
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Trust managenent pl ane
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I
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Figure 6. Trust provisioning at the Autononic Networking

6.1. ldentification of Trust networking domain and Trusted Autononic
Node

This section describes trust level. An autononmi c node can initiate
to create their own trust networking domain. The managenent pl ane
provi des that an autonomi ¢ node can build the rel evant trust
net wor ki ng domain by identifying the correspondi ng autononi ¢ nodes.
Specific policies can be applied to build trust networking domain.

In a trust networking domain, each autonom ¢ node shoul d be
identified by the rel evant nanming and addressi ng schenes, which are
al so conpliant with the Reference Mbdel for Autonomi c Networking [I-
D.ietf-ani ma-reference-nodel]. Before data exchange, the autononic
nodes obtains the identities (e.g., |P address and port nunber,
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etc.) of destination nodes and the correspondi ng trust networKking
domain. In a case, the MAC address can be al so used for
i dentification.

The trust managenment information database is used for the discovery
of autonom c nodes at the same trust networking domain. The

aut onom ¢ nodes with the sane trust networking domain may use the

rel evant identification schenes. In the trust nmanagenent infornation
dat abase, a list of autononic nodes are classified into the rel evant
identification code which indicates the same trust networking domain.
The identification code for a trust networking domain may contain
nane/ ni ckname and nunber as well as |IP address and port nunber, etc.

6. 2. Discovery of Trust networking donain

The trust managenment information database is used for the discovery
of autonom ¢ nodes at the same trust networking domain. Before data
exchange, an autonom ¢ node | ooks up the trust managenent

i nformati on database to find the destination autonom c nodes. If the
destination node belongs to the sane trust networking domain with
original autonom c node, it is possible to initiate data exchange.

6. 3. Signaling Between Trusted Autonomn c Nodes

At the sanme trust networking domai n, an autononi c nodes conmunicate
with each other. For data exchange, the autonom c node shoul d

di scover each other by accessing the trust nanagenent infornmation
dat abase of managenent pl ane.

After discovery of destination autonom c node, the signaling
protocol like "A Generic Autononic Signaling Protocol (GRASP)" [I-
D.ietf-anima-grasp] are needed to initiate data exchange. Wthin the
same trust networking domain, an autononic node directly

conmuni cates with each other after conpleting signaling procedure,

i n which the connectivity anong aut onom ¢ nodes are securely and
automatically mai ntai ned. The pre-configurati on between autononic
nodes can be done during bootstrappi ng. The autonom c control plane
at the Reference Mddel for Autonomc Networking [I-D.ietf-anim-

ref erence-nodel] can be either inplenented to carry signaling

pr ot ocol

For data exchange with different trust networki ng domains or non-
aut onom ¢ nodes, the trust gateway provides proper interworking
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functions for data exchange and signaling since there is no direct
communi cati on paths between them The trust gateway provides the
rel evant control and managenent infornmation to extend data exchange
with different trust networking domai ns or non-autononic nodes. The
aut hentication and certificate procedures equivalent with the trust
net wor ki ng domai n can be applicable to provide external connectivity.

6.4. Trust Eval uation

Trust evaluation of network is the way of calculating trust for
net wor ki ng services. It requires data collection fromvarious
sources. Physical data sources are collected fromthe capability of
data processing, storage, and communi cation through network. In
cyber world, logical data sources are software that work on
computing algorithm storage, and networking. In the social world,
human produces various data through user interfaces.

In the physical network, trust can be nmeasured by counting on their
trustworthi ness of network elements. In the cyber world, software
can be accidentally or maliciously altered or destroyed during
control, conmputing, and conmunicating instances. The unexpected
behavi ors of software is detected or nonitored to eval uate and
update their trust level. In the social world, human behaviors can
be neasured by considering its trustworthiness in ternms of ability,
honesty and benevol ence. Social trust reflects individual human
activity. Human interacts with others honestly and kindly so that
their trust level is affected by some risks.

For trust evaluation, the collected data are categorized into two
types of attributes and indicators nanely, qualitative and
quantitative. Trust index is used to calculate the certain trust

| evel of each network entity. As the results of trust evaluation
trustor finally nake a deci sion. The network nanagenent plane
provides to calculate the trust level of the network elenments from
various data sources and store their values to trust managenent

i nformati on dat abase.

The trust managenent information contains the trust |evel of

aut onom ¢ nodes. The interactions inside a trust networking domain
are anal yzed and accurul ated to evaluate the trust |evel of each
node. The trust |evel of autonom c node is contained at the trust
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7

managenent informati on database. Al the interactions between
aut onomi ¢ nodes in a same trust networking domain is validated by
the trust eval uation procedure.

The trust evaluation procedure is fed by the foll owi ng inputs.

0 Pre-provisioned or manual ly configured by policy or nanagenent
i nformation

0 Analysis frominteractions between autononi c nodes

0 The accumnul ated history information of trust verifications such
as aut hentication of non-autononic nodes and validity of application
specific transacti ons.

o ot her unaccepted or unexpected behaviors

Whi | e aut onomi ¢ nodes conmuni cate with each other, they choose the
rel evant trust management protocol whether they neet trust
requirenents in the sanme trust networking donmain or not. Trust
managenent protocol between autonom ¢ nodes and trust nanagenent
dat abase is needed to check trust evaluation. Trust eval uation
procedure between autononi c nodes at sane trust networking domain
are taken for trust identification.

If the prerequisite and pre-configuration procedures are already
taken for trust nmanagenent, sinple and |ight-weight solution can be
appl i cabl e for conmuni cation between aut onom ¢ nodes.

Procedures for trust networking

7.1. Building a trust networking domain

7

.1. Domain initialization

To build a new trust networking domain, the domain adm nistrator
needs to initiate the functionalities of trust networking domain as
fol | ows:

- Domain adninistration

To initialize a domain with respect to the trust, the domain

adm ni strator needs to configure policies of trust and nmenbership.
To manage the trust level, the domain adnministrator sets the
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required trust |evel of nenbership with domain policy managenent
(DPM ASA. The domain adnministrator can explicitly dedicate a node
for trust managenment functions and trust provisioning.

- Access & delivery control

The nodes that connected outside of the domain should equip trust
gateway functions. For |IP network case, every node of the donmin
shoul d assign their gateway to the nodes with trust gateway ASA

o e e e e e e e e e e e e e e e e aa o - +

[ [ S +
| +-------e - + Private IP +----+----+ | |
| ] Domai n | Networking | Domain | | |
| |Adm nistrator+------------ + Gateway +------------ + The Internet |
| +----mmme - + +----+4----+ Public IP | [
| | Net wor ki ng | |
[ Trust networking domain [ T +
oo e e e e e e e e e eeeo oo +

Figure 7. Initialization of a new trust networking domain
7.1.2. Node registration
After the trust networking domain has been initialized, donain can

adopt network nodes.

| Trust networking Domain

I

|

I

R + +om - - Fomm e e e + L + |
| | _ | | _ | |

| Node A +--+----> Domai n o - > Domai n [ [
| | | Gat eway | | Adm nistrator | |
b o | | | |
[ +-- - - - Hom e e oo - + S + [

Regi stration | |

Message | |

o m e e e e e +

Figure 8. Registration of a new node
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The procedures of node registration are as foll ows:

R + o m e + o e oo +
I I (1) I I I I

| Hoooeooo-- > Donain | | |

[ [ (2) [ Gat eway [ [ Trust Info. <---+
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| | RREEEEEEEEEEEEE +(5)|
| | N R, + |
I I (4) I _ I I
| Node A +--------mmmmm e + Donai n Menber <---+
| | | Managenent <---+
I I I ASA I I
I I R R +
| | Hosimmioieeee e +(7) |
| | | N
| | (6) | | D-Location | |
| Qommmmm i m e e e e meaoaaoa- - + Managenent <---+
I I I ASA I

B + B +

Figure 9. Procedures of node registration

(1) Node A connects to the network of trust networking donain;

(2) The donmain assigns a private | P address to Node A. The domain

gateway is assigned as the default gateway for |P network;

(3) Trust information managenent ASA anal yses the trust information
of node A

(4) Node A request to join the donmain;

(5) Dormi n nmenbershi p managenent ASA of the donmain admini strator
recei ves the requests and deci des to approve Node A, based on
the domain policy and trust |evel of Node A

(6) I D Location managenent ASA of the domain adm nistrator issues a
new i dentifier of Node A

(7) I D Location nmanagenent ASA archives Node A's identifier and
private | P address.
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7.2. Evicting existing node fromtrust networking domain

(Editors’ note) This section describes howto evict existing node in
trust networking domain including trust managenent procedures.
Further details are for further study.

7.3. Termnating trust networking donmain

(Editors’ note) This section describes howto terninate trust
net wor ki ng domai n including signalling procedures with child nodes
(or dommains) and parent domains. Further details are for further
st udy.

7.4. Conmunication anmong trust networki ng domai ns

This section describes trustworthy conmuni cati on between nodes
within a single trust networking domain and between nodes separ at ed
into nmultiple trust networking donains.

7.4.1. Trustworthy networking within a single trust networking domain

In order for the two hosts to send and recei ve nessages to each
other, a networking path nust first be established. If two hosts are
| ocated in the sane domain, they already have trust rel ationship
with each other which nmeans no additional security procedures are
needed.

7.4.2. Trustworthy networking between trust networking donains

Two hosts are in different domains. It nmeans that they do not know
each other’s | P address directly. The donai n admi ni strator provides
| P address of each hosts for trustworthy networking between two
hosts in different domains. If a Host 2 wants to performtrustworthy
networking with a Host 1 in other donmain, it is possible to
establish a networking path between two nodes through interactions
bet ween domai n admi ni stration functions and access and delivery
control functions. Figure 10 shows an overview of trustworthy
net wor ki ng between trust networki ng domai ns.
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Fi gure 10. Trustworthy networking between trust networking donmai ns

Figure 11 shows detail ed
bet ween trust networKking

procedures for trustworthy networking
domai ns are foll ows:
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Figure 11. Procedures of trustworthy networking between trust
net wor ki ng domai ns

(1) Host 2 requests IP address of Host 1 to the domain administration
ASA 2 through the ID of the host 1;

(2) The donain adm nistration ASA 2 requests | P address of the Host 1
to the domain administration ASA 1,

(3) The donmain admi nistration ASA 1 obtains |IP address of the Host 1
and reply ID and I P address of the Host 1 to domain adninistration
ASA 2, and it replies to Host 2

(4) Host 2 requests a trust |evel of Host 1 through the donain

adm ni stration ASA 2;

(5) The donain adm nistration ASA 2 checks a trust |evel of Host 2
through the trust information managenent ASA and requests a trust

| evel of Host 1 to dommin administration ASA 1;

(6) The domain adm nistration function 1 obtains the trust |evel of
Host 1 through the trust infornmation managenent ASA and replies it to
the donmain administration ASA 2, and the result replies to Host 2

(7) The access and delivery control ASA 2 forms a routing path with
the access and delivery control function 1 through the |D based
routi ng ASA

(8) The Host 2 and the Host 1 establish a reliable |link through the
domai n gat eway ASA of each trust networking donmain;

(9) Networking path established between Host 1 and Host 2

8. Security Considerations

Dat a exchange between aut onomi ¢ nodes at the trust networking donain
must be secured. The signaling or managenent protocols for trust
identification and discovery of trust networking domain are secure.
The control / managenment plane for trust nmanagenent is sel f-protecting.
The autonomic node in a trust networking domain should be certified by
its identity. The pre-configuration information of autonom c nodes
fromtrust nanagenent information database should be certified during
boot st rappi ng ti ne.

For data exchange with different trust networking domain or non-

aut onom ¢ network, the trust gateway shoul d be securely inplenented.
Trust gateway maintains the same trust |level for cross-donain
applications or interaction with non-autononic networKk.
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