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Abst ract

Segrment Routing (SR) all ows a headend node to steer a packet flow

al ong any path using a segnment list which is referred to as a SR
Policy. Internediate per-flow states are elimnated thanks to source
routing. The header of a packet steered in an SR Policy is augnented
with the ordered list of segments associated with that SR Policy.

Bi di rectional Forwarding Detection (BFD) is used to nonitor different
ki nds of paths between node. BFD mechani sms can be al so used to
monitor the availability of the path indicated by a SR Policy and to
detect any failures. Seanless BFD (SBFD) extensions provide a
simplified nechanismwhich is suitable for nonitoring of paths that
are setup dynam cally and on a |l arge scale.

Thi s docunment describes the use of Seam ess BFD (SBFD) nechanismto
monitor the SR Policies that are used for Traffic Engineering (TE) in
SR depl oynent s.

Requi renment s Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 6, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Segnent Routing (SR) ([I-D.ietf-spring-segnent-routing]) allows a
headend node to steer a packet flow al ong any path for specific
objectives like Traffic Engineering (TE) and to provide it treatnent
according to the specific established service | evel agreenent (SLA)
for it. Internediate per-flow states are elimnated thanks to source
routing. The headend node steers a flowinto an SR Policy. The
header of a packet steered in an SR Policy is augnented with the
ordered list of segnents associated with that SR Policy. SR Policy
[I-D.filsfils-spring-segnment-routing-policy] specifies the concepts
of SR Policy and steering into an SR Policy.
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SR Policy state is instantiated only on the head-end node and any

i nternmedi ate node or the endpoint node does not require any state to
be maintained or instantiated for it. SR Policies are not signal ed
t hrough the network nodes except the signaling required to
instantiate themon the head-end in the case of a controller based
depl oynent. This enables SR Policies to scale far better than
previous TE mechani sms. This also enables SR Policies to be
instanti ated dynam cally and on demand basis for steering specific
traffic fl ows corresponding to service routes as they are signal ed.
These automatic steering and signaling nmechanisns for SR Policies are
described in SR Policy [I-D.filsfils-spring-segnment-routing-policy].

There is a requirement to continuously nonitor the availability of
the path corresponding to the SR Policy along the nodes in the
network and to signal any failures detected to the head-end node so
that it could take corrective action to restore service. The
corrective actions may be either to invalidate the candidate path
that has experienced failure and to switch to another candi date path
within the sanme SR Policy OR to activate another backup SR Policy or
candi date path for end-to-end path protection. These nechanisns are
beyond the scope of this document.

Bi di rectional Forwarding Detection (BFD) nmechani sns have been
specified for use for nonitoring of unidirectional MPLS LSPs via BFD
MPLS [ RFC5884]. Seaml ess BFD [ RFC7880] defines a sinplified
mechani sm for using BFD with a | arge proportion of negotiation
aspects elimnated, thus providing benefits such as quick
provisioning, as well as inproved control and flexibility for network
nodes initiating path nonitoring. Wen BFD or SBFD is used for
verification of such unidirectional LSP paths, the reverse path is
via the shortest path fromthe tail-end router back to the head-end
router as deternined by routing.

The SR Policy is essentially a unidirectional path through the
network. This docunent describes the use of BFD and nore
specifically SBFD for nonitoring of SR Policy paths through the
network. SR can be instantiated using both MPLS and | Pv6 dat apl anes.
The mechani sm described in this docunment applies to both these
instantiations of SR Policy.

2. Choice of SBFD over BFD

BFD MPLS [ RFC5884] descri bes a nechani smwhere LSP Ping [ RFC8029] is
used to bootstrap the BFD session over an MPLS TE LSP path. The LSP
Pi ng nechani sm was extended to support SR LSPs via SR LSP Ping

[ RFC8287] and a simlar nechani smcould have been considered for BFD
nmoni toring of SR Policies on MPLS data-plane. However, this docunent
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proposes instead to use SBFD nmechanismas it is nore suitable for SR
Pol i ci es.

Sone of the key aspects of SR Policies that are considered in
arriving at this decision are as foll ows:

0 SR Policies do not require any signaling to be perforned through
the network nodes in order to be setup. They are sinply
instanti ated on the head-end node via provisioning or even
dynanmically by a controller via BG SR TE
[I-D.ietf-idr-segnent-routing-te-policy] or using PCEP (PCEP SR
[I-D.ietf-pce-segnent-routing], PCE Initiated [ RFC8281], PCEP
Stateful [RFC8231]).

0 SR Policies result in state being instantiated only on the head-
end node and no other node in the network.

o In many deploynments, SR Policies are instantiated dynanically and
on-demand or in the case of automated steering for BGP routes,
when routes are learnt with specific color communities (refer SR
Policy [I-D.filsfils-spring-segnent-routing-policy] for details).

0 SR Policies are expected to be deployed in nuch higher scale.

0 SR Policies can be instantiated both for MPLS and | Pv6 dat a- pl anes
and hence a nonitoring mechani sm which works for both is
desirabl e.

In view of the above, the BFD nechanismto be used for nonitoring
them needs to be sinple, lightweight, one that does not result in
instantiation of per SR Policy state anywhere but the head-end and

whi ch can be setup and del eted dynanically, on-demand and at scale.
The SFBD extensions provide this support as described in Seanl ess BFD
[ RFC7880]. Furthernore, SBFD Use-Cases [RFC7882] clarifies the
applicability in the Centralized TE and SR scenari os.

3. Procedures

The general procedures and nechani sns for SBFD operations are
specified in Seaml ess BFD [ RFC7880]. This section describes the
specifics related to SBFD use for SR Policies.

SR Policies are represented on a head-end router as <col or, endpoi nt

| P address> tuple. The SRTE process on the head-end determ nes the
tail-end node of a SR Policy on the basis of the endpoint |IP address.
In the cases where the SR Policy endpoint is outside the domain of
the head-end node, this information is available with the centralized
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controller that conputed the multi-domain SR Policy path for the
head- end.

In order to enable SBFD nonitoring for a given SR Policy, the SBFD

Di scrimnator for the tail-end node (i.e. one with the endpoint IP
address) which is going to be the SBFD Reflector is required. |SIS
SBFD [ RFC7883] and OSPF SBFD [ RFC7884] describe the extensions to the
SIS and OSPF link state routing protocols that allow all nodes to
advertise their SBFD Discrimnators across the network. BGP-LS SBFD
[I-D.li-idr-bgp-1s-sbfd-extensions] describes extensions for
advertising the SBFD discrimnators via BGP-LS across donains and to
a controller. Thus, either the SRTE head-end node or the controller,
as the case may be, have the SBFD Discrimnator of the tail-end node
of the SR Policy avail abl e.

The SRTE Process can strai ghtaway instantiate the SBFD nechani sm on
the SR Policy as soon as it is provisioned in the forwarding to start
verification of the path to the endpoint. No signaling or
provisioning is required for the tail-end node on a per SR Policy
basis and it just perforns its role as a statel ess SBFD Refl ector.
The return path used by SBFD is via the normal IP routing back to the
head-end node. Once the specific SR Policy path is verified via
SBFD, then it is considered as active and nmay be used for traffic

st eeri ng.

The SBFD nonitoring continues for the SR Policy and any failure is
notified to the SRTE process. 1In response to the failure of a
specific candi date path, the SRTE process may trigger any of the
foll owi ng based on | ocal policy or inplenentation specific aspects
whi ch are outside the scope of this docunent:

o Trigger path-protection for the SR Policy

0 Declare the specific candidate path as invalid and switch to using
the next valid candi date path based on preference

o |If no alternate candidate path is avail able, then handle the
steering over that SR Policy based on its invalidation policy
(e.g. drop or switch to best effort routing).
4. | ANA Consi derations

None
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5.

7.

8.

8.

1.

Security Considerations

Procedures described in this document do not affect the BFD or
Segnent Routing security nodel. See the ’Security Considerations’
section of [RFC7880] for a discussion of SBFD security and to
[I-Dietf-spring-segnent-routing] for analysis of security in SR
depl oynent s.
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