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Forwar di ng Detection (S-BFD) defines a
Forwar di ng Detection (BFD)

t hus providing
and
The

link-state routing protocols (I1S-1S and OSPF) have been extended to
advertise the Seanml ess BFD (S-BFD) Discrim nators.

This draft defines extensions to the BGP Link-state address-fanily to
carry the S-BFD Discrimnators information via BGP.
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I ntroduction

Seanl ess Bidirectional Forwarding Detection (S-BFD) [ RFC7880] defines
a sinplified mechanismto use Bidirectional Forwarding Detection
(BFD) [RFC5880] with large portions of negotiation aspects
elimnated, thus providing benefits such as quick provisioning as
well as inproved control and flexibility to network nodes initiating
t he pat h nonitoring.
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For nonitoring of a service path end-to-end via S-BFD, the headend/
initiator node needs to know the S-BFD Discrimnator of the
destination/tail-end node of that service. The link-state routing
protocols (I1S-1S, OSPF and OSPFv3) have been extended to advertise
the S-BFD Discrimnators. Wth this a initiator node can learn the
S-BFD discrinminator for all nodes within its |GP areal/level or
optionally within the domain. Wth networks being divided into
multiple | GP domains for scaling and operational considerations, the
service endpoints that require end to end S-BFD nonitoring often span
across | GP donmi ns.

BGP Link-State (BGP-LS) [ RFC7752] enables the collection and
distribution of 1G link-state topology information via BGP sessions
across | GP areas/levels and domains. The S-BFD discrimninator(s) of a
node can thus be distributed along with the topology information via
BGP-LS across | GP domai ns and even across nultiple Autononbus Systens
(AS) within an adm nistrative donain.

This draft defines extensions to BGP-LS for carrying the S-BFD
Discrimnators information

Ter m nol ogy
This meno nmakes use of the terns defined in [ RFC7880].
Pr obl em and Requi r enment

Seaml ess MPLS [I-D.ietf-npls-sean ess-npls] extends the core donain
and integrates aggregati on and access donains into a single MPLS
domain. In a large network, the core and aggregati on networks can be
organi zed as different ASes. Although the core and aggregation
networ ks are segmented into different ASes, an E2E LSP can be created
usi ng hierarchical BGP signaled LSPs based on i BGP | abel ed uni cast
within each AS, and eBGP | abel ed unicast to extend the LSP across AS
boundaries. This provides a seam ess MPLS transport connectivity for
any two service end-points across the entire donmain. |In order to
detect failures for such end to end services and trigger faster
protection and/or re-routing, S-BFD MAY be used for the Service Layer
(e.g. for MPLS VPNs, PW etc. ) or the Transport Layer nonitoring.
This brings up the need for setting up S-BFD session spanni ng across
AS donai ns.

In a simlar Segnent Routing (SR) [I-D.ietf-spring-segnment-routing]
mul ti-domain network, an end to end SR Policy
[I-D.ietf-spring-segnent-routing-policy] path may be provisioned

bet ween servi ce end-points across donmains either via |loca
provisioning or by a controller or signalled froma Path Conputation
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Engine (PCE). Monitoring using S-BFD can simlarly be setup for such
a SR Policy.

Ext endi ng the automatic di scovery of S-BFD discrimnators of nodes
fromwithin the IGP donmain to across the adninistrative domain using
BGP- LS enabl es setting up of S-BFD sessions on demand across | GP
domains. The S-BFD discrimnators for service end point nodes MAY be
|l earnt by the PCE or a controller via the BGP-LS feed that it gets
fromacross | GP domains and it can signal or provision the renote
S-BFD discrimnator on the initiator node on demand when S-BFD
monitoring is required. The nmechanisns for the signaling of the
S-BFD discrimnator fromthe PCE/ controller to the initiator node and
setup of the S-BFD session is outside the scope of this docunent.

Additionally, the service end-points thensel ves MAY also |l earn the
S-BFD discrimnator of the renote nodes thensel ves by receiving the
BGP-LS feed via a route reflector (RR) or a centralized BGP Speaker
that is consolidating the topology information across the domains.
The initiator node can then itself setup the S-BFD session to the
renote node without a controller/PCE assi stance.

Whil e this docunent takes exanples of MPLS and SR paths, the S-BFD
di scrimnator advertisenment mechanismis applicable for any S BFD
use-case in general

BGP- LS Extensions for S-BFD D scrininator

The BGP-LS [ RFC7752] specifies the Node NLRI for advertisenent of
nodes and their attributes using the BGP-LS Attribute. The S BFD
discrimnators of a node are considered as its node level attribute
and advertised as such.

Thi s docunment defines a new BGP-LS Attri bute TLV called the S-BFD
Discrimnators TLV and its format is as foll ows:
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type [ Lengt h [
T T i i i T s . i I SR S S
[ Di scrimnator 1 [
e e e e i e s S e R CE o o R
| Di scrimnator 2 (Optional) |
B i S S T s i S T st i S S S S S S S S i
L-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-L
| Di scrimnator n (Optional) |
e T e e e i e S S e Rk o S

Figure 1: S-BFD Discrimnators TLV
wher e:
o Type: TBD (see | ANA Consi derations Section 5)

0 Length: variable. Mninmumof 8 octets and increnents of 4 octets
there on for each additional discrimnator

o Discriminators : nultiples of 4 octets, each carrying a S BFD
|l ocal discrimnator value of the node. At |east one discrimnator
MUST be included in the TLV.

The S-BFD Discrimnators TLV can only be added to the BGP-LS
Attribute associated with the Node NLRI that originates the
correspondi ng underlying | GP TLV/ sub-TLV as descri bed below. This
information is derived fromthe protocol specific advertisenents as
bel ow. .

0 |IS1S, as defined by the S-BFD Discrimnators sub-TLV in
[ RFC7883] .

0 OSPFv2/ CSPFv3, as defined by the S-BFD Discrimnators TLV in
[ RFC7884] .

When the node is not running any of the I GPs but running a protoco
like BGP, then the locally provisioned S-BFD discrimnators of the
node MAY be originated as part of the BGP-LS attribute within the
Node NLRI corresponding to the |ocal node.
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5.

| ANA Consi der ati ons

Thi s docunment requests assigning code-points fromthe registry "BGP-
LS Node Descriptor, Link Descriptor, Prefix Descriptor, and Attribute
TLVs" based on table below The colum "I1S- IS TLV/ Sub-TLV' defi ned
in the registry does not require any value and should be left enpty.

B S S +
| Code Point | Description | Length |
S e S +
| TBD | S-BFD Discrimnators TLV | variable

o e oo oo e e e ia oo - [ RS +

Manageabi l ity Consi derations
This section is structured as recomrended in [ RFC5706].

The new protocol extensions introduced in this document augment the
existing | GP topology information that was distributed via [ RFC7752].
Procedures and protocol extensions defined in this docunent do not

af fect the BGP protocol operations and nanagenent other than as

di scussed in the Manageability Considerations section of [RFC7752].
Specifically, the malformed NLRIs attribute tests in the Fault
Management section of [RFC7752] now enconpass the new TLVs for the
BGP-LS NLRI in this docunent.

6.1. CQperational Considerations

6. 2.

7
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No additional operation considerations are defined in this docunent.
Management Consi derati ons

No additional managenent considerations are defined in this docunent.
Security Considerations

The new protocol extensions introduced in this document augment the
existing I GP topology information that was distributed via [ RFC7752].
Procedures and protocol extensions defined in this docunent do not

af fect the BGP security nodel other than as discussed in the Security
Consi derations section of [RFC7752]. Mre specifically the aspects
related to limting the nodes and consunmers with which the topol ogy
information is shared via BGP-LS to trusted entities within an

adm ni strative domain.

Advertising the S-BFD Discrinminators via BGP-LS nakes it possible for
attackers to initiate S-BFD sessions using the advertised
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information. The vulnerabilities this poses and howto mitigate them
are discussed in [RFC7752].

8. Acknow edgenents

The authors would |like to thank Nan Wi for his contributions to this
wor k.

9. Ref er ences
9.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>.

[RFC7752] Gedler, H, Ed., Medved, J., Previdi, S., Farrel, A, and
S. Ray, "North-Bound Distribution of Link-State and
Traffic Engineering (TE) Information Using BGP', RFC 7752,
DA 10.17487/ RFC7752, March 2016,
<https://ww. rfc-editor.org/info/rfc7752>.

[ RFC7880] Pignataro, C., Ward, D., Akiya, N., Bhatia, M, and S.
Pal |l agatti, "Seanl ess Bidirectional Forwarding Detection
(S-BFD)", RFC 7880, DO 10.17487/RFC7880, July 2016,
<https://www.rfc-editor.org/info/rfc7880>.

[ RFC7883] G nsberg, L., Akiya, N., and M Chen, "Advertising
Seanl ess Bidirectional Forwarding Detection (S-BFD)
Discrimnators in IS-1S", RFC 7883, DO 10.17487/ RFC7883,
July 2016, <https://ww.rfc-editor.org/info/rfc7883>.

[ RFC7884] Pignataro, C., Bhatia, M, Aldrin, S., and T. Ranganath,
"OSPF Extensions to Advertise Seamnl ess Bidirectional
Forwardi ng Detection (S-BFD) Target Discrininators”,
RFC 7884, DO 10.17487/ RFC7884, July 2016,
<https://www. rfc-editor.org/info/rfc7884>.

9.2. Informative References
[I-D.ietf-npls-seamn ess-npl s]
Leymann, N., Decraene, B., Filsfils, C, Konstantynow cz,

M, and D. Steinberg, "Seanml ess MPLS Architecture", draft-
ietf-npls-seam ess-npls-07 (work in progress), June 2014.

Li, et al. Expi res Decenber 31, 2018 [ Page 7]



Internet-Draft BGP- LS Ext ensions for S-BFD June 2018

[I-D.ietf-spring-segment-routing]
Filsfils, C., Previdi, S., Gnsberg, L., Decraene, B.,
Li tkowski, S., and R Shakir, "Segnent Routing
Architecture", draft-ietf-spring-segnment-routing-15 (work
in progress), January 2018.

[I-D.ietf-spring-segnent-routing-policy]
Filsfils, C, Sivabalan, S., daniel.voyer@ell.ca, d.,
bogdanov@oogl e.com b., and P. Mattes, "Segnent Routing
Policy Architecture", draft-ietf-spring-segnent-routing-
policy-01 (work in progress), June 2018.

[ RFC5706] Harrington, D., "Quidelines for Considering Operations and
Management of New Protocols and Protocol Extensions",
RFC 5706, DA 10.17487/ RFC5706, Novenber 2009,
<https://ww.rfc-editor.org/info/rfc5706>.

[ RFC5880] Katz, D. and D. Ward, "Bidirectional Forwarding Detection
(BFD)", RFC 5880, DO 10.17487/RFC5880, June 2010,
<https://www.rfc-editor.org/info/rfc5880>.

Aut hor s’ Addr esses

Li,

Zhenbi n Li

Huawei

Huawei Bl d., No. 156 Beiqi ng Rd.
Beijing 100095

Chi na

Emai | : |izhenbi n@uawei . com
Sam Al drin

Googl e, Inc

Email: aldrin.ietf@nail.com

Jeff Tantsura
Nuage Networ ks

Email: jefftant.ietf@nmail.com
G eg Mrsky

ZTE Corp.

Emai | . gregimrsky@nuail.com

et al. Expi res Decenber 31, 2018 [ Page 8]



Internet-Draft BGP- LS Ext ensions for S-BFD

Li,

Shunwan Zhuang

Huawei
Huawei

Bei jing

Chi na

Emmi |l :

Bl d., No.156 Beiqi ng Rd.
100095

zhuangshunwan@uawei . com

Ket an Tal aul i kar
Cisco Systens

Emmi |l :

et al.

ket ant @i sco. com

Expi res Decenber 31, 2018

June 2018

[ Page 9]



