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Abst ract

IP nmobility protocols are designed to allow a nobile node to remain
reachabl e while nmoving around in the network. The currently depl oyed
nmobi | i ty managenent protocols are anchor-based approaches, where a
nmobi |l e node’s | P sessions are anchored on a central node. The nobile
node’s IP traffic enters and exits fromthis anchor node and it
remains as the control point for all subscriber services. This
architecture based on fixed I P anchors comes with sonme conplexity and
there is sone interest fromthe nobile operators to elimnate the use
of fixed anchors, and other residual elenents such as the overlay
tunneling that conme with it.

Thi s docunent describes a new approach for realizing a nobile user-
pl ane that does not require fixed |IP anchors. The architectural -
basis for this approach is the separation of control and user plane,
and the use of programmuability constructs of the user-plane for
traffic steering. This approach is referred to as, Mbility-aware
Fl oati ng Anchor (MFA).

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on March 23, 2019.
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1.

I nt roducti on

IP nmobility protocols are designed to allow a nobile node to remain
reachabl e while noving around in the network. The currently depl oyed
nmobi | i ty managenent protocols are anchor-based approaches, where a
nobi |l e node’s | P sessions are anchored on a central node. The nobile
node’s IP traffic enters and exits fromthis anchor node and it
remains as the control point for all subscriber services. This
architecture based on fixed IP anchors comes with sonme conplexity and
there is sone interest fromthe nobile operators to elimnate the use
of fixed anchors, and other residual elenents such as the overlay
tunneling that come with it. Sone of the key objectives for this
effort are listed bel ow

0 Access-agnostic, shared user-plane that can be used for nultiple
access technol ogi es

0 Optimzed Routing for the nobile node’s IP flows with topol ogy
awar eness and | everagi ng the transport QS

o Elimnation of overlay tunnels fromthe user-plane network for
avoi di ng packet fragnmentation, and reducing encapsul ation rel ated
packet - si ze over head

o Eimnation of centralized nobility anchors and shift towards a
distributed nobility architecture, |everaging the edge compute at
radi o-access network for offloading sone of the subscriber
nmanagenent services

0 Co-existence with control-plane and user-pl ane separat ed
architecture; a stateless user-plane with no tunnels, and a
control plane with the business/service |logic

0 Support for services including accounting, charging, |awful-
i nterception and ot her user plane services

Currently, there is a study itemin 3GPP to explore options for
simplifying the nobile user-plane. There are few proposals in | ETF,
whi ch are presented as candi date solutions for user-plane
simplification. However, each of these proposals cone with certain
compl exity and do not | everage the 3GPP control plane, or the
programmabil ity aspects of the user-plane. For exanple, |LA defines
a translation scheme without the need for overlay tunnels, but it

al so introduces significant anmount of translation related state in
the user-plane, and additionally introduces a new control -pl ane
protocol for managi ng the mappi ng tables and the cache states.
Therefore, we believe that none of the currently known approaches can
adequately neet the stated goals for user-plane sinplification.
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Thi s docunent describes a new approach for realizing a nobile user-
pl ane that does not require any fixed I P anchors. The first-hop
router on the link where the nobile node is attached remains as the
I P anchor and thereby elimnating the need for IP tunneling to sone
central anchor node. Even when the nobile node noves in the network
and changes its point of attachnment, the |P anchor is always the
first-hop router on that new link. The MFA entities will track the
mobi | e node’ s novenents in the network and will ensure the nobile
node’s I P flows always take the nost optimal routing path. This is
achi eved by MFA entities progranm ng the needed traffic steering
rules for noving nobile node’s | P packets directly between the
correspondent node and the nobil e node’s edge anchor, which can be
relocated to a new edge, e.g. in case of nobility. Furthernore, this
approach does not require a new control -plane protocol, but instead
| everages the SDN interfaces of the user-plane, and the nmobility
events in the control-plane for managing IP nobility. The
architectural basis for this approach is the separation of contro
and user plane, and the use of programmability constructs of the
user-plane for traffic steering. This approach is referred to as,
Mobi lity-aware Floating Anchor (MFA). The rest of the docunent

expl ains the operational details of the MFA approach

2. Conventions and Term nol ogy
2.1. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy

All mobility related terns used in this docunent are to be
interpreted as defined in the |ETF nobility specifications, including
[ RFC5213] and [RFC6275]. Additionally, this document uses the

foll owi ng terns:

MFA Domai n

MFA domain refers to the network where the nobility nanagenment of
a mobil e node is handled by the MFA entities. The M-A donmin

i ncl udes MFA nobil e node anchors, M-A correspondi ng node anchors,
and MFA node controller, between which security associations can
be set up for authorizing the configuration of traffic steering
policies and other nobility nanagenent functions.

M-A Mobi | e Node Anchor ( MFA- MNA)
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Its an MFA function located in the user-plane network very cl ose
to the layer-2 access-point to where the nobile node is attached.
It is typically on the first-hop router for the nmobile node’'s IP
traffic. The node hosting this function is required to support
the standard | Pv6 packet forwarding function, FPC or a simlar
interface for policy configuration, and packet steering functions
such as based on SRv6 or alternative neans that can support per-
flow or per-flow aggregate traffic steering. Typically, the MA-
MNA function will be collocated with the User Plane Function (UPF)
in the 3GPP 5G system architecture.

MFA Correspondi ng Node Anchor ( MFA- CNA)

Its an MFA function located in the user-plane node in the path

bet ween the nobil e node and the correspondent node. |If the
correspondent node is another nobile node in the MFA donmin, then
the MFA-CNA is on the first hop router on the link shared with the
correspondent node. The node hosting this function is required to
support the standard | Pv6 packet forwarding function, FPC or a
simlar interface for policy configuration, and packet steering
functions such as based on SRv6 or alternative nmeans that can
support per-flow or per-flow aggregate traffic steering.

Typically, the MFA-CNA function will be collocated with the IP
forwardi ng nodes on the N6 interface of the 3GPP 5G system
architecture.

MFA Node

A generic termused for referring to MFA-MNA, or the MFA- CNA
MFA Node- Control | er ( MFA- NC)

The is the function that controls the forwarding policies on the
MFA- MNA and MFA-CNA nodes. This entity interfaces with the MFA
node using the FPC interface [I-D.ietf-dmmfpc-cpdp], or a sinmlar
interface that support user-plane policy configuration. This is
typically co-located with the SM-, or the AMF functions in the
3GPP 5G system architecture, and on WLAN controller in the case of
W -Fi access architectures.

Node Locati on Dat abase (NLDB)
A dat abase that contains the location information of every nobile
node that is part of the MFA domain and is currently attached to

t he networKk.

Net wor k Topol ogy Dat abase ( NTDB)
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3.

A dat abase that contains the MFA node information along with the
link state and directly connected nei ghbor information

Hone Network Prefix (HNP)

An | Pv6 prefix assigned to the nobile node. This prefix is hosted
by the MFA-MNA on the access link shared with the nobil e node.

The network will provide mobility support for the HNP prefixes. A
met a-data tag indicating the nobility property

[I-D.ietf-dm ondenmand-nobility] is included in router
advertisenents and in address assignnent related protoco

nmessages.

Local Network Prefix (LNP)

An | Pv6 prefix assigned to the nobile node. This prefix is hosted
by the MFA-MNA on the access link shared with the nobil e node.

The network will not provide nobility support for the LNP
prefixes. A nmeta-data tag indicating that there is no mobility
support [I-D.ietf-dmm ondemand-mobility] is included in router
advertisenents and in address assignnment rel ated protocol

nessages.

Overvi ew

This specification describes the MFA protocol. The MFA protocol is
designed for providing nobility managenent support to a nobile node
wi thout the need for a fixed IP anchor. |In this approach the nobile
node’s | P session is always anchored on the first-hop router sharing
the link with the nobile node. The entities in the MFA domain track
the mobil e node’s nmovenents in the MFA domain and will provision the
forwarding states in the user-plane nodes for optimal routing and for
ensuring the anchor is always the first-hop router. Any tine the
nmobi | e node noves within the MFA domain and resulting in the nobile
node’s I P flows going through the previous anchor, the nmobility
entities detect this event and a corrective action is taken by

provi sioning the forwarding nodes with the path stitching rules. The
result of this approach is an user-plane with no fixed anchors, and
dynanmi cal | y programmed user-plane for nobility and optinal packet
routing.

The following are the key functional entities in the MFA domai n:
o0 MA Node Controller (MA-NC

0 MA Mbile Node Anchor ( MFA- MNA)
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0 MFA Correspondent Node anchor (MA- CNA)

The MFA-NC is typically collocated with the access network specific
control -plane functions. It interfaces with the radi o network/

aut hentication functions for detecting the nobile node’'s novenents in
the MFA domain for managing the forwarding states in the user-plane
entities, MFA-MNA and MFA-CNA. The MFA node controller requires
access to node | ocation database and network topol ogy database.

These are the conceptual entities that can be realized using existing
el ements that are already present in different access architectures.

The MFA-MNA and the MFA-CNA are the functions in the user-plane
network and they are collocated with the elements in the network that
perform | P packet forwarding functions. The MFA-MNA is typically

| ocated on the first-hop router and whereas the MFA-CNA can be
collocated with the access-gateways and transit routers. These
entities interface with the MNA-NC usi ng FPC
([I-D.ietf-dmmfpc-cpdp]), or an alternative interface), for managi ng
the I P forwardi ng policies.
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MFA-MNA is collocated with the access gateways
** MFA-CNA is collocated with the access gateways and transit routers

Figure 1: Exanple of a MFA Donain
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3.1. The Network Topol ogy Dat abase

The networ k topol ogy database contains the conplete and the current

i nformation about all the MFA nodes in the network. The information
i ncludes the capabilities of each node, supported functions,
supported interfaces with the interface-type, connected nei ghbors,
hosted prefixes on each link, security configuration and ot her

rel ated configuration elenents. The topol ogy database can be used to
determ ne the route between two nodes within the MFA domain, or the
best exit gateway for reaching a correspondent node outside the MFA
domai n.

3.2. The Node Location Dat abase

The node | ocation database consists of location information of each
nmobi |l e node that is currently attached to the MFA domain. It also

i ncludes the type of attachnent, previous anchor, and other

i nformati on el enents, such as the nobile node’'s connection status and
detailed or approximte location (e.g. tracking area) in case of
device dormancy. Typically, the MFA entities obtain this information
fromthe control-plane functions in the access network. For exanple,
a WLAN controller and the authentication functions will be able to
provide this information in | EEE 802.11 based networks. 1In 5G system
architecture this informati on can be obtai ned from AMF SM- functi ons.

Bel ow di agram i s an exanpl e NLDB dat abase.

+ + + + +
| WN | Current | Previous | Handover

| Identifier | Anchor | Anchor | Type |
+ + + +
| Ml@etf.org | AGL | - | NEW ATTACH |
. N N N . +
| MR2@etf.org | AG6 [ AR | HANDOVER |
B B T B T B RS +
| MB@etf.org | - | AA |  UNKNOWN |
S S S S +

Fi gure 2: Exanple NLDB Tabl e
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3.3. Determination of the Correspondent Node Anchor

The anchor for a correspondent node is a MFA node that is closest to
the correspondent node and is in path for all the MNNCN IP traffic
flows. The MFA node controller |everages the topol ogy database for
t he CN-anchor deternination.

If the correspondent node is another nobile node in the MFA domain,
then the CN-Anchor for that correspondent node is the access gateway
to which it is currently attached.

If the correspondent node is outside the MFA donmmin, then the CN\-
anchor is typically the exit gateway, or any MFA node that is always
in path for reaching the CNs network. This is typically the PE
router of the data center that hosts the correspondent node service,
or a programmabl e data plane node inside the data center

The below illustration is an exanple topol ogy of a MFA domain. The
domai n consi sts of MFA nodes, nobile and correspondent nodes. A
query for CN2's anchor should result in finding AG4, as that is the
MFA node in the traffic path and closest to CN2. Simlarly, the
query for CN3's anchor which is outside the MFA domain should result
in finding TR3 as that is the last exit gateway in the M-A dormai n and
closest to the CN3.

AGL AA - - CN\2
I TR2 I
M1- - -AR2----- TR1--|--TR4----AGh
I TR3 I
A3 [ AGS
{internet}
I
CN3

Figure 3: CN Anchor Determnation - Exanple Topol ogy
3.4. Traffic Steering Approaches

The MFA nodes support traffic steering approaches for noving the
nmobil e node’s IP traffic between the MFA nodes over the nost optimal
routing path. Segnment Routing for IPv6 (SRv6) is one approach that
this specification focuses on for steering the traffic between two
points in the network, whereas the MFA-NC can utilize the available
i nformati on from Network Topol ogy- and Node Location Database to
enforce policies in the MFA nodes in support of alternative data
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pl ane protocols to enable traffic steering. Future versions of the
docunent may include information about additional nechanisns.

When using SRv6 for traffic steering, the approaches specified in
[I-D.ietf-dmm srv6-nobil e-upl ane] and
[I-D.filsfils-spring-srv6-network-programing] will be I everaged for
moving the nobile node’s IP traffic between the MFA-MNA and the MFA-
CNA nodes. The SRv6 policy including the SID information and the
associ ated functions are pushed fromthe M-A Node controller to the
MFA nodes. This docunent nostly |everages the functions specified in
those docunents, but nmay require some changes to the SRv6 functions
for reporting the flow nmeta-data of the non-optimal traffic flows to
the MFA node controller. The definitions of those SRv6 functions
will be specified in either in the future revisions of this docunent,
or in other |ETF docunents.

The followi ng table captures the possible SRv6 function activation
when | P traffic steering approach is in use. This is only an

exanpl e.
oo o e e o e e +
FLOW [ M\- Anchor [ CN- Anchor [
| DI RECTI ON | I
B Fo e e e e e e eam o Fo e e e e e e eam o +
| | Variant of T.Insert | Vari ant of End. X |
I I I I
| MNto CN | (Transit with insertion |(O, End.B6, instantiation
| | of SRv6 policy and may | of a binding SID); |
| | require trigger to MFA-NC| O, End. T for internet |
| | such as activation of | traffic |
| | Fl ow. Report) | |
I I I I
oo o e oo o e oo +

Variant of T.Ilnsert

I I I
I I I
| (Layer-3 cross connect | (Transit with insertion
| , End.B6, instantiation| of SRv6 policy and may
CNto MN | of a binding SID | require trigger to MFA-NC
I I I
I I I
I I I

o

such as activation of
FI ow. Report.

Figure 4: Using SRv6 for Traffic Steering - Exanple

Gundavel I'i, et al. Expi res March 23, 2019 [ Page 11]



Internet-Draft MFA Sept enber 2018

3.5. Mbile Node Attachnment Triggers

The MFA dormain relies on the access network for certain key events
related to the nobile node’s novenents in the network. These events
i ncl ude:

0 INTIAL_ATTACH - Initial Attachnent of the nobile node to the MFA
domai n

0 HANDOVER - Layer-2/Layer-3 Handover of the nobile node within the
MFA Dorrai n

o DETACH - Detachnment of the nobile node fromthe MFA donmain
0 UNKNOWN - State of the npbile node is Unknown; TBD

The MFA node controller interfaces with the radio network and the
aut hentication infrastructure for these events. These events drive
the policy configuration on the MFA nodes.

3.6. Programming the User-pl ane

The MFA-NC | everages suitabl e southbound semantics and operation to
enforce traffic steering rules in the sel ected access gateways (AQ
and/ or transient routers (TR). One suitable data nodel and operation
is being specified in [I-D.ietf-dmmfpc-cpdp] for Forwarding Policy
Configuration (FPC). The nodel and operation applies in between a
FPC dient function and an FPC Agent function

A depl oyrment of FPC with the specification per this document about
MFA, the FPC Client is co-located with the MFA-NC, whereas the FPC
Agent function is co-located with functions that enforce user plane
configuration per the rules received fromthe FPC Client. The FPC
Agent can either reside on an transport network- or SDN controller
and be in charge of the configuration of nmultiple user plane nodes
(MFA- TR, MFA-MA, MFA-CA), or an FPC Agent resides on each MFA node

The following figure schematically draws an exanpl e how FPC can
integrate with the functional MA architecture per this
specification. The exanple assunes that M-A nodes can be
programmatically configured by an SDN Controller. Details about

whet her a single or multiple distributed SDN Controllers are depl oyed
are left out.

The FPC data nodel includes the follow ng conponents:
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Dat a Pl ane Nodes (DPN) Mbdel:

Representati on of nodes in the data plane which can be sel ected
and enforce rules per the control plane’'s directives. DPNs take a
particular role, which is identified in the nodel. 1In the context
of this docunment, the role of a DPN can be, for example, an anchor
node or a transit router.

Topol ogy Model :

Representation of DPNs in the network and associate in between
DPNs. The FPC dient and Agent use the Topol ogy to sel ect nost
appropriate data plane node resources for a conmunication. |In the
context of this docunment, Topol ogy has can be | everaged to

i npl ement the NTDB for the selection of steering paths and

associ ated DPNs which function as MFA- MNA, MFA-CNA, or MFA-TR

Pol i cy Mbdel :

Defines and identifies rules for enforcenent at DPNs.

Mobi | i ty- Cont ext :

Hol ds i nformati on associated with a nobile node and its nobility
sessions. In the context of this docunent, Mbility-Context can
be enriched with traffic steering related rules.

Moni t or:

Provi des mechanisnms to register nonitors (traffic, events) in the
data plane and define status reporting schedul es, which can be
periodic or event-based. 1In the context of this docunent,
Monitors may be used to detect traffic froma CNto an MN on an
MFA node, which could result in a notification to the MFA-NC for
path optim zation and associated steering of traffic to the MN's
current MFA- MNA.

Pl ease refer to [I-D.ietf-dmmfpc-cpdp] for nodel and operational
details.
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4.

o e e e emeeeeaeaaaaa +
+----+ [ MFA Node +----+
| NLDB+- - - - + Controller +- - - - +NTDB|
+--- -+ +----- + - - - - 4o+ +--- -+

| FPC dient |

Fom e e o +
| FPC Agent |
T T
| SDN Controller |
B +
AN
Fomm e - Fom e o - [ S Fom e o - +
| | oo | |
v v | TR2| v v
oo - +-- -+ +-- -+ +-- -+ +-- -+ ot +
/-] MFA-NW AR - - - - - | TRL] ------------ - - - | TR4| ------ | AGA/ MFA- CAN| -/ /
Fom e - +---+ +---+ +---+ F T +

Fi gure 5: Deploynent of the FPC nodels and operation in between the
MFA- NC and MFA nodes on the user plane

Life of a Mobile Node in a MFA Donmi n

Ref erence Topol ogy

Gundavel I'i, et al. Expi res March 23, 2019 [ Page 14]



Internet-Draft MFA Sept enber 2018

oo e e e e +

| MFA Node |

| Controller |

e e e e e eeeo o +
\ +----+ +----+ /
AP -|AGL|----- e | AG- 4| - AP CN1
/ +---- 4+ | MFA Transit Router | +----+ 0\

| N |

| | TR 2] |

| oot |

I I I
\ [ [ : +----+ [ /

MN AP -|AG2|- -|TR-1]- - - - - - - - - |TR-4|- -|AG5|- AP

/ +--- -+ +--- -+ : +--- -+ +--- -+ \

I I I

I H-- oot I

I | TR 3| I

I Ho---t I
\ +--- -+ | | | +--- -+ /
AP -|AG 3|----- I | AG 6] - AP
/ +----+ [ +----+ \
MFA Access- Gat eway I

_( ) _
-( Internet )---- CN\2

Fi gure 6: Reference Topol ogy
4.1. MW's Initial Attachnent to a MFA Donmi n

A nobil e node, MN enters the MFA domain and attaches to the access
poi nt on the gateway AG 2.

Gundavel I'i, et al. Expi res March 23, 2019 [ Page 15]



Internet-Draft MFA Sept enber 2018

+===+ +- -+ +----+ +----+ +- -+ +===+ +===+

ML APl |AG2]  [AIVF NG |oN ol

+===+ +- -+ +-- - -+ +-- - -+ +- -+ +===+ +===+

I I I I I I I
1 *- ATTACH * [ [ [ [ [
I I I I I I I
2 *<emmmmm *oAUTH - - - - - - - - >* | | |
I I I I I I I
3| | | *- NOTI FY- - >* | |
I I I I * I I
4 | [ *<-PROV--------------- * [ [
I I I I I I I
5 *<--1P_CONFI G - - >* [ [ [ [
I I I I
6 *< -(OPTIM ZED) -X- USER_PLANE_PACKET (HNP Fl ow) - >* |
I I I I I I I

7 *< -(OPTIM ZED) - X- USER_PLANE_PACKET (LNP Flow) - - - - - >*

I I I I I I
Figure 7: Mbile Node's Initial Attachment to a MFA Domain

0 1-ATTACH The nobile node with NAI (MNl@etf.org) perforns a
| ayer-2 attach to the access point. This access point is
connected to the access-gateway, AG 2, over a layer-2 link. The
nmobi | e node anchor function is supported on AG2 and is active.

0 2-AUTH. The nobil e node conpl etes the access authentication access
technol ogy specific access nechanisns. The nobile node’'s identity
is established and is authorized for MFA donmain access. The
Aut henti cation interworking (AUTH I VWK) function records the nobile
node’s identity, type of attach as INI TIAL_ATTACH, and the current
| ocation of the nobile node in the access-network, to the node
| ocati on dat abase.

0 3-NOTIFY: The Auth-1WK function delivers the attach event to the
MFA node controller. The information elenents that are delivered
i nclude the nobile node identifier (M\:-1@etf.org), type of attach
as INITIAL_ATTACH, and the identity of the access gateway, which
is AG 2.

0 4-PROV: The NC provisions AG 2 for hosting the MN' s hone-net work

prefix(es). The assigned prefixes are HNP, Hl::/64 and LNP,
L1::/64. These prefixes are froma | arger aggregate bl ock (Ex:
Hl:://48; L1::/48) which are topologically anchored on AG 2. The
policies for hosting the HNP prefixes on the link are provisioned
using FPC interface. The AG2 will include neta-data in the |Pv6
RA nmessages for indicating the properties of the prefixes; Hl::/64
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as the prefix with nmobility support and L1 as the prefix with no
mobi lity support.

0 5-1P_CONFIG The nobile node generates one ore nore | Pv6 addresses
using the prefixes HL and L1. The generated addresses are tagged
with the property neta-data in the host’s source address policy
table. This allows the applications on the nobile node to pick
the addresses based on the application’s nobility requirenments.

0 6-USER PLANE PACKET: The nobile node establishes IP flow with CNL.
The source address is based on the prefix HL. This |IP address
will have nmobility support. The packets associated with this flow
will take the optim zed routing path. There are no tunnels, or
special traffic steering rules in the network.

0 7-USER PLANE PACKET: The nobile node establishes IP flow with CN2
The source address is based on the prefix L1. This |IP address
will not have mobility support. There are no tunnels, or special
traffic steering rules in the network.

MN's Roanming within the MFA Domai n

The nobil e node roans and changes its point of attachnent. It was
initially attached to the access network on AG 2 and now it attaches
to access network on AG6. At the tine of roaming, the nobile node
had two active |IPv6 prefixes HNP, Hl::/64 and LNP, L1::/64 and there
were two active IP flows, one to CN1 using an | Pv6 address fromthe
prefix HLl::/64 and another flow to CN2 using an | Pv6 address fromthe
prefix L1:://64. The MFA network will ensure the prefix Hl::/64 will
be routable on the new network and the active flowto CNL will
survive, however the prefix L1::/64 will not be routable in the new
access network and therefore the flowto CN2 will not survive.
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===+ e S oo+ T T + ===+
| MNL| |AP| |AG 6| | Al e |AG 2| |ONL-Al | ONL
+===+ N E Y S S oo+ N + ===+
| | | | | | | |
1 *- ATTACH * | | I | | |
| | | | | | | |
D F <o AUTH- <= m o eme e oo > | | | |
3| | | *_NOTI FY- - - >* | | |
4 | | * < PROV- < - m e e * | | |
5 I I | * - PROV- - - >* | I
| | | | | | | |
6 *<- | P- CONFI G - >* | | | | |
| | | | | | | |
7 *<-(NON_OPTIM-X - USER PLANE PACKET - - - - X - - = =X - ->*
| | | | | * | |
8 | | | | * <~ REPORT- * | |
9 | | *<- FLOW STEERI NG - - - * | |
10] | | | *_ FLOW STEERI NG - - >* |
| | | | | | |
11%<- (OPTI M ZED) - X - USER PLANE_PACKET - (HNP Flow) - - -X- - ->*
| | | |

Figure 8: Mbile Node's Roaming within the MFA Domai n

0 1-ATTACH The nobile node with NAI (MNl@etf.org) roans in the
network fromAG 2 to AG 6.

0 2-AUTH. The nobil e node conpl etes the handover to the new access
net wor k usi ng access network specific security mechani snms. The
Aut h- 1 WK function updates the nmobile node’s location in the node-
| ocati on database. The updated entry in the node | ocation
dat abase will include the nobile node’s NAI, attach type as
HANDOVER, and the current access-network |ocation as AG 6.

0 3-NOTIFY: The Auth-I1WK function function delivers the handover
event to the MFA node controller. The information el enents that
are delivered include the nobile node identifier (MM-1@etf.org),
type of attach as HANDOVER, and the identity of the access gateway
as AG 6.

0 4-1P_PROV: The NC provisions AG6 for hosting the MN' s hore-
network prefix and |l ocal network prefix. The home network prefix,
Hil::/64 is fromthe previous anchor, AG2 and is not topologically
anchored on AG 6. However, for supporting nobility the prefix is
hosted on the access link while the nobile node is attached to
that access network and till there are active flows. The NC al so
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provi sions AG 6 for hosting a new | ocal network prefix, L2::/64.
This prefix, L2::/64 is froma |larger aggregate block that is
topol ogi cal |y anchored on AG6. The AG6 will include neta-data
in the IPv6 RA nessages for indicating the properties of the
prefixes; Hl::/64 as the prefix with nobility support and L2::/64
as the prefix with no nobility support. The NC al so provisions a
traffic steering rule to steer all uplink IP traffic with source
address Hl::/64 through the previous anchor AG 2.

0 5-1P_PROV: The NC provisions AG2 to steer all IP traffic to
destination addresses matching the prefix, HL::/64 to AG6, and it
al so provisions a rule to report flow neta-data of those flows
taking the non-optinmal traffic path through AG 2. This
essentially allows the NC to | earn about any nobile node’s IP

flows still going through AG2, so it can stitch the optim zed
path for those flows and renove AG 2 fromthe path for those
flows.

0 6-1P_CONFIG The prefix Hl::/64, obtained at the new | ocati on,
will continue to be avail able on the new access link. The new
| ocal network prefix L2::/64 will also be avail able on the new
access link and will be marked as a prefix with no nobility
property. The nobile node may generate one, or nore | Pv6
addresses using the prefix L2::/64. The prefix L1::/64 is no
| onger hosted on the new link and the nobile node will renove it
frominterface configuration.

0 7-USER PLANE PACKET: Any uplink IPlink fromCNL will conme to
AG 2, as its the topol ogical anchor for that address/prefix and
AG 2 will steer the traffic directly to AG 6. On detecting an IP
flowwith the I P address belonging to prefix HL::/64, AG2 wll
report the CNL1-WN1 flow neta-data to NC

0 8-Report: The NC on receiving this event will | ookup the CN anchor
for the flowin its node |ocation database. |If the CN is another
MN within the MFA domain, its current anchor information is
retrieved fromthe node |ocation database. However, if the CNis
a node outside the MFA domain, the anchor for this node can be any
transit router in the MFA domain which is always in path for that
destination. The CN-anchor determ nation for nodes outside the
MFA domain will be based on the network topol ogy database.

0 9-FLOWSTEERING The NC inserts a I[P traffic steering rule on AG 6
to steer the MN1I-CN1's I P flows using Hl::/64 directly to CNl's
anchor which is CN1-A, and bypassing AG 2.

0 10-FLOWSTEERING The NC inserts a IP traffic steering rule on
CN1-A to steer the MN1I-CNL IP flows using Hl::/64 directly to
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MN1' s current anchor which is AG 6, and bypassi ng AG 2.

0 11-USER PLANE PACKET: The MN1-CNl's IP flows using HL::/64 will be
steered directly fromCNl-Ato AG6; AG2 will not be in the path.

4.3. Traffic Steering State Renoval

The mobile node’s IP flows that were established at the previous

| ocation are no |longer active. The steering state that was

i ntroduced at AG 6 and CN1-A will renoved on detecting the inactive
flows. The network nmay al so optionally choose to withdraw the prefix
Hl::/64 and may assign a new HNP prefix which are topol ogically
anchored in the new | ocati on.

+===+ oot oot 4o -+ +- -+ S T + +===+
| MNL| |AP| | AG- 6] | Al W | NCJ |AG 2| |CNL-Al | CNi|
+===+ B T +- -+ B I e + 4===+
I I I I I I I I
¥<o o - - - - X - USER-PLANE-PACKET - - = - - - = = =X - ->*
I I I I I I I
1]- - - - - - - * - INACTIVE FLONDETECT - - - - - - - * - - |
I I * I I I * I
2 | | *. .. REPORT-------- >*<- - - - REPORT----- - - * |
| | * <- REMOVE_STATE- - - - - * | | |
| | | | * . REMOVE_STATE- - - - - > |
I I I I

Figure 9: State Renoval

0 1-1N_ACTI VE_FLOW DETECT: At sone point the MN1-CNL fl ow using the
prefix HL::/64 is no | onger active.

0 2-REPORT: Both AG 6 and AG2 will detect the inactive flows and
may report this event to the NC. The steering state associ ated
with MN1-CN1 flow using the prefix Hl::/64 may be renoved prior to
reporting to the NC. Optionally, the NC on receiving the
I NACTI VE_FLOW DETECT event may provision AG 6 and CN1-A to renove
the steering state.

0 4- REMOVE_STATE:
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4.4, Nobile Node's new | P fl ows

The mobile node’s IP flows that were established at the previous

| ocation are no |longer active and any created steering state was
renoved. The network may optionally choose to withdraw the prefix
Hl::/64 and may assign a new HNP prefix which is topologically

anchored in the new location. Al new|IP flows will use the new

prefix and the flows will take optimal routing path.

+===+ B S SR S +- -+ +===+

| MNL| | AP| | AG 6] | Al WF| | NC| | CN3|

+===+ oo -4+ H--- -+ +- -+ +===+
| | | | | |

1 *<- - - - - - -X - USER PLANE-PACKET - - - - - - - - - - ->*

Fi gure 10: New Fl ows

0 1-USER PLANE PACKET: The nobile node’'s has established sone IP
flows using the I P address fromthe new HNP and LNP assi gned at
the new | ocation. These IP flows will take optimal routing path
and there is no need for any steering state, or the use of tunnels
in the network for the nobile node’s traffic.

5. MFA in 5G System Architecture

3GPP is specifying the 5G System Architecture, which follows a split
bet ween control - and data plane. Key control plane functions, which
have interfaces to the data plane, are the Access Network and

Mobi lity Managenent Function (AMF), and the Sessi on Managenent
Function (SMF). AMF and SMF cooperate to set up data plane nodes in
the (radio) access network ((R)AN) and the core network, which
conmprises one or nultiple User Plane Functions (UPF). As soon as a
mobi | e node (UE) attaches to the network, as Packet Data Unit (PDU)
Session is established and the SMF in the control plane selects one
UPF as PDU Session Anchor, which serves also as | P address anchor.
The SMF may sel ect one nore UPF on the path in between the PDU
Session Anchor and the (R)AN, which enables routing traffic in
between the UE and a | ocal packet data network (PDN) with a
correspondent node or service without the need to traverse the PDU
Sessi on Anchor.

In the view of MFA, each UPF can represent a |locator for the UE s
downlink traffic on the N9 as well as on the N6 reference point in
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the 5G System Architecture. Since the SMF is in charge of UPF

sel ection and configuration, the MFA-NC can | everage the SMF to
retrieve node location information per this specification’ s procedure
to access the NLDB fromthe MFA-NC. For MFA node sel ection and
traffic steering, the MFA-NC nmay need nore informati on about the data
plane in terns of the transport network nodes and topol ogy. Details
about the NTDB are left out of this version of the docunent, but a
realization may exploit avail abl e Topol ogy i nformation per
[I-D.ietf-dmmfpc-cpdp].

In the figure below, a UEE's UPFs can function as MFA nodes, either as
MFA- MNA or as MFA-CNA in case of nobile to nobile comunicati on.

O her transport network nodes, which may function as MFA-CNA for the
UE' s comuni cation with a (non-nobile) correspondent node or service,
are not explicitly depicted in the below figure. The M-A function
can be tightly coupled with a UFP (co-located) or |oosely coupled
(separated). The MFA-NC utilized the FPC nodel s and operation to
enforce traffic steering policies in the MFA nodes. |n case of |oose
coupling, the SMF utilizes the N4 protocol per the 3GPP standard to
configure the sel ected UPF, whereas the MFA-NC uses FPC to enforce
policies in the associated (|l oosely coupled) MFA node. In case of
tight coupling, the MFA-NC nmay be co-located with the SMF and a
single reference point and associ ated protocol nmay be used in between
t he SMF/ MFA-NC and a UPF/ MFA node.

B T S T e S e e T T T EE— S
| NSSF| | NEF | | NRF | | AUSF| | UDM | | PCF | | AF |
B S e S e e S I i S e o
I I I I I I I
I I I
+--a + +--a + S R +
Femmmm - | AMF | | SMF |----+----| MFA-NC| - -+
| [ + [ + | R e, +
| | N4| NLDB | NTDB
I I I I
[ [ FPC 4---i---mmmmma e - - +
I I | | FPC
| N1 | N2 e I R SR B +
I I I | N4 || I
+----+ +----- + oo - + oo - + |
| UE | | (RAN ----- | UPF | ------ | UPF |----------- ( PDN)
+----+ +--- - - + N3 | + NO | + N6
|  MFA | |  MFA |
R + R +
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6.

9.

9.

9.

Figure 11: New Fl ows

| ANA Consi der ati ons

TBD

Security Considerations

This specification allows a nobility node controller to provision IP
traffic steering policies on the user plane nodes. It essentially

| everages the FPC interface [I-D.ietf-dnmfpc-cpdp] for interfacing
with the user-plane anchor nodes. The security considerations
specified in the FPC specification are sufficient for securing the
messages carried on this interface.

The traffic steering rules that are provisioned on the MFA nodes by
the MFA node controller are the standard policy rules that the FPC
interface defines and does not require any new security

consi derati ons.
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