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Abst ract

This meno introduces a DNS proxy use case to tunnel DNS query and
response using DNS over HTTPs (DOH) protocol, a newy proposed DNS
transport. The proxy use case is useful as a increnmental adoption
tool when DOH is not widely available in old-transport client and
server.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2019.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

RFC 1035 [ RFC1035] specifies the wire format for DNS messages. |t

al so specifies DNS transport on UDP and TCP on port 53, which is
still used today. To enhance the availability of honest DNS, a new
DNS transport: DNS over HITPs (DOH) [I-D.ietf-doh-dns-over-https] is
proposed which transport DNS over HTTPs , in a way to cure DNS' s
long-tine suffering fromon-path attack by spoofing and bl ocki ng.

This meno i ntroduces a DNS proxy use case to | everage the DOH
protocol as a substrate to tunnel DNS data over HTTPs which is called
DOH proxy in the rest of the docunment. It is useful especially when
nost DNS stub-resol vers and far-end servers are not aware the new DOH
protocol, but a public or private proxy using DOH can be depl oyed and
of fer DOH capacity to users to bypass the networks where DNS is not
wor ki ng properly.

Just as a normal DNS proxy described in [ RFC5625], DOH proxy works as
a sinple DNS forwarder keeping the transparency principle, so any
"hop- by- hop" nechani sns or newy introduced protocol extensions
operate as if the proxy were not there.

In order to keep the transparency of DCOH proxy, a new variable
"proto” in URI Tenplate is defined for DOH proxy use case. It allows
the proxy server use the same transport protocol (UDP or TCP) to
forward DNS query to far-end server just as the stub-client does

wi t hout DOH proxy.

May REMOVE BEFORE PUBLI CATI ON: Conparing using a general VPN, the DOH
proxy can work on an actual HITP server, so it can be hosted on a
machi ne that al so serves web pages. This nmeans that DNS over HITP is
slightly nore "stealthy" than a VPN, in that it can be

i ndi stinguishable fromnormal web traffic.
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Use case description

The typical scenario is that a DOH proxy sitting between stub-

resol ver and the recursive server. The stub-resolver is configured
sendi ng DNS query to a DOH proxy and expects reply fromthe sanme DOH
proxy . Just as a normal DNS proxy described in [ RFC5625], DOH proxy
wor ks as a sinple DNS forwarder keeping the transparency principle.
The only difference is DOH proxy consist two part, a proxy client as
a initiator of DOH tunnel and a proxy server as a termnator. The
proxy client speaks DOH with proxy server carrying the sane DNS query
recei ved from stub-resol ver. The proxy server will forward the exact
DNS query received from stub-resolver to the configued recursive
server.

To keep the transparency principle of DOH proxy, any "hop-by-hop"
mechani sms or newy introduced protocol extensions operate as if the
DOH proxy were not there. Different fromthe native DOH protocol, in
DOH proxy use case, there should be a indication introduced for proxy
client to tell the proxy server original transport (UDP or TCP) the
stub-resol ver uses to send DNS query to proxy client.

For exanple if the proxy client receives the query via UDP, then it
will notify the proxy server with a "proto=udp" indicator which is
defined in Section 3. If proxy client receives the query via TCP
then it will carry a "proto=tcp" indicator with the same DNS query
wi t hout the two-byte length field defined in DNS over TCP [section
4.2.2 in [RFCL035]].

Besi des the original transport indicator, as specified in DOH
docunent, the proxy server MJST be able to process both "application/
dns- nessage"request nessages and forward the query to a configured
recursive server using the same transport between sub-resol ver and
proxy client. The response will be delivered back to sub-resol ver
accordingly. In DOH proxy use case, each DNS query-response pair is
mapped into a DOH query-response pair. And the transport for DNS
query and response MJUST be the sane.

It is possible that a proxy client as a nodul e can be deployed in the
same host with the sub-client listening to a | oop-back address. A
proxy server can be inplenented that way to host a recursive DNS
process as well. The can be conbined to form four depl oynent
scenari os of DOH proxy use case.

It is also possible to use the proxy server as a regular web server
at the sane tine that is acting as a proxy server.

Note that the proxy client will face the sane bootstrappi ng problem
described in DOH when the HTTPs request needs to resol ve the nane of
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server and send the request to on I P address. The strategy is either
use the IP directly or use another resolver (like the nornmal DHCP-
supplied resolver) to | ookup the I P of the server

3. Oiginal transport indicator in DOH proxy

In DOH docunent[1-D.ietf-doh-dns-over-https], the HITP request uses a
URI defined by the DOH server through the use of a URI Tenplate in
which no variables is defined. 1In this docunent, a new variable
"proto" is defined as the indicator of original transport. For
exanpl e, The URI "https://exanple.conf proxy_dns?proto=tcp" will cause
the server to nmake a request using TCP. And the URL
"https://exanpl e. com proxy_dns?prot o=udp” will cause the server to
make a request using UDP

4. Inplenmentation considerations

The DOH proxy may return TC bit to the sub-resolver which will cause
TCP fall back starting fromthe sub-resolver. An alternative advised
is that the proxy has to have sufficient smarts to recogni ze the
returned TC bit and re-issue the request over TCP to the back-end DNS
server.

Anot her inplenentation is suggested that DOH proxy server has a poo
of TCP connections fromthe proxy to the back-end DNS server(s), over
whi ch i ncom ng requests can be multipl exed.

5. Security Considerations

The DOH proxy use case does not introduce new protocol and any new
security considerations since it is built on the DNS over HTTPS
protocols. Al security considerations and recomendati ons apply in
DOH proxy use case.

Since DOH proxy is a also a special DNS proxy, the security
reconmendat i ons of DNS proxy RFC 5625 [ RFC5625] al so apply in DOH
proxy use case

Note that the ability to perform DNS queries in this way may all ow
users to bypass local DNS policy. This nay be problematic in any
envi ronnment where adninistrators need to enforce specific DNS
behavi or, such as an enterprise environnent. The protocol outlined
here does not introduce any new capabilities in this area, but by
creating a nore standardi zed way of doing this it may cause
operational problenms for enterprise adm nistrators.

Song, et al. Expi res January 3, 2019 [ Page 4]



Internet-Draft An Proxy Use Case of DNS over HITPS July 2018

6.

| ANA consi derations
No | ANA considerations for DCOH proxy
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