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Abstract

Thi s docunment di scusses the notivation and requirenents for Nane
Resol ution Service (NRS) in ICN. The NRSin ICNis to translate an
obj ect nane into sone other information such as |ocator and anot her
nane which is used for forwarding the object request.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

The current Internet is a host-centric networking, where hosts are
uniquely identified with | P addresses and conmmuni cati on i s possible
bet ween any pair of hosts. Thus, information in the current Internet
is identified by the nane of host where the information is stored.

In contrast to the host-centric networking, the prinmary conmunication
objects in Information-centric networking (I CN) are the naned data
objects (NDOs) and they are uniquely identified by the |ocation-

i ndependent names. Thus, ICN aiming to the efficient dissem nation
and retrieval of the NDOs in a global scale has been identified and
acknow edged as a prom sing technology for the future Internet
architecture to overcone the lintations of the current Internet such
as scalability, mobility, etc.[Ahlgren] [Xylomenos]. |ICN also has
been enmerged as a candidate architecture for 10T environnment since

| oT focuses on data and information rather than end-to-end
communi cati ons [Baccelli] [Amadeo] [Quevedo] [Amadeo2?] [ID.Zhang2?].

Si nce nami ng data independently fromthe current |ocation where it is
stored is a primary concept of ICN, howto find the NDO using the

| ocati on-i ndependent nane is one of the mpbst inportant design
challenges in ICN.  Such ICN routing may conprise three steps

[ RFC7927]

o Nane resolution : matches/translates a content nane to | ocators of
provi ders/sources that can provide the content.

o Content discovery : routes the content request towards the content
ei ther based on its nane or | ocator

0 Content delivery : transfers the content to the requester
In three steps of ICN routing, this docunment focuses only the nane
resolution step which translates a content nanme to its locators. In

addition, this docunent considers all other types of name resolution
in ICN such as nane to nanme, nane to manifest.
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Thus, this docunment presents the definition of the Nane Resol ution
Service (NRS) in ICN and di scusses the notivation and the
requirenents in designing the NRS for ICN

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. Nane Resolution Service in ICN

The Nane Resolution Service (NRS) in ICNis defined as the service
that provides the name resolution function translating an object name
into sone other information such as |ocator and another name that is
used for forwarding the object request. In other words, the NRS is
the service that shall be provided by ICNinfrastructure to help a
consuner to reach a specific piece of content, service, or host using
a persistent nanme when the name resolution is needed.

The nane resolution is a necessary process in ICN routing although
the nane resol ution either can be separated fromthe content

di scovery as a standal one process or can be integrated with the
content discovery as one conbi ned process. The former is referred as
st andal one nane resol uti on approach, the latter is referred as name
based routing approach in this docunent.

3.1. Standal one nane resol uti on approach

The NRS coul d take the standal one name resol ution approach to return
the client with the locators of the content, which will be used by
the underlying network as the identifier to route the client’s
request to one of the producers. There are several |ICN projects that
use the standal one nanme resol uti on approach such as DONA[ Koponen],
PURSU T [PURSU T], SAIL [SAIL], MbilityFirst [MF], |DNet [Jung],

et c.

3.2. Nanme based routing approach

The NRS coul d take the nane based routing approach, which integrates
the nane resolution with the content request nessage routing as in

NDN [ NDNJ / CCN [ CCN] .

In the case that the content request also specifies the reverse path,
as in NDN/ CCN, the nane resol ution nechani smal so determ nes the
routing path for the data. This adds a requirenment on the nane

resol ution service to propagate request in a way that is consistent
with the subsequent data forwarding. Nanely, the request nust sel ect
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a path for the data based upon the finding the copy of the content,
but al so properly delivering the data.

3.3. Hybrid approach

The NRS coul d al so take hybrid approach which can perform nanme based

routi ng approach fromthe beginning, when it fails at certain router

the router can go back to the standal one nanme resol uti on approach

The alternative hybrid NRS approach al so works, which can perform

st andal one nane resol uti on approach to find |l ocators of routers which
can carry out the name based routing of the client’s request.

A hybrid approach woul d conbi ne nanme resolution as a subset of
routers on the path with some tunneling in between (say, across an
adm nistrative domain) so that only a few of the nodes in the
architecture performnane resolution in the name-based routing
appr oach.

3.4. Conparisons of name resol uti on approaches

The foll owi ng conpares the standal one nane resol uti on and nane based
routi ng approaches fromdifferent aspects:

o Update nessage overhead : The update nessage overhead is due to
t he change of content reachability, which may include content
caching or expiration, content producer nobility etc. The nane
based routing approach may require to flood part of the network
for update propagation. |In the worst case, the nane based routing
approach may flood the whole network (but mitigating techni ques
may be used to scope the flooding). The standal one nane
resol uti on approach only requires to update propagation in part of
the nane resol ution overl ay.

0 Resolution capability : The standal one name resol uti on approach
can guarantee the resolution of any content in the network if it
is registered to the nane resol ution overlay (assuning the content
is being broadcast in the overlay after it is registered). On the
ot her hand, the name based routing approach can only prom se a
hi gh probability of content resolution, depending on the fl ooding
scope of the content availability information (i.e. content
publ i shing nessage and nane based routing table).

0 Node failure inpact : Nodes involved in the standal one nane
resol uti on approach are the name resolution overlay servers (e.g.
Resol ution Handlers in DONA), while the nodes involved in the nane
based routing approach are routers which route nessages based on
| ocal Iy mai ntai ned name based routing tables (e.g. NDN routers).
Node failures in the standal one nane resol uti on approach nay cause
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sone content resolution to fail even though the content is

avail abl e. This problem does not exist in the name based routing
approach because other alternative paths can be discovered to
bypass the failed ICN routers, given the assunption that the
network is still connected.

o Mintained databases : The storage usage for the standal one name
resol ution approach is different fromthat of the name based
routing approach. The standal one nane resol uti on approach
typically needs to naintain two databases: nane to | ocator nmapping
in the nane resolution overlay and routing tables in the routers
on the data forwardi ng plane. The name based routing approach
needs to maintain different databases: nanme routing table and
optionally breadcrunbs for reverse routing of content back to the
requester.

4. Mtivation of NRS in ICN
This section presents the notivation and use cases of NRS in ICN
4.1. Heterogeneous names in |ICN

In ICN design, a name is used to identify an entity, such as naned
data content, a device, an application, a service. |ICN requires
uni queness and persistency of the nane of any entity to ensure the
reachability of the entity within certain scope and wth proper

aut henti cation and trust guarantees. The nanme does not change with
the nmobility and multi-home of the corresponding entity. A client
can always use this nane to retrieve the content from network and
verify the binding of the content and the nane.

Ideally, a nane can include any formof identifier, which can be
flat, hierarchical, and human readabl e or non-readabl e.

There are heterogeneous content nam ng schenmes [ID. Zhang] [ RFC1498]
and nane resol ution approaches fromdifferent ICN architectures. For
exanpl e:

0 Nanmes in DONA [ Koponen] consist of the cryptographic hash of the
principal’s public key P and a | abel L uniquely identifying the

information with respect to the principal. Nane resolution in
DONA is provided by specialized servers called Resolution Handl ers
(RHs) .

0 Content in PURSU T [PURSU T] is identified by a conbination of a
scope I D and a rendezvous ID. The scope ID represents the
boundari es of a defined dissenination strategy for the content it
contain. The rendezvous IDis the actual identity for a
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particular content. Nane resolution in PURSU T is handl ed by a
coll ection of Rendezvous Nodes (RNs), which are inplenented as a
hi erarchi cal Dynam ¢ Hash Tabl e (DHT)[ Raj ahal ne] [ Kat saros].

0 Nanes in NDN [NDN] and CCN [CCN] are hierarchical and nay be
simlar to URLs. Each name conponent can be anything, including a
dotted human-readable string or a hash value. NDN CCN adopts the
nane based routing. The NDN router forwards the request by doing
the | ongest-match | ookup in the Forwardi ng I nformation Base (FIB)
based on the content nane and the request is stored in the Pending
Interest Table (PIT).

o In MbilityFirst [MF], every network entity, content has a d oba
Uni que ldentifier (GQU D). GJUDs are flat 160-bit strings with no
semantic structure. Name Resolution in MbilityFirst is carried
out via a dobal Nane Resol ution Service (G\RS)

Al t hough the existing naming schenes are different, they all need to
provi de basic functions for identifying a content, supporting trust
provenance, content |ookup and routing. The NRS nmay combine the
advant ages of different mechanisns. The NRS may be able to provide a
generic nam ng schema to resolve any type of content nane, either it
is flat or hierarchical

4.2. Dynamismin |ICN

In ICN literature, it is said that nmobility can be achieved in
fundanmental feature of ICN. Especially, consumer or client mobility
can be achi eved by allow ng information requests to basic procedure
fromdifferent interfaces or through attachnment point of the new
networ k. Moreover, seanless nobility service in |ICN ensures that
content reception continues wthout any disruption in ICN
application, so in consumer point of view seanless mobility can be
easi |y support ed.

However, producer or publisher nobility in ICNis nore conplicated to
be supported. |If a publisher noves into different authority domain
or network location, then the request for a content published by the
movi ng publisher with origin nanme would be hardly forwarded to the
nmovi ng publisher. Especially in a hierarchical nane schene,
publ i sher nobility support is nuch harder than in a flat nane schene
since the routing tables related in broad area shoul d be updated
according to the publisher novenment. Therefore, various |ICN
literatures woul d adopt NRS to achi eve the publisher mobility, where
NRS can be inplenmented in different ways such as rendezvous
mechani sm nappi ng, etc.
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Besides nobility, ICN has challenge to support the dynam sm features
like multi-hom ng, migration, and replication of naned resources such
as content, devices, services, etc. and NRS may help to support the
dynam sm f eat ures

4.3. Routing systemin ICN

In ICN, data objects nust be identified by names regardl ess their

| ocation or container [RFC7927] and the names are divided into two
types of schenes: hierarchical and flat nanespaces. A hierarchica
schenme used in CCN and NDN architectures has a structure simlar to
current URI's, where the hierarchy inproves scalability of routing
system It is because the hierarchy enabl es aggregati on of the nane
resulting in reducing the size of RIB or FIB as simlar to IP routing
system In a flat scheme, on the other hand, nane routing is not
easy since nanes in a flat namespace cannot be aggregated anynore

whi ch woul d cause nore the scalability problemin routing system In
order to address such problem a flat nane can be resolved to sone

i nformati on which is routable through NRS

In ICN, application nanmes identifying contents are used directly for
packet delivery, so ICN routers run a nanme-based routing protocol to
buil d nanme-based routing and forwardi ng tables. Regardless of nane
scheme, if non-aggregated nanme prefixes are injected to the Default

Route Free Zone (DFZ) of ICN, then they would be driving the growth

of the DFZ routing table size, which is the same as the scalability

issue of P routing. Thus a solution to keep the routing table size
under control is needed, which can be done by defining indirection

| ayer.

4.4, Use cases of NRS

Thi s subsection describes NRS used in many other ways in ICN
literature.

4.4.1. Flat nane based routing support

In PURSU T [ PURSU T], names are flat and the rendezvous functions are
defined for NRS, which is inplemented by a set of Rendezvous Nodes
(RNs), the Rendezvous Network (RENE). Thus a nane consisted of a
sequence of scope IDs and a single rendezvous IDis routed by RNs in
RENE. Thus, PURSU T decoupl es nane resolution and data routing,
where NRS is perfornmed by the RENE.

In MobilityFirst [MF], a name called a gl obal unique ldentifier
(QUID) derived froma hunman-readabl e nane via a gl obal nami ng service
is flat typed 160-bits strings with self-certifying function. Thus,
Mobi lityFirst defines a global nanme resolution service (G\NRS) which
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resolves GUIDs to network addresses and decoupl es nane resol ution and
data routing as simlar to PURSU T.

4.4.2. Producer nobility support

In NDN [ Zzhang2], for producer nobility support, rendezvous mechani sms
have been proposed to build interests rendezvous (RV) with data
generated by a nmobile producer (MP). There can be classified two
appr oaches such as chase nobil e producer and rendezvous dat a.
Regardi ng MP chasi ng, rendezvous acts as a nmmppi ng service that

provi des the mapping fromthe nane of the data produced by the MP to
the MP s current point of attachnent (PoA) nane. Alternatively, the
RV serves as a honme agent like as IP nmobility support, so the RV
enabl es consuner’s interest nmessage to tunnel towards the MP at the
PoA. Regardi ng rendezvous data, noving the data produced by the M
have been hosting at data depot instead of forwardi ng interest
messages. Thus a consuner’s interest nessage can be forwarded to
stationary place as called data rendezvous, so it would either return
the data or fetch it using another mapping solution. Therefore, RV
or other mapping functions are in the role of NRS in NDN

In [Ravindran], forwarding-label (FL) object is referred to enable
identifier (ID) and |locator (LID) nanespaces to be split in ICN
Generally, I Ds are managed by applications, while locators are
managed by a network adninistrator, so that IDs are mapping to

het er ogeneous nanme schenes and LI Ds are mappi ng to network domai ns or
specific network elements. Thus the proposed FL object acts as a

| ocator (LID) and provides the flexibility to forward Interest
messages t hrough mappi ng service between IDs and LI Ds. Therefore,
the mapping service in control plane infrastructure can be considered
as NRS in this draft.

In MbilityFirst [MF], both consumer and publisher nmobility can be
primarily handl ed by the gl obal name resol ution service (G\NRS) which
resolves GUIDs to network addresses. Thus, the GNRS nust be updated
for mobility support when a network attached object changes its point
of attachment, which differs from NDN CCN.

4.4.3. Scal abl e routing support

In [ Afanasyev], in order to address the routing scalability problem
in NDN's DFZ, a well-known concept of Map-and-Encap is applied to
provide a sinple and secure nanespace mappi ng solution. 1In the
proposed map- and- encap desi gn, data whose nane prefixes do not exi st
in the DFZ forwarding table can be retrieved by a distributed napping
system cal | ed NDNS, which naintains and | ookups the mappi ng
information froma nane to its globally routed prefixes, where NDNS
is a kind of NRS
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4.4.4. O f-Path cache support

Caching in-network is considered to be a basic architectura
conmponent of an ICN architecture. It nay be used to provide a
Quality-of -Service (QS) experience to users, reduce the overal
network traffic, prevent network congestion and Deni al - of - Servi ce
(DoS) attacks and increase availability. Caching approaches can be
categorized into off-path caching and on-path cachi ng based on the

| ocation of caches in relation to the forwarding path froma origina
server to a consuner. Of-path caching, also referred as content
replication or content storing, ains to replicate content within a
network in order to increase availability, regardl ess of the
relationship of the location to the forwarding path. Thus, finding
of f-path cached objects is not trivial in name based routing of ICN
In order to support off-path caches, replicas are usually advertised
into a nanme- based routing systemor into NRS

In [Bayhan], a NRS used to find off-path copies in the network, which
may not be accessible via content di scovery nmechani snms. Such
capability is essential for an Autonomous System (AS) to avoid the
costly inter-AS traffic for external content, to yield higher

bandwi dth efficiency for intra-AS traffic, and to decrease the data
access latency for a pleasant user experience.

4.4.5. Nanel ess object support

In CCNx 1.0 [ Mbsko2?], the concept of "Nameless (bjects” that are a
Content (bject without a Nane is introduced to provide a neans to
nmove Content between storage replicas without having to rename or re-
sign the content objects for the new name. Nanel ess Objects can be
addressed by the Content CbjectHash that is to restrict Content Object
mat chi ng by usi ng SHA- 256 hash.

An Interest nmessage would still carry a Nane and a Cont ent Obj ect Hash
where a Nanme is used for routing, while a ContentQbjectHash is used
for matching. However, on the reverse path, if the Content (bject’s
nane is mssing, it is a "Naneless Cbject" and only matches agai nst

t he Cont ent Obj ect Hash. Therefore, a consuner needs to resol ve proper
nane and hashes through an outside system which can be considered as
NRS.

4.4.6. Menifest support
In collection of data objects which were organi zed as large and file
like contents [FLIC], the manifests are used as data structures to

transport this information. Thus, the manifests nmay contain hash
di gests of signed content objects or other nanifests, so that |arge
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content objects which represent |arge piece of application data can
be collected by using the manifest.

In order to request content objects, a consuner needs to know a

mani fest root name to acquire the manifest. |In case of FLIC, a
mani f est nanme can be represented by a nanel ess root nanifest, so that
out si de system may be involved to give this information to the
consurer. Therefore, NRS can be considered as a kind of mapping

dat abase system

5. Requirenents for NRSin ICN

This section presents the requirements for designing NRSin ICNin
terns of service, systemand security aspects, respectively.

5.1. Requirenents as a service
Thi s subsection presents the requirements for NRS as a service.

5.1.1. Delay sensitivity
The nane resol ution process provided by the NRS nust be conpleted
within a minimnumdelay. |If the nane resolution takes too |ong, then
the content request packet nay get dropped or it will yield the high
content retrieval time for content requestor. Thus, the content
retrieval tine has to be content requestor-tolerant.

5.1.2. Accuracy
The NRS nust provide accurate and up-to-date information on how to
di scover the requested content with nini numoverhead in propagating
the update information. For exanple, a content can be noved from one
domain to another domain due to the nmobility of the producer, then
the old nanme record should be deleted fromthe NRS system and a new
nane record should be added and updated with m ni nrum del ay.

5.1.3. Resolution guarantee
The NRS nust ensure the nane resolution success if the matching
content exists in the network, regardless of its popularity, nunber
of cached copi es.

5.2. Requirenments as a system

Thi s subsection presents the requirenments for NRS as a system
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5.2.1. Scalability

The NRS system nust be extrenely scal able to support a | arge nunber
of content objects as well as billions of users, who may access the
system t hrough vari ous connection nethods and devices. Especially in
| oT applications, the data size is small but frequently generated by
sensors. Message forwardi ng and processing, routing table building-
up and name records propagation nust be efficient and scal abl e.

5.2.2. Manageability
The NRS system nust be nmanageabl e since sone parts of the system nmay
grow or shrink dynanmically and a NRS system node nmay be added or
del et ed.

5.2.3. Deployability
The NRS system nust be depl oyabl e since deployability is inportant
for areal world system |f the NRS system can be depl oyed fromthe
edges, then the depl oynent can be sinplified.

5.2.4. Fault tolerance
The NRS system nust ensure resilience to node failures. After a NRS
node fails, the NRS system nmust be able to restore the nane records
stored in the NRS node.

5.3. Requirenents on Security aspect

This subsection presents the requirements for NRS on security aspect
for both node and data in the NRS system

5.3.1. Accessibility

The nane records nmust have proper access rights such that the
i nformati on contained in the nane record would not be revealed to

unaut hori zed users. In other words, The NRS system nust be prevented
fromthe malicious users attenpting to hijack or corrupt name
records.

5.3.2. Authentication

Users/ nodes that register thenselves in the NRS system nmust require
the authentication to ensure who clains to be. For exanple, the
attacker can act as a fake NRS server which causes disruption or

i ntercepts the data.
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5.3.3. Data confidentiality
NRS nust keep the data confidentiality to prevent a |ot of sensitive
data from reachi ng unaut hori zed data requestor such as in |oT
envi ronment .

5.3.4. Dat privacy

When a private data is registered in the system the NRS system nust
support the privacy to avoid the information |eaking. Oherw se,
unaut hori zed entity nay disclose the privacy.

6. | ANA Consi derations
There are no | ANA considerations related to this docunent.
7. Security Considerations
[ TBD|
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[ TBD|
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