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Abst ract

Thi s docunent di scusses probl em statenent and use cases on | P-based
vehi cul ar networks, which are considered a key conponent of
Intelligent Transportation Systens (ITS). The nmain topics of

vehi cul ar networking are vehicle-to-vehicle (V2V), vehicle-to-
infrastructure (V21), and vehicle-to-everything (V2X) networking.
First, this docunent surveys use cases using V2V, V2I, and V2X
net wor ki ng. Second, this docunent analyzes current protocols for
vehi cul ar networki ng and general problens on those current protocols.
Third, this docunent does problem exploration for key aspects in |P-
based vehi cul ar networki ng, such as |IPv6 over |EEE 802.11-CCB, |Pv6
Nei ghbor Di scovery, Mbbility Managenent, Vehicle Identities
Management, Miltihop V2X Communi cations, Milticast, DNS Nani ng
Services, Service Discovery, |IPv6 over Cellular Networks, Security
and Privacy. For each key aspect, this document di scusses problem
statenment to anal yze the gap between the state-of-the-art techniques
and requirenents in | P-based vehicul ar networKking.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2019.
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1. Introduction

Vehi cul ar networ ks have been focused on the driving safety, driving
efficiency, and entertai nment in road networks. The Federa

Conmruni cati ons Conmmi ssion (FCC) in the US allocated wirel ess channel s
for Dedicated Short-Range Comuni cations (DSRC) [DSRC], service in
the Intelligent Transportation Systenms (I TS) Radio Service in the
5.850 - 5.925 GHz band (5.9 GHz band). DSRC-based wirel ess
communi cati ons can support vehicl e-to-vehicle (V2V), vehicle-to-
infrastructure (V21), and vehicle-to-everything (V2X) networking.

For driving safety services based on the DSRC, |EEE has standardized
Wrel ess Access in Vehicular Environments (WAVE) standards, such as

| EEE 802. 11p [| EEE-802. 11p], |EEE 1609.2 [WAVE-1609. 2], |EEE 1609. 3

[ WAVE- 1609. 3], and | EEE 1609. 4 [ WAVE-1609.4]. Note that |EEE 802.11p
has been published as | EEE 802. 11 Qutside the Context of a Basic
Service Set (OCB) [l EEE-802.11-0CB] in 2012. Along with these WAVE
standards, |1Pv6 and Mbile IP protocols (e.g., MPv4d and M Pv6) can
be extended to vehicul ar networks [ RFC2460] [ RFC5944] [ RFC6275]. Al so,
ETSI has standardi zed a GeoNetwor king (GN) protoco

[ ETSI - GeoNet wor ki ng] and a protocol adaptation sub-layer from
GeoNetworking to | Pv6 [ETSI-GeoNetwork-1P]. In addition, |SO has
standardi zed a standard specifying the | Pv6 network protocols and
services for Communications Access for Land Mobiles (CALM
[1SOITS-1PvE].

Thi s docunment di scusses problem statenents and use cases related to

| P-based vehicul ar networking for Intelligent Transportation Systens
(ITS). This docunent first surveys the use cases for using V2V and
V2l networking in the ITS. Second, for problemstatenent, this
docunment deals with critical aspects in vehicular networking, such as
| Pv6 over | EEE 802.11-CCB, |Pv6 Nei ghbor Discovery, Mbility
Management, Vehicle ldentities Managenment, Miltihop V2X

Conmruni cations, Muilticast, DNS Nam ng Services, Service Discovery,

| Pv6 over Cellular Networks, Security and Privacy. For each key
aspect, this docunent discusses problem statenment to anal yze the gap
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between the state-of-the-art techni ques and requirenents in |P-based
vehi cul ar networking. Finally, with the problemstatenent, this
docunent suggests demandi ng key standardi zation itens for the

depl oynent of IPWAVE in road environnents. As a consequence, this
will make it possible to design a network architecture and protocols
for vehicul ar networKki ng.

2. Term nol ogy
Thi s docunent uses the follow ng definitions:

0 WAVE: Acronymfor "Wreless Access in Vehicul ar Environnents"
[ WAVE- 1609. 0] .

o DwW Acronymfor "Distributed Mbility Managenent”
[ RFC7333] [ RFC7429] .

0 Road-Side Unit (RSU): A node that has physical conmmunication
devices (e.g., DSRC, Visible Light Comunication, 802.15.4, LTE-
V2X, etc.) for wireless conmunications with vehicles and is al so
connected to the Internet as a router or switch for packet
forwarding. An RSU is deployed either at an intersection or in a
road segnent.

0 On-Board Unit (OBU): A node that has a DSRC device for wireless
communi cations with other OBUs and RSUs. An OBU is mounted on a
vehicle. It is assunmed that a radi o navigation receiver (e.qg.

A obal Positioning System (GPS)) is included in a vehicle with an
OBU for efficient navigation.

0 Vehicle Detection Loop (or Loop Detector): An inductive device
used for detecting vehicles passing or arriving at a certain
point, for instance approaching a traffic light or in notorway
traffic. The relatively crude nature of the loop’'s structure
means that only netal masses above a certain size are capabl e of
triggering the detection.

o Traffic Control Center (TCC): A node that maintains road
infrastructure information (e.g., RSUs, traffic signals, and | oop
detectors), vehicular traffic statistics (e.g., average vehicle
speed and vehicle inter-arrival tinme per road segnent), and
vehicle information (e.g., a vehicle's identifier, position,
direction, speed, and trajectory as a navigation path). TCCis
included in a vehicular cloud for vehicul ar networks.
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3.

.1

Use Cases

This section provides use cases of V2V, V2I, and V2X networking. The
use cases of the V2X networking exclude the ones of the V2V and V2I
net wor ki ng, but include Vehicle-to-Pedestrian (V2P) and Vehicl e-to-
Devi ce (V2D).

\74Y;
The use cases of V2V networking discussed in this section include

0 Context-aware navigation for driving safety and collision
avoi dance;

o Cooperative adaptive cruise control in an urban roadway;
o Platooning in a hi ghway;
o Cooperative environnent sensing.

These four techniques will be inportant elements for self-driving
vehi cl es.

Cont ext - Aware Safety Driving (CASD) navigator [CASD] can help drivers
to drive safely by letting the drivers recogni ze dangerous obstacl es
and situations. That is, CASD navigator displays obstables or

nei ghbori ng vehicles relevant to possible collisions in real-time

t hrough V2V networ ki ng. CASD provides vehicles with a cl ass-based
autonmatic safety action plan, which considers three situations, such
as the Line-of-Sight unsafe, Non-Line-of-Sight unsafe and safe
situations. This action plan can be perfornmed anong vehicl es through
V2V net wor ki ng.

Cooperative Adaptive Cruise Control (CACC) [CA-Cuise-Control] helps
vehicles to adapt their speed autononously through V2V comuni cation
anmong vehicles according to the nmobility of their predecessor and
successor vehicles in an urban roadway or a highway. CACC can help
adj acent vehicles to efficiently adjust their speed in a cascade way
t hrough V2V net wor ki ng.

Pl at ooni ng [ Truck- Pl atooning] allows a series of vehicles (e.qg.
trucks) to nove together with a very short inter-distance. Trucks
can use V2V conmunication in addition to forward sensors in order to
mai ntai n constant cl earance between two consecutive vehicles at very
short gaps (from 3 neters to 10 neters). This platooning can
maxi m ze the throughput of vehicular traffic in a highway and reduce
the gas consunption because the | eading vehicle can help the
followi ng vehicles to experience |ess air resistance.
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Cooper ati ve-envi ronment - sensi ng use cases suggest that vehicles can
share environnment information fromvarious sensors, such as radars,
Li DARs and caneras, mounted on themw th ot her vehicles and
pedestrians. [Autonotive-Sensing] introduces a mllineter-wave

vehi cul ar communi cation for nassive autonotive sensing. Data
generated by those sensors can be substantially |arge, and these data
shall be routed to different destinations. |In addition, fromthe
perspective of driverless vehicles, it is expected that driverless
vehicles can be m xed with driver vehicles. Through cooperative

eni vronnent sensing, driver vehicles can use enivronnent information
sensed by driverless vehicles for better interaction with

envi ronment s.

3.2. V2|
The use cases of V21 networking discussed in this section include
o Navigation service
o Energy-efficient speed reconmendati on service;
0 Accident notification service.

A navigation service, such as the Self-Adaptive Interactive

Navi gati on Tool (called SAINT) [SAINT], using V2I networking
interacts with TCC for the global road traffic optim zation and can
gui de individual vehicles for appropriate navigation paths in rea
time. The enhanced SAINT (call ed SAINT+) [ SAI NTplus] can give the
fast nmoving paths for energency vehicles (e.g., anbulance and fire
engi ne) toward acci dent spots while providing other vehicles with
efficient detour paths.

A TCC can recommend an energy-efficient speed to a vehicle driving in
different traffic environnments. [Fuel-Efficient] studys fuel-
efficient route and speed plans for platooned trucks.

The energency conmmuni cati on between acci dent vehicles (or emergency
vehi cl es) and TCC can be performed via either RSU or 4G LTE net wor ks
The First Responder Network Authority (FirstNet) [FirstNet] is

provi ded by the US governnent to establish, operate, and nmaintain an
i nteroperabl e public safety broadband network for safety and security
networ k services, such as energency calls. The construction of the
nati onwi de FirstNet network requires each state in the US to have a
Radi o Access Network (RAN) that will connect to FirstNet’s network
core. The current RANis mainly constructed by 4G LTE for the
conmmuni cati on between a vehicle and an infrastructure node (i.e.

V21) [FirstNet-Annual - Report-2017], but DSRC-based vehi cul ar networ ks
can be used for V2I in near future [DSRC.
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3.3.  V2X

4.

4.

4.

The use case of V2X networking discussed in this section is
pedestrian protection service.

A pedestrian protection service, such as Safety-Aware Navi gation
Application (called SANA) [ SANA], using V2l 2P networking can reduce
the collision of a pedestrian and a vehicle, which have a smartphone,
in a road network. Vehicles and pedestrians can comuni cate with
each other via an RSU that delivers scheduling information for

Wi rel ess conmuni cation to save the smartphones’ battery.

Anal ysis for Current Protocols
1. Current Protocols for Vehicul ar Networking
We anal yze the current protocols fromthe foll ow aspects:
o | P address autoconfiguration;
0 Routing;
o Mbility nmanagenent;
o DNS nam ng service
0 Service discovery;
0 Security and privacy.
1.1. 1P Address Autoconfiguration
For | P address autoconfiguration, Fazio et al. proposed a vehicul ar
address configuration (VAC) schene using DHCP where el ected | eader-
vehi cl es provide unique identifiers for |IP address configurations
[ Address- Autoconf]. Kato et al. proposed an | Pv6 address assi gnnent
schenme using | ane and position information [Address-Assignnent].
Bal dessari et al. proposed an | Pv6 scal abl e address autoconfiguration
schene call ed GeoSAC for vehicul ar networks [GeoSAC]. Wetterwald et
al . conducted a conprehensive study of the cross-layer identities
managenent in vehicul ar networks using nultiple access network

technol ogi es, which constitutes a fundanental elenment of the ITS
architecture [ldentity-Managenent].
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4.1.2. Routing

For routing, Tsukada et al. presented a work that ains at conbining
| Pv6 networking and a Car-to-Car Network routing protocol (called
C2CNet) proposed by the Car2Car Conmuni cati on Consortium (C2C CQ),
which is an architecture using a geographic routing protocol

[ VANET- Geo- Routing]. Abrougui et al. presented a gateway discovery
schene for VANET, called Location-Ai ded Gateway Advertisement and
Di scovery (LAGAD) nechani sm [ LAGAD] .

4.1.3. Mbility Managenent

For nobility managenment, Chen et al. tackled the issue of network
fragmentation in VANET environnments [I| P-Passing-Protocol] by
proposing a protocol that can postpone the tinme to release IP
addresses to the DHCP server and select a faster way to get the
vehicle's new | P address, when the vehicle density is |low or the
speeds of vehicles are varied. Nguyen et al. proposed a hybrid
centralized-distributed nobility managenent called HDW to support
hi ghly nobile vehicles [HDW . [NEMO LMS] proposed an architecture
to enable IP nobility for noving networks using a network-based
mobility scheme based on PM Pv6. Chen et al. proposed a network
mobi l ity protocol to reduce handoff delay and maintain |nternet
connectivity to noving vehicles in a highway [ NEMO- VANET]. Lee et
al . proposed P-NEMO, which is a PM Pv6-based | P nobility managenent
schene to maintain the Internet connectivity at the vehicle as a
mobi | e network, and provi des a nmake- bef ore-break nechani sm when
vehicles switch to a new access network [ PM P- NEMO Anal ysis]. Peng
et al. proposed a novel nobility nmanagenent schene for integration of
VANET and fixed IP networks [VNET-MM . Nguyen et al. extended their
previ ous works on a vehicul ar adapted DWM consi deri ng a Software-
Defi ned Networking (SDN) architecture [ SDN-DW .

4.1.4. DNS Nami ng Service

For DNS nam ng service, Milticast DNS (nDNS) [RFC6762] all ows devices
i n one-hop conmuni cation range to resol ve each other’s DNS nanme into
the corresponding I P address in nulticast. DNS Nane

Aut oconfi gurati on (DNSNA) [1D- DNSNA] proposes a DNS nami ng service
for Internet-of-Things (10T) devices in a | arge-scal e network.

4.1.5. Service Discovery

For service discovery, as a popul ar existing service discovery

prot ocol, DNS-based Service Di scovery (DNS-SD) [ RFC6763] with nDNS

[ RFC6762] provides service discovery. Vehicular ND [ID Vehicul ar- ND|
proposes an extension of IPv6 ND for the prefix and service

di scovery.
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4.1.6. Security and Privacy

For security and privacy, Fernandez et al. proposed a secure
vehi cul ar | Pv6 communi cati on schene using Internet Key Exchange
version 2 (I KEv2) and Internet Protocol Security (IPsec)

[ Securing-vCOM . Moustafa et al. proposed a security schene
provi di ng aut hentication, authorization, and accounting (AAA)
services in vehicul ar networks [VNET- AAA].

4.2. General Problens

This section describes a vehicular network architecture for V2V and
V2| conmuni cations. Then it analyzes the limtations of the current
protocol s for vehicul ar networKki ng.

4.2.1. Vehicular Network Architecture

Figure 1 shows an architecture for V21 and V2V networking in a road
network. The two RSUs (RSU1 and RSU2) are deployed in the road
network and are connected to a Vehicular C oud through the Internet.
TCC is connected to the Vehicular Coud and the two vehicles
(Vehiclel and Vehicle2) are wirelessly connected to RSUL, and the

| ast vehicle (Vehicle3) is wirelessly connected to RSU2. Vehiclel
can conmmuni cate with Vehicle2 via V2V comruni cation, and Vehicl e2 can
communi cate with Vehicle3 via V2V comuni cation. Vehiclel can
comruni cate with Vehicle3 via RSUL and RSU2 via V2l comruni cation
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K e e e e e e o e e *
* * e e e e -
* Vehicular doud *<------ >  TCC |
* *
K o o o e e e e e e o - T
AN AN
I I
I I
v v
| RSU1 |<----------- > RSW2 |
) A N
v v v
| Vehiclel|=>  |Vehicle2|=> | Vehicle3|=>
| | <....>] | <....>] |
<----> Wred Link <....> Wreless Link => Moving Direction

Figure 1: A Vehicular Network Architecture for V21 and V2V Networki ng

In vehi cul ar networks, unidirectional |inks exist and nust be
considered for wirel ess communications. Also, in the vehicular

net wor ks, control plane nust be separated from data plane for
efficient nobility managenment and data forwarding. |D Pseudonym
change for privacy requires a |lightwight DAD. |P tunneling should
be avoi ded for performance efficiency. The nobility information of a
mobi | e device (e.g., vehicle), such as trajectory, position, speed,
and direction, can be used by the nobile device and infrastructure
nodes (e.g., TCC and RSU) for the accomodation of proactive
protocol s because it is usually equipped with a GPS receiver
Vehi cl es can use the TCC as its Honme Network, so the TCC naintains
the mobility information of vehicles for |ocation managenent.

Cespedes et al. proposed a vehicular IP in WAVE cal |l ed VI P-WAVE f or

I 2V and V2I networking [VIP-WAVE]. The standard WAVE does not
support both seam ess comruni cations for Internet services and nulti-
hop comuni cati ons between a vehicle and an infrastructure node
(e.g., RSU), either. To overcone these linmtations of the standard
WAVE, VI P-WAVE enhances the standard WAVE by the follow ng three
schenes: (i) an efficient nechanismfor the | Pv6 address assi gnnent
and DAD, (ii) on-demand IP nobility based on Proxy Mobile | Pv6
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(PM Pv6), and (iii) one-hop and two-hop comunications for |2V and
V2l net wor ki ng.

Baccelli et al. provided an anal ysis of the operation of IPv6 as it
has been described by the | EEE WAVE standards 1609 [I Pv6-WAVE]. This
anal ysis confirnms that the use of the standard |IPv6 protocol stack in
WAVE is not sufficient. It reconmebs that the | Pv6 addressing

assi gnnent shoul d foll ow considerations for ad-hoc |ink nodels,
defined in [ RFC5889] for nodes’ nobility and link variability.

Petrescu et al. proposed the joint I P networking and radio
architecture for V2V and V21 communi cation in [Joint-I|P-Networking].
The proposed architecture considers an | P topology in a simlar way
as a radio link topology, in the sense that an | P subnet woul d
correspond to the range of 1-hop vehi cul ar comuni cation. This
architecture defines three types of vehicles: Leaf Vehicle, Range
Ext endi ng Vehicle, and Internet Vehicle.

4.2.1.1. V2| -based I nternetworking

This section discusses the internetworking between a vehicle’ s noving
network and an RSU s fixed network.

As shown in Figure 2, the vehicle's noving network and the RSU s
fixed network are self-contai ned networks having multiple subnets and
havi ng an edge router for the comunication with another vehicle or
RSU. The nethod of prefix assignnment for each subnet inside the
vehicle' s nobile network and the RSU s fixed network is out of scope
for this docunent. |Internetworking between two internal networks via
either V21 or V2V conmmuni cation requires an exchange of network
prefix and ot her paraneters.

The networ k paraneter discovery collects networking information for
an | P conmuni cation between a vehicle and an RSU or between two

nei ghbori ng vehicles, such as link layer, MAC | ayer, and IP | ayer
information. The link layer information includes wireless |ink |ayer
paranmeters, such as wireless nedia (e.g., |EEE 802.11 OCB, LTE D2D

Bl uetooth, and LiFi) and a transm ssion power |level. The MAC | ayer

i nformation includes the MAC address of an external network interface
for the internetworking with another vehicle or RSU. The IP |ayer

i nformati on includes the | P address and prefix of an external network
interface for the internetworking wth another vehicle or RSU
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I
I
% | %

| .------- R . [ R R . R .
| | Host2 | | Rout er 2| | | |Router4| |Serverl|...|ServerN |
I — R I I . _ .o _ . . _ .I
I I I | I I I I
| % % | % % % |
| | ] |
| 2001: DB8: 10: 2::/ 64 | 2001: DB8: 20: 2:: / 64 [
. Vehi cl el (Movi ng Networ k1) o RSUL (Fi xed Networkl)

<----> Wred Link <....> Wreless Link (*) Antenna
Figure 2: Internetworking between Vehicle Network and RSU Net wor k

Once the network paranmeter discovery and prefix exchange operations
have been performed, packets can be transnitted between the vehicle’'s
movi ng network and the RSU s fixed network. DNS should be supported
to enabl e name resolution for hosts or servers residing either in the
vehicle's noving network or the RSU s fixed network.

Fi gure 2 shows internetworking between the vehicle' s noving network
and the RSU s fixed network. There exists an internal network
(Movi ng Networ k1) inside Vehiclel. Vehiclel has the DNS Server
(RDNSS1), the two hosts (Hostl and Host2), and the two routers
(Routerl and Router2). There exists another internal network (Fixed
Net wor k1) inside RSUL. RSUlL has the DNS Server (RDNSS2), one host
(Host3), the two routers (Router3 and Router4), and the collection of
servers (Serverl to ServerN) for various services in the road

net wor ks, such as the energency notification and navi gati on
Vehiclel s Routerl (called nobile router) and RSU1’s Router3 (called
fixed router) use 2001:DB8:1:1::/64 for an external link (e.g., DSRO
for 12V networking.
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4.2.1.2. V2V-based I nternetworking

This section discusses the internetworking between the noving
net wor ks of two nei ghboring vehicles in Figure 3.

| 2001:DB8:10:1::/64 ~

I I

I I
| X ] |
| | Host2 i iRouterZi | iRouter4i | Host4 | |
| . . . | e [
| AN AN | | AN AN |
I I I || I I I
| v v | v v |
| oo | ] |
| 2001:DB8:10:2::/64 | 2001: DB8: 30: 2:: / 64 |
. Vehi cl el (Movi ng Networ k1) o Vehi cl e2 (Movi ng Net wor k2) .

<----> Wred Link <....> Wreless Link (*) Antenna
Figure 3: Internetworking between Two Vehicl e Networks

In Figure 3, the prefix assignnent for each subnet inside each
vehicle's nobile network is done through a prefix del egation
pr ot ocol

Fi gure 3 shows internetworking between the nmoving networks of two

nei ghboring vehicles. There exists an internal network (Mving

Net wor k1) inside Vehiclel. Vehiclel has the DNS Server (RDNSS1), the
two hosts (Hostl and Host2), and the two routers (Routerl and
Router2). There exists another internal network (Mving Network2)

i nside Vehicle2. Vehicle2 has the DNS Server (RDNSS2), the two hosts
(Host3 and Host4), and the two routers (Router3 and Router4).
Vehiclel s Routerl (called nobile router) and Vehicle2's Router3
(called nobile router) use 2001:DB8:1:1::/64 for an external |ink
(e.g., DSRC) for V2V networKki ng.
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4.

4.

4.

5.

The differences between | PMAVE (i ncludi ng Vehicul ar Ad Hoc Networks
(VANET)) and Mobile Ad Hoc Networks (MANET) are as foll ows:

o |PWAVE is not power-constrained operation

o Traffic can be sourced or sinked outside of |PWAVE

0 | PWAVE shall support both distributed and centralized operations;
0 No "sleep" period operation is required for energy saving.

2.2. Latency

The conmuni cation delay (i.e., latency) between two vehicul ar nodes
(vehicle and RSU) should be bounded to a certain threshold. For |P-
based safety applications (e.g., context-aware navigation, adaptive
crui se control, and platooning) in vehicular network, this bounded
data delivery is critical. The real inplenentations for such
applications are not available, so the feasibility of |P-based safety
applications is not tested yet.

2.3. Security

Security protects vehicles roaming in road networks fromthe attacks
of malicious vehicul ar nodes, which are controlled by hackers. For
saf ety applications, the cooperation anong vehicles is assuned.
Mal i ci ous vehicul ar nodes may di ssem nate wwong driving information
(e.g., location, speed, and direction) to nmake driving be unsafe.
Sybi|l attack, which tries to illude a vehicle with nultiple fal se
identities, disturbs a vehicle in taking a safe maneuver

Applications on | P-based vehicul ar networking, which are resilient to
such a sybil attack, are not devel oped and tested yet.

2. 4. Pseudonym Handl i ng

For the protection of privacy, pseudonymfor a vehicle's network
interface is used, which the interface’s identifier is changed
periodically. Such a pseudonym affects an | Pv6 address based on the
network interface’s identifier, and a transport-layer session with an
| Pv6 address pair. The pseudonym handling is not inplenented and
test yet for applications on | P-based vehicul ar networking.

Probl em Expl orati on
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5.1. |1Pv6 over | EEE 802.11-CCB

| Pv6 over | EEE 802.11-C0CB generally follows the standard | Pv6
procedure. [IPv6-over-80211-CCB] specifies several details for |Pv6
packets transporting over |EEE 802.11-0CB. Especially, an Ethernet
Adaptation (EA) |ayer is suggested to be inserted between Logica

Li nk Control layer and Network layer. The EA layer is mainly in
charge of transform ng sone paraneters between 802.11 MAC | ayer and
| Pv6 | ayer.

5.2. Nei ghbor Discovery

Nei ghbor Di scovery (ND) [ RFC4861] is a core part of the | Pv6 protoco
suite. This section discusses the need for nodifying ND for use with
vehi cul ar networking (e.g., V2V and V21). The vehicles are noving
fast within the comuni cation coverage of a vehicul ar node (e.g.
vehicle and RSU). The external |ink between two vehicul ar nodes can
be used for vehicular networking, as shown in Figure 2 and Figure 3.

ND tine-rel ated paranmeters such as router lifetime and Nei ghbor
Advertisenment (NA) interval should be adjusted for high-speed
vehi cl es and vehicle density. As vehicles nove faster, the NA

i nterval shoul d decrease for the NA nessages to reach the nei ghboring
vehicles pronptly. Al so, as vehicle density is higher, the NA
interval should increase for the NA nessages to collide with other NA
messages with lower collision probability.

5.2.1. Link Mde

| Pv6 protocols work under certain assunptions for the link nodel that
do not necessarily hold in WAVE [I Pv6-WAVE]. For instance, some |Pv6
protocol s assume symetry in the connectivity anmong nei ghboring
interfaces. However, interference and different |evels of

transm ssi on power nay cause unidirectional links to appear in a WAVE
I ink nodel .
Also, inan IPv6 link, it is assunmed that all interfaces which are

configured with the sane subnet prefix are on the same IP |ink

Hence, there is a relationship between |ink and prefix, besides the
different scopes that are expected fromthe |ink-Iocal and gl oba
types of I Pv6 addresses. Such a relationship does not hold in a WAVE
Iink nmodel due to node nobility and highly dynam c topol ogy.

Thus, 1Pv6 ND should be extended to support the concept of a link for
an | Pv6 prefix in ternms of nulticast in VANET.
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5.2.2. MAC Address Pseudonym

As the ETSI GeoNetworking, for the sake of security and privacy, an
I TS station (e.g., vehicle) can use pseudonyns for its network
interface identities (e.g., MAC address) and the corresponding | Pv6
addresses [ldentity-Managenent]. Wenever the network interface
identifier changes, the |IPv6 address based on the network interface
identifier should be updated. For the continuity of an end-to-end
transport-layer (e.g., TCP, UDP, and SCTP) session, the |IP addresses
of the transport-|ayer session should be notified to both the end
poi nts and the packets of the session should be forwarded to their
destinations with the changed network interface identifier and | Pv6
addr ess.

5.2.3. Prefix Dissem nation/ Exchange

A vehicle and an RSU can have their internal network, as shown in
Figure 2 and Figure 3. In this case, nodes in within the interna

net wor ks of two vehicul ar nodes (e.g., vehicle and RSU) want to
comruni cate with each other. For this conmunication, the network
prefix di ssem nation or exchange is required. It is assuned that a
vehi cul ar node has an external network interface and its interna
network. The standard | Pv6 ND needs to be extended for the

conmuni cati on between the internal -network vehicul ar nodes by letting
each of them know the other side’s prefix with a new ND option

[ 1 D Vehi cul ar- ND] .

5.2.4. Routing

For Nei ghbor Discovery in vehicular networks (called vehicul ar ND),
Ad Hoc routing is required for either unicast or nulticast in the
links in a connected VANET with the sane | Pv6 prefix [GeoSAC]. Also,
a rapid DAD shoul d be supported to prevent or reduce |Pv6 address
conflicts in such |inks.

5.3. Mbility Managenent

The seamnl ess connectivity and tinely data exchange between two end
points requires an efficient nobility managenment including | ocation
managenent and handover. Most of vehicles are equipped with a GPS
navi gator as a dedi cated navigation systemor a snartphone App. Wth
this GPS navigator, vehicles can share their current position and
trajectory (i.e., navigation path) with TCC. TCC can predict the
future positions of the vehicles with their nmobility information
(i.e., the current position, speed, direction, and trajectory). Wth
the prediction of the vehicle nobility, TCC supports RSUs to perform
DAD, data packet routing, and handover in a proactive manner.
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5.4. Vehicle Identity Managenent

A vehicle can have nultiple network interfaces using different access
networ k technol ogies [ldentity-Managenent]. These nultiple network
interfaces nean nultiple identities. To identify a vehicle with
multiple indenties, a Vehicle Identification Nunber (VIN can be used
as a globally unique vehicle identifier

To support the seaml ess connectivity over the multiple identities, a
cross-layer network architecture is required with vertical handover
functionality [ldentity-Managenent].

5.5. Ml tihop V2X

Mul ti hop packet forwardi ng anmong vehicles in 802.11-OCB node shows an
unf avorabl e performance due to the common known broadcast-storm

probl em [ Broadcast-Storn]. This broadcast-storm problemcan be
mtigated by the coordination (or scheduling) of a cluster head in a
connected VANET or an RSU in an intersection area, which is a
coordinator for the access to wreless channels.

5.6. Milticast

I P multicast in vehicular network environments is especially usefu
for various services. For instance, an autonobile manufacturer can
mul ticast a particular group/class/type of vehicles for service
notification. As another example, a vehicle or an RSU can

di ssem nate alert nessages in a particular area [Multicast-Alert].

In general |EEE 802 wireless nedia, some performance issues about

mul ticast are found in [ Milticast-Considerations-802]. Since
serveral procedures and functions based on | Pv6 use multicast for
control - pl ane nessages, such as Nei ghbor Discovery (called ND) and
Service Discovery, [Milticast-Considerations-802] describes that the
ND process may fail due to unreliable wireless link, causing failure
of the DAD process. Also, the Router Advertisement nessages can be
lost in multicasting.

5.7. DNS Naming Services and Service Discovery

Wien two vehi cul ar nodes conmuni cate with each other with the DNS
nane of the partner node, DNS naning service (i.e., DNS name
resolution) is required. As shown in Figure 2 and Figure 3, a
recursive DNS server (RDNSS) within an internal network can perform
such DNS nane resolution for the sake of other vehicul ar nodes.

A service discovery service is required for an application in a
vehi cul ar node to search for another application or server in another
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vehi cul ar node, which resides in either the same internal network or
the other internal network. In V2l or V2V networking, as shown in
Figure 2 and Figure 3, such a service discovery service can be

provi ded by either DNS-based Service Discovery (DNS-SD) [ RFC6763]
with nDNS [ RFC6762] or the vehicular ND with a new option for service
di scovery [I D Vehicul ar-ND] .

5. 8. | Pv6 over Cellul ar Networks

| P has been supported in celluar networks since the tinme of General
Packet Radio Service (GPRS) in the 2nd generation cellul ar networks
of d obal System for Mobile conmunications (2G GSM devel oped and

mai nt ai ned by the 3rd Ceneration Partnership Project (3GPP). The 2G
and 3G based radi o accesses separate end-user data traffic (User

Pl ane) from network transport traffic anong network el enents
(Transport Plane). The two planes run independently in terns of
addressing and the IP version. The Transport Plane forns tunnels to
transport user data traffic [|Pv6-3GPP-Survey].

The 4G Long- Term Evol ution (4G LTE) radio access sinplifies the

compl ex architecture of GPRS core network by introduing the Evol ved
Packet Core (EPC). Both 2G 3G and 4G LTE system use Access Point
Nane (APN) to bridge user data and outside network. User traffic is
transported via Packet Data Protocol (PDP) Contexts in GPRS, and
Packet Data Network (PDN) Connections in EPC. Different traffics at
a user equi pnment (UE) side need to connect to different APNs through
mul ti ple PDP Contexts or PDN Connections. Each of the context or the
connection needs to have its own | P address.

I Pv6 is partially supported in 2G 3G and 4G LTE. In 2G 3G a UE can
be allocated an | Pv6 address via two different ways, |Pv6 and | Pv4v6
PDP Contexts. By |IPv4ve PDP Context, both an | Pv4 address and an /64
I Pv6 prefix are allocated. In 4G LTE, the |IPv6 address all ocation
has a different process conpared with that in 2@ 3G networks. The
maj or difference is that 4G LTE builds the IP connectivity at the
begi nning of a UE attachnment, whereas the |IP connectivity of 2G 3G
networks is created on denand. Al 3GPP networks (i.e., 2@ 3G and
4G LTE) only support SLAAC address allocation, and do not suggest
performng DAD. In addition, 3GPP networks renove |ink-|ayer address
resolution, e.g., ND Protocol for IPv6, due to the assunption that
the GGSN (Gateway GPRS Support Node) in 2E 3G networks or the P-GW
(Packet Data Network Gateway) in 4G LTE network is always the first-
hop router for a UE

Recently, 3GPP has announced a new technical specification, Release
14 (3GPP-R14), which proposes an architecture enhancenents for

vehi cl e-to-everything (V2X) services using the nodified sidelink
interface that originally is designed for the LTE Device-to-Device
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(LTE-D2D) communi cations. 3GPP-R14 regul ates that the V2X services
only support IPv6 inplementation. 3GPP is al so investigating and

di scussi ng the evol ved V2X services in the next generation cellular
networks, i.e., 5G newradio (5GNR), for advanced V2X conmuni cati ons
and autorat ed vehicles’ applications.

5.8.1. Cellular V2X (CV2X) Using 4G LTE

Bef ore 3GPP-R14, some researchers have studied the potential usage of
C-V2X communi cations. For exanple, [VMaSC-LTE] explores a nultihop
cluster-based hybrid architecture using both DSRC and LTE for safety
message di ssem nation. Mst of the research consider a short nessage
service for safety instead of |IP datagramforwarding. |In other C V2X
research, the standard I Pv6 is assuned

The 3GPP technical specification [TS-23285-3CGPP] states that both IP
based and non-|P based V2X nessages are supported, and only IPv6 is
supported for | P based nessages. Moreover, [TS-23285-3GPP]
instructes that a UE autoconfigures a link- local |1Pv6 address by
foll owi ng [ RFC4862], but w thout sending Nei ghbor Solicitation and
Nei ghbor Adverti senent nessages for DAD.

5.8.2. Cellular V2X (G V2X) Using 5G

The energing services, functions and applications in autonotive

i ndustry spurs ehhanced V2X (eV2X)-based services in the future 5G
era. The 3GPP Technical Report [TS-22886-3GPP] is studying new use
cases for V2X using 5Gin the future.

5.9. Security and Privacy

Security and privacy are paramount in the V21 and V2V networking in
vehi cul ar networks. Only authorized vehicles should be allowed to
use the V21 and V2V networking. Also, in-vehicle devices and nobile
devices in a vehicle need to communicate with other in-vehicle

devi ces and nobil e devices in another vehicle, and other servers in
an RSU in a secure way.

A Vehicle ldentification Nunber (VIN) and a user certificate al ong
with in-vehicle device' s identifier generation can be used to
authenticate a vehicle and the user through a road infrastructure
node, such as an RSU connected to an authentication server in TCC
Transport Layer Security (TLS) certificates can also be used for
secure vehicle comuni cati ons.

For secure V2|l communication, the secure channel between a nobile

router in a vehicle and a fixed router in an RSU shoul d be
established, as shown in Figure 2. Also, for secure V2V
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conmuni cati on, the secure channel between a nobile router in a
vehicle and a nobile router in another vehicle should be established,
as shown in Figure 3.

The security for vehicul ar networks shoul d provide vehicles with AAA
services in an efficient way. It should consider not only horizontal
handover, but al so vertical handover since vehicles have nmultiple
wirel ess interfaces.

To prevent an adversary fromtracking a vehicle by with its MAC
address or | Pv6 address, each vehicle should periodically update its
MAC address and the corresponding | Pv6 address as suggested in

[ RFC4A086] [ RFC4941] . Such an update of the MAC and | Pv6 addresses
shoul d not interrupt the communications between two vehicul ar nodes
(e.g., vehicle and RSU).

6. Security Considerations

Thi s docunment di scussed security and privacy for |P-based vehicul ar
net wor ki ng.

The security and privacy for key conponents in vehicul ar networKking,
such as | P address autoconfiguration, routing, nobility nanagenent,

DNS nami ng service, and service discovery, needs to be analyzed in

dept h.
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