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Abst ract

Thi s docunment recomends the deprecation of the use of Any-Source
Multicast (ASM for interdomain nmulticast. It therefore inplicitly
recomends the use of Source-Specific Milticast (SSM for interdonain
nmul ti cast applications, and that hosts and routers that are expected
to handl e such applications fully support SSM The recommendati ons
in this docunent do not preclude the continued use of ASMw thin a
singl e organi sation or domain.

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 4, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

I P Multicast has been deployed in various fornms, both within private
networks and on the wider Internet. Wile a nunber of service nodels
have been published, and in nany cases revised over tine, there has
been no strong recomendati on made on the appropriateness of those
nmodel s to certain scenarios. This docunent addresses this gap by
maki ng a BCP-1evel reconmendation to deprecate the use of ASM for
interdomain nulticast, and thus inplictly also that all hosts and
routers that are expected to support such nulticast applications
fully support SSM

Thi s docunment does not make any statenent on the use of ASMwithin in
a single domain or organisation, and therefore does not preclude its

use. Indeed, there may be a nunber of application contexts for which
ASMis currently still considered well-suited within a single donain.
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2. Milticast routing protocols

The general 1P multicast service nodel [RFCL112] is that sender(s)
send to a nulticast group address, receivers express an interest in
traffic sent to a given nulticast group address, and that routers use
mul ticast routing protocols to deternine howto deliver traffic from
the sender(s) to the receivers

Two hi gh-level flavours of this service nodel have evol ved over tine.
In Any-Source Milticast (ASM, any nunber of sources nmay transmt
mul ti cast packets, and those sources nmay cone and go over the course
of a multicast session w thout being known a priori. In ASM
receivers express interest only in a given nulticast group address,
and the multicast routing protocol facilitates source discovery at
the network layer. |In contrast, with Source-Specific Milticast (SSM
the specific source(s) that may send traffic to the group are known
in advance, or nay be determ ned during a session, typically through
an out-of-band protocol sitting above the network layer. Thus in
SSM receivers express interest in both a nmulticast group address and
speci fic associ ated source address(es).

| ANA has reserved specific ranges of I1Pv4 and | Pv6 address space for
mul ticast addressing. Quidelines for IPv4 nulticast address
assignnents can be found in [RFC5771], while guidelines for |Pv6
mul ti cast address assignnments can be found in [ RFC2375] and

[ RFC3307]. The I Pv6 multicast address format is described in

[ RFC4291] .

2.1. ASMrouting protocols

The nmost conmonly depl oyed ASM routing protocol is Protoco

I ndependent Multicast - Sparse Mbde, or PIMSM as detailed in
[RFC7761]. PIMSM as the name suggests, was designed to be used in
scenari os where the subnets with receivers are sparsely distributed

t hroughout the network. Because it does not know sender addresses in
advance, PIM SM uses the concept of a Rendezvous Point (RP) to 'marry
up’ senders and receivers, where all routers in a PIM SM donain are
configured to use specific RP(s).

To enable PIMSMto work between nultiple donmains, i.e. to allow an
RP in one domain to | earn the existence of a source in another
domain, an inter-RP signalling protocol known as Muilticast Source
Di scovery Protocol (MSDP) [ RFC3618] is used. Deploynent scenarios
for MSDP are given in [RFC4611]. MSDP has renmi ned an Experinenta
protocol since its publication in 2003, and was not replicated or
carried forward for |Pv6

Abr ahansson, et al. Expi res Septenber 4, 2018 [ Page 3]



Internet-Draft Deprecating | nterdomain ASM March 2018

In the absence of MSDP, a new nmechani sm Enbedded- RP [ RFC3956], was
defined for 1Pv6 PIMSM which allows routers supporting the protoco
to determne the RP for the group without any prior configuration
sinmply by observing the RP address that is enbedded (included) in the
I Pv6 nulticast group address. Enbedded-RP allows Pl M SM operation
across any |IPv6 network in which there is an end-to-end path of
routers supporting the protocol

2.2. SSM Routing protocols

PIMSSMis detailed in [ RFC4607]. |In contrast to PIMSM Pl M SSM
benefits from sender source address(es) being known about in advance,
i.e. a given source’'s |P address is known (by some out of band
mechani sm), and thus the receiver’s router can send a PIMJO N
directly towards the sender, w thout needing to use an RP.

| Pv4 addresses in the 232/8 (232.0.0.0 to 232.255. 255. 255) range are
desi gnated as source-specific nulticast (SSM destinati on addresses
and are reserved for use by source-specific applications and
protocols. For |1Pv6, the address prefix FF3x::/32 is reserved for
source-specific nmulticast use.

3. Discussion
3.1. (Observations on ASM and SSM depl oynent s

In enterprise and canpus scenarios, ASMin the formof PIMSMis in
relatively common use, and has generally replaced PI M DM [ RFC3973].
The configuration and managenent of an RP within a single domain is
not onerous. However, if interworking with external PIMdonmains in
I Pv4 nulticast deploynents is needed, MSDP is required to exchange
i nformati on between domain RPs about sources. MSDP renmins an
Experimental protocol, and can be a conplex and fragile protocol to
adm ni ster and troubl eshoot.

PIMSMis a general purpose protocol that can handl e all use cases.
In particular, it was designed for cases such as vi deoconferencing
where nultiple sources may cone and go during a nulticast session
But for cases where a single, persistent source is used, and
receivers can be configured to know of that source, PIM SM has
unnecessary conpl exity.

MSDP was not taken forward to | Pv6. Instead, |Pv6 has Enbedded- RP
which allows the RP address for a nulticast group to be enbedded in
the group address, naking RP discovery automatic, if all routers on
the path between a receiver and a sender support the protocol
Enbedded- RP can support |ightwei ght ad-hoc depl oynents. However, it
relies on a single RP for an entire group. Enbedded-RP was run
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successful ly between European and US academri ¢ networks during the
6NET project in 2004/05. |Its usage generally remains constrained to
academ ¢ networks

As stated in RFC 4607, SSMis particularly well-suited to
di ssemi nation-style applications with one or nore senders whose
identities are known (by sonme nechanisn) before the application
starts running. PIMSSMis therefore very well-suited to
applications such as classic linear broadcast TV over IP

SSM requi res hosts and their subnet routers using it support the
new(er) | GwWv3 [ RFC3376] and M.Dv2 [ RFC3810] protocols. Wile

del ayed delivery of support in some OSes has neant that adoption of
SSM has al so been sl ower than night have been expected, or hoped, and
was a historical reason to use ASMrather than SSM support for

| GWv3 and MLDv2 is now wi despread in conmon CSes.

3.2. Advantages of SSMfor interdomain nulticast

A significant benefit of SSMis its reduced conplexity through
elimnating the network-based source discovery required in ASM This
means there are no RPs, shared trees, Shortest Path Tree (SPT)

swi tchovers, PIMregisters, MSDP or data-driven state creation

el ements to support. SSMis really just a small subset of PI M SM
plus 1 Gwv3 / M.Dv2.

This reduced conplexity nakes SSMradically sinpler to nanage,

troubl eshoot and operate, particularly for network backbone
operators, and this is the main notivation for the recormmendation to
deprecate the use of ASMin interdonmain scenarios. |nterdomain ASM
is widely viewed as conplicated and fragile. By elimnating network-
based source discovery for interdomain nmulticast, the vast najority
of the conplexity issues go away.

RFC 4607 details many benefits of SSM i ncl uding:

"Elimnation of cross-delivery of traffic when two sources
si mul t aneously use the sane source-specific destination address;

Avoi dance of the need for inter-host coordination when choosing
source-speci fic addresses, as a consequence of the above;

Avoi dance of many of the router protocols and algorithnms that are
needed to provide the ASM servi ce nodel ."

Furt her discussion can also be found in [ RFC3569].
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SSMis considered nore secure in that it supports access control

i.e. you only get packets fromthe sources you explicitly ask for, as
opposed to ASM where anyone can decide to send traffic to a Pl M SM
group address. This topic is expanded upon in [ RFC4609].

4. Reconmendati ons
4.1. Deprecating use of ASMfor interdonmain nulticast

Thi s docunent recomends that the use of ASMis deprecated for
interdomain nulticast, and thus inplictly that hosts and routers that
are expected to support such interdomain applications fully support
SSM Best current practices for deploying interdomain nulticast
usi ng SSM are docunented in [ RFC8313]

The recomendation applies to the use of ASM bet ween domai ns where
either MSDP (I Pv4) or Enbedded-RP (I Pv6) is required for sharing
know edge of renote sources. It also recomends against the nulti-
domai n use of an ASM group with a single RP in one donain, where
mul ticast tunnels are used between domai ns.

Wil e MSDP is an Experinental |evel standard, this docunent does not
propose nmaking MSDP Historic, given its use nay be desirable for
i ntradomain nulticast use cases.

4.2. Including network support for I1GWv3 / MDv2

This docunent recommends that all host and router platforns
supporting nulticast, and any security appliances that may handl e

mul ticat traffic, support |GWv3 [RFC3376] and M.Dv2 [ RFC3810]. The
updated 1 Pv6 Node Requirenents RFC [I-D.ietf-6man-rfc6434-bis] states
that M.Dv2 support is a MIUST in all inplenmentations. Such support is
al ready wi despread in comon host and router platfornmns.

Furt her guidance on | GWv3 and M.Dv2 is given in [ RFC4604].

It is sonetinmes desirable to limt the propagation of multicast
messages in a layer 2 network, typically through a layer 2 switch
device. In such cases multicast snooping can be used, by which the
swi tch device observes the |GW/ M.D traffic passing through it, and
then attenpts to nmake intelligent decisions on which physical ports
to forward nulticast. Typically, ports that have not expressed an
interest in receiving multicast for a given group would not have
traffic for that group forwarded through them Such snooping
capability should support 1GWv3 and M.Dv2. There is further

di scussion in [ RFC4541] .
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4.3. Building application support for SSM

There will be a wi de range of applications today that only support
ASM whet her as software packages, or code enbedded in devices such
as set-top boxes.

The inplicit reconmendation to use SSMfor interdomain nulticast
means that applications should use SSM and operate correctly in an
SSM envi ronment, triggering | GWv3/ M.Dv2 nessages to signal use of
SSM

It is often thought that ASMis required for mnulticast applications
where there are multiple sources. However, RFC 4607 al so descri bes
how SSM can be used instead of PIMSMfor multi-party applications

"SSM can be used to build nulti-source applications where al
participants’ identities are not known in advance, but the nulti-
source "rendezvous" functionality does not occur in the network
layer in this case. Just like in an application that uses unicast
as the underlying transport, this functionality can be inplenmented
by the application or by an application-layer library."

G ven all comon OSes support SSM it is then down to the programi ng
| anguage and APl s used as to whether the necessary SSM APl s are

avail abl e. SSM support is generally quite ubiquitous, with the
current exception of websockets used in web-browser based
appl i cations.

It is desirable that applications also support appropriate congestion
control, as described in [RFC8085], with appropriate codecs, to
achi eve the necessary rate adaption.

Sone useful considerations for nulticast applications can still be
found in the relatively old [ RFC3170].

4.4. Standardi sing an ASM SSM pr ot ocol mappi ng nmechani sm

In the case of existing ASM applications that cannot readily be
ported to SSM it may be possible to use sone form of protoco
mapping, i.e., to have a nechanismto translate a (*, G join or |eave
toa (S,G join or leave, for a specific source, S. The genera
chal l enge in perform ng such mapping is determ ning where the
configured source address, S, conmes from

There are some exi sting vendor-specific nechanisns to achieve this
function, but none are docunented in | ETF standards. This appears ti
be a useful area for the IETF to work on, but it should be noted that
any such effort would only be an interimtransition nmechanism and
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such mappi ngs do not rempve the requirenment for applications to be
al | ocated ASM group addresses for the comuni cations.

4.5. Not filtering ASM addressi ng between donai ns

A key benefit of SSMis that the nmulticast application does not need
to be allocated a specific nmulticast group by the network, rather as
SSMis inherently source-specific, it can use any group address, G
in the reserved range of IPv4 or | Pv6 SSM addresses for its own
source address, S

In principle, if interdomain ASMis deprecated, backbone operators
could begin filtering the ranges of group addresses used by ASM In
practice, this is not recomrended given there will be a transition
period fromASMto SSM where sone form of ASM SSM mappi ngs may be
used, and filtering may preclude such operations.

4.6. Not precluding Intradomain ASM

The use of ASMw thin a single multicast domain, such as an
enterprise or canpus, with an RP for the site, is still relatively
common today. The operators of such a site may choose to use
Anycast - RP [ RFC4610] or MsDP for internal RP resilience, at the
expense of the extra conplexity in managing that configuration

Thi s docunent does not preclude continued use of ASMin the
i ntradomai n scenario. |If an organisation, or AS, w shes to use
multiple nmulticast domains within its own network border, that is a
choice for that organisation to nake, and it may then use MSDP or
Enbedded-RP internally within its own network.

5. Security Considerations
Thi s docunent adds no new security considerations. RFC 4609
describes the additional security benefits of using SSMi nstead of
ASM

6. | ANA Consi derations
Thi s docunent nakes no request of | ANA

Note to RFC Editor: this section may be renoved upon publication as
an RFC
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