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Abst r act

Thi s docunment extends the RESTCONF protocols with transaction
capabilities that allow for safe concurrent access of nultiple
clients.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 15, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Introduction

The RESTCONF protocol [RFC8040] was introduced as a sinpler
alternative to the original NETCONF protocol [RFC6241]. Due to the
simplicity requirenent, sone nore conplex features and functions of
NETCONF, such as | ocks, subtree filtering or candi date configuration
datastore, are not avail able in RESTCONF.

On the other hand, RESTCONF of fers several advantages over NETCONF,
i ncl udi ng:

o the use of HTTP nethods and wel | -known Representational State
Transfer (REST) approaches nmake it nore accessible to devel opers
and increases the choice of software libraries and tools

0 cleaner semantics of edit operations,

o alternative encodings in which resources can be represented,
currently JSON and XM.; NETCONF supports only XM

0 certain HITP mechani sns, such as "Last-Mdified" and "ETag"
headers.
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Thi s docunent extends the RESTCONF protocol with transaction
capabilities, at the cost of adding two RPC operations and sone
complexity in the server inplenentation. This nmakes RESTCONF
sui tabl e for network managenent environnents where concurrent access
of multiple client is needed.
A RESTCONF server indicates support for transactions as defined in
this docunment by including the YANG nodule "ietf-restconf-
transacti ons” (Section 7) anong inplenented nodules in its YANG
library data [I-D.ietf-netconf-rfc7895bis].

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2.1. YANG
The following ternms are defined in [ RFC7950]:
0 RPC operation

2.2. HTTP
The following ternms are defined in [ RFC7231]:
0 resource
The following terns are defined in [ RFC7232]:
0 entity-tag

2.3. RESTCONF
The following terns are defined in [ RFC8040]:
o client
0 RESTCONF root resource, {+restconf}

2.4. NVDA
The following ternms are defined in [ RFC8342]:

o candidate configuration datastore, <candi date>

o intended configuration datastore, <intended>
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0 operational state datastore, <operational >

0 running configuration datastore, <running>
2.5. New Terns

The following newtermis used in this docunent:

0 staging configuration datastore: a configuration datastore that
represents a staging area private to each RESTCONF user, and that
is eventually commited into <intended>

3. Dat ast or es

A RESTCONF server inplenmenting this docunent MJUST be NVDA- conpli ant
[I-D.ietf-netconf-nnda-restconf]. Apart fromthe operational state
datastore, it MJUST al so support the intended configuration datastore.

The intended configuration datastore SHOULD persist across server
reboots. In terms of the NVDA architecture [ RFC8342], <intended> can
be considered identical to <running>, although this document does not
explicitly use the latter datastore.

3.1. The Staging Configuration Datastore

Thi s docunent introduces a new configuration datastore naned
‘staging that represents a staging area private to each user (as
identified by RESTCONF usernane, see [RFC8040] Section 2.5).

In NETCONF ternms ([ RFC8040] Section 8.3), the staging datastore is
essentially a non-shared candi date configuration datastore. The new
nane is used in order to enphasize the narrower semantics: the
stagi ng datastore MJST be private to each user

Not e that the above requirenent does not necessarily mean that each
user is provided with a separate copy of configuration data. For

i nstance, several efficient nethods utilizing persistent data
structures and copy-on-wite are available. However, the particul ar
i mpl ement ati on approach is outside the scope of this docunent.

The staging datastore assunes the place of the datastore resource as
defined in [ RFC3040] Section 3.4. This nmeans that all resources

i nside the "{+restconf}/data" subtree correspond to data instances in
the staging datastore. Therefore, the contents of the staging
datastore can be retrieved by neans of the GET nethod and nodified by
means of PUT, POST and PATCH net hods exactly as specified in

[ RFC8040]. However, the changes to the staging datastore MJST NOT
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i npact operational state of the device until they are merged into
<intended> via the "commt" operation (Section 4.1).

New Qperati ons

In order to support transactions in RESTCONF, the YANG nodule "ietf-
restconf-transacti ons" defines two RPC operations described bel ow

Commi t

The "commit" operation atomi cally nerges the contents of the client’s
stagi ng datastore into <intended>.

The concrete strategy and inplenentation of the nerge procedure is
out side the scope of this docunent. The resolution of nerge
conflicts can be fully automatic, which is preferable, or may require
client’s intervention. |In the latter case, the server SHALL send an
error response with the follow ng properties:

0 HITP status code 412

o0 error-tag of "operation-fail ed"

o error-app-tag of "merge-conflict"

o error-info containing additional information to aid the user in
resolving the conflict.

Reset

The "reset" operation resets the user’s staging datastore to the
current contents of <intended>

If the server supports entity-tags (see [RFC8040] Section 3.5.2),
then after conpleting the "reset" operation the entity-tags for the
stagi ng and intended datastore resources MJST be identical

Access Control

A server that inplenents this docunent along with NETCONF Access
Control Model [RFC8341] MJST guarantee that all NACMrules are
observed. This nmeans in particular:

o Configuration data that is not readable for a given user MJST NOT
be exposed in the user’s stagi ng datastore.
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0 A commit operation executed by a given user MJST NOT nodify
configuration data in <intended> in a way that is not conpliant
with NACMrules that are in effect for that user.

6. Conpatibility
RESTCONF with transactions, as defined in this docunent, is
compatible with the original RESTCONF specification [ RFC8040] and
RESTCONF NMDA extensions [I-D.ietf-netconf-nnda-restconf].

In practical terns, standard RESTCONF clients are able to retrieve

and edit data in the staging configuration datastore. |f they
support NMDA, they can also retrieve data from <i ntended> and
<operational > In order to nake them useful for network managenent,

it is only necessary to allow for executing the "conmt" and "reset”
operations. This can be acconplished through sinple scripts
utilizing curl [1] or sinmilar tools.

7.  YANG Modul e
RFC Editor: In this section, replace all occurrences of "XXXX wth
the actual RFC nunber and all occurrences of the revision date bel ow
with the date of RFC publication (and renove this note).
<CODE BEG@ NS> file "ietf-restconf-transacti ons@018-06-11. yang"
modul e ietf-restconf-transactions {

nanespace
"urn:ietf:parans: xm :ns:yang:ietf-restconf-transactions";

prefix rct;

organi zati on
"I ETF NETCONF ( Networ k Configuration) Wrking G oup";

cont act
"W Web: <https://tool s.ietf.org/wg/ netconf/>
W5 List: <mailto:netconf@etf.org>

WG Chair: Kent Watsen
<mai | t 0: kwat sen@ uni per. net >

WG Chai r: Mahesh Jet hanandani
<mai | t 0: nj et hanandani @mai | . con»

Edi t or: Ladi sl av Lhot ka
<mai | to: | hot ka@i c. cz>";
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description
"This nodul e defines operations that inplement transactions in
t he RESTCONF protocol .

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Sinplified BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

The key words 'MJUST', 'MJST NOT', 'REQUI RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMMENDED , ' MAY', and
"OPTIONAL’ in the nodule text are to be interpreted as descri bed
in RFC 2119 (https://tools.ietf.org/htm/rfc2119).

This version of this YANG nodule is part of RFC XXXX
(https://tools.ietf.org/htm/rfcXXXX); see the RFC itself for
full legal notices.";

revision 2018-06-11 {
description
"Initial revision.";
ref erence
"RFC XXXX: RESTCONF with Transactions”;

}
/* Operations */

rpc commt {
description
"Atonmically nerge the contents of client’'s staging datastore
into the intended datastore.

If a nerge conflict occurs that cannot be automatically
resol ved, the server SHALL send an error report with
error-app-tag set to 'nerge-conflict’ and error-info

i ndi cating the reason for the conflict.";

}

rpc reset {
description
"Reset the client’s staging datastore so that its contents is
identical to the contents of the intended repository.";
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10.

10.

}

<CODE ENDS>

| ANA Consi der ati ons

RFC Editor: In this section, replace all occurrences of 'XXXX wth
the actual RFC nunber and all occurrences of the revision date bel ow

with the date of RFC publication (and renove this note).

This docunent registers one URI in the | ETF XM. Registry [ RFC3688].
The followi ng registrati on has been nade:

URI: urn:ietf:parans: xm :ns:yang:ietf-restconf-transactions
Regi strant Contact: The | ESG
XML: N A the requested URI is an XM. nanespace.

Thi s docunment registers one YANG nodul e in the YANG Mbdul e Nanes
Regi stry [RFC6020]. The follow ng registration has been nade:

nane: ietf-restconf-transactions
nanespace: urn:ietf:parans:xm:ns:yang:ietf-restconf-transactions
prefix: rct

reference: RFC XXXX
Security Considerations
TBD
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