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Abst r act

Thi s docunent provides a NETCONF bi nding to subscribed notifications
and to YANG push.
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1. Introduction

Provi sions and are provided without warranty as

COOONUUIUOORARDMDMRMWWN

NRDNRNNRONNRNNNNR R R PR R
GOV UORBRRRRNONREPRO

Thi s docunment provides a binding for events streanmed over the NETCONF

prot ocol [RFC6241] as per

[I-D.draft-ietf-netconf-subscribed-notifications].
is itself built upon
[I-D.draft-ietf-netconf-subscribed-notifications],

[1-D.ietf-netconf-yang-push]
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enabl es a NETCONF client to request and receive updates froma YANG
datastore | ocated on a NETCONF server.

Ter m nol ogy

The key words "MJST', "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The following terns are defined in
[I-D.draft-ietf-netconf-subscribed-notifications]: notification
message, event stream publisher, receiver, subscriber, subscription
configured subscription.

Conpatibility with RFC-5277"s create-subscription

A publisher is allowed to concurrently support configured

subscri ptions and dynam ¢ subscription RPCs of
[I-D.draft-ietf-netconf-subscribed-notifications] at the sane tinme as
[ RFC5277] ' s "create-subscription' RPC. However a single NETCONF
transport session cannot support both this specification and a
subscription established by [ RFC5277]'s "create-subscription" RPC

To protect against any attenpts to use a single NETCONF transport
session in this way:

0 A solution nust reply with the [ RFC6241] error "operation-not-
supported" if a "create-subscription' RPCis received on a NETCONF
sessi on where any ot her
[I-D.draft-ietf-netconf-subscribed-notifications] or [ RFC5277]
subscription exists.

o It is a prohibited to send updates or state change notifications
for a configured subscription on a NETCONF sessi on where the
creat e-subscription RPC has successfully [ RFC5277] created
subscri pti on.

0 A "create-subscription” RPC MIUST be rejected if any
[I-D.draft-ietf-netconf-subscribed-notifications] or
[ RFC5277] subscription is active across that NETCONF transport
sessi on.

If a publisher supports this specification but not subscriptions via
[ RFC5277], the publisher MJUST NOT advertise
"urn:ietf:parans: netconf:capability:notification:1.0".
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4. Mandatory XM, event stream and dat astore support

The "encode-xm " feature of
[I-D.draft-ietf-netconf-subscribed-notifications] is nmandatory to
support. This indicates that XML is a valid encoding for RPCs, state
change notifications, and subscribed content.

A NETCONF publ i sher supporting event stream subscription via
[I-D.draft-ietf-netconf-subscribed-notifications] MJST support the
"NETCONF" event streamidentified in that draft.

A NETCONF publisher supporting [I-D.ietf-netconf-yang-push] MJST
support the operational state datastore as defined by [ RFC8342].

5. NETCONF connectivity and the subscription |lifecycle

This section describes how the availability of NETCONF transport
i npacts the establishnment and lifecycle of different types of
[I-D.draft-ietf-netconf-subscribed-notifications] subscriptions.

5.1. Dynam c Subscriptions

For a dynam c subscription, if the NETCONF session involved with the
"establish-subscription" term nates, the subscription MJST be
del et ed.

For a dynam c subscription a "nodify-subscription”, "delete-
subscription", or "resynch-subscription" RPC MJST be sent using sane
the NETCONF sessi on upon which the referenced subscription was
established.".

5.2. Configured Subscriptions

When a configured subscription enters the "valid" state, there is no
guarantee a usable NETCONF transport session is currently in place
with each associated receiver. As a result, the first configured
subscription to a specific receiver MJST establish a NETCONF
transport session via NETCONF call hone [RFC8071], section 4.1. This
transport session MJST then be used by additional configured
subscriptions targeting that the sane receiver. This sane receiver
is identifiable on the publisher as one which targets the sanme IP
address and port used to establish the existing NETCONF call hone
connection. This transport session MAY al so be used by dynanic
subscri ptions and/or non-subscription related NETCONF operati ons
originated by the NETCONF client.

The nmet hod of identifying the targeted recevier |IP address, port, and
security credentials are left up to inplenmenters of this
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specification. For inplenentation guidance and a YANG nodel for this
function, please |look to
[I-D.draft-ietf-netconf-netconf-client-server].

If the call hone fails because the publisher receives receiver
credential s which are subsequently declined per [RFC8071],
Section 4.1, step S5 authentication, then that receiver MIST be
pl aced into the "timeout" state.

If the call hone fails to establish for any other reason, the
publ i sher MUST NOT progress the receiver to the "active" state.
Additionally, the publisher SHOULD pl ace the receiver into the
"timeout" state after a predeterm ned nunber of either failed cal
hone attenpts or NETCONF sessions renotely term nated by the
receiver.

NETCONF transport session connectivity SHOULD be verified as
described in [RFC8071], Section 4.1, step S7.

Until NETCONF transport with a receiver has been established, and a
"subscription-started" state change notification has been
successfully sent for a configured subscription, that subscription’s
receiver MJST renmain in either the "connecting" or the "tineout"

st at e.

If a NETCONF session is disconnected but the "stop-tinme" of a
subscription being transported over that session has not been
reached, the publisher restarts the call hone process and return the
receiver to the "connecting" state.

6. Notification Messages

Notification nessages transported over the NETCONF protocol will use
the "notification" nessage defined within [ RFC5277], section 4.

Al'l notification nessages MJUST use the NETCONF transport session used
by the "establish-subscription" RPC

7. Dynam c Subscriptions and RPC Error Responses

Managenent of dynam ¢ subscriptions occurs via RPCs as defined in
[I-D.ietf-netconf-yang-push] and
[I-D.draft-ietf-netconf-subscribed-notifications]. Wen an RPC error
occurs, the NETCONF RPC reply MUST include an "rpc-error” el enment per
[ RFC6241] with the error information popul ated as foll ows:

0 an "error-type" node of "application"
0o an "error-tag" node of "operation-fail ed"
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0 an "error-severity" of "error" (this MAY but does not have to be
i ncl uded).

0 an "error-app-tag” node with the value being a string that
corresponds to an identity associated with the error, as defined
in [lI-D.draft-ietf-netconf-subscribed-notifications] section 2.4.6
for general subscriptions, and [I-D.ietf-netconf-yang-push]
Appendi x A 1, for datastore subscriptions. The identitynane to
use depends on the RPC for which the error occurred. Viable
errors for different RPCs are as foll ows:

RPC use base identity

establ i sh-subscription establish-subscription-error
nmodi f y- subscri ption nmodi f y- subscri ption-error
del et e-subscription del et e-subscription-error
kill-subscription kill-subscription-error
resynch-subscri ption resynch-subscri ption-error

Each error identity will be inserted as the "error-app-tag" using
JSON encodi ng followi ng the form <nbdul enane>: <i dentitynanme>. An
exanpl e of such as valid encoding would be "ietf-subscribed-
notifications: no-such-subscription”

0 In case of error responses to an "establish-subscription" or
"nodi fy-subscription" request there is the option of including an
"error-info" node. This node may contain XM.-encoded data with
hints for paraneter settings that mght |lead to successful RPC
requests in the future. Followi ng are the yang-data structures
whi ch nay be returned:
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8.

establ i sh-subscription returns hints in yang-data structure
target: event stream establish-subscription-streamerror-info
target: datastore est abl i sh-subscription-datastore-error-info

nodi fy-subscription returns hints in yang-data structure
target: event stream nodify-subscription-streamerror-info
target: datastore nmodi f y- subscri pti on-datastore-error-info

The yang-data included within "error-info" SHOULD NOT include the
optional |eaf "error-reason", as such a | eaf would be redundant
with information that is already placed within the
"“error-app-tag".

In case of an rpc error as a result of a "del ete-subscription", a
"Kkill-subscription", or a "resynch-subscription" request, no
"error-info" needs to be included, as the "subscription-id" is
the only RPC input paraneter and no hints regarding this RPC input
paraneters need to be provided.

YANG nodul e

Thi s nodul e references
[I-D.draft-ietf-netconf-subscribed-notifications].

[ note to the RFC Editor - please replace XXXX within this YANG node
with the nunber of this docunent ]

<CCDE BEG NS>fil e
"ietf-netconf-subscribed-notificati ons@018-04-20.yang"
nmodul e i etf-netconf-subscribed-notifications {

yang-version 1.1;
namespace
"urn:ietf:parans: xnm :ns:yang:ietf-netconf-subscribed-notifications"”

prefix nsn;
i mport ietf-subscribed-notifications {

prefix sn;
}

organi zation "I ETF NETCONF (Network Configuration) Wrking G oup"
cont act

"W Web: <http:/tools.ietf.org/wg/ netconf/>

WG List: <nmailto:netconf@etf.org>

Edi t or: Eric Voit
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<mai | to: evoi t @i sco. conP

Edi t or: Al exander C emm
<mai | t o: | udwi g@l enm or g>

Edi t or: Al berto CGonzalez Prieto
<mai | t 0: agonzal ezpri @nwar e. con

Edi t or: Anbi ka Prasad Tri pat hy
<mai | t o: anbtri pa@i sco. conp

Edi t or: Ei nar N | sen- Nygaard
<mai | t 0: ei narnn@i sco. conp";

description
"Defines NETCONF as a supported transport for subscribed event
notifications.

Copyright (c) 2018 | ETF Trust and the persons identified as authors
of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or without

nmodi fication, is permtted pursuant to, and subject to the license

terns contained in, the Sinplified BSD License set forth in Section
4.c of the I ETF Trust’s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revi sion 2018-04-20 {
description
“Initial version";
ref erence
"RFC XXXX: NETCONF Support for Event Notifications";

}

identity netconf {
base sn:transport;
base sn:inline-address;
description
"NETCONF is used as a transport for notification nmessages and
state change notifications.";

}
}
<CODE ENDS>
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9.

10.

11.

12.

| ANA Consi der ati ons

Thi s docunment registers the follow ng nanespace URI in the "I ETF XM
Regi stry" [ RFC3688]:

URI: urn:ietf:parans:xm:ns:yang:ietf-netconf-subscribed-
notifications

Regi strant Contact: The | ESG

XM: NA; the requested URI is an XML nanespace

This docunent registers the follow ng YANG nodul e in the "YANG Mdul e
Names" registry [ RFC6020]:

Nanme: ietf-netconf-subscribed-notifications

Nanmespace: urn:ietf:parans: xm :ns:yang:ietf-netconf-subscribed-
notifications

Prefix: nsn

Ref erence: RFC XXXX: NETCONF Support for Event Notifications

Security Considerations

Notification nessages (including state change notifications) are
never sent before the NETCONF capabilities exchange has conpl et ed.

If a malicious or buggy NETCONF subscriber sends a number of

est abl i sh-subscription requests, then these subscriptions accunul ate
and may use up systemresources. |In such a situation, subscriptions
MAY be termi nated by term nating the underlying NETCONF session. The
publ i sher MAY al so suspend or term nate a subset of the active
subscriptions on that NETCONF session

This draft has a YANG nodul e which consists of a single identity. As
a result additional security concerns beyond those of the inported
nodul es are not introduced.
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Appendi x A, Exanpl es
This section is non-normative.
A.1. Event Stream Di scovery

As defined in [I-D. draft-ietf-netconf-subscribed-notifications] an
event stream exposes a continuous set of events avail able for
subscription. A NETCONF client can retrieve the list of available
event streans froma NETCONF publisher using the "get" operation
agai nst the top-level container "/streans" defined in
[I-D.draft-ietf-netconf-subscribed-notifications] Section 3.1

The following exanmple illustrates the retrieval of the |ist of
avai | abl e event streans:

<rpc nessage-i d="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<get >
<filter type="subtree">
<streamns
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications"/>
</filter>
</ get >
</rpc>

Figure 1: Get streans request
After such a request, the NETCONF publisher returns a list of event

streanms available, as well as additional information which mnight
exi st in the container
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Est abl i shi ng Dynam ¢ Subscri ptions

The following figure shows two successfu
RPC requests as per

[I-D.draft-ietf-netconf-subscribed-notifications].

is given a subscription identifier of 22

of

To provide exanpl es of the information being transported,
messages for interactions (a) and (b)

Voi t,

July 2018

"establ i sh-subscri ption"

The first
t he second,

request
an identifier

23.

TS + R +
| Subscriber | | Publisher
S + R +

Figure 2: Multiple subscriptions over a NETCONF session
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<rpc nessage-i d="102" xm ns="urn:ietf:paranms: xn :ns:netconf:base:1.0">
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<st r eanPNETCONF</ st r ean®
<stream xpath-filter xm ns:ex="http://exanpl e. com events">
/ ex: f ool
</stream xpath-filter>
<dscp>10</dscp>
</ establ i sh-subscri pti on>
</rpc>

Figure 3: establish-subscription request (a)

As NETCONF publisher was able to fully satisfy the request (a), the
publ i sher sends the subscription identifier of the accepted
subscription within nessage (b):

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<identifier
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
22
</identifier>
</rpc-reply>

Figure 4: establish-subscription success (b)

If the NETCONF publisher had not been able to fully satisfy the
request, or subscriber has no authorization to establish the
subscription, the publisher woul d have sent an RPC error response.

For instance, if the "dscp" value of 10 asserted by the subscriber in
Fi gure 3 proved unacceptabl e, the publisher may have returned:

<rpc-reply nessage-i d="102"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>operation-failed</error-tag>
<error-severity>error</error-severity>
<error-app-tag>
i etf-subscribed-notifications: dscp-unavail abl e
</ error-app-tag>
</rpc-error>
</rpc-reply>

Fi gure 5: an unsuccessful establish subscription
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The subscriber can use this information in future attenpts to
establish a subscription.

A. 2.2. Mdifying Dynam c Subscriptions

An existing subscription may be nodified. The followi ng exchange
shows a negotiation of such a nodification via several exchanges

bet ween a subscriber and a publisher. This negotiation consists of a
fail ed RPC nodification request/response, followed by a successfu

one.
TS + Fom e e oo - +
| Subscriber | | Publisher
s + B +
|
notification nessage (for 23)|

| o > (c)
| RPC error (with hint) |

| <o | (d)
| nodify-subscription (id = 23)]|

Figure 6: Interaction nodel for successful subscription nodification

If the subscription being nodified in Figure 6 is a datastore
subscription as per [|I-D.ietf-netconf-yang-push], the nodification
request made in (c) may look like that showmn in Figure 7. As can be
seen, the nodifications being attenpted are the application of a new
xpath filter as well as the setting of a new periodic time interval
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<rpc nessage-i d="303"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<nmodi fy-subscri pti on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications
xm ns:yp="urn:ietf:parans: xm :ns:yang:ietf-yang-push">
<identifier>23</identifier>
<yp: datastore-xpath-filter xm ns="http://exanpl e.com datastore">
/linterfaces-state/interface/oper-status
</ yp: datastore-xpath-filter>
<yp: peri odi c>
<yp: peri od>500</yp: peri od>
</ yp: peri odi c>
</ modi f y- subscri pti on>
</rpc>

Figure 7: Subscription nodification request (c)

If the NETCONF publisher can satisfy both changes, the publisher
sends a positive result for the RPC. |If the NETCONF publisher cannot
satisfy either of the proposed changes, the publisher sends an RPC
error response (d). The following is an exanmple RPC error response
for (d) which includes a hint. This hint is an alternative tine

peri od val ue which might have resulted in a successful nodification

<rpc-reply nmessage-i d="303"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>operation-fail ed</error-tag>
<error-severity>error</error-severity>
<error-app-tag>
i etf-yang-push: peri od-unsupport ed
</ error-app-tag>
<error-info
xm ns="urn:ietf:parans: xm :ns:yang:ietf-yang-push">
<nmodi fy-subscri pti on-dat astore-error-info>
<peri od-hi nt>
3000
</ peri od- hint>
</ nodi fy- subscri pti on-dat astore-error-info>
</error-info>
</rpc-error>
</rpc-reply>

Figure 8: Mdify subscription failure with Hnt (d)
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A.2.3. Deleting Dynani c Subscriptions

The follow ng denonstrates del eting a subscription. This
subscription nmay have been to either a streamor a datastore.

<rpc nessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<del et e- subscri pti on
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<identifier>22</identifier>
</ del et e- subscri pti on>
</rpc>

Figure 9: Delete subscription

If the NETCONF publisher can satisfy the request, the publisher
replies with success to the RPC request.

If the NETCONF publisher cannot satisfy the request, the publisher
sends an error-rpc elenent indicating the nodification didn't work.
Figure 10 shows a valid response for existing valid subscription
identifier, but that subscription identifier was created on a

di fferent NETCONF transport session

<rpc-reply nmessage-i d="103"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>operation-fail ed</error-tag>
<error-severity>error</error-severity>
<error-app-tag>
i etf-subscribed-notifications:no-such-subscription
</ error-app-tag>
</rpc-error>
</rpc-reply>

Fi gure 10: Unsuccessful delete subscription
A. 3. Configured Subscriptions
Configured subscriptions nmay be established, nodified, and del eted
usi ng configuration operations against the top-|evel subtree of
[I-D.draft-ietf-netconf-subscribed-notifications] or
[1-D.ietf-netconf-yang-push].

In this section, we present exanples of how to nanage the
configuration subscriptions using a NETCONF client.
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A.3.1. Creating Configured Subscriptions
For subscription creation, a NETCONF client may send:

<rpc nessage-i d="201" xm ns="urn:ietf:parans: xm :ns:netconf:base: 1. 0">
<edit-config>
<t ar get >
<runni ng/ >
</target>
<def aul t - oper ati on>none</ def aul t - oper ati on>
<confi g>
<subscri pti ons
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<subscri ption>
<identifier>1922</identifier>
<transport xml ns:nsn=
"urn:ietf:parans: xn :ns:yang:ietf-netconf-subscribed-notifications">
nsn: net conf
<transport>
<str eamrPNETCONF</ st r ean®
<recei vers>
<recei ver >
<nane>r ecei ver 1</ nane>
</receiver>
</receivers>
</ subscri ption>
</ subscri ptions>

</ config>
</edit-config>
</rpc>
Figure 11: Create a configured subscription
If the request is accepted, the publisher will indicate this. If the
request is not accepted because the publisher cannot serve it, no
configuration is changed. 1In this case the publisher may reply:

Voit, et al. Expi res January 3, 2019 [ Page 17]



Internet-Draft NETCONF- not i f July 2018

<rpc-reply nmessage-i d="201"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>resource-deni ed</error-tag>
<error-severity>error</error-severity>
<error-nessage xnl:lang="en">
Tenporarily the publisher cannot serve this
subscription due to the current workl oad.
</ error-nessage>
</rpc-error>
</rpc-reply>

Figure 12: Response to a failed configured subscription establishnent

After a subscription has been created, NETCONF connectivity to each
receiver will be established if it does not already exist. This wll
be acconplished through the association on the publisher with the
net wor ki ng paraneters needed to establish connectivity with each
configured receiver. These paraneters will be used as needed by
NETCONF cal | home [ RFC8071].

The following figure shows the interaction nodel for the successfu
creation of a configured subscription
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subscri pti on-

started
[-------mmmmem - >
I
| notification
| nmessage
[--------mm- - >

Figure 13: Interaction nodel for configured subscription
est abl i shnent

A.3.2. Mdifying Configured Subscriptions

Configured subscriptions can be nodified using configuration
operations against the top-level container "/subscriptions"”

For exanple, the subscription established in the previous section
could be nodified as follows, here a adding a second receiver
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<rpc nessage-id="202" xm ns="urn:ietf:paranms: xn :ns:netconf:base:1.0">
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<subscri pti ons
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<subscri ption>
<identifier>
1922
</identifier>
<recei vers>
<recei ver>
<nanme>r ecei ver 2</ nane>
</receiver>
</ receivers>
</ subscri ption>
</ subscri pti ons>

</ config>
</edit-config>
</rpc>
Figure 14: Mdify configured subscription
If the request is accepted, the publisher will indicate success. The

result is that the interaction nodel described in Figure 13 may be
extended as foll ows.
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Figure 15: Interaction nodel for configured subscription nodification

Note in the above that in the specific exanple above, nodifying a
configured subscription actually resulted in "subscription-started"
notification. And because of an existing NETCONF session, no
additional call home was needed. Also note that if the edit of the
configuration had inpacted the filter, a separate nodify-subscription
woul d have been required for the original receiver

A. 3.3. Deleting Configured Subscriptions
Configured subscriptions can be del eted using configuration
operations against the top-level container "/subscriptions”

Del eting the subscription above would result in the follow ng flow
i mpacting all active receivers
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Figure 16: Interaction nodel for configured subscription deletion
A. 4. Subscription State Notifications
A publisher will send subscription state notifications according to
the definitions within
[I-D.draft-ietf-netconf-subscribed-notifications]).

A.4.1. subscription-started and subscription-nodified

A "subscription-started" over NETCONF encoded in XM. would | ook like:
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<notification xm ns="urn:ietf:paranms:xnm :ns:netconf:notification:1.0">
<event Ti me>2007- 09- 01T10: 00: 00Z</ event Ti me>
<subscription-started
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<identifier>39</identifier>
<transport xm ns:nsn=
"urn:ietf:parans: xnl :ns:yang:ietf-netconf-subscribed-notifications">
nsn: net conf
<transport >
<stream xpath-filter xm ns:ex="http://exanpl e. com events">
/ex: foo
</stream xpath-filter>
<str eamrPNETCONF</ st r ean®
</ subscription-started>
</notification>

Figure 17: subscription-started subscription state notification

The "subscription-nodified" is identical to Figure 17, with just the
word "started" being replaced by "nodified".

A.4.2. subscription-conpleted, subscription-resuned, and repl ay-
conpl ete

A "subscription-conpl eted" woul d | ook |ike:

<notification
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 0">
<event Ti me>2007-09- 01T10: 00: 00Z</ event Ti me>
<subscri ption-conpl et ed
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<identifier>39</identifier>
</ subscri pti on- conpl et ed>
</notification>

Fi gure 18: subscription-conpleted notification in XM
The "subscription-resunmed" and "repl ay-conplete” are virtually
identical, with "subscription-conpleted" sinply being replaced by
"subscri ption-resuned" and "repl ay-conpl ete".

A.4.3. subscription-term nated and subscri ption-suspended

A "subscription-terni nated" would | ook |ike:
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<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2007- 09- 01T10: 00: 00Z</ event Ti me>
<subscri ption-term nated
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<identifier>39</identifier>
<error-id>
suspensi on-ti meout
</error-id>
</ subscri ption-tern nat ed>
</notification>

Fi gure 19: subscription-term nated subscription state notification
The "subscription-suspended” is virtually identical, wth
"subscription-ternm nated" sinply being replaced by "subscription-
suspended".
Appendi x B. Changes between revisions
(To be renmoved by RFC editor prior to publication)
B.1. v09 to v10
0 Tweaks to exanples and text.
o0 Downshifted state nanes.
0 Renoved address from exanpl es
B.2. v08 to v09
0 Tweaks based on Kent’'s conments.
0 Updated exanples in Appendix A. And updates to sone object nanes
based on changes in the subscribed-notifications draft.
0 Added a YANG nodel for the NETCONF identity.
B.3. v07 to vO08
0 Tweaks and clarification on :interleave.

B.4. v06 to vO07

0 XM encodi ng and operational datastore nmandatory.
o Error nechani sns and exanpl es updat ed.
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B. 5.

OO0OO0OO0OO0OO0o

B. 6.

o

B. 7.

B. 8.

(0]

v05 to v06

Moved exanpl es to appendices

Al'l exanples rewitten based on nanespace | earni ngs

Normative text consolidated in front

Renoved all nention of JSON

Call hone process detail ed

Note: this is a major revision attenpting to cover those coments
received fromtw week review

v03 to v04

Added additional detail to "configured subscriptions”

Added interl eave capability

Adjusted term nology to that in draft-ietf-netconf-subscribed-
notifications

Corrected nanespaces in exanples

v0l to v03

Text sinplifications throughout
v02 had no neani ngful changes

v00 to vO1

Added Call Hone in solution for configured subscriptions.
Clarified support for multiple subscription on a single session
No need to support mnultiple create-subscription

Added nappi ng between terninology in yang-push and [ RFC6241] (the
one followed in this docunent).

Editorial inprovenents.
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