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Abst ract

Thi s docunment defines a new notification nmessage format, using yang-
data. |Included are:

0 a new notification nechani smand encoding to replace the one way
operation of RFC 5277

0 a set of common, transport agnostic nessage header objects.

0o howto bundle nultiple event records into a single notification
nessage.

0 how to ensure these new capabilities are only used with capabl e
receivers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on August 24, 2018.
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Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Mechani sns to support subscription to event notifications and yang
dat astore push are being defined in
[I-D.draft-ietf-netconf-subscribed-notifications] and
[I-D.ietf-netconf-yang-push]. W rk on those docunents has shown that
notifications described in [ RFC7950] section 7.16 could benefit from
transport independent headers. Communicating the follow ng
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information to receiving applications can be done w thout explicit
I i nkage to an underlying transport protocol
o the tine information was generated

o the time the information was placed in a nessage and queued for
transport

0 a signature to verify authenticity
o the process generating the infornmation
0 an originating request correlation
0o an ability to bundle information records into one a nessage
o the ability to check for message | oss/reordering
The docunment describes information el ements needed for the functions
above. It also provides YANG structures for sendi ng nessages
contai ning one or nore events and/or update records to a receiver

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
The definition of notification is in RFC 7950 [ RFC7950]. Publi sher,
recei ver, and subscription are defined in
[I-D.draft-ietf-netconf-subscribed-notifications].

3. Header bjects

There are a nunber of transport independent headers whi ch shoul d have
common definition. These include:

0 subscription-id: provides a reference into the reason the
publ i sher believed the receiver wishes to be notified of this
specific infornmation.

o notification-time: the time an event, datastore update, or other
itemis recognized and recorded w thin the publisher

o notification-id: ldentifies the name of the notification, per the
YANG notification statement. My al so provide the name of a yang-
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data statenent (whether transporting other types of nmessages is in
scope is thd).

0 observation-donain-id: identifies the publisher process which
di scovered and recorded the event notification. (note: look to
reuse the domains set up with I PFI X))

0 nmessage-tinme: the time the nessage was packaged sent to the
transport layer for delivery to the receiver

0 signature: allows an application to sign a nessage so that a
receiver can verify the authenticity of the nmessage.

0 nmessage-id: for a specific nessage generator, this identifies a
message which includes one or nore event records. The nmessage-id
increments by one with sequential nessages.

0 nessage-generator-id: identifier for the process which created the
message. This allows disanbiguation of an information source,
such as the identification of different |line cards sending the
messages. Used in conjunction with previous-nmessage-id, this can
hel p find drops and duplications when nessages are comng from
mul tiple sources on a device. |If there is a nessage-generator-id
in the header, then the previous-nessage-id MJST be the nessage-id
fromthe last tine that nessage-generator-id was sent.

4. Encapsul ati on of Header (bjects in Messages

A specific set of well-known objects are of potential use to
networ ki ng layers prior being interpreted by sonme receiving
application layer process. By exposing this object information as
part of a header, and by using standardi zed object nanes, it becones
possible for this object information to be leveraged in transit.

The objects defined in the previous section are these well-known
header objects. These objects are identified within a dedicated
header subtree which |l eads off a particular transportabl e nessage.
This all ows header objects to be easily be decoupled, stripped, and
processed separately.

There are two types of transportable nessages: one fornmat is used
when there is one notification being encapsul ated, and anot her fornat
used when there are many notifications being bundled into one
nessage

A receiver which supporting this docunent MJUST be able to handl e
recei pt of either type of nmessage froman publisher. It is possible
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that changes between nessage types can occur w thout any prior
i ndi cati on.

4.1. One Notification per Message
This section will be re-instated if NETCONF WG nenbers are not
confortable with the efficiency of the solution which can encode many
notifications per nmessage descri bed bel ow.

4.2. Many Notifications per Message
Whi l e possible in some scenarios, it often inefficient to marshal and
transport every notification independently. Instead, scale and
processi ng speed can be inproved by placing nmultiple notifications
into one transportabl e bundle.
The format of this bundl e appears in the yata-data tree below, and is
nmore conpletely defined in the yang nodule. There are three parts of
thi s bundl e:

0 a nessage header describing the marshaling, including information
such as when the nmarshaling occurred

0o a list of encapsulated information

0 an optional message footer for whol e-nessage signing and message-
generator integrity verification.

Wthin the |ist of encapsulated notifications, there are also three
parts:

o a notification header defining what is in an encapsul at ed
notification

o the actual notification itself

o an optional notification footer for individual notification
si gning and observation-domain integrity verification
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An XM_ instance of a nmessage m ght

Voi t,

Noti fications

yang- dat a message
+--ro nessage

et al.

+--ro nessage- header

| +--ro message-tine

| +--ro nessage-id?

| +--ro nessage-generator-id?
| +--ro notification-count?
+--ro notifications*

| +--ro notification-header
+--ro notification-tine
+--ro yang- nodul e?

+--ro

e ———

yang-noti fi cati on- name?

February 2018

yang: dat e-and-ti ne
ui nt 32
string
uint16

yang: dat e-and-ti ne
yang: yang-identifier
notification-type

I
I
I
| +--ro subscription-id* ui nt 32
| +--ro notification-id? ui nt 32
| +--ro observation-domain-id? string
[ --ro notification-contents?
| +--ro notification-footer
[ +--ro signature-algorithm string
| +--ro signature-val ue string
| +--ro integrity-evidence? string
+--ro nessage-footer!

+--ro signature-algorithm string

+--ro signature-val ue string

+--ro integrity-evidence? string
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<yang- dat a bundl ed- nessage
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-notification-nessages:1.0">
<message- header >
<message-ti ne>
2017-02- 14T00: 00: 05z
</ nessage-ti ne>
<message-i d>
456
</ nessage-i d>
<noti fication-count >
2
</notification-count>
</ nessage- header >
<noti fications>
<noti fication>
<notification-header>
<notification-time>
2017- 02- 14T00: 00: 02Z
</notification-time>
<subscri ption-id>
823472
</ subscription-id>
<yang- nodul e>
i etf-yang-push
</ yang- nodul e>
<yang-noti fi cati on- name>
push- change- updat e
</ yang-noti ficati on- nanme>
</ notification-header>
<noti fication-contents>
<push- change- updat e xm ns=
"urn:ietf:parans: xm :ns:yang:ietf-yang-push: 1. 0">
<dat ast or e- changes- xnl >
<al pha xm ns="http://exanpl e. conl sanpl e-data/ 1. 0">
<beta urn:ietf:parans: xn :ns: netconf: base: 1. 0:
operation="del ete"/>
</ al pha>
</ dat ast or e- changes- xm >
</ push- change- updat e>
</notification-contents>
</notification>
<notification>
...(record #2)..
</notification>
</notifications>
</ yang- dat a>
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5.

Configuration of Headers

A publisher MJST select the set of headers to use within any
particul ar nessage. The two nandatory headers which MJST al ways be
applied are 'nessage-tine’ and ’'subscription-id

Beyond these two mandatory headers, additional headers MAY be
i ncluded. Configuration of what these optional headers should be can
come fromthe follow ng sources

1. Publisher w de default headers for all notifications. These are
included if an optional header is inserted into ’additional-
headers’ leaf-list shown in the yang tree bel ow

2. Mre notification specific headers may also be desired. |If new
headers are needed for a specific type of YANG notification
these can be popul ated through *additional-notification-headers
| eaf-1ist.

3. An application process may al so identify common headers to use
when transporting notifications for a specific subscription. How
these are identified to a publisher is out-of-scope.

The set of headers used for any particular nmessage is the superset of
headers for the itens |listed above.

The YANG tree showi ng el ements of configuration is depicted in the
followi ng figure

modul e: ietf-notification-nmessages

+--rw addi tional -defaul t-headers {publisher}?

+--rw addi tional - header s* opti onal - header

+--rw yang-notification-specific-default*
[ [ yang- nodul e yang-noti ficati on-nane]
+--rw yang- nodul e yang: yang-identifier
+--rw yang-noti fication-nane notification-type

+--rw addi tional -notification-headers*
optional -notification-header

Configuration Mbdel structure

O note inthis tree is the optional feature of ’'publisher’. This
feature indicates an ability to send notifications. A publisher
supporting this specification MIST al so be able to parse any nessages
received as defined in this document.
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6. Discovering Receiver Support

We need capability exchange fromthe receiver to the publisher at
transport session initiation to indicate support for this
speci fication.

For all types of transport connections, if the receiver indicates
support for this specification, then it MAY be used. 1In addition
[ RFC5277] one-way notifications MIUST NOT be used if the receiver

i ndi cates support for this specification to a publisher which al so
supports it.

Where NETCONF transport is used, advertising this specification’s
nanespace during an earlier client capabilities discovery phase MAY
be used to indicate support for this specification

<hell o xm ns="urn:ietf:parans: xnl : ns: netconf: base: 1. 0" >
<capabilities>
<capability>
urn:ietf:paramnms: xm:ns:yang:ietf-notification-nessages: 1.0
</ capability>
</capabilities>
<sessi on-i d>4</ sessi on-i d>
</ hel | o>

NOTE: It is understood that even though it is allowed in [ RFC6241]
section 8.1, robust NETCONF client driven capabilities exchange is
not sonething which is comon in inplenentation. Therefore reviewers
are asked to submit alternative proposals to the mailing list.

For RESTCONF, a nechanism for capability discovery is TBD. Proposals
are al so wel cone here

The mechani sm descri bed above assunes that a capability discovery
phase happens before a subscription is started. This is not always
the case. As an exanple, consider HTTP2 configured subscriptions
fromsection 3.1.3 of [I-D.draft-ietf-netconf-restconf-notif], there
is no guarantee that a capability exchange has taken place before the
updates are pushed. A solution for this could be that a receiver
woul d reply "ok" and reply with the client capabilities as part of
the POST. (O just use a different HTTP status code |ike 202 instead
of 200 'ok’). As such a requirement creates a new dependency for
[I-D.draft-ietf-netconf-restconf-notif] upon this specification, nore
di scussion is required to decide if this is a viable solution
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7.  YANG Modul e
<CODE BEG@ NS> file "ietf-notification-nessages@018-01-31. yang"

nmodul e ietf-notification-nessages {
yang-version 1.1;
namespace
"urn:ietf:parans: xm :ns:yang:ietf-notification-messages”
prefix nm

import ietf-yang-types { prefix yang; }
i mport ietf-restconf { prefix rc; }

organi zation "I ETF";

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <mailto:netconf@etf.org>

Edi t or: Eric Voit
<mmi | to: evoi t @i sco. conp

Edi t or: Henk Birkhol z
<mai | t 0o: henk. bi rkhol z@i t . f raunhof er. de>

Edi t or: Al exander C emm
<mai | to: | udwi g@l enm or g>

Edi t or: Andy Bi er man
<mai | t 0: andy @ unmawor ks. con»

Edi t or: Ti m Jenki ns
<mai |l to:tinjenki @i sco.conp";

description
"Thi s nodul e contains conceptual YANG specifications for yang-data
messages carrying notifications with well known header objects.";

revision 2018-01-31 {
description
“Initial version.";

reference
"draft-ietf-netconf-notification-nessages-03";
}

/*
* FEATURES
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*/

feature publisher {
description
"This feature indicates that support for both publisher and
recei ver of nessages conplying to the specification."

}

/*
* | DENTI TI ES
*/

/* ldentities for common headers */

identity common-header {
description
"A well known header which can be included sonewhere within a
nmessage. ";

}

identity nmessage-tine {
base common- header;
description
"Header information consisting of time the message headers were
pl aced generated prior to being sent to transport”;

}

identity subscription-id {
base common- header
description
"Header information consisting of the identifier of the
subscription associated with the notification being
encapsul ated. ";

}

identity notification-count {
base conmon- header;
description
"Header information consisting of the quantity of notifications in
a bundl ed-nmessage for a specific receiver.";

}

identity optional -header {
base conmon- header;
description
"A well known header which an application may choose to include
within a nmessage.";
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identity nessage-id {
base optional - header;
description
"Header information that identifies a message to a specific
receiver";

}

identity message-generator-id {
base optional - header;
description
"Header information consisting of an identifier for a software
entity which created the nessage (e.g., linecard 1)."

}

identity nessage-signature {

base optional - header;

description
"Identifies two el enents of header information consisting of a
signature and the signtature type for the contents of a nessage.
Si gnatures can be useful for originating applications to
verify record contents even when shi ppi ng over unsecure
transport.";

}

identity nmessage-integrity-evidence {
base opti onal - header;
description
"Header information consisting of the information which backs up
the assertions nade as to the validity of the information
provided within the nessage.";

identity optional-notification-header {
base opti onal - header;
description
"A well known header which an application may choose to include
within a nessage.";

}

identity notification-tine ({
base optional -notification-header;
description
"Header information consisting of the tinme an originating process
created the notification.";

}

identity notification-id {
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base optional -notification-header;
description
"Header information consisting of an identifier for an instance

of a notification egressing a publisher. ";

}

identity observation-domain-id {
base optional -notification-header;
description
"Header infornmation identifying the software entity which created
the notification (e.g., process id).";

}

identity notification-signature {
base optional -notification-header;
description
"Header information consisting of the infornmation which backs up
the assertions made as to the validity of the information
provided within the notification.";

}

identity notification-integrity-evidence {
base optional -notification-header;
description
"Header information consisting of the information which backs up
the assertions made as to the validity of the information
provided within the notification."

/*
* TYPEDEFs
*/

typedef optional - header {
type identityref {
base optional - header;
}

description
"Type of header object which may be included sonewhere within a
nmessage. ";

}

typedef optional-notification-header ({
type identityref {
base optional -notification-header;
}
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description
"Type of header object which may be included sonmewhere within a
message. ";

}

typedef notification-type {
type string {
pattern '[a-zA-Z ][a-zA-Z0-9\-_.]*";
}
description
"The nane of a notification within a YANG nodul e.”
ref erence
"RFC- 7950 Section 7.16";

}

/*
* GROUPI NGS
*/

groupi ng nessage- header {
description
"Header infornmation included with a nmessage.";
| eaf message-tine {
type yang: date-and-ti ne;
mandat ory true
description
"time the message was generated prior to being sent to
transport.";
}
| eaf message-id {
type uint32;
description
"Id for a message going to a receiver froma nessage
generator. The id will increment by one with each nessage sent
froma particular nmessage generator, allow ng the nessage-id
to be used as a sequence nunber.";
}
| eaf message-generator-id {
type string;
description
"Software entity which created the nessage (e.g., linecard 1).
The conbi nati on of nessage-id and nessage-generator-id nust be
uni que until reset or a roll-over occurs."”;
}
| eaf notification-count {
type uint 16;
description
"Quantity of notification records in a bundl ed-nmessage
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specific receiver.";

}
}

groupi ng notification-wthin-a-nodule {
description
"Alocation of a notification within a yang nodel ."
| eaf yang-nodul e {
type yang:yang-identifier;
description
"Name of the YANG nodul e supported by the publisher.";
}
| eaf yang-notification-name {
type notification-type;
description
"The name of a notification likely froma YANG nodule. Note
that this object should be in the notification contents, so a
debate is needed whether this is redundant."”;
}
}

groupi ng notification-header {
description
"Conmon informational objects which nmight help a receiver
interpret the meaning, details, or inportance of a notification."
| eaf notification-tine {
type yang: dat e-and-ti ne;
mandat ory true
description
"Time the systemrecogni zed the occurrence of an event."

uses notification-wthin-a-nodul e;
| eaf-1ist subscription-id {
type uint32;
description
"I'd of the subscription which led to the notification being
generated. ";

| eaf notification-id {
type uint32;
description
"ldentifier for the notification record.”;

| eaf observation-domain-id {
type string;
description
"Software entity which created the notification record (e.g.
process id).";
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}
}

groupi ng security-footer {
description
"Reusabl e groupi ng for conmon objects which apply to the the
signing of notifications or nmessages.”
| eaf signature-al gorithm/{
type string;
mandat ory true
description
"The technol ogy with which an originator signed of sone
del i neated contents.";
}
| eaf signature-val ue {
type string;
mandat ory true
description
"Any originator signing of the contents of a header and
content. This is useful for verifying contents even when
shi ppi ng over unsecure transport.";

| eaf integrity-evidence {

type string;

description
"This nmechanismallows a verifier to ensure that the use of the
private key, represented by the correspondi ng public key
certificate, was perforned with a TCG conpliant TPM
environnent. This evidence is never included in within any
signature.";

ref erence
"TCG I nfrastructure Workgroup, Subject Key Attestation Evidence
Ext ensi on, Specification Version 1.0, Revision 7."

/*
* YANG- DATA nmessages for receivers
*/

rc:yang-data nmessage {
cont ai ner message {
presence
"Indicates attenpt to comunicate notifications to a receiver.";
description
"Message to a receiver containing one or nore notifications"
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cont ai ner nessage- header {
description
"Header info for nessages.”
uses nessage- header
}
list notifications {
description
"Set of notifications to a receiver.";
contai ner notification-header {
description
"Header info for a notification.";
uses notification-header

anydata notification-contents {
description
"Encapsul ates objects following YANG s notification-stnt
grammar of RFC- 7950 section 14. Wthin are the notified
obj ects the publisher actually generated in order to be
passed to a receiver after all filtering has conpleted.";
}
container notification-footer {
presence
"Indicates attenpt to secure a notification.";
description
"Si gnature and evi dence for nessages.";
uses security-footer;

}
}

cont ai ner nessage-footer {
presence
"Indicates attenpt to secure the entire nessage."”;
description
"Signature and evidence for nmessages.”
uses security-footer

}
}
}

/*

* DATA- NODES
*

/

cont ai ner additional -defaul t-headers {
if-feature "publisher";
description
"This container maintains a list of which additional notifications
shoul d use which optional headers if the receiver supports this
specification.";
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| eaf-1ist additional-headers {
type optional - header;
description
"This list contains the identities of the optional header types
which are to be included within each nessage fromthis

publi sher.";
}
list yang-notification-specific-default {
key "yang- nodul e yang-notification-nane";
description
"For any included YANG notifications, this |ist provides
addi tional optional headers which should be placed within the
container notification-header if the receiver supports this
specification. This list incrementally adds to any headers
indicated within the leaf-list ’additional-headers’."
uses notification-wthin-a-nodul e;
| eaf-1ist additional-notification-headers {
type optional -notification-header;
description
"The set of additional default headers which will be sent
for a specific YANG notification.”
}
}
}
}
<CODE ENDS>
8. Backwards Conpatibility
Wth this specification, there is no change to YANG s 'notification
st at enent
Legacy clients are unaffected, and existing users of [RFC5277],
[ RFC7950], and [ RFC8040] are free to use current behaviors until al
i nvol ved devi ce support this specification
9. Security Considerations

Certain headers might be conputationally conplex for a publisher to
deliver. Signatures or encryption are two exanples of this. It MJST
be possible to suspend or terminate a subscription due to |ack of
resources based on this reason

Deci sions on whether to bundle or not to a receiver are fully under
the purview of the Publisher. A receiver could slow delivery to

exi sting subscriptions by creating new ones. (Wiich would result in
t he publisher going into a bundling node.)
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Appendi x A.  Changes between revisions

(To be renmoved by RFC editor prior to publication)

v02 - vO03

0 Renoved the option for an unbundl ed nmessage. This night be re-
added |l ater for transport efficiency if desired by the W5

0 New nessage structure driven by the desire to put the signature
information at the end.

v0l - vO02

o Fixed the yang-data encapsul ati on contai ner issue

0 Updated object definitions to point to RFC- 7950 definitions

0 Added headers for nodul e and notification-type

v00 - vO1

0 Alternative to 5277 one-way notification added

0 Storage of default headers by notification type

0 Backwards conpatibility

o Capability discovery

o Myve to yang-data

0 Renoved dscp and record-type as comon headers. (Record type can
be determ ned by the nanespace of the record contents. Dscp is
useful where applications need internal communications within a

Publ i sher, but it is unclear as to whether this use case need be
exposed to a receiver
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Appendi x B. |ssues bei ng worked
(To be renmoved by RFC editor prior to publication)

Is this capability just for notifications, or is it for any yang-data
el emrent too?

A compl ete JSON document is supposed to be sent as part of Media Type
"appl i cation/yang-data+json". As we are sending separate
notifications after each other, we need to choose whether we start
with sone extra encapsul ation for the very first nessage pushed, or
if we want a new Media Type for streani ng updates.

| mproved di scovery mechani snms for NETCONF

Shoul d we defer support for HITP2 configured subscriptions until this
draft is available? Wthout capabilities exchange, it might just be
easier to wait. In addition, JSON encoding still needs a
notification type which is not exising or represented in

ref erenceabl e in existing yang-nodel s.

Need to ensure the proper references exist to a notification
definition driven by RFC- 7950 which is acceptable to other eventua
users of this specification

We need to link to Andy Bierman’s anydata extensibility draft for
i nformati onal purposes. This is under a W5 adoption call.

Appendi x C. Subscription Specific Headers
(To be renmoved by RFC editor prior to publication)

This section discusses a future functional addition which could
| everage this draft. It is included for informational purposes only.

A dynani ¢ subscriber m ght want to nmandate that certain headers be
used for push updates froma publisher. Some exanples of this
i nclude a subscriber requesting to:

0 establish this subscription, but just if transport nessages
containing the pushed data will be encrypted,

0 establish this subscription, but only if you can attest to the
i nformati on being delivered in requested notification records, or

0 provide a sequence-id for all nessages to this receiver (in order
to check for |oss).
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Providing this type of functionality would necessitate a new revision
of the [I-D.draft-ietf-netconf-subscribed-notifications]’s RPCs and
state change notifications. Subscription specific header information
woul d overwrite the default headers identified in this docunent.
Appendix D. Inplications to Existing RFCs
(To be renmoved by RFC editor prior to publication)
YANG one-way exchanges currently use a non-extensible header and
encodi ng defined in section 4 of RFC-5277. These RFCs MJST be
updated to enable this draft. These RFCs SHOULD be updated to
provi de exanpl es
D.1. Inplications to RFC 7950
Sections which expose netconf:capability:notification:1.0 are 4.2.10

Sections which provide exanpl es using netconf:notification:1.0 are
7.10.4, 7.16.3, and 9.9.6

D.2. Inplications to RFC 8040

Section 6.4 demands use of RFC-5277's netconf:notification:1.0, and
later in the section provides an exanpl e.
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