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Abst r act

Thi s docunent defines a YANG data nodel and associ ated nmechani sns
enabl i ng subscri ber-specific subscriptions to a publisher’s event
streams. Applying these elenments allows a subscriber to request for
and receive a continuous, custom feed of publisher generated

i nformation.
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bef ore subscribed event records are marshal ed and pushed. The
recei ver then gets a continuous, customfeed of publisher generated
i nformation.

While the functionality defined in this docunent is transport-
agnostic, transports |ike NETCONF [ RFC6241] or RESTCONF [ RFC8040] can
be used to configure or dynanically signal subscriptions, and there
are bindings defined for subscribed event record delivery for NETCONF
within [I-D.draft-ietf-netconf-netconf-event-notifications], and for
HTTP2 or HTTP1.1 within [I-D.draft-ietf-netconf-restconf-notif].

The YANG nodel in this docunent conforms to the Network Managenent
Dat astore Architecture defined in [ RFC8342].

1.1. Motivation
Various limtations in [RFC5277] are discussed in [ RFC7923].
Resol ving these issues is the primary notivation for this work. Key
capabilities supported by this docunent include:
o multiple subscriptions on a single transport session
0 support for dynam ¢ and configured subscriptions
o nodification of an existing subscription in progress

0 per-subscription operational counters

0 negotiation of subscription paraneters (through the use of hints
returned as part of declined subscription requests)

0 subscription state change notifications (e.g., publisher driven
suspensi on, paraneter nodification)

o0 independence fromtransport

1.2. Termnol ogy
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here
Client: defined in [ RFC8342].

Configuration: defined in [ RFC8342].
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Configuration datastore: defined in [ RFC8342].

Confi gured subscription: A subscription installed via configuration
into a configuration datastore.

Dynami ¢ subscription: A subscription created dynamically by a
subscriber via a remote procedure call

Event: An occurrence of sonething that may be of interest. Exanples
i nclude a configuration change, a fault, a change in status, crossing
a threshold, or an external input to the system

Event occurrence time: a timestanp matching the time an originating
process identified as when an event happened.

Event record: A set of information detailing an event.

Event stream A continuous, chronologically ordered set of events
aggr egat ed under sone context.

Event streamfilter: Evaluation criteria which nmay be applied agai nst
event records within an event stream Event records pass the filter
when specified criteria are net.

Notification nmessage: Information intended for a receiver indicating
that one or nore event(s) have occurred.

Publ i sher: An entity responsible for streanmi ng notification nessages
per the terns of a subscription

Receiver: A target to which a publisher pushes subscribed event
records. For dynam c subscriptions, the receiver and subscriber are
the sane entity.

Subscriber: A client able to request and negotiate a contract for the
generation and push of event records froma publisher. For dynanic
subscriptions, the receiver and subscriber are the sanme entity.

Subscription: A contract with a publisher, stipulating which
i nformati on one or nore receivers wi sh to have pushed fromthe
publ i sher without the need for further solicitation

Al'l YANG tree diagrams used in this docunment follow the notation
defined in [ RFC8340].
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1.3.

Sol ution Overvi ew

Thi s docunment describes a transport agnostic nechani sm for
subscribing to and receiving content froman event streamwi thin a
publisher. This nechanismis through the use of a subscription

Two types of subscriptions are supported:

1.

Dynami c subscriptions, where a subscriber initiates a

subscription negotiation with a publisher via an RPC. |f the
publisher is able to serve this request, it accepts it, and then
starts pushing notification nmessages back to the subscriber. |If

the publisher is not able to serve it as requested, then an error
response is returned. This response MAY include hints at
subscription paraneters that, had they been present, would have
enabl ed the dynami c subscription request to be accepted.

Confi gured subscriptions, which allow the managenent of
subscriptions via a configuration so that a publisher can send
notification messages to a receiver of a configured subscription
Support for configured subscriptions is optional, with its
availability advertised via a YANG feat ure.

Addi tional characteristics differentiating configured fromdynam c
subscri ptions incl ude:

(0]

Voi t,

The lifetime of a dynam c subscription is bound by the transport
session used to establish it. For connection-oriented statefu
transports |i ke NETCONF, the |oss of the transport session wll
result in the inmediate termination of any associ ated dynanic
subscriptions. For connectionless or stateless transports |ike
HTTP, a lack of recei pt acknow edgnent of a sequential set of
notification messages and/or keep-alives can be used to trigger a
term nation of a dynam ¢ subscription. Contrast this to the
lifetime of a configured subscription. This lifetine is driven by
rel evant configuration being present within the publisher’s
applied configuration. Being tied to configuration operations

i mplies configured subscriptions can be configured to persist
across reboots, and inplies a configured subscription can persi st
even when its publisher is fully disconnected from any networKk.

Configured subscriptions can be nodified by any configuration
client with wite perm ssion on the configuration of the
subscription. Dynam c subscriptions can only be nodified via an
RPC request made by the original subscriber, or a change to
configuration data referenced by the subscription.
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Note that there is no m xing-and-matching of dynanic and configured
operations on a single subscription. Specifically, a configured
subscription cannot be nodified or deleted using RPCs defined in this
docunent. Simlarly, a subscription established via RPC cannot be
nmodi fi ed through configuration operations. Also note that transport
specific transport drafts based on this specification MJST detail the
life cycles of both dynanmic and configured subscriptions.

A publisher MAY term nate a dynam c subscription at any tine.
Simlarly, it MAY decide to tenporarily suspend the sendi ng of
notification nmessages for any dynam c subscription, or for one or
nmore receivers of a configured subscription. Such term nation or
suspension is driven by internal considerations of the publisher

1.4. Relationship to RFC 5277

This docunent is intended to provide a superset of the subscription
capabilities initially defined within [ RFC5277]. Especially when
extending an existing [ RFC5277] inplenmentation, it is inmportant to
under st and what has been reused and what has been replaced. Key
rel ati onshi ps between these two docunents include:

o this docunent defines a transport independent capability,
[ RFC5277] is specific to NETCONF

o the data nodel in this docunent is used instead of the data node
in Section 3.4 of [RFC5277] for the new operations.

o0 the RPC operations in this draft replaces the operation "create-
subscription" defined in [ RFC5277], section 4.

o the <notification> nessage of [RFC5277], Section 4 is used.

o the included contents of the "NETCONF' event stream are identica
bet ween this docunent and [ RFC5277].

0 a publisher MAY inplenment both the Notification Managenment Schenma
and RPCs defined in [RFC5277] and this new docunment concurrently.

o unlike [RFC5277], this docunent enables a single transport session
to interm x of notification nessages and RPCs for different
subscri ptions.
2. Solution
Per the overview provided in Section 1.3, this section details the

overal|l context, state machines, and subsystens which nmay be
assenbled to allow the subscription of events froma publisher
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2. 1. Event Streans

An event streamis a naned entity on a publisher which exposes a
continuously updating set of event records. Each event streamis
avail abl e for subscription. It is out of the scope of this docunent
to identify a) how streans are defined (other than the NETCONF
stream), b) how event records are defined/generated, and c) how event
records are assigned to streans.

There is only one reserved event streamnane within this docunent:
"NETCONF". The "NETCONF' event stream contains all NETCONF XM. event
record information supported by the publisher, except for the
subscription state notifications described in Section 2.7. Anong
these included NETCONF XML event records are individual YANG 1.1
notifications described in section 7.16 of [RFC7950]. Each of these
YANG 1.1 notifications will be treated as a distinct event record.
Beyond the "NETCONF" stream inpl enentati ons MAY define additiona
event streamns.

As event records are created by a system they may be assigned to one
or nore streans. The event record is distributed to a subscription’s
recei ver(s) where: (1) a subscription includes the identified stream
and (2) subscription filtering does not exclude the event record from
that receiver.

Access control perm ssions may be used to silently exclude event
records fromw thin an event stream for which the receiver has no
read access. As an exanple of how this m ght be acconplished, see

[ RFC8341] section 3.4.6. Note that per Section 2.7 of this docunent,
subscription state change notifications are never filtered out.

If no access control pernissions are in place for event records on an
event stream then a receiver MJST be all owed access to all the event
records. |If subscriber perm ssions change during the lifecycle of a
subscription and event stream access is no longer permtted, then the
subscription MJST be term nated.

Event records MJUST NOT be delivered to a receiver in a different
order than they were placed onto an event stream

2.2. Event StreamFilters

Thi s docunment defines an extensible filtering mechanism The filter
itself is a boolean test which is placed on the content of an event
record. A 'false’ filtering result causes the event nessage to be
excluded fromdelivery to a receiver. A filter never results in

i nformati on being stripped fromw thin an event record prior to that
event record being encapsulated within a notification nessage. The
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two optional event streamfiltering syntaxes supported are [ XPATH]
and subtree [ RFC6241].

If no event streamfilter is provided within a subscription, al
event records on an event streamare to be sent.

2.3. QoS

Thi s docunment provide for several QoS paraneters. These parameters
indicate the treatment of a subscription relative to other traffic
bet ween publisher and receiver. Included are:

0o A "dscp" marking to differentiate prioritization of notification
messages during network transit.

o0 A "weighting" so that bandwi dth proportional to this weighting can
be allocated to this subscription relative to other subscriptions
destined for that receiver.

0 a "dependency" upon another subscription

If the publisher supports the "dscp" feature, then a subscription
with a "dscp" leaf MJST result in a correspondi ng [ RFC2474] DSCP
mar ki ng bei ng placed within the | P header of any resulting
notification messages and subscription state change notifications.

For the "wei ghting" parameter, when concurrently dequeui ng
notification nmessages fromnmultiple subscriptions to a receiver, the
publ i sher MUST al |l ocate bandwi dth to each subscription proportionally
to the weights assigned to those subscriptions. "Wighting" is an
optional capability of the publisher; support for it is identified
via the "qos" feature

If a subscription has the "dependency" paraneter set, then any

buf fered notification nessages containing event records sel ected by
t he parent subscription MJUST be dequeued prior to the notification
messages of the dependent subscription. |If notification nmessages
have dependenci es on each other, the notification nmessage queued the
| ongest MJST go first. |If a "dependency” included within an RPC

ref erences a subscription which does not exist or is no |onger
accessi ble to that subscriber, that "dependency" MJST be silently
removed. "Dependency" is an optional capability of the publisher
support for it is identified via the "qos" feature.
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2.4. Dynamic Subscriptions

Dynam c subscriptions are nanaged via protocol operations (in the
form of [ RFC7950], Section 7.14 RPCs) namde agai nst targets | ocated
within the publisher. These RPCs have been designed extensibly so
that they may be augnented for subscription targets beyond event
streanms. For exanples of such augnentations, see the RPC
augrmentations within [I-D.ietf-netconf-yang-push]’s YANG nodel

2.4.1. Dynam c Subscription State Mde

Bel ow i s the publisher’s state nachine for a dynam ¢ subscription
Each state is shown in its own box. It is inportant to note that
such a subscription doesn’t exist at the publisher until an
"establish-subscription” RPCis accepted. The nere request by a
subscriber to establish a subscription is insufficient for that
subscription to be externally visible. Start and end states are
depicted to reflect subscription creation and del etion events.

. | --insufficient CPU, b/m#—>i recei ver |
nmodi fy- "| active | | suspended
| <----CPU, b/w sufficient--]| |

del ete/kill-subscription delete/kill -
| subscri ption

Figure 1: Publisher’'s state for a dynanmic subscription
O interest in this state nachine are the follow ng:

0 Successful "establish-subscription” or "nodify-subscription”™ RPCs
put the subscription into the active state.
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2.4.2.

Fail ed "nodify-subscription' RPCs will |eave the subscription in
its previous state, with no visible change to any strean ng
updat es.

A delete or kill RPCwill end the subscription, as will the
reaching of a "stop-tine".

A publisher may choose to suspend a subscription when there is
insufficient CPU or bandwi dth available to service the
subscription. This is notified to a subscriber with a
"subscri ption-suspended” state change notification

A suspended subscription may be nodified by the subscriber (for
exanple in an attenpt to use fewer resources). Successfu
nmodi fication returns the subscription to an active state.

Even wi thout a "nodify-subscription" request, a publisher may
return a subscription to the active state should the resource
constraints beconme sufficient again. This is announced to the
subscri ber via the "subscription-resumed” subscription state
change notification.

Establ i shing a Dynam ¢ Subscription

The "establish-subscription" RPC allows a subscriber to request the
creation of a subscription. The transport selected by the subscriber
to reach the publisher MJST be able to support nultiple "establish-
subscription" requests nade within the same transport session

The input paranmeters of the operation are:

0

Voi t,

A "streant nanme which identifies the targeted event stream agai nst
whi ch the subscription is applied.

An event streamfilter which may reduce the set of event records
pushed.

Where the transport used by the RPC supports nultiple encodings,
an optional "encoding" for the event records pushed. Note: If no
"encodi ng" is included, the encoding of the RPC MUST be used.

An optional "stop-tinme" for the subscription. |[|f no "stop-tine"
is present, notification nessages will continue to be sent unti
the subscription is term nated.

An optional "start-tine" for the subscription. The "start-tine"

MUST be in the past and indicates that the subscription is
requesting a replay of previously generated information fromthe
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event stream For nore on replay, see Section 2.4.2.1. \there
there is no "start-tine", the subscription starts i mediately.

If the publisher can satisfy the "establish-subscription" request, it
replies with an identifier for the subscription, and then i medi ately
starts streaning notification nessages.

Below is a tree diagramfor "establish-subscription'. Al objects
contained in this tree are described within the included YANG nodel
wi thin Section 4.

+---x establish-subscription
+---w i nput
+---w (target)
| +--:(stream
+---w (streamfilter)?
| +--:(by-reference)
| | +---wstreamfilter-ref
| streamfilter-ref
| +--:(within-subscription)
| +---w (filter-spec)?
[ +--:(streamsubtree-filter)
| | +---w streamsubtree-filter? <anydat a>
[ [ {subtree}?
| +--:(streamxpath-filter)
| +---w stream xpath-filter?
I

I
I
I
I
I
I
I
I
I
I
| yang: xpat h1. 0 {xpath}?
I

I

+---w stream streamr ef
+---wreplay-start-tine? yang: dat e-and-ti ne
I {replay}?
+---w stop-tinme? yang: dat e-and-ti ne
+---w dscp? i net:dscp {dscp}?
+---w wei ghti ng? uint8 {qos}?
+---w dependency? subscription-id {qos}?
+---w encodi ng? encodi ng
+--r0 out put
+--ro identifier subscription-id
+--ro replay-start-time-revision? yang: dat e-and-ti ne
{repl ay}?

Figure 2: establish-subscription RPC tree diagram

A publisher MAY reject the "establish-subscription® RPC for many
reasons as described in Section 2.4.6. The contents of the resulting
RPC error response MAY include details on input paraneters which if
considered in a subsequent "establish-subscription" RPC, nmay result
in a successful subscription establishnent. Any such hints MJST be
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transported within a yang-data "establish-subscription-streamerror-
i nfo" container included within the RPC error response.

yang- data establish-subscription-streamerror-info
+--ro establish-subscription-streamerror-info
+--ro reason? i dentityref
+--ro filter-failure-hint? string

Figure 3: establish-subscription RPC yang-data tree di agram
2.4.2.1. Requesting a replay of event records

Repl ay provides the ability to establish a subscription which is also
capabl e of passing recently generated event records. |In other words,
as the subscription initializes itself, it sends any previously
generated content fromw thin the target event stream which neets the
filter and tineframe criteria. The end of these historical event
records is identified via a "replay-conpl eted" state change
notification. Any event records generated since the subscription
establi shnent may then follow. For a particular subscription, all
event records will be delivered in the order they are placed into the
stream

Replay is an optional feature which is dependent on an event stream
supporting some formof |ogging. This docunent puts no restrictions
on the size or formof the log, where it resides within the
publ i sher, or when event record entries in the | og are purged.

The inclusion of a "replay-start-tinme" within an "establish-
subscription" RPC indicates a replay request. |f the "replay-start-
time" contains a value that is earlier than what a publisher’s
retained history supports, then if the subscription is accepted, the
actual publisher’s revised start tine MJST be set in the returned
"replay-start-time-revision" object.

A "stop-tinme" paranmeter nay be included in a replay subscription
For a replay subscription, the "stop-time" MAY be earlier than the
current time, but MJST be later than the "replay-start-tinme".

If the tinme the replay starts is later than the tinme marked within
any event records retained within the replay buffer, then the
publ i sher MJUST send a "repl ay-conpl eted" notification inmediately
after a successful establish-subscription RPC response.

If an event stream supports replay, the "replay-support” leaf is
present in the "/streans/stream |list entry for the stream An event
streamthat does support replay is not expected to have an unlinmted
supply of saved notifications available to accommopdate any given
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replay request. To assess the tinmefrane avail able for replay,
subscribers can read the leafs "replay-1og-creation-time" and

"repl ay-1 og-aged-tine". See Figure 18 for the YANG tree, and
Section 4 for the YANG nodel describing these el enents. The actua
size of the replay log at any given tine is a publisher specific
matter. Control paranmeters for the replay |og are outside the scope
of this docunent.

2.4.3. Modifying a Dynanmic Subscription

The "nodi fy-subscription" operation permits changing the terms of an
exi sting dynanmi c subscription. Dynamic subscriptions can be nodified
any nunber of times. |[If the publisher accepts the requested

nmodi fications, it acknow edges success to the subscriber, then

i medi ately starts sending event records based on the new terns.

Subscriptions created by configuration cannot be nodified via this
RPC. However configuration my be used to nodify objects referenced
by the subscription (such as a referenced filter).

Below is a tree diagramfor "nodify-subscription'. Al objects
contained in this tree are described within the included YANG nodel
within Section 4.

+---x nodi fy-subscription
+---w i nput

+---widentifier subscription-id
+---w (target)
|  +--:(stream
[ +---w (streamfilter)?
| +--:(by-reference)
| | +---wstreamfilter-ref
| | streamfilter-ref
[ +--:(w thin-subscription)
| +--w (filter-spec)?
| +--:(streamsubtree-filter)
| | +---w streamsubtree-filter? <anydat a>
| | {subtree}?
| +--:(streamxpath-filter)
[ +---w stream xpath-filter?
| yang: xpat hl. 0 {xpath}?
+---w stop-tine? yang: dat e-and-ti ne

Figure 4: nodify-subscription RPC tree di agram
If the publisher accepts the requested nodifications on a currently

suspended subscription, the subscription will imediately be resuned
(i.e., the nodified subscription is returned to the active state.)
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The publisher MAY i nmmredi ately suspend this newy nodified
subscription through the "subscription-suspended” notification before
any event records are sent.

If the publisher rejects the RPC request, the subscription renains as
prior to the request. That is, the request has no inpact whatsoever
Rej ection of the RPC for any reason is indicated by via RPC error as
described in Section 2.4.6. The contents of such a rejected RPC MAY
include hints on inputs which (if considered) may result in a
successfully nodified subscription. These hints MJST be transported
within a yang-data "nodi fy-subscription-streamerror-info" container
inserted into the RPC error response.

Below is a tree diagram for "nodify-subscription-RPC yang-data". Al
objects contained in this tree are described within the included YANG
nodel within Section 4.
yang- data nodi fy-subscription-streamerror-info
+--ro nodi fy-subscription-streamerror-info
+--ro reason? i dentityref
+--ro filter-failure-hint? string
Fi gure 5: nodify-subscription RPC yang-data tree diagram
2.4.4. Deleting a Dynani c Subscription

The "del et e-subscription” operation permits canceling an existing

subscription. |If the publisher accepts the request, and the
publ i sher has indicated success, the publisher MJST NOT send any nore
notification nmessages for this subscription. |If the delete request

mat ches a known subscription established on the sane transport
session, then it MJST be del eted; otherwise it MJST be rejected with
no changes to the publisher

Below is a tree diagramfor "del ete-subscription". Al objects
contained in this tree are described within the included YANG nodel
within Section 4.

+---x del ete-subscription
+---w i nput
+---widentifier subscription-id
Figure 6: del ete-subscription RPC tree di agram
Dynami ¢ subscriptions can only be deleted via this RPC using the sane

transport session previously used for subscription establishnent.
Configured subscriptions cannot be del eted using RPCs.
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2.4.5. Killing a Dynanmic Subscription

The "kill-subscription” operation permits an operator to end a
dynani ¢ subscription which is not associated with the transport
session used for the RPC. A publisher MJST terninate any dynanic
subscription identified by RPC request.

Confi gured subscriptions cannot be killed using this RPC. Instead,
configured subscriptions are deleted as part of regular configuration
operations. Publishers MIST reject any RPC attenpt to kill a
configured subscription.

Below is a tree diagramfor "kill-subscription'. Al objects
contained in this tree are described within the included YANG node
wi thin Section 4.

+---x kill-subscription
+---w i nput
+---widentifier subscription-id

Figure 7: Kkill-subscription RPC tree di agram
2.4.6. RPC Failures

Whenever an RPC i s unsuccessful, the publisher returns rel evant
informati on as part of the RPC error response. Transport |evel error
processi ng MJST be done before RPC error processing described in this
section. In all cases, RPC error information returned will use
existing transport |ayer RPC structures, such as those seen with
NETCONF i n [ RFC6241] Appendi x A, or with RESTCONF in [ RFC8040]
Section 7.1. These structures MJST be able to encode subscription
specific errors identified below and defined within this docunent’s
YANG nodel .

As a result of this mixture, how subscription errors are encoded

within an RPC error response is transport dependent. Follow ng are
valid errors which can occur for each RPC
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establ i sh-subscription nodi fy-subscription
dscp-unavai l abl e filter-unsupported
encodi ng- unsupport ed i nsufficient-resources
filter-unsupported no- such-subscri pti on

hi st ory-unavail abl e
i nsufficient-resources
repl ay- unsupport ed

del et e-subscription kill-subscription

no- such-subscri ption no- such-subscription

To see a NETCONF based exanple of an error response from above, see
[I-D.draft-ietf-netconf-netconf-event-notifications], Figure 10.

There is one final set of transport independent RPC error el enents
included in the YANG nodel. These are the follow ng three yang-data
structures for failed event stream subscriptions:

1. "establish-subscription-streamerror-info": This MJST be returned
if an RPC error reason has not been placed el sewhere within the
transport portion of a failed "establish-subscription" RPC
response. This MJST be sent if hints on how to overcone the RPC
error are included.

2. "nodify-subscription-streamerror-info": This MJST be returned if
an RPC error reason has not been placed el sewhere within the
transport portion of a failed "nodify-subscription" RPC response.
This MJST be sent if hints on howto overcone the RPC error are
i ncl uded.

3. "delete-subscription-error-info": This MJST be returned if an RPC
error reason has not been placed el sewhere within the transport
portion of a failed "del ete-subscription" or "kill-subscription"
RPC response.

2.5. Configured Subscriptions

A configured subscription is a subscription installed via
configuration. Configured subscriptions may be nodified by any
configuration client with the proper perm ssions. Subscriptions can
be nodified or terminated via configuration at any point of their
lifetime. Miltiple configured subscriptions MJST be supportable over
a single transport session.

Configured subscriptions have several characteristics distinguishing
them from dynamni ¢ subscri ptions:

Voit, et al. Expi res January 3, 2019 [ Page 16]



Internet-Draft Subscri bed Notifications July 2018

0 persistence across publisher reboots,
0 persistence even when transport is unavail able, and

0 an ability to send notification nessages to nore than one receiver
(note that receivers are unaware of the existence of any other
receivers.)

On the publisher, supporting configured subscriptions is optional and
advertised using the "configured" feature. On a receiver of a
configured subscription, support for dynam c subscriptions is
optional except where replaying mssed event records is required.

In addition to the subscription paraneters available to dynanic
subscriptions described in Section 2.4.2, the foll ow ng additiona
paraneters are al so avail able to configured subscriptions:

0 A "transport" which identifies the transport protocol to use to
connect with all subscription receivers.

0 One or nore receivers, each intended as the destination for event
records. Note that each individual receiver is identifiable by
its "nane". This "name" plus the "transport" are used by a
publisher inplenentation to a paraneters needed to establish and
mai ntain a network connection using that transport.

0 Optional paraneters to identify where traffic should egress a
publ i sher:

* A "source-interface" which identifies the egress interface to
use fromthe publisher. Publisher support for this is optiona
and advertised using the "interface-designation" feature.

* A "source-address" address, which identifies the IP address to
stanp on notification nessages destined for the receiver

* A "source-vrf" which identifies the VRF on which to reach
receivers. This VRF is a network instance as defined within
[I-D.draft-ietf-rtgwg-ni-nodel]. Publisher support for VRFs is
optional and advertised using the "supports-vrf" feature.

I f none of the above paraneters are set, notification nessages
MUST egress the publisher’s default interface.

A tree diagram describing these paraneters is shown in Figure 20

within Section 3.3. Al paraneters are described within the YANG
nodel in Section 4.
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2.5.1. Configured Subscription State Mde

Below is the state machine for a configured subscription on the
publisher. This state nachine describes the three states (valid,
invalid, and concluded), as well as the transitions between these
states. Start and end states are depicted to reflect configured
subscription creation and deletion events. The creation or
nmodi fi cation of a configured subscription initiates an eval uation by
the publisher to determne if the subscriptionis in valid or invalid
states. The publisher uses its own criteria in naking this

determination. |If in the valid state, the subscription becones
operational. See (1) in the diagram bel ow.
:start -
e
create .---modify-----.-------““"-““““““-- -
| I I
vV Vv smmmmmm . R LR .
----[evaluate]--no--->|invalid|-delete-> end :<-del ete-]|concl uded|
[ BT ’ T B ’
| -[eval uate]--no-(2). n n n
| A | | |
yes | ' ->unsupportabl e del ete stop-time
| modi fy (subscri ption- (subscri pti on- (subscri pti on-
| | t er m nat ed*) t er m nat ed*) concl uded*)
| | | | |
(ll) I (3) (4) (5)
SN val i d |
Legend:

dotted boxes: subscription added or renoved via configuration

dashed boxes: states for a subscription

[eval uate]: decision point on whether the subscription is supportable
(*): resulting subscription state change notification

Figure 8: Publisher state nodel for a configured subscription

A subscription in the valid state may nove to the invalid state in
one of two ways. First, it may be nodified in a way which fails a
re-evaluation. See (2) in the diagram Second, the publisher night
determ ne that the subscription is no |onger supportable. This could
be for reasons of an unexpected but sustained increase in an event
streanis event records, degraded CPU capacity, a nore conpl ex
referenced filter, or other higher priority subscriptions which have
usurped resources. See (3) in the diagram No matter the case, a
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"subscription-term nated" notification is sent to any receivers in an
active or suspended state. A subscription in the valid state may

al so transition to the concluded state via (5) if a configured stop
time has been reached. In this case, a "subscription-concl uded”
notification is sent to any receivers in active or suspended states.
Finally, a subscription may be del eted by configuration (4).

When a subscription is in the valid state, a publisher will attenpt
to connect with all receivers of a configured subscription and
deliver notification nessages. Belowis the state nmachine for each
recei ver of a configured subscription. This receiver state nachine
is fully contained within the state machi ne of the configured
subscription, and is only relevant when the configured subscription
isinthe valid state.

| valid |
[ REREEERE - I
| | receiver |---timeout---------------- >| recei ver| |
| | connecting| <---------------- reset--(c)|timeout | |
| | | <-transport B ’ |
[ B "olosSs,reset - i o . [
I (a) I I I
| subscription- (b) (b) |
| started* B . R o
[ Teee-- >| | (d)-insufficient CPU,------- >| | ]
| | receiver| buffer overfl ow | receiver | |
| subscription-| active | | suspended| |
| nmodi fi ed* | | <----CPU, b/w sufficient,-(e)] |
| B T ' subscription-nodi fied* '--------- "

Legend:

dashed boxes which include the word "receiver’ show the possible
states for an individual receiver of a valid configured subscription.
* indicates a state change notification

Figure 9: Receiver state for a configured subscription on a Publisher

When a configured subscription first noves to the valid state, the
"state" leaf of each receiver is initialized to "connecting". |If
transport connectivity is not available to any receiver and there are
any notification nessages to deliver, a transport session is
established (e.g., through [ RFC8071]). Individual receivers are
moved to the active state when a "subscription-started" state change
notification is successfully passed to that receiver (a). Event
records are only sent to active receivers. Receivers of a configured
subscription remain active if both transport connectivity can be
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verified to the receiver, and event records are not being dropped due
to a publisher buffer overflow The result is that a receiver wll
remain active on the publisher as |ong as events aren’t being | ost,

or the receiver cannot be reached. |In addition, a configured
subscription’s receiver MIST be noved to connecting if transport
connectivity cannot be achieved, or if the receiver is reset via the
"reset" action (b), (c). For nore on reset, see Section 2.5.5.

A configured subscription’s receiver MJIST be noved to the suspended
state if there is transport connectivity between the publisher and
recei ver, but notification nessages are failing to be delivered due
to publisher buffer overflow, or notification nessages are not able
to be generated for that receiver due to insufficient CPU (d). This
is indicated to the receiver by the "subscription-suspended” state
change notification.

A configured subscription receiver MIST be returned to the active
state fromthe suspended state when notification nessages are able to
be generated, bandwidth is sufficient to handle the notification
messages, and a receiver has successfully been sent a "subscription-
resuned” or "subscription-nodified" state change notification (e).
The choice as to which of these two state change notifications is
sent is deternined by whether the subscription was nodified during
the period of suspension

Modi fication of a configured subscription is possible at any tinme. A
"subscription-nodified" state change notification will be sent to al
active receivers, immediately followed by notification nessages
conformng to the new paraneters. Suspended receivers will also be
informed of the nodification. However this notification will await
the end of the suspension for that receiver (e).

The mechani snms descri bed above are mirrored in the RPCs and
notifications within the docunent. It should be noted that these
RPCs and notifications have been designed to be extensible and all ow
subscriptions into targets other than event streans. For instance,
the YANG nodul e defined in Section 5 of [I-D.ietf-netconf-yang-push]
augrment s "/sn: nodi fy-subscription/sn:input/sn:target”.

2.5.2. Creating a Configured Subscription

Confi gured subscriptions are established using configuration
operations against the top-level "subscriptions" subtree.

Because there is no explicit association with an existing transport

session, configuration operations require additional paranmeters
beyond those of dynam ¢ subscriptions to indicate receivers, and
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possi bly whether the notification nessages need to cone froma
specific egress interface on the publisher.

After a subscription is successfully established, the publisher
i medi ately sends a "subscription-started" state change notification

to each receiver. It is quite possible that upon configuration
reboot, or even steady-state operations, a transport session may not
be currently available to the receiver. In this case, when there is

something to transport for an active subscription, transport specific
call -home operations will be used to establish the connection. Wen
transport connectivity is available, notification nessages may then
be pushed.

Wth active configured subscriptions, it is allowable to buffer event
records even after a "subscription-started” has been sent. However
if events are lost (rather than just delayed) due to replay buffer
overflow, a new "subscription-started" nust be sent. This new
"subscription-started" indicates an event record discontinuity.

To see an exanpl e of subscription creation using configuration
operations over NETCONF, see Appendi x A of
[I-D.draft-ietf-netconf-netconf-event-notifications].

Note that is possible to configure replay on a configured
subscription. This capability is to allow a configured subscription
to exist on a systemso that event records generated during and

foll owi ng boot can be buffered and pushed as soon as the transport
session is established.

2.5.3. Mdifying a Configured Subscription

Confi gured subscriptions can be nodified using configuration
operations against the top-level "subscriptions"” subtree.

If the nodification involves addi ng receivers, added receivers are
pl aced in the connecting state. |f a receiver is renmoved, the state
change notification "subscription-termnated" is sent to that
receiver if that receiver is active or suspended

If the nodification involves changing the policies for the
subscription, the publisher sends to currently active receivers a
"subscription-nodified" notification. For any suspended receivers, a
"subscription-nodified" notification will be delayed until the
receiver is resumed. (Note: in this case, the "subscription-

nmodi fied" notification inforns the receiver that the subscription has
been resuned, so no additional "subscription-resuned" need be sent.
Also note that if nmultiple nodifications have occurred during the
suspension, only the | atest one need be sent to the receiver.)
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2.5.4. Deleting a Configured Subscription

Subscriptions can be del eted through configurati on against the top-
| evel "subscriptions" subtree.

I medi ately after a subscription is successfully deleted, the

publi sher sends to all receivers of that subscription a state change
notification stating the subscription has ended (i.e., "subscription-
term nated").

2.5.5. Resetting a Configured Subscription Receiver

It is possible that a configured subscription to a receiver needs to
be reset. This is acconplished via the "reset"” action within the
YANG nodel at "/subscriptions/subscription/receivers/receiver/reset".
This re-initialization may be useful in cases where a publisher has
tinmed out trying to reach a receiver. Wen such a reset occurs, a
transport session will be initiated if necessary, and a new
"subscription-started" notification will be sent. This action does
not have any effect on transport connectivity if the needed
connectivity already exists.

2.5.6. Replay for a Configured Subscription

It is possible to do replay on a configured subscription. This is
supported via the configuration of the "configured-replay" object on
the subscription. The setting of this object enables the stream ng
of the buffered events for the subscribed stream Al buffered event
whi ch have been retained since the | ast publisher restart will be
sent.

Repl ay of events records created since restart is useful. It allows
event records generated before transport connectivity establishnent
to be passed to a receiver. Setting the restart tinme as the earliest
configured replay tinme precludes possibility of resending of event
records | ogged prior to publisher restart. It also ensures the sane
records will be sent to each configured receiver, regardl ess of the
speed of transport connectivity establishment to each receiver.
Finally, establishing restart as the earliest potential time for
event records to be included within notification nmessages, a well-
understood timeframe for replay is defined.

As a result, when any configured subscription receivers becone
active, buffered event records will be sent immediately after the
"subscription-started” notification. The |eading event record sent
will be the first event record subsequent to the latest of three
different tines: the "replay-log-creation-tinme", "replay-I| og-aged-
time", or the nost recent publisher boot time. The "replay-I|og-
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creation-time" and "repl ay-log-aged-tine" are discussed in
Section 2.4.2.1, and "replay-start-time" in Section 2.7.1. The nost
recent publisher boot time ensures that duplicate event records are
not replayed froma previous tinme the publisher was boot ed.

It is quite possible that a receiver mght want to retrieve event
records froma streamprior to the latest boot. |If such records
exi st where there is a configured replay, the publisher MJST send the
time of the event record i medi ately preceding the "replay-start-
time" within the "repl ay-previous-event-tine" leaf. Through the

exi stence of the "replay-previous-event-tine", the receiver will know
that earlier events prior to reboot exist. |In addition, if the
subscri ber was previously receiving event records with the sane
subscription id, the receiver can deternmine if there was a tinegap
where records generated on the publisher were not successully
received. And with this information, the receiver may choose to
dynanically subscribe to retrieve any event records placed into the
stream before the nost recent boot tine.

Al'l other replay functionality remains the sane as with dynamc
subscriptions as described in Section 2.4.2.1.

2.6. Event Record Delivery

Whet her dynamic or configured, once a subscription has been set up
the publisher streans event records via notification nessages per the
terns of the subscription. For dynam c subscriptions, notification
messages are sent over the session used to establish the
subscription. For configured subscriptions, notification nessages
are sent over the connections specified by the transport and each
receiver of a configured subscription

A notification nmessage is sent to a receiver when an event record is
not bl ocked by either the specified filter criteria or receiver

perm ssions. This notification nessage MJST be encoded in a
<notification> nessage as defined within [ RFC5277], Section 4. And
per [RFC5277]’s "eventTime" object definition, the "eventTine" is
popul ated with the event occurrence tine.

The followi ng exanple within [ RFC7950] section 7.16.3 is an exanple
of a conpliant nessage:
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<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2007- 09- 01T10: 00: 00Z</ event Ti me>
<link-failure xm ns="http://acne. exanpl e. com syst ent >
<i f-name>so-1/2/3.0</if-name>
<i f-adm n-status>up</if-adm n-status>
<i f-oper-status>down</if-oper-status>
</link-failure>
</notification>

Fi gure 10: subscribed notification nessage

When a dynanmi ¢ subscription has been started or nodified, with
"establish-subscription" or "nodify-subscription" respectively, event
records matching the newly applied filter criteria MJIST NOT be sent
until after the RPC reply has been sent.

When a configured subscription has been started or nodified, event
records matching the newly applied filter criteria MJST NOT be sent
until after the "subscription-started" or "subscription-nodified"
notifications has been sent, respectively.

2.7. Subscription State Notifications

In addition to sending event records to receivers, a publisher MJST
al so send subscription state notifications when events related to
subscri pti on managenent have occurred.

Subscription state notifications are unlike other notifications in
that they are never included in any stream Instead, they are
inserted (as defined in this section) within the sequence of
notification messages sent to a particular receiver. Subscription
state notifications cannot be filtered out, they cannot be stored in
replay buffers, and they are delivered only to inpacted receivers of
a subscription. The identification of subscription state
notifications is easy to separate fromother notification nessages

t hrough the use of the YANG extension "subscription-state-notif".
This extension tags a notification as a subscription state
notification.

The conpl ete set of subscription state notifications is described in
the follow ng subsections.

2.7.1. subscription-started
This notification indicates that a configured subscription has

started, and event records nmay be sent. Included in this state
change notification are all the paranmeters of the subscription
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except for the receiver(s) addressing information and origin

i nformation indicating where notification nmessages will egress the
publisher. Note that if a referenced filter fromthe "filters”
contai ner has been used within the subscription, the notification
still provides the contents of that referenced filter under the
"wi t hi n-subscription" subtree.

Note that for dynam c subscriptions, no "subscription-started"”
notifications are ever sent.

Below is a tree diagramfor "subscription-started". Al objects

contained in this tree are described within the included YANG nodel
within Section 4.
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+---n subscription-started {configured}?
+--ro identifier
| subscription-id
+--ro (target)
|  +--:(stream
+--ro (streamfilter)?
| +--:(by-reference)
| | +--ro streamfilter-ref
| streamfilter-ref
| +--:(within-subscription)
| +--ro (filter-spec)?
| +--:(streamsubtree-filter)
[ | +--ro streamsubtree-filter? <anydat a>
| | {subtree}?
| +--:(streamxpath-filter)
[ +--ro streamxpath-filter? yang: xpat hl. 0
| {xpat h}?
+--ro stream streamr ef
+--ro replay-start-tinme?
| yang: date-and-tine {replay}?
+--ro repl ay-previ ous-event-tine?
yang: date-and-tine {replay}?
+--ro stop-tine?
| yang: dat e-and-ti ne

+--ro dscp? i net:dscp
| {dscp}?
+--ro wei ghting? uint8 {qos}?

+--ro dependency?
| subscription-id {qos}?

+--ro transport transport
[ {configured}~?

+--ro encodi ng? encodi ng
+--ro0 purpose? string

{configured}?
Figure 11: subscription-started notification tree diagram
2.7.2. subscription-nodified

This notification indicates that a subscription has been nodified by
configuration operations. It is delivered directly after the |ast
event records processed using the previous subscription paraneters,
and before any event records processed after the nodification.
Below is a tree diagramfor "subscription-nodified*. Al objects

contained in this tree are described within the included YANG nodel
within Section 4.
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+---n subscription-nodified

+--ro identifier

subscri pti on-

+--ro (target)

| +--:(stream

+--ro (streamfilter)?
+--:(by-reference)

+--r0 streamfilter-ref S

+--:(w thin-subscription)

+--ro (filter-spec)?
+--:(streamsubtree-filter)
| +--ro streamsubtree-filte
[ {subtree}?
+--:(streamxpath-filter)
+--ro streamxpath-filter?

July 2018

id

treamfilter-ref

r? <anydat a>

yang: xpat hl1. 0

{xpat h}?
+--ro stream streamr ef
+--ro replay-start-tine? yang: dat e-and-ti ne
{replay}?
+--ro stop-tinme? yang: dat e-and-ti ne
+--ro dscp? i net:dscp {dscp}?
+--ro wei ghting? uint8 {qos}?
+--ro dependency? subscription-id {qos}?
+--ro transport transport {configured}?
+--ro encodi ng? encodi ng
+--r0 purpose? string {configured}?
Figure 12: subscription-nodified notification tree diagram

A publisher nost often sends this notification directly after the
nodi fication of any configuration parameters inpacting a configured

subscri pti on.

1.

Voi t,

But

it my also be sent at two other

tinmes:

Where a configured subscription has been nodified during the
suspension of a receiver, the notification wll
the receiver’'s suspension is lifted. In this s
notification indicates that the subscription has been both
nodi fied and resuned.

While this state change will nost comonly be u
configured subscriptions, with dynam ¢ subscrip
also one time this notification will be sent.
nodi fi ed" state change notification MUST be sent if the contents
of the filter identified by the subscription's "streamfilter-
ref" | eaf has changed

et al.

Expi res January 3, 2019

be del ayed unti
ituation, the
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tions, there is
A "subscription-
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2.7.3. subscription-tern nated

This notification indicates that no further event records for this
subscription shoul d be expected fromthe publisher. A publisher may
term nate the sending event records to a receiver for the follow ng
reasons:

1. Configuration which renpbves a configured subscription, or a
"Kill-subscription" RPC which ends a dynam c subscription. These
are identified via the reason "no-such-subscription".

2. Avreferenced filter is no longer accessible. This is identified
by "filter-unavail abl e".

3. The event streamreferenced by a subscription is no |onger
accessible by the receiver. This is identified by "stream
unavai | abl e".

4. A suspended subscription has exceeded sone tineout. This is
identified by "suspension-tineout"”.

Each of the reasons above correspond one-to-one with a "reason”
identityref specified within the YANG nodel

Below is a tree diagramfor "subscription-ternm nated". All objects
contained in this tree are described within the included YANG node
wi thin Section 4.

+---n subscription-term nated
+--ro identifier subscription-id
+--ro0 reason i dentityref

Figure 13: subscription-ternminated notification tree di agram

Note: this state change notification MJST be sent to a dynanic
subscription’s receiver when the subscription ends unexpectedly. The
cases when this mght happen are when a "kill-subscription" RPCis
successful, or when sone other event not including the reaching the
subscription’s "stop-tine" results in a publisher choosing to end the
subscri ption.

2.7.4. subscription-suspended
This notification indicates that a publisher has suspended the

sendi ng of event records to a receiver, and also indicates the
possi bl e 1 oss of events. Suspension happens when capacity
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constraints stop a publisher fromserving a valid subscription. The
two conditions where is this possible are:

1. "insufficient-resources" when a publisher is unable to produce
the requested event stream of notification nessages, and

2. "unsupportabl e-vol une" when the bandw dth needed to get generated
notification nmessages to a receiver exceeds a threshol d.

These conditions are encoded within the "reason" object. No further
notification will be sent until the subscription resunes or is
term nated

Below is a tree diagramfor "subscription-suspended'. All objects
contained in this tree are described within the included YANG node
wi thin Section 4.

+---n subscri ption-suspended
+--ro identifier subscription-id
+--ro0 reason i dentityref
Fi gure 14: subscription-suspended notification tree di agram
2.7.5. subscription-resuned

This notification indicates that a previously suspended subscription
has been resunmed under the unnodified terns previously in place.
Subscri bed event records generated after the issuance of this state
change notification may now be sent.
Below is the tree diagramfor "subscription-resumed". All objects
contained in this tree are described within the included YANG node
within Section 4.

+---n subscription-resuned
+--ro identifier subscription-id

Fi gure 15: subscription-resunmed notification tree di agram
2.7.6. subscription-conpleted
This notification indicates that a subscription that includes a

"stop-time" has successfully finished passing event records upon the
reaching of that tine.
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Below is a tree diagramfor "subscription-conpleted'. Al objects
contained in this tree are described within the included YANG node
wi thin Section 4.

+---n subscription-conpl et ed
+--ro identifier subscription-id

Fi gure 16: subscription-conpleted notification tree di agram
2.7.7. replay-conpleted

This notification indicates that all of the event records prior to

the current tinme have been passed to a receiver. It is sent before
any notification nessage containing an event record with a tinestanp
later than (1) the "stop-tinme" or (2) the subscription’s start tine.

If a subscription contains no "stop-tine", or has a "stop-tine" that
has not been reached, then after the "replay-conpl eted" notification
has been sent, additional event records will be sent in sequence as

they arise naturally on the publisher.

Below is a tree diagramfor "replay-conpleted". Al objects
contained in this tree are described within the included YANG nodel
within Section 4.

+---n repl ay-conpl et ed
+--ro identifier subscription-id

Figure 17: replay-conpleted notification tree diagram
2.8. Subscription Mnitoring

In the operational datastore, the container "subscriptions” maintains
the state of all dynam c subscriptions, as well as all configured
subscriptions. Using datastore retrieval operations, or subscribing
to the "subscriptions" container [I-D.ietf-netconf-yang-push] allows
the state of subscriptions and their connectivity to receivers to be
nmoni t or ed.

Each subscription in the operational datastore is represented as a
list element. Included in this |ist are event counters for each
receiver, the state of each receiver, as well as the subscription
paranmeters currently in effect. The appearance of the | eaf
"configured-subscription-state" indicates that a particul ar
subscription came into being via configuration. This |eaf also
indicates if current state of that subscription is valid, invalid,
and concl uded.
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To understand the flow of event records within a subscription, there
are two counters available for each configured and dynam c receiver.
The first counter is "count-sent"” which shows the quantity of events
actually identified for sending to a receiver. The second counter is
"count - excl uded" whi ch shows event records not sent to receiver
"count - excl uded" shows the conbined results of both access contro

and per-subscription filtering. For configured subscriptions,
counters are reset whenever the subscription is evaluated to valid
(see (1) in Figure 8).

Dynami ¢ subscriptions are renoved fromthe operational datastore once
they expire (reaching stop-tine) or when they are terninated. Wile
many subscription objects are shown as configurable, dynanic
subscriptions are only included within the operational datastore and
as a result are not configurable.

2.9. Advertisenent

Publ i shers supporting this docunent MJST indicate support of the YANG
nmodel "ietf-subscribed-notifications”™ within the YANG |library of the

publisher. In addition support for optional features "encode-xm",
"encode-json", "configured" "supports-vrf", "qos", "xpath",
"subtree", "interface-designation", "dscp", and "replay" MJST be

i ndicated if supported.
3. YANG Data Mdel Trees

This section contains tree diagrans for nodes defined in Section 4.
For tree diagrans of state change notifications, see Section 2.7. O
for the tree diagrans for the RPCs, see Section 2.4.

3. 1. Event Streans Cont ai ner

A publisher maintains a |ist of available event streans as
operational data. This list contains both standardi zed and vendor -
specific event streans. This enables subscribers to discover what
streams a publisher supports.

+--ro streans
+--ro streanrt [nane]

+--ro0 hane string

+--ro description string

+--ro repl ay-support? enpty {replay}?

+--ro replay-log-creation-time yang: date-and-tine {replay}?
+--ro repl ay-1og-aged-ti nme? yang: date-and-tine {replay}?

Fi gure 18: Stream Container tree diagram
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Above is a tree diagramfor the streans container. All objects
contained in this tree are described within the included YANG nodel
within Section 4.

3.2. Filters Container

The "filters" container nmaintains a list of all subscription filters
that persist outside the life-cycle of a single subscription. This
enabl es pre-defined filters which may be referenced by nore than one
subscri ption.

+-rwfilters
+--rw streamfilter* [identifier]

+--rwidentifier filter-id

+-rw (filter-spec)?
+--:(streamsubtree-filter)
| +--rw streamsubtree-filter? <anydat a> {subtree}?
+--:(streamxpath-filter)

+--rw stream xpath-filter? yang: xpat h1. 0 {xpath}?

Figure 19: Filter Container tree diagram
Above is a tree diagramfor the filters container. Al objects
contained in this tree are described within the included YANG nodel
within Section 4.

3.3. Subscriptions Contai ner

The "subscriptions" container maintains a |ist of all subscriptions

on a publisher, both configured and dynamc. It can be used to
retrieve information about the subscriptions which a publisher is
servi ng.

+--rw subscriptions
+--rw subscription* [identifier]
+-rwidentifier
| subscription-id
+--rw (target)
| +--:(stream
+-rw (streamfilter)?
| +--:(by-reference)
| | +--rwstreamfilter-ref
| streamfilter-ref
| +--:(within-subscription)
| +-rw (filter-spec)?
[ +--:(streamsubtree-filter)
| | +--rw streamsubtree-filter? <anydat a>
[ [ {subtree}?
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[ [ +--:(streamxpath-filter)

| | +--rw stream xpath-filter? yang: xpat hl1. 0
| | {xpath}?

[ +--rw stream streamr ef

| +--ro replay-start-tine?

| | yang: date-and-tine {replay}?

| +--rw configured-replay? enpty

| {configured, replay}?

+--rw stop-tinme?

[ yang: dat e-and-ti ne

+--rw dscp? i net:dscp
[ {dscp}?
+--rw wei ghting? uint8 {qos}?

+--rw dependency?
| subscription-id {qos}?

+--rw transport transport
| {configured}?

+--rw encodi ng? encodi ng
+--rw purpose? string

| {configured}?
+--rw (notification-message-origin)? {configured}?
| +--:(interface-originated)
| | +--rw source-interface?
| if:interface-ref {interface-designation}?
| +--:(address-originated)
| +--rw source-vrf?
| | -> / ni : networ k-i nst ances/ net wor k- i nst ance/ name
[ [ {supports-vrf}?
| +--rw sour ce-address?
[ i net: i p-address-no-zone
+--ro configured-subscription-state? enunerati on
| {configured}?
+--rw receivers
+--rw receiver* [nane]

+--rw hane string

+--ro count-sent? yang: zer o- based- count er 64
+--ro count-excl uded? yang: zer o- based- count er 64
+--ro state enuner ati on

+---x reset {configured}?
+--ro out put
+--ro tinme yang: dat e-and-ti ne

Fi gure 20: Subscriptions tree diagram

Above is a tree diagramfor the subscriptions container. Al objects
contained in this tree are described within the included YANG nodel
within Section 4.

Voi t,
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4.

Dat a Mbdel

This nmodul e inports typedefs from[RFC6991], [RFC8343], and
[ RFC8040], and it references [I-D.draft-ietf-rtgwg-ni-nodel]
[ XPATH] , [RFC6241], [RFC7540], [RFC7951] and [ RFC7950].

[ note to the RFC Editor - please replace XXXX within this YANG nodel
with the nunber of this docunment, and XXXY with the nunber of
[I-D.draft-ietf-rtgwg-ni-nodel] ]

[ note to the RFC Editor - please replace the two dates within the
YANG nodul e with the date of publication ]

<CODE BEG@ NS> file "ietf-subscribed-notificati ons@018-07-02.yang"
nmodul e i etf-subscribed-notifications {

yang-version 1.1;
nanespace
"urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications"

prefix sn;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Mddel for Interface Managenment";
}
i mport ietf-network-instance {
prefix ni
ref erence
"draft-ietf-rtgwg-ni-nodel-12: YANG Model for Network |nstances”
}
i mport ietf-restconf {
prefix rc;
ref erence
"RFC 8040: RESTCONF Protocol ";
}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types"
}

organi zation "I ETF NETCONF (Network Configuration) Wrking G oup"
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cont act
"W Web: <http:/tools.ietf.org/wg/ netconf/>
W5 List: <mailto:netconf@etf.org>

Aut hor : Al exander C emm
<mai |l to: | udwi g@l emm or g>

Aut hor : Eric Voit
<mmi | to: evoi t @i sco. conp

Aut hor : Al berto Gonzalez Prieto
<mai | t 0: agonzal ezpri @nmwar e. cone

Aut hor : Ei nar Ni | sen- Nygaard
<mai | t 0: ei narnn@i sco. conP

Aut hor : Anbi ka Prasad Tri pat hy
<mai | t 0: anbtri pa@i sco. conp";

description
"Contains a YANG specification for subscribing to event records
and receiving matching content within notification nmessages.

Copyright (c) 2018 | ETF Trust and the persons identified as authors
of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or wthout

nodi fication, is permtted pursuant to, and subject to the license

terns contained in, the Sinplified BSD License set forth in Section
4.c of the | ETF Trust’'s Legal Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revision 2018-07-02 {
description
"Initial version";
ref erence
"RFC XXXX: Custom zed Subscriptions to a Publisher’s Event Streans”;

}

/*
* FEATURES
*/

feature configured {
description
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"This feature indicates that configuration of subscription is
supported.";

feature dscp {
description
"This feature indicates a publisher supports the placenment of
suggested prioritization levels for network transport within
notification messages.”

}

feature encode-json {
description
"This feature indicates that JSON encodi ng of notification
messages i s supported.”

}

feature encode-xm {
description
"This feature indicates that XM. encodi ng of notification
messages i s supported.”

}

feature interface-designation {
description
"This feature indicates a publisher supports sourcing all receiver
interactions for a configured subscription froma single
desi gnated egress interface.";

}

feature qos {
description

"This feature indicates a publisher supports absol ute dependenci es
of one subscription’s traffic over another, as well as weighted
bandwi dt h sharing between subscriptions. Both of these are
Quality of Service (QS) features which allow differentiated
treatnent of notification messages between a publisher and a
specific receiver.";

}

feature replay {
description
"This feature indicates that historical event record replay is
supported. Wth replay, it is possible for past event records to
be streamed in chronol ogi cal order.”

}

feature subtree {
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description
"This feature indicates support for YANG subtree filtering."
reference "RFC 6241, Section 6."

}

feature supports-vrf {
description
"This feature indicates a publisher supports VRF configuration
for configured subscriptions. VRF support for dynamc
subscriptions does not require this feature.";
reference "RFC XXXY, Section 6.";

}

feature xpath {
description
"This feature indicates support for xpath filtering.";
reference "http://ww. w3. or g/ TR/ 1999/ REC- xpat h- 19991116";

}

/*

* EXTENSI ONS
*

/

extension subscription-state-notification {
description
"This statement applies only to notifications. It indicates that
the notification is a subscription state notification. Therefore
it does not participate in a regular event stream and does not
need to be specifically subscribed to in order to be received.
This statenment can only occur as a substatenment to the YANG
"notification statement. This statenent is not for use outside
of this YANG nodul e.";

}

/*
* | DENTI Tl ES
*/

/* ldentities for RPC and Notification errors */

identity del ete-subscription-error {
description
"Problem found while attenpting to fulfill either a
"del et e-subscription’ RPC request or a 'kill-subscription
RPC request.";

}

identity establish-subscription-error {
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description
"Problem found while attenpting to fulfill an
" establi sh-subscription” RPC request.”

}

identity nodify-subscription-error {
description
"Problem found while attenpting to fulfill a
"modi fy-subscription’ RPC request.";

}

i dentity subscription-suspended-reason {
description
"Probl em conditi on communicated to a receiver as part of a
"subscription-term nated’ notification.”

}

i dentity subscription-term nated-reason {
description
"Probl em conditi on communicated to a receiver as part of a
"subscription-term nated’ notification.”

}

identity dscp-unavail abl e {
base establish-subscription-error;
if-feature "dscp";
description
"The publisher is unable nmark notification nessages with a
prioritization information in a way which will be respected during
network transit.";

}

identity encodi ng-unsupported {
base establish-subscription-error;
description
"Unabl e to encode notification nmessages in the desired format.";

}

identity filter-unavail able {
base subscription-term nated-reason;
description
"Referenced filter does not exist. This nmeans a receiver is
referencing a filter which doesn't exist, or to which they do not
have access pernissions.";

}

identity filter-unsupported {
base establish-subscription-error;
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base nodi fy-subscription-error
description

"Cannot parse syntax within the filter. This failure can be from
a syntax error, or a syntax too conplex to be processed by the
publi sher.";

}

identity history-unavail able {
base establish-subscription-error;
if-feature "replay”;
description
"Replay request too far into the past. This means the publisher
does store historic information for the requested stream but
not back to the requested tinestanp."”;

}

identity insufficient-resources {

base establish-subscription-error;

base nodi fy-subscription-error

base subscri ption- suspended-reason;

description

"The publisher has insufficient resources to support the

requested subscription. An exanple night be that all ocated CPU
is too limted to generate the desired set of notification
nmessages. ";

}

i dentity no-such-subscription {

base nodi fy-subscription-error

base del et e-subscription-error;

base subscription-term nated-reason;

description

"Ref erenced subscription doesn’t exist. This may be as a result of
a non-exi stent subscription ID, an I D which bel ongs to another
subscriber, or an ID for configured subscription.”

}

identity replay-unsupported {
base establish-subscription-error;
if-feature "replay”;
description
"Repl ay cannot be performed for this subscription. This means the
publisher will not provide the requested historic information from
the event streamvia replay to this receiver."

}

identity stream unavail abl e {
base subscription-term nated-reason;
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description
"Not a subscribable stream This neans the referenced event stream
is not available for subscription by the receiver.”

}

i dentity suspension-tineout {
base subscription-term nated-reason;
description
"Term nation of previously suspended subscription. The publisher
has elimnated the subscription as it exceeded a tine limt for
suspensi on. ";

}

i dentity unsupportabl e-vol ume {
base subscri ption-suspended-reason;
description
"The publisher does not have the network bandwi dth needed to get
the vol une of generated information intended for a receiver.";

}

/* Identities for encodings */

i dentity configurabl e-encoding {
description
"I'f a transport identity derives fromthis identity, it means
that it supports configurable encodings."

}

identity encoding {
description
"Base identity to represent data encodi ngs"

}

identity encode-xm {
base encodi ng;
if-feature "encode-xm";
description
"Encode data using XM. as described in RFC 7950"
ref erence
"RFC 7950 - The YANG 1.1 Data Mdeling Language";

}

identity encode-json {
base encodi ng;
i f-feature "encode-json";
description
"Encode data using JSON as described in RFC 7951";
reference
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"RFC 7951 - JSON Encodi ng of Data Mddel ed with YANG'
}

/* Identities for transports */
identity transport {
description
"An identity that represents the underlying nmechani sm for
passing notification nmessages."”;

}

identity inline-address {
description
"A transport identity can derive fromthis identity in order to
allowinline definition of the host address in the

"receiver’ list";
}
/*
* TYPEDEFs
*/

typedef encoding {
type identityref {
base encodi ng;
}

description
"Specifies a data encoding, e.g. for a data subscription.”
}

typedef filter-id {
type string;
description
"Atype to identify filters which can be associated with a
subscription.”;

}

typedef streamfilter-ref {
type leafref {
path "/sn:filters/sn:streamfilter/sn:identifier";
}

description
"This type is used to reference an event streamfilter.";
}

typedef streamref {
type leafref {
path "/sn:streans/sn: streani sn: nane";
}
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description
"This type is used to reference a systemprovided stream";

}
typedef subscription-id {
type uint32;
description
"A type for subscription identifiers.";
}

typedef transport {
type identityref {
base transport;
}
description
"Specifies transport used to send notification nessages to a

receiver.";
}
/*
*  GROUPI NGS
*/

grouping streamfilter-elenents {
description
"This grouping defines the base for filters applied to event
Sstreans.";
choice filter-spec {
description
"The content filter specification for this request."
anydata streamsubtree-filter {
if-feature "subtree";
description
"Event streamevaluation criteria encoded in the syntax of a
subtree filter as defined in RFC 6241, Section 6.

The subtree filter is applied to the representation of

i ndi vi dual, delineated event records as contained within the
event stream For exanple, if the notification nessage
contains an instance of a notification defined in YANG then
the top-level element is the name of the YANG notification

If the subtree filter returns a non-enpty node set, the filter
mat ches the event record, and the event record is included in
the notification nmessage sent to the receivers.”

reference "RFC 6241, Section 6.";

| eaf stream xpath-filter {
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i f-feature "xpath";

type yang: xpat hl. 0;

description
"Event streamevaluation criteria encoded in the syntax of
an XPath 1.0 expression.

The XPath expression is evaluated on the representation of

i ndi vidual , delineated event records as contained within
the event stream For exanple, if the notification nessage
contains an instance of a notification defined in YANG
then the top-level elenment is the name of the YANG
notification, and the root node has this top-Ilevel el enent
as the only child.

The result of the XPath expression is converted to a

bool ean val ue using the standard XPath 1.0 rules. |[If the
bool ean value is "true’, the filter matches the event record,
and the event record is included in the notification nessage
sent to the receivers

The expression is evaluated in the foll owi ng XPat h context:

0 The set of nanmespace declarations are those in scope on
the 'streamxpath-filter’ |eaf elenent.

o0 The set of variable bindings is enpty.

o0 The function library is the core function library, and
the XPath functions defined in section 10 in RFC 7950.

0 The context node is the root node.";
ref erence
"http://ww. w3. org/ TR/ 1999/ REC- xpat h- 19991116
RFC 7950, Section 10.";

}
}
}

groupi ng updat e-qos {
description
"Thi s groupi ng describes Quality of Service information
concerning a subscription. This information is passed to | ower
| ayers for transport prioritization and treatment”;
| eaf dscp {
if-feature "dscp”;
type inet:dscp;
default "0";
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description
"The desired network transport priority level. This is the
priority set on notification nmessages encapsulating the results
of the subscription. This transport priority is shared for al
receivers of a given subscription.”;

}
| eaf weighting {
if-feature "qos";
type uint8 {
range "0 .. 255";
}

description
"Rel ati ve weighting for a subscription. Alows an underlying
transport layer performinforned | oad bal ance all ocations
bet ween vari ous subscriptions”
reference
"RFC- 7540, section 5.3.2"%;

| eaf dependency {
if-feature "qos";
type subscription-id,
description
"Provides the 'subscription-id of a parent subscription which
has absol ute precedence should that parent have push updates
ready to egress the publisher. In other words, there should be
no stream ng of objects fromthe current subscription if
the parent has something ready to push

If a dependency is asserted via configuration or via RPC, but
the referenced 'subscription-id does not exist, the dependency

is silently discarded. |If a referenced subscription is deleted
this dependency is renoved.";
reference

"RFC- 7540, section 5.3.1";

}
}

groupi ng subscription-policy-nodifiable {
description
"This grouping describes all objects which nay be changed
in a subscription.”;
choi ce target {
mandat ory true
description
"Identifies the source of information against which a
subscription is being applied, as well as specifics on the
subset of information desired fromthat source.";
case stream {
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choice streamfilter {
description
"An event streamfilter can be applied to a subscription
That filter will cone either referenced froma global Iist,
or be provided within the subscription itself.";
case by-reference {
description
"Apply a filter that has been configured separately."”
| eaf streamfilter-ref {
type streamfilter-ref;
mandat ory true
description
"References an existing streamfilter which is to
be applied to an event stream for the subscription.”

}
case w thin-subscription {
description
"Local definition allows a filter to have the sane
lifecycle as the subscription.”;
uses streamfilter-el ements;
}
}
}

| eaf stop-tine {
type yang: dat e-and-ti ne;
description
"Identifies a tinme after which notification nessages for a

subscription should not be sent. |f 'stop-tinme’ is not present,
the notification nessages will continue until the subscription
is termnated. |If 'replay-start-time’ exists, ’'stop-time’ nust

be for a subsequent time. If "replay-start-tinme’ doesn’t exist,
"stop-time’ when established nust be for a future tine.";
}
}

groupi ng subscri ption-policy-dynamc {
description
"This groupi ng describes the only informati on concerning a
subscription which can be passed over the RPCs defined in this
nodel . ";
uses subscription-policy-nodifiable {
augnment target/stream {
description
"Adds additional objects which can be nodified by RPC ";
| eaf stream/{
type streamref {
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requi re-instance fal se;

mandat ory true

description
"I ndi cates the event streamto be considered for
this subscription.";

| eaf replay-start-tine {
if-feature "replay”;
type yang: date-and-ti ne;
config fal se
description
"Used to trigger the replay feature for a dynanic
subscription, with event records being selected needing to
be at or after the start at the time specified. |If
"replay-start-tinme’ is not present, this is not a replay
subscription and event record push should start immediately.
It is never valid to specify start times that are later than
or equal to the current tinme.";
}
}
}

uses updat e- qos;

}

groupi ng subscription-policy {
description
"This grouping describes the full set of policy information
concerni ng both dynam ¢ and configured subscriptions, with the
excl usion of both receivers and networking information specific to
t he publisher such as what interface should be used to transmit
notification nmessages.”
uses subscription-policy-dynam c;
| eaf transport {
i f-feature "configured";
type transport;
mandat ory true
description
"This | eaf specifies the transport used to deliver
messages destined to all receivers of a subscription.”;
}
| eaf encoding {
when "not(../transport) or derived-fron(../transport,
"sn: confi gurabl e-encodi ng")’;
type encodi ng;
description
"The type of encoding for notification nessages. For a
dynani ¢ subscription, if not included as part of an establish-
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subscription RPC, the encoding will be populated with the
encodi ng used by that RPC. For a configured subscription, if
not explicitly configured the encoding with be the default
encodi ng for an underlying transport.";
}
| eaf purpose {
i f-feature "configured";
type string;
description
"Open text allowing a configuring entity to enbed the
originator or other specifics of this subscription."”;
}
}

/*
* RPCs
*/

rpc establish-subscription {
description
"This RPC all ows a subscriber to create (and possibly negoti ate)
a subscription on its own behalf. |If successful, the
subscription remains in effect for the duration of the
subscri ber’s association with the publisher, or until the
subscription is termnated. In case an error occurs, or the
publ i sher cannot neet the ternms of a subscription, an RPC error
is returned, the subscription is not created. In that case, the
RPC reply’s "error-info’ MAY include suggested paraneter settings
that woul d have a higher |ikelihood of succeeding in a subsequent
"establish-subscription’ request.";
i nput {
uses subscription-policy-dynani c;
| eaf encoding {
type encodi ng;
description
"The type of encoding for the subscribed data. |If not
i ncluded as part of the RPC, the encodi ng MJST be set by the
publ i sher to be the encoding used by this RPC ";
}
}
out put {
| eaf identifier {
type subscription-id;
mandat ory true;
description
"Identifier used for this subscription.”;

| eaf replay-start-tine-revision {
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if-feature "replay";
type yang: dat e-and-ti ne;
description
"If a replay has been requested, this represents the
earliest tinme covered by the event buffer for the requested
stream The value of this object is the
"replay-log-aged-tine’ if it exists. Oherwise it is the
"replay-log-creation-tine’. Al buffered event records
after this time will be replayed to a receiver. This
object will only be sent if the starting tine has been
revised to be later than the tinme requested by the
subscri ber.";
}
}
}

rc:yang-data establish-subscription-streamerror-info {
cont ai ner establish-subscription-streamerror-info {
description
"If any ’'establish-subscription’ RPC paraneters are
unsupport abl e agai nst the event stream a subscription is not
created and the RPC error response MJUST indicate the reason
why the subscription failed to be created. This yang-data MAY be
inserted as structured data within a subscription’s RPC error
response to indicate the failure reason. This yang-data MJST be
inserted if hints are to be provided back to the subscriber.";
| eaf reason {
type identityref {
base establish-subscription-error;
}

description
"Indi cates the reason why the subscription has failed to
be created to a targeted stream"”;

leaf filter-failure-hint {
type string;
description

"Information describing where and/or why a provided filter
was unsupportable for a subscription.”

}

}
}

rpc nodi fy-subscription {
description
"This RPC all ows a subscriber to nodify a dynanic subscription’'s
paraneters. |f successful, the changed subscription
paranmeters remain in effect for the duration of the subscription
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until the subscription is again nodified, or until the
subscription is termnated. |In case of an error or an inability
to neet the nodified parameters, the subscription is not nodified
and the original subscription paraneters remain in effect.

In that case, the RPC error MAY include "error-info suggested
paranmeter hints that woul d have a high |ikelihood of succeeding
in a subsequent ’'nodify-subscription’ request. A successfu

"modi fy-subscription” will return a suspended subscription to an
‘active' state.";
i nput {

| eaf identifier {
type subscription-id;
mandat ory true
description
"Identifier to use for this subscription.”
}

uses subscription-policy-nodifiable;
}
}

rc:yang-data nodi fy-subscription-streamerror-info {
cont ai ner nodi fy-subscription-streamerror-info {
description
"Thi s yang-data MAY be provided as part of a subscription's RPC
error response when there is a failure of a
"modi fy-subscription’ RPC which has been nade agai nst a
stream This yang-data MJST be used if hints are to be
provi ded back to the subscriber.";
| eaf reason {
type identityref {
base nodi fy-subscription-error
}

description
"Information in a 'nodify-subscription’ RPC error response
whi ch indicates the reason why the subscription to an event
stream has failed to be nodified.";

}
leaf filter-failure-hint {
type string;
description
"Information describing where and/or why a provided filter
was unsupportable for a subscription.”;
}

}
}

rpc del ete-subscription {
description
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"This RPC all ows a subscriber to delete a subscription that
was previously created from by that same subscriber using the
" est abli sh-subscription’” RPC

If an error occurs, the server replies with an 'rpc-error’ where
the "error-info’ field MAY contain an

"del et e-subscription-error-info’ structure."”;

i nput {

| eaf identifier {

type subscription-id;

mandat ory true

description

"Identifier of the subscription that is to be del eted.
Only subscriptions that were created using
"establish-subscription” fromthe sane origin as this RPC
can be deleted via this RPC.";

}
}
}
rpc kill-subscription {
description
"This RPC all ows an operator to delete a dynam ¢ subscription
without restrictions on the originating subscriber or underlying
transport session.
If an error occurs, the server replies with an 'rpc-error’ where
the "error-info’ field MAY contain an
"del et e-subscription-error-info’ structure."”;
i nput {
| eaf identifier {
type subscription-id,
mandat ory true
description
"Identifier of the subscription that is to be deleted. Only
subscriptions that were created using
"establish-subscription’” can be deleted via this RPC. "
}
}
}

rc:yang-data del ete-subscription-error-info {
cont ai ner del ete-subscription-error-info {
description
"If a ’delete-subscription” RPC or a 'kill-subscription” RPC
fails, the subscription is not deleted and the RPC error
response MJUST indicate the reason for this failure. This
yang-data MAY be inserted as structured data within a
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subscription’s RPC error response to indicate the failure
reason.”;
| eaf reason {
type identityref {
base del et e-subscription-error;

mandat ory true
description
"Indi cates the reason why the subscription has failed to be

del eted. ";
}
}
}
/*
* NOTI FI CATI ONS
*/

notification replay-conpleted {
sn: subscription-state-notification
if-feature "replay”;
description
"This notification is sent to indicate that all of the replay
notifications have been sent. It nust not be sent for any other
reason.";
| eaf identifier {
type subscription-id,
mandat ory true
description
"This references the affected subscription."”;
}

}

notification subscription-conpleted {
sn: subscription-state-notification
i f-feature "configured";
description
"This notification is sent to indicate that a subscription has
fini shed passing event records, as the ’stop-tine’ has been
reached. ";
| eaf identifier {
type subscription-id;
mandat ory true
description
"This references the gracefully conpl eted subscription.”
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notification subscription-nodified {
sn: subscription-state-notification
description
"This notification indicates that a subscription has been
nmodi fied. Notification nessages sent fromthis point on wll
conformto the nodified terms of the subscription. For
conmpl eteness, this state change notification includes both
nmodi fi ed and non-nodi fi ed aspects of a subscription.”;
| eaf identifier {
type subscription-id;
mandat ory true
description
"This references the affected subscription."”;
}
uses subscription-policy {
refine "target/streanmistreamfilter/wthin-subscription" {
description
"Filter applied to the subscription. If the
"streamfilter-ref’ is populated, the filter within the
subscription came fromthe 'filters’ container. Oherw se it
is populated in-line as part of the subscription.”

}
}

notification subscription-resuned {
sn: subscription-state-notification
description
"This notification indicates that a subscription that had
previ ously been suspended has resunmed. Notifications will once
again be sent. |In addition, a ’'subscription-resuned indicates
that no nodification of paranmeters has occurred since the |ast
time event records have been sent.”
| eaf identifier {
type subscription-id;
mandat ory true
description
"This references the affected subscription."”;
}
}

notification subscription-started {
sn: subscription-state-notification
i f-feature "configured";

description
"This notification indicates that a subscription has started and

notifications are beginning to be sent. This notification shal
only be sent to receivers of a subscription; it does not
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constitute a general - purpose notification.";
| eaf identifier {
type subscription-id,
mandat ory true
description
"This references the affected subscription.";
}

uses subscription-policy {
refine "target/streanireplay-start-tinme" {
description
"Indicates the tine that a replay using for the stream ng of
buffered event records. This will be populated with the nost
recent of the follow ng: 'replay-log-creation-tine,
"repl ay-1 og-aged-tinme’, 'replay-start-tinme’, or the nost
recent publisher boot tinme.";
}
refine "target/streanmistreamfilter/w thin-subscription" {
description
"Filter applied to the subscription. If the
"streamfilter-ref’ is populated, the filter within the
subscription came fromthe "filters’ container. Oherw se it
is populated in-line as part of the subscription.™

augrment "target/stream' {
description
"Thi s augnentati on adds additional paraneters specific to a
subscription-started notification.”
| eaf replay-previous-event-tinme {
when "../replay-start-tine";
if-feature "replay";
type yang: dat e-and-ti ne;
description
"If there is at |least one event in the replay buffer prior
to 'replay-start-tine’, this gives the tine of the event
generated i mediately prior to the 'replay-start-tine’.

If a receiver previously received event records for this
configured subscription, it can conpare this time to the
| ast event record previously received. |If the two are not
the sane (perhaps due to a reboot), then a dynam c replay
can be initiated to acquire any m ssing event records.";
}
}
}
}

notification subscription-suspended {
sn: subscription-state-notification
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description
"This notification indicates that a suspension of the
subscription by the publisher has occurred. No further
notifications will be sent until the subscription resunes.
This notification shall only be sent to receivers of a
subscription; it does not constitute a general -purpose
notification.";
| eaf identifier {
type subscription-id,
mandat ory true
description
"This references the affected subscription.";

| eaf reason {
type identityref {
base subscri ption-suspended-reason;

mandat ory true
description
"Identifies the condition which resulted in the suspension.";
}

}

notification subscription-term nated {
sn: subscription-state-notification
description
"This notification indicates that a subscription has been
term nated.";
| eaf identifier {
type subscription-id;
mandat ory true
description
"This references the affected subscription.”
}

| eaf reason {
type identityref {
base subscription-term nated-reason;

mandat ory true
description
"ldentifies the condition which resulted in the termnation .";

/*
* DATA NODES
*/
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cont ai ner streans {
config fal se
description
"This container contains information on the built-in streans
provi ded by the publisher.";
list stream/{
key "nane";
description
"Identifies the built-in event streams that are supported by the
publi sher.";
| eaf nane {
type string;
description
"A handle for a systemprovided event stream made up of a
sequential set of event records, each of which is
characterized by its own domain and senantics."

| eaf description {
type string;
mandat ory true;
description
"A description of the event stream including such infornmation
as the type of event records that are available within this
event stream”;

| eaf replay-support {
if-feature "replay”;
type enpty;
description
"Indicates that event record replay is available on this
stream";

| eaf replay-log-creation-tinme {

when "../repl ay-support”;

if-feature "replay”;

type yang: date-and-ti ne;

mandat ory true

description
"The timestanp of the creation of the |og used to support the
replay function on this stream This time might be earlier
than the earliest available information contained in the |og.
This object is updated if the log resets for sone reason.”

| eaf replay-1log-aged-tine {
if-feature "replay”;
type yang: date-and-ti ne;
description
"The timestanp associated with | ast event record which has
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been aged out of the log. This timestanp identifies how far
back into history this replay log extends, if it doesn’t
extend back to the ’replay-log-creation-tinme’. This object
MUST be present if replay is supported and any event records
have been aged out of the log.";
}
}
}

container filters {
description
"This container contains a list of configurable filters
that can be applied to subscriptions. This facilitates
the reuse of conplex filters once defined."
list streamfilter {
key "identifier";
description
"Alist of pre-configured filters that can be applied to
subscriptions."”;
| eaf identifier {
type filter-id,
description
"An identifier to differentiate between filters."
}
uses streamfilter-el ements;
}
}

cont ai ner subscriptions {
description
"Contains the list of currently active subscriptions, i.e.
subscriptions that are currently in effect, used for subscription
managenent and nonitoring purposes. This includes subscriptions
that have been setup via RPC prinitives as well as subscriptions
that have been established via configuration.";
list subscription {
key "identifier";
description
"The identity and specific paranmeters of a subscription
Subscriptions within this list can be created using a contro
channel or RPC, or be established through configuration

If configuration operations or the 'Kkill-subscription’ RPC are
used to delete a subscription, a ’subscription-term nated
message is sent to any active or suspended receivers.”
| eaf identifier {
type subscription-id;
description
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"Identifier of a subscription; unique within a publisher";
}
uses subscription-policy {
refine "target/streani stream' {
description
"Indi cates the event streamto be considered for this
subscription. |If an event stream has been renoved,
and no | onger can be referenced by an active subscription
send a ’'subscription-terminated’ notification with
"streamunavail able’ as the reason. |f a configured
subscription refers to a non-existent stream nove that
subscription to the 'invalid state.";
}
augment "target/stream' {
description
"Enabl es objects to added to a configured stream
subscription”;
| eaf configured-replay {
i f-feature "configured";
if-feature "replay";
type enpty;
description
"The presence of this leaf indicates that replay for the
configured subscription should start at the earliest tinme
in the event log, or at the publisher boot time, which
ever is later.";

}
}

choi ce notification-message-origin {
i f-feature "configured";
description
"Identifies the egress interface on the publisher from which
notification nmessages are to be sent."
case interface-originated {
description
"When notification nessages to egress a specific, designated
interface on the publisher.";
| eaf source-interface {
if-feature "interface-designation";
type if:interface-ref;
description
"References the interface for notification nessages."”

}

case address-originated {
description
"When notification nessages are to depart froma publisher
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usi ng specific originating address and/or routing context
i nformation.";
| eaf source-vrf {
if-feature "supports-vrf";
type leafref {
path "/ni:network-instances/ni:network-instance/ni:nanme";
}

description
"VRF from which notification messages should egress a
publi sher.";
}
| eaf source-address {
type inet:ip-address-no-zone;
description
"The source address for the notification nmessages. If a
source VRF exists, but this object doesn’t, a publisher’s
default address for that VRF nust be used.";

}
}

| eaf configured-subscription-state {
i f-feature "configured";
type enuneration {
enumvalid {
val ue 1;
description
"Connection is active and healthy.";
}

enuminvalid {
val ue 2;
description
"The subscription as a whole is unsupportable with its
current paraneters."

}
enum concl uded {
val ue 3;
description
"A subscription is inactive as it has hit a stop tine,
but not yet been renoved from configuration.”
}

config fal se

description
"The presence of this |leaf indicates that the subscription
originated fromconfiguration, not through a control channe
or RPC. The value indicates the system established state
of the subscription.”;
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cont ai ner receivers {
description
"Set of receivers in a subscription.”
list receiver {
key "nane";
m n-el enents 1;
description
"A host intended as a recipient for the notification
messages of a subscription. For configured subscriptions,
transport specific network paraneters (or a leafref to
those paraneters) may augnentated to a specific receiver
within this list.";
| eaf nane {
type string;
description
"Identifies a unique receiver for a subscription.”;

| eaf count-sent {
type yang: zer o- based- count er 64;
config fal se
description
"The nunber of event records sent to the receiver. The
count is initialized when a dynam c subscription is
establ i shed, or when a configured subscription
transitions to the valid state.";
}
| eaf count-excl uded {
t ype yang: zer o- based- count er 64;
config fal se
description
"The nunber of event records explicitly renoved either
via an event streamfilter or an access control filter so
that they are not passed to a receiver. This count is
set to zero each time 'count-sent’ is initialized.";

| eaf state {
type enuneration {
enum active {
val ue 1;
description
"Receiver is currently being sent any applicable
notification nmessages for the subscription."”;
}
enum suspended {
val ue 2;
description
"Receiver state is 'suspended’, so the publisher
is currently unable to provide notification nmessages
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for the subscription."”;
}
enum connecting {
val ue 3;
i f-feature "configured";
description
"A subscription has been configured, but a
"subscription-started’ state change notification needs
to be successfully received before notification
nessages are sent.

If the 'reset’ action is invoked for a receiver of an
active configured subscription, the state nust be
moved to 'connecting’ .";
}
enum ti meout {
val ue 4;
i f-feature "configured";
description
"A subscription has failed in sending a subscription
started state change to the receiver
Additional attenpts at connection attenpts are not
currently being made.";

}

config fal se
mandat ory true
description
"Specifies the state of a subscription fromthe
perspective of a particular receiver. Wth this info it
i s possible to deternine whether a subscriber is currently
generating notification messages intended for that
receiver.";
}
action reset {
i f-feature "configured";
description
"Allows the reset of this configured subscription receiver
to the 'connecting state. This enables the
connection process to be re-initiated.";
out put {
leaf tine {
type yang: dat e-and-ti ne;
mandat ory true;
description
"Time a publisher returned the receiver to a
'connecting state.";
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<CCDE ENDS>
5. Considerations
5.1. | ANA Consi derati ons

Thi s docunment registers the foll ow ng nanespace URI in the "I ETF XM
Regi stry" [ RFC3688]:

URI: urn:ietf:parans:xm:ns:yang:ietf-subscribed-notifications
Regi strant Contact: The | ESG
XM.: N A, the requested URI is an XM. nanespace

This docunent registers the follow ng YANG nodule in the "YANG Mdul e
Nanes" registry [ RFC6020]:

Nanme: ietf-subscribed-notifications

Nanespace: urn:ietf:parans:xm:ns:yang:ietf-subscribed-notifications
Prefix: sn

Reference: draft-ietf-netconf-ietf-subscribed-notifications-11.txt
(RFC form

5.2. I nplenentati on Considerations

To support deploynments including both configured and dynami c
subscriptions, it is recommended to split subscription identifiers
into static and dynam ¢ halves. That way it eliminates the
possibility of collisions if the configured subscriptions attenpt to
set a subscription-id which night have al ready been dynanically

all ocated. A best practice is to use lower half the "identifier"
object’s integer space when that "identifier"” is assigned by an
external entity (such as with a configured subscription). This

| eaves the upper half of subscription identifiers available to be
dynani cal | y assi gned by the publisher

If a subscription is unable to narshal a series of filtered event

records into transmttable notification nessages, the receiver should
be suspended with the reason "unsupportabl e-vol une".
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For configured subscriptions, operations are against the set of
receivers using the subscription identifier as a handle for that set.
But for stream ng updates, state change notifications are local to a
receiver. |In this specification it is the case that receivers get no
informati on fromthe publisher about the existence of other

receivers. But if a network operator wants to let the receivers
correlate results, it is useful to use the subscription identifier
across the receivers to allow that correl ation.

For configured replay subscriptions, the receiver is protected from
duplicated events being pushed after a publisher is rebooted.
However it is possible that a receiver mght want to acquire event
records which failed to be delivered just prior to the reboot.
Delivering these event records be acconplished by | everaging the
"eventTinme" fromthe |ast event record received prior to the receipt
of a "subscription-started" state change notification. Wth this
"eventTime" and the "replay-start-tinme" fromthe "subscription-
started" notification, an independent dynam c subscription can be
establ i shed which retrieves any event records which may have been
generated but not sent to the receiver.

5.3. Transport Requirenents

Thi s section provides requirenents for any subscribed notification
transport supporting the solution presented in this docunent.

For both configured and dynam ¢ subscriptions the publisher MJST
aut henticate a receiver via sone transport |evel mechani sm before
sendi ng any event records for which they are authorized to see. In
addition, the receiver MJUST authenticate the publisher at the
transport level. The result is nutual authentication between the

t wo.

A secure transport is highly recommended and t he publisher MJST
ensure that the receiver has sufficient authorization to performthe
function they are requesting against the specific subset of content

i nvol ved.

A specific transport specification built upon this docunent may or
may not choose to require the use of the sane |ogical channel for the
RPCs and the event records. However the event records and the
subscription state notifications MIST be sent on the same transport
session to ensure the properly ordered delivery.

Additional transport requirements will be dictated by the choice of
transport used with a subscription. For an exanple of such
requirenents with NETCONF transport, see
[I-D.draft-ietf-netconf-netconf-event-notifications].
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5.4. Security Considerations

The YANG nodul e specified in this docunment defines a schema for data
that is designed to be accessed via network managenent transports
such as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF
|l ayer is the secure transport |ayer, and the nmandatory-to-inpl enent
secure transport is Secure Shell (SSH) [RFC6242]. The | owest
RESTCONF | ayer is HITPS, and the mandatory-to-inpl ement secure
transport is TLS [ RFC5246].

The NETCONF Access Control Mdel (NACM [RFC8341] provides the neans
to restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all avail abl e NETCONF or RESTCONF operati ons
and content.

One subscription identifier can be used for two or nore receivers of
the sane configured subscription. But due to the possibility of

di fferent access control perm ssions per receiver, it cannot be
assuned that each receiver is getting identical updates.

Wth configured subscriptions, one or nmore publishers could be used
to overwhelma receiver. Notification nmessages SHOULD NOT be sent to
any receiver which does not support this specification. Receivers
that do not want notification nmessages need only termnate or refuse
any transport sessions fromthe publisher.

When a receiver of a configured subscription gets a new
"subscription-started" nessage for a known subscription where it is
al ready consuning events, the receiver SHOULD retrieve any event
records generated since the |ast event record was received. This can
be acconplish by establishing a separate dynamnic replay subscription
with the sane filtering criteria with the publisher”, assum ng the
publ i sher supports the "replay" feature.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vulnerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
where there is a specific sensitivity/vulnerability:

Container: "/filters"

0 "streamsubtree-filter": updating a filter could increase the
conput ational conplexity of all referencing subscriptions.
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(o]

"stream xpath-filter": updating a filter could increase the
comput ati onal conplexity of all referencing subscriptions.

Cont ai ner: "/subscriptions"

The follow ng considerations are only relevant for configuration
operations made upon configured subscriptions:

(0]

Voi t,

"configured-replay”: can be used to send a | arge nunber of event
records to a receiver

"dependency": can be used to force inportant traffic to be queued
behi nd | ess inportant updates.

"dscp”: if unvalidated, can result in the sending of traffic with
a higher priority nmarking than warranted.

"identifier": can overwite an existing subscription, perhaps one
configured by another entity.

"nanme": can be used to attenpt to send traffic to an unwilling
receiver.

"replay-start-tinme": can be used to push very large |ogs, wasting
resour ces

"source-address": the configured address nmight not be able to
reach a desired receiver.

"source-interface": the configured interface m ght not be able to
reach a desired receiver.

"source-vrf": can place a subscription into a virtual network
where receivers are not entitled to view the subscri bed content.

"stop-time": could be used to terminate content at an inopportune
time.

"streant: could set a subscription to an event stream contai ni ng
no content permtted for the targeted receivers.

"streamfilter-ref": could be set to a filter which is irrel evant
to the event stream

"streamsubtree-filter": a conplex filter can increase the
conput ational resources for this subscription
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0 "streamxpath-filter": a conplex filter can increase the
comput ati onal resources for this subscription

o "weighting": placing a |large wei ght can overwhel mthe dequeui ng of
ot her subscriptions.

Some of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus

i mportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

Container: "/streans"

o "nane": if access control is not properly configured, can expose
systeminternals to those who should have no access to this
i nformation.

o "replay-support": if access control is not properly configured,
can expose |logs to those who should have no access.

Cont ai ner: "/subscriptions"

o "count-excluded": leaf can provide infornmation about filtered
event records. A network operator should have pernissions to know
about such filtering.

0 "subscription": different operational teans m ght have a desire to
set varying subsets of subscriptions. Access control should be
designed to permt read access to just the allowed set.

Some of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

RPC. all

o If a malicious or buggy subscriber sends an unexpectedly |arge
nunber of RPCs, the result m ght be an excessive use of system
resources on the publisher just to determ ne that these
subscriptions should be declined. In such a situation
subscription interactions MAY be terninated by terminating the
transport session.

RPC. "del et e-subscription”

0 No special considerations.
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7.

7.

RPC. "establish-subscription”

0 Subscriptions could overload a publisher’s resources. For this
reason, publishers MJST ensure that they have sufficient resources
to fulfill this request or otherw se reject the request.

RPC. "kill-subscription”

o The "kill-subscription" RPC MIST be secured so that only
connections with adm nistrative rights are able to invoke this
RPC.

RPC. "nodi fy-subscription”

0 Subscriptions could overload a publisher’s resources. For this
reason, publishers MJST ensure that they have sufficient resources
to fulfill this request or otherw se reject the request.
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Appendi x A.  Changes between revisions

(To be renmoved by RFC editor prior to publication)

vli3 - vi14

0 Renoved the ’address’ |eaf.

0 Replay is now of type 'enpty' for configured.

vl2 - v13

0 Tweaks from Kent’s conmments

0 Referenced in YANG nodel updated per Tom Petch’s comments

0 Added | eaf replay-previous-event-tine

0 Renanmed the event counters, downshifted the subscription states

vlil - vi2

0 Tweaks fromKent’'s, Tims, and Martin' s coments

o Carified dscp text, and made its own feature

0 YANG nodel tweaks al phabetizing, features.

vli0 - v11l

0 access control filtering of events in streans included to match
RFC5277 behavi or

0 security considerations updated based on YANG tenpl ate.
0 dependency QoS nmade non-normative on HTTP2 QoS
o tree diagrans referenced for each figure using them

o reference nunbers placed into state nmachine figures
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0 broke configured replay into its own section

o many tweaks updates based on LC and YANG doctor reviews

0 trees and YANG nodel reconciled were deltas existed

o new feature for interface originated

0 dscp renmoved fromthe qos feature

0 YANG nodel updated in a way which col |l apses groups only used once
so that they are part of the 'subscriptions’ container

o alternative encodings only allowed for transports which support
t hem

v09 - vi10

o Typos and tweaks

v08 - vO09

0 NMDA nodel supported. Non NVDA version at https://github. com
net conf -wg/ rf c5277bi s/

o0 Error nechanismrevanped to match to enbedded i npl enent ati ons.

0o Explicitly identified error codes relevant to each RPC
Notification

v07 - vO08

0o Split YANG trees to separate docunment subsections.

o Cdarified configured state nachi ne based on Bal azs comments, and
moved it into the configured subscription subsections.

0o Normative reference to Network | nstance nodel for VRF

0 One transport for all receivers of configured subscriptions.

0 QoS section noved in from yang-push

v06 - vO07

o Cdarification on state nachine for configured subscriptions.

v05 - v06
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0 Made changes proposed by Martin, Kent, and others on the list.
Most significant of these are streamreturned to string (with the
SYSLOG identity renpved), intro section on 5277 relationship, an
identity set noved to an enuneration, clean up of definitions/
term nol ogy, state nachi ne proposed for configured subscriptions
with a clean-up of subscription state options.

0 JSON and XML becone features. Al so Xpath and subtree filtering
becone features

0 Term nol ogy updates with event records, and refinenent of filters
to just event streamfilters.

0 Encoding refined in establish-subscription so it takes the RPC s
encodi ng as the default.

0 Nanespaces in exanples fixed.

v04 - vO05

0 Returned to the explicit filter subtyping of v0O

0 streamobject changed to 'name’ from '’ strean

0 O eaned up exanpl es

o Cdarified that JSON support needs notification-nmessages draft.
v03 - v04

0 Myved back to the use of RFC5277 one-way notifications and
encodi ngs.

v03 - v04
0 Replay updated
v02 - v03

0 RPCs and Notification support is identified by the Notification
2.0 capability.

0 Updates to filtering identities and text
0 New error type for unsupportable volune of updates

o Text tweaks.
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v0l - vO02

0 Subscription status noved under receiver

v00 - vO1

0 Security considerations updated

o Introrewite, as well as scattered text changes

0 Added Appendix A, to help match this to related drafts in progress

0 Updated filtering definitions, and filter types in yang file, and
moved to identities for filter types

0 Added Syslog as an event stream

0 HTTP2 noved in from YANG Push as a transport option

0 Replay made an optional feature for events. Wn't apply to
dat ast or es

o Enabled notification tinestanp to have different formats.

o Two error codes added.

v01l 5277bis - v0O subscribed notifications

Voi t,

Kill subscription RPC added.

Renaned from 5277bis to Subscribed Notifications.

Changed the notification capabilities version from1l.1 to 2.0.
Extracted create-subscription and other el enents of RFC5277
Error conditions added, and nmade specific in return codes.
Sinplified yang nodel structure for renoval of ’basic’ grouping.
Added a grouping for itens which cannot be statically configured.
Operational counters per receiver

Subscription-id and filter-id renamed to identifier

Section for replay added. Replay now cannot be confi gured.
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0 Control plane notification renaned to subscription state
notification

0 Source address: Source-vrf changed to string, default address
option added

o0 |In yang nodel: 'info' changed to ’'policy’

0 Scattered text clarifications

v00 - v01 of 5277bis

0 YANG Model changes. New groupings for subscription info to allow
restriction of what is changeable via RPC. Renoved notifications
for adding and renmpoving receivers of configured subscriptions.

0 Expanded/renaned definitions fromevent server to publisher, and
client to subscriber as applicable. Updated the definitions to
i ncl ude and expand on RFC 5277

0 Renoval of redundancy with other drafts

o Many other clean-ups of wording and term nol ogy
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