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Abst r act

The Networ k Configuration Protocol (NETCONF) provides nmechanisns to
mani pul ate configuration datastores. NMDA introduces additional
datastores for systens that support nore advanced processing chains
converting configuration to operational state. However, client
applications are not able to be aware of common events pertaining to
additional datstores, such as a data validation state change in
NETCONF server, that nay inpact nmanagenent applications. This
docunent updates [RFC6470] to allow a NETCONF client to receive
additional notifications for some common system events pertaining to
the Network Managenment Datastore Architecture (NVDA) defined in

[ RFC8342] .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on Decenber 21, 2018.

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The Networ k Configuration Protocol (NETCONF) [RFC6470] provides
mechani sms to mani pul ate configuration datastores. NVDA introduces
addi tional datastores (e.g., <intended>, <operational>) for systens
that support nore advanced processing chains converting configuration
to operational state. However, client applications are not able to
be aware of combn events pertaining to additional datastores, e.g.
there are many background activities that happen during the time that
configuration is conmtted to <running> to the tinme that the
configuration is actually applied to <operational> It is possible
that sone configuration could not be applied to <operational > due to
either validation issues, or missing resource etc. There is a need
for user to know the validation result of <intended> data-store and
the reason why the configuration were not applied.

Thi s docunment updates [RFC6470] to allows a NETCONF client to receive
additional notifications for sonme conmobn system events pertaining to
the Network Managenent Datastore Architecture (NVDA) defined in

[ RFC8342]. These notification are not specific to any network
managenent protocols such as NETCONF and RESTCONF.

The solution presented in this docunent is backwards conpatible with
[ RFC6470] .
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1.1. Termnol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

The following ternms are defined in [ RFC8342] and are not redefined
her e:

0 operational state datastore
0 running configuration datastore
0 intended configuration datastore

2. Sumary of Updates to RFC 6470
This docunent is intended to provide an extension of notifications
initially defined within [ RFC6470], with the devel opment of NVDA
architcture and data nodel. Key rel ationships between these two

docunent s i ncl ude:

0 The existing notifications defined in [ RFC6470] are remain
unchanged, no additional information is added.

o A new event notification is defined in this docunment to overcone
the shortcom ng of [RFC6470] for supporting NVDA

3. NETCONF Base Notifications YANG Mddel extension for NVDA

3.1. Overview
The YANG nodul e in NETCONF Base Notifications [ RFC6470] specifies the
following 5 event notifications for the ' NETCONF streamto notify a
client application that the NETCONF server state has changed:
0 netconf-config-change
0 netconf-capability-change
0 netconf-session-start

o0 netconf-session-end

o netconf-confirned-conmmt
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These event notifications used within the ' NETCONF stream are
accessible to clients via the subscription nechani sm described in
[ RFC5277] .

Thi s docunent extends the YANG nodul e defined in [RFC6470] to include
NMDA speci fic extension which allows a NETCONF client to receive
notifications for additional conmon system event as foll ows:

nnda- dat a-val i date: Generated when a server w th network managenent
protocol support detects that a data validation event has occurred
fromthe tine that configuration is commtted to <running> to the
time that the configuration is actually applied to <operational >
duri ng managenment session. |Indicates the event and the current
state of the data validation. A server MAY report events for non-
NETCONF management sessions (such as RESTCONF, gPRC), using the
"session-id value of zero.

These notification nessages are accessible to clients via either the
subscription mechani sm described in [RFC5277] or dynam ¢ subscription
mechani sm and confi gured subscripti on nechani sm described in [I-
D.ietf-netconf-netconf-event-notifications].

The followi ng are exanpl es of a nnda-data-validation notification
nessage

<notification xm ns="urn:ietf:params: xm :ns:netconf:notification:1. 0">
<event Ti me>2017-06- 16T16: 30: 59. 137045+09: 00</ event Ti me>
<nnda-dat a-val idate xm ns="urn:ietf:parans: xnl :ns:yang:ietf-nnda-notifications"
>
<user nane>adm n</ user nane>
<sessi on-i d>0</ sessi on-i d>
<sour ce- host >10. 251. 93. 83</ sour ce- host >
<val i dat e- event >st art <val i dat e- event >
<val idate-result>partial-fail </validate-result>
<val idate-fail-taget>
<dat ast or e>i nt ended</ dat ast or e>
<target> /ietf-interfaces:interfaces-state </target>
</validate-fail-target>
<val i date-fail -taget>
<dat ast or e>i nt ended</ dat ast or e>
<target> /ietf-systemsystem </target>
</validate-fail-target>
</ nnda- dat a- val i dat e>
</notification>
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3. 2. Definitions

This section presents the YANG nodul e defined in this docunent. This
nmodul e i nports data types fromthe 'ietf-netconf’ nodule defined in
[ RFC6241] and 'ietf-inet-types’ nodul e defined in [ RFC6021].

<CODE BEG NS> file "ietf-nnda-notificati ons@018-04-01.yang"
nmodul e i etf-nnmda-notifications {
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-nnda-notifications”;
prefi x nndan;

import ietf-datastores {
prefix ds;
}

inmport ietf-inet-types { prefix inet; }
organi zati on
"I ETF NETCONF ( Networ k Configuration Protocol) Wrking G oup";
cont act
"W Web: <http://tools.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>
WG Chair: Kent Watsen
<mai | t 0: kwat sen@ uni per. net >
WG Chai r: Mahesh Jet hanandani
<mai | t 0: nj et hanandani @nui | . con>
Edi t or: Qn W
<mai lto: bill.w@uawei . conp
Edi t or: Rohit R Ranade
<mai | t o: rohi t rranade@uawei . conp";
description
"This nodul e defines a YANG data nodel for use with the
NETCONF protocol that allows the NETCONF client to
recei ve additional commobn NETCONF base event notifications
rel ated to NVDA.
Copyright (c) 2012 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.
Redi stribution and use in source and binary forms, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).
This version of this YANG nodul e is part of RFC xxxx; see
the RFC itself for full |egal notices.";

revision 2018-04-01 {
description
"Initial version.";
reference "RFC xxx: NETCONF Base Notifications for NVDA";
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}
typedef session-id-or-zero-type {
type uint32;
description
"NETCONF Session |d or Zero to indicate none"
}

groupi ng common- sessi on- parns {
description
"Commopn session paraneters to identify a
managenent session.";

| eaf usernane {
type string;
mandat ory true
description
"Name of the user for the session.";

}

| eaf session-id {
type session-id-or-zero-type;
mandat ory true
description
"Identifier of the session.
A NETCONF session MJUST be identified by a non-zero val ue.
A non- NETCONF session MAY be identified by the value zero.";

}

| eaf source-host {
type inet:ip-address;
description
"Address of the renote host for the session.”;

}
}

notification nnda-data-validate {
description
"CGenerated when a NETCONF server detects that a
Data validation event has occurred. |Indicates the event
and the current state of the data validation procedure
in progress.”;
reference "RFC 8342, Section 5";
uses conmon-sessi on- par ns;
| eaf validate-event {
type enuneration {
enum "start" {
description
"The data validate procedure has started.";
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enum "conpl ete" {
description
"The data validation procedure has been conpleted.”
}
}

mandat ory true
description
"I ndi cates the event that caused the notification.";

| eaf validate-result {

when "../validate-event = 'conplete'"
type enuneration {
enum "fail" {

description
"The <intended> configuration fails to be validated
bef ore being applied to <operational > e.g., resources
are not available or otherw se not physically present
| eads to the whol e set of <intended>are not applied.";
}
enum "partial-fail" {
description
"The <intended> configuration partially fails to be
val i dat ed before being applied to <operational > e.qg.
resources are not avail able or otherw se not physically
present | eads to parts of <intended>are not applied"
}
enum "success" {
description
"The <intended> configuration is successfully validated
before being applied to <operational >.";
}
}

description
"Result of validate";

list fail-validate-target {
| eaf datastore {
type identityref {
base ds: dat ast ore;

default "ds:operational"”

description
"Indi cates which datastore has changed or which datastore is
target of edit-data operation.";

| eaf target {
type instance-identifier;
description
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"Topnost node associated with the configuration change.
A server SHOULD set this object to the node within
the datastore that is being altered. A server NMNAY
set this object to one of the ancestors of the actua
node that was changed, or omit this object, if the
exact node is not known."

}

description

"List for fail validate targets”
}
}

}
<CCDE ENDS>
4. Security Considerations
The YANG nodul e defined in this neno is designed to be accessed via
the NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport |ayer and the mandatory-to-inpl enment secure
transport is SSH, defined in [ RFC6242].
Sone of the readable data nodes in this YANG nodul e nay be consi dered
sensitive or vulnerable in sone network environments. It is thus
i mportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:
/ nnda- dat a- val i dat e/ val i dat e- event :
Indicates the specific validate-event state change that occurred.
A value of 'conplete probably indicates that data validation
procedure has conpl et ed
5. | ANA Consi derati ons

Thi s docunent registers one XM. namespace URN in the '| ETF XM
registry’, following the fornat defined in [ RFC3688]:

URI: urn:ietf:parans: xm:ns:yang:ietf-nnda-notifications
Regi strant Contact: The | ESG
XML: N A the requested URI is an XM. nanmespace

Thi s docunment registers one nodul e nane in the ' YANG Mbdul e Names’
registry, defined in [ RFC7950]:

nane: ietf-nnda-notifications
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prefix: ncdn
nanespace: urn:ietf:paranms:xm :ns:yang:ietf-nnda-notifications
RFC.  XXxx
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