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Abstract

Vi a the nechani sm described in this docunent, subscriber applications
may request a continuous, custonized stream of updates froma YANG
datastore. Providing such visibility into changes made upon YANG
configuration and operational objects enables new capabilities based
on the renote mrroring of configuration and operational state.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 2, 2019.
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1. Introduction

Tradi ti onal approaches to renote visibility have been built on
polling. Wth polling, data is periodically requested and retrieved
by a client froma server to stay up-to-date. However, there are

i ssues associated with polling-based managenent:

o0 Polling incurs significant latency. This |atency prohibits many
application types.

o Polling cycles may be nissed, requests may be del ayed or get |ost,
often when the network is under stress and the need for the data
is the greatest.

o Polling requests may undergo slight fluctuations, resulting in
intervals of different lengths. The resulting data is difficult
to calibrate and conpare

o For applications that nonitor for changes, many renote polling
cycles place ultinmately fruitless |load on the network, devices,
and applications.

A nore effective alternative to polling is for an application to
recei ve automatic and continuous updates froma targeted subset of a
datastore. Accordingly, there is a need for a service that all ows
applications to subscribe to updates froma datastore and that
enabl es the publisher to push and in effect streamthose updates.
The requirenents for such a service have been docunented in

[ RFC7923] .

Thi s docunment defines a corresponding solution that is built on top
of "Custom Subscription to Event Streans”
[I-D.draft-ietf-netconf-subscribed-notifications]. Supplenenting
that work are YANG data nodel augnentations, extended RPCs, and new
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dat astore specific update notifications. Transport options for
[I-D.draft-ietf-netconf-subscribed-notifications] will work
seam essly with this solution

2. Definitions and Acronyns

Thi s docunent uses the term nol ogy defined in [ RFC7950], [RFC8341],
and [ RFC8342]. |In addition, the following terns are introduced:

o Datastore node: An instance of nmanagenent information in a
datastore. Also known as "object".

o Datastore node update: A data item containing the current val ue of
a datastore node at the tinme the datastore node update was
created.

o Datastore subscription: A subscription to updates regarding
contents of a datastore.

o Datastore subtree: An instanti ated datastore node and the
dat astore nodes that are hierarchically contained within it

0 On-change subscription: A datastore subscription with updates that
are triggered when changes in subscribed datastore nodes are
det ect ed.

0 Periodic subscription: A datastore subscription with updates that
are triggered periodically according to sone tine interval

0 Selection filter: Evaluation and/or selection criteria, which may
be applied against a targeted set of objects.

o Update record: A representation of one or nore datastore node
updates. In addition, an update record may contai n which type of
update led to the datastore node update (e.g., whether the
dat ast ore node was added, changed, deleted). Also included in the
update record may be ot her netadata, such as a subscription
identifier of the subscription as part of which the update record
was gener at ed.

o0 Update trigger: A nmechanismthat determ nes when an update record
needs to be generated.

0 YANG Push: The subscription and push nechani smfor datastore
updates that is specified in this docunent.
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3.

3.

Sol ution Overvi ew

Thi s docunment specifies a solution that provides subscription service
for updates froma datastore. This solution supports dynanic as well
as configured subscriptions to updates of datastore nodes.
Subscriptions specify when notification nmessages should be sent and
what data to include in update records. YANG objects are
subsequently pushed fromthe publisher to the receiver per the terns
of the subscription

1. Subscription Mdel

YANG- push subscriptions are defined using a data nodel that is itself
defined in YANG This nodel enhances the subscription nodel defined
in [I-D.draft-ietf-netconf-subscribed-notifications] with
capabilities that all ow subscribers to subscribe to datastore node
updates, specifically to specify the update triggers defining when to
generate update records as well as what to include in an update
record. Key enhancenents incl ude:

o Specification of selection filters which identify targeted YANG
dat ast ore nodes and/or subtrees within a datastore for which
updates are to be pushed.

o Specification of update policies contain conditions which trigger
the generation and pushing of new update records. There are two
types of subscriptions, distinguished by how updates are
triggered: periodic and on-change.

* For periodic subscriptions, the update trigger is specified by
two paraneters that define when updates are to be pushed.
These paraneters are the period interval with which to report
updat es, and an anchor tine which can be used to cal cul ate at
which point in time updates need to be assenbled and sent.

* For on-change subscriptions, an update trigger occurs whenever
a change in the subscribed information is detected. |ncluded
are additional paraneters such as:

+ Danpening period: In an on-change subscription, detected
obj ect changes shoul d be sent as quickly as possible.
However it may be undesirable to send a rapid series of
obj ect changes. Such behavior has the potential to exhaust
of resources in the publisher or receiver. 1In order to
protect against that, a dampening period MAY be used to
specify the interval which nust pass before successive
update records for the sane subscription are generated for a
receiver. The danpening period collectively applies to the
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set of all datastore nodes selected by a single subscription
and sent to a single receiver. This nmeans that when there
is a change to one or nore subscribed objects, an update
record containing those objects is created either

i medi atel y when no danpening period is in effect, or at the
end of a danpening period. |If multiple changes to a single
obj ect occur during a danpening period, only the val ue that
isin effect at the time the update record is created is

i ncluded. The danpeni ng period goes into effect every tine
an update record conpl etes assenbly.

+ Change type: This paraneter can be used to reduce the types
of datastore changes for which updates are sent (e.g., you
m ght only send when an object is created or del eted, but
not when an object val ue changes).

+ No Synch on start: defines whether or not a conpl ete push-
update of all subscribed data will be sent at the beginning
of a subscription. Such early synchronization establishes
the frame of reference for subsequent updates.

0 An encoding (using anydata) for the contents of periodic and on-
change push updates.

3.2. Negotiation of Subscription Policies

A dynani c subscription request SHOULD be declined if a publisher’s
assessnent is that it nay be unable to provide update records neeting
the terns of an "establish-subscription" or "nodify-subscription" rpc
request. In this case, a subscriber may quickly follow up with a new
rpc request using different paraneters.

Random guessing at different paraneters by a subscriber is to be

di scouraged. Therefore, in order to mninze the nunber of
subscription iterations between subscriber and publisher, dynanic
subscription supports a sinple negotiation between subscribers and
publishers for subscription paraneters. This negotiation is in the
form of supplenental information which may be inserted within error
responses to a failed rpc request. This returned error response

i nformation, when considered, should increase the likelihood of
success for subsequent rpc requests. Such hints include suggested
periodic tinme intervals, acceptabl e danpeni ng periods, and size
estimates for the nunber or objects which would be returned froma
proposed selection filter. However, there are no guarantees that
subsequent requests which consider these hints will be accepted.
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3.3. On-Change Consi derations

On- change subscriptions all ow subscribers to receive updates whenever
changes to targeted objects occur. As such, on-change subscriptions
are particularly effective for data that changes infrequently, yet
for which applications need to be quickly notified whenever a change
does occur with mnimal del ay.

On- change subscriptions tend to be nore difficult to inplenent than
periodi ¢ subscriptions. Accordingly, on-change subscriptions nay not
be supported by all inplenentations or for every object.

Whet her or not to accept or reject on-change subscription requests
when the scope of the subscription contains objects for which on-
change is not supported is up to the publisher inplenentation. A
publ i sher MAY accept an on-change subscription even when the scope of
the subscription contains objects for which on-change is not
supported. In that case, updates are sent only for those objects
within the scope that do support on-change updates whereas ot her

obj ects are excluded from update records, whether or not their val ues
actually change. |In order for a subscriber to determ ne whether

obj ects support on-change subscriptions, objects are marked
accordingly on a publisher. Accordingly, when subscribing, it is the
responsibility of the subscriber to ensure it is aware of which

obj ects support on-change and which do not. For nmore on how objects
are so marked, see Section 3.10.

Al ternatively, a publisher MAY decide to sinply reject an on-change
subscription in case the scope of the subscription contains objects
for which on-change is not supported. In case of a configured
subscription, the subscription MAY be suspended.

To avoid flooding receivers with repeated updates for subscriptions
cont ai ni ng fast-changi ng objects, or objects with oscillating val ues,
an on-change subscription allows for the definition of a danpening
period. Once an update record for a given object is generated, no
other updates for this particular subscription will be created unti
the end of the dampening period. Values sent at the end of the
dampeni ng period are the current values of all changed objects which
are current at the tinme the danpening period expires. Changed

obj ects include those which were deleted or newly created during that

dampening period. |If an object has returned to its original value
(or even has been created and then del eted) during the danpeni ng-
period, the last change will still be sent. This will indicate churn

is occurring on that object.

On- change subscriptions can be refined to | et users subscribe only to
certain types of changes. For exanple, a subscriber mght only want
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obj ect creations and del etions, but not nodifications of object
val ues.

Putting it all together, following is the conceptual process for
creating an push-change-update notification

1. Just before a change, or at the start of a danpeni ng period,
eval uate any filtering and any access control rules. The result
is a set "A" of datastore nodes and subtrees.

2. Just after a change, or at the end of a danpening period,
evaluate any filtering and any (possibly new) access contro
rules. The result is a set "B" of datastore nodes and subtrees.

3. Construct a YANG patch record for going fromAto B

4. |If there were any changes nmade between A and B which cancel ed
each other out, insert into the YANG patch record the | ast change
made for any object which otherwi se wouldn’t have appear ed.

5. If the resulting patch record is non-enpty, send it to the
receiver.

Note: |In cases where a subscriber wants to have separate danpening
periods for different objects, nultiple subscriptions with different
objects in a selection filter can be created.

3.4. Reliability Considerations

A subscription to updates froma datastore is intended to obviate the
need for polling. However, in order to do so, it is critical that
subscribers can rely on the subscription and have confidence that
they will indeed receive the subscribed updates w thout having to
worry about updates being silently dropped. In other words, a
subscription constitutes a pronise on the side of the publisher to
provide the receivers with updates per the terns of the subscription

Now, there are many reasons why a publisher may at some point no

| onger be able to fulfill the terns of the subscription, even if the
subscription had been entered into with good faith. For exanple, the
vol ume of data objects nmay be larger than anticipated, the interva
may prove too short to send full updates in rapid succession, or an

i nternal problem may prevent objects frombeing collected. For this
reason, the solution that is defined in this docunent nmandates that a
publisher notifies receivers immediately and reliably whenever it
encounters a situation in which it is unable to keep the ternms of the
subscription, and provides the publisher with the option to suspend
the subscription in such a case.
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A publisher SHOULD reject a request for a subscriptionif it is
unlikely that the publisher will be able fulfill the terns of that
subscription request. In such cases, it is preferable to have a
subscri ber request a less resource intensive subscription than to
deal with frequently degraded behavi or

3.5. Data Encodi ngs
3.5.1. Periodic Subscriptions

In a periodic subscription, the data included as part of an update
corresponds to data that could have been read using a retrieva
operati on.

3.5.2. On-Change Subscriptions

I n an on-change subscription, updates need to indicate not only

val ues of changed datastore nodes but al so the types of changes that
occurred since the last update. Therefore encoding rules for data in
on-change updates will generally foll ow YANG patch operation as
specified in [RFC8072]. The YANG patch will describe what needs to
be applied to the earlier state reported by the preceding update, to
result in the nowcurrent state. Note that contrary to [ RFC8072],

obj ects encapsul ated are not restricted to configuration objects
only.

A publisher will indicate a change to the effect that a value of a
dat st ore node has been updated by indicating a "replace" operation
(applied to the datastore node) in the patch. Wen a new datastore
node was created (other than an elenent in a list), a publisher wll
indicate a "create" operation in the patch. Wen a datastore node
was del eted (other than an element in a list), the publisher
indicates this by a "delete". Wen a new list elenment was created or
renoved, the publisher indicates it by an "insert" or "renove",
respectively.

However a patch nust be able to do nore than just describe the delta
fromthe previous state to the current state. As per Section 3.3, it
must al so be able to identify if transient changes have occurred on
an object during a danpening period. To support this, it is valid to
encode a YANG patch operation so that its application would result in
no change between the previous and current state. This indicates
that some churn has occurred on the object. An exanple of this would
be a patch that does a "create" operation for a datastore node where
the receiver believes one already exists, or a "nmerge" operation

whi ch repl aces a previous value with the same value. Note that this
means that the "create" and "delete" errors described in [ RFC8072]
section 2.5 are not errors, and are valid operations with YANG push
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3.

6

Defining the Selection with a Datastore

A subscription nust specify both the selection filters and the

dat ast ore agai nst which these selection filters will be applied
This information is used to choose and subsequently push data from
the publisher’s datastore to the receivers.

Only a single selection filter can be applied to a subscription at a
time. An rpc request proposing a new selection filter MJST renove
any existing filter. The following selection filter types are

i ncluded in the yang-push data nodel, and nmay be applied against a
dat ast or e:

0 subtree: A subtree selection filter identifies one or nore
dat astore subtrees. When specified, update records will only cone
fromthe datastore nodes of selected datastore subtree(s). The
syntax and senantics correspond to that specified for [RFC6241]
section 6.

0 xpath: An "xpath" selection filter is an XPath expression that
returns a node set. Wen specified, updates will only cone from
the sel ected datastore nodes.

These filters are intended to be used as selectors that define which
objects are within the scope of a subscription. A publisher MJST
support at |east one type of selection filter.

Xpath itself provides powerful filtering constructs and care nust be
used in filter definition. As an exanple, consider an XPath filter
with a boolean result; such a result will not provide an easily

i nterpretable subset of a datastore. Beyond the bool ean exanple, it
is quite possible to define an XPath filter where results are easy
for an application to msinterpret. Consider an XPath filter which
only passes a datastore object when an interface is up. It is upto
the receiver to understand inplications of the presence or absence of
objects in each update.

When the set of selection filtering criteria is applied for a
periodi c subscription, all selected datastore nodes to which a

recei ver has access are provided to that receiver. |If the sane
filtering criteria is applied to an on-change subscription, only the
subset of those datastore nodes supporting on-change is provided. A
dat ast ore node which doesn’t support on-change is never sent as part
of an on-change subscription’s "push-update" or "push-change-update".
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3.7. Stream ng Updates

Contrary to traditional data retrieval requests, datastore

subscri ption enabl es an unbounded series of update records to be
streaned over time. Two generic YANG notifications for update
records have been defined for this: "push-update" and "push-change-
updat e".

A "push-update" notification defines a conplete, filtered update of
the datastore per the terns of a subscription. This type of YANG
notification is used for continuous updates of periodic
subscriptions. A "push-update" notification can also be used for the
on-change subscriptions in two cases. First it will be used as the
initial "push-update" if there is a need to synchronize the receiver
at the start of a new subscription. It also MAY be sent if the
publisher | ater chooses to resynch an on-change subscription. The
"push-updat e" update record contains an instantiated datastore
subtree with all of the subscribed contents. The content of the
update record is equivalent to the contents that woul d be obtai ned
had the sane data been explicitly retrieved using a datastore
retrieval operation using the sanme transport with the sane filters
appl i ed.

A "push-change-update" notification is the nost comon type of update
for on-change subscriptions. The update record in this case contains
the set of changes that datastore nodes have undergone since the |ast
notification message. 1In other words, this indicates which datastore
nodes have been created, deleted, or have had changes to their

values. In cases where nultiple changes have occurred and the object
has not been deleted, the object’s nost current value is reported.
(I'n other words, for each object, only one change is reported, not
its entire history. Doing so would defeat the purpose of the
dampeni ng period.)

These new "push-update" or "push-change-update" are encoded and
pl aced within notification nessages, and ultinmately queued for egress
over the specified transport.

The following is an exanple of a notification message for a
subscription tracking the operational status of a single Ethernet
port (per [RFC8343]). This notification nessage is encoded XM. over
NETCONF as per [I-D.draft-ietf-netconf-netconf-event-notifications].
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<notification xm ns="urn:ietf:paranms:xnm :ns:netconf:notification:1.0">
<event Ti me>2017-10- 25T08: 00: 11. 227</ event Ti me>
<push-update xm ns="urn:ietf:parans: xm : ns: yang:ietf-yang-push">
<subscri ption-i d>1011</subscription-id>
<dat ast or e- cont ent s>
<interfaces-state xm ns="urn:ietf:parans: xm :ns:yang:ietf-interfaces">
<interface>
<name>et h0</ name>
<oper - st at us>up</ oper - st at us>
</interface>
</interfaces-state>
</ dat ast or e-cont ent s>
</ push- updat e>
</notification>

Figure 1: Push exanple

The following is an exanple of an on-change notification nessage for
the same subscription

<notification xm ns="urn:ietf:paramnms: xm :ns:netconf:notification:1. 0">
<event Ti me>2017- 10- 25T08: 22: 33. 44Z</ event Ti ne>
<push-change-update xm ns="urn:ietf:paranms: xnm : ns:yang:i etf-yang-push">
<subscri ption-i d>89</subscription-id>
<dat ast or e- changes>
<yang- patch xm ns="urn:ietf:parans: xnl : ns: yang:i etf-yang-patch">
<pat ch-i d>1</pat ch-i d>
<edit>
<edit-id>editil</edit-id>
<oper ati on>ner ge</ oper ati on>
<target>/ietf-interfaces:interfaces-state</target>
<val ue>
<interfaces-state xmns="http://foo.comietf-interfaces">
<interface>
<nane>et h0</ nanme>
<oper - st at us>down</ oper - st at us>
</interface>
</interfaces-state>
</ val ue>
</edit>
</ yang- pat ch>
</ dat ast or e- changes>
</ push- change- updat e>
</notification>

Fi gure 2: Push exanple for on change
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O note in the above exanple is the '"patch-id” with a value of ' 1’
Per [RFCB072], the 'patch-id is an arbitrary string. Wth YANG
Push, the publisher SHOULD put into the 'patch-id a counter starting
at 1" which increnents with every ’'push-change-update’ generated for
a subscription. |If used as a counter, this counter MJST be reset to
"1’ anytime a resynchroni zation occurs (i.e., with the sending of a
"push-update’). Also if used as a counter, the counter MJST be reset
to 'l the after passing a maxi mum val ue of ’'4294967295" (i.e.
maxi mum val ue that can be represented using uint32 data type). Such
a mechani small ows easy identification of |ost or out-of-sequence
updat e records.

3.8. Subscription Managenent

The RPCs defined within
[I-D.draft-ietf-netconf-subscribed-notifications] have been enhanced
to support datastore subscription negotiation. Al so, new error codes
have been added that are able to indicate why a datastore
subscription attenpt has failed, along with new yang-data that MAY be
used to include details on input paraneters that nmight result in a
successful subsequent RPC invocation

The establishnent or nodification of a datastore subscription can be
rejected for multiple reasons. This includes a too |arge subtree
request, or the inability of the publisher to push update records as
frequently as requested. |In such cases, no subscription is
established. Instead, the subscription-result with the failure
reason is returned as part of the RPC response. As part of this
response, a set of alternative subscription paraneters MAY be
returned that would likely have resulted in acceptance of the
subscription request. The subscriber may consider these as part of
future subscription attenpts.

In the case of a rejected request for an establishnment of a datastore
subscription, the hints MIST be transported within a yang-data
"establ i sh-subscription-datastore-error-info" container inserted into
the RPC error response, in lieu of the "establish-subscription-
streamerror-info" that is inserted in case of a stream subscription

Below is a tree diagramfor "establish-subscription-datastore-error-

info". Al tree diagrans used in this docunent follow the notation
defined in [ RFC8340]
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yang- dat a establi sh-subscription-datastore-error-info
+--ro establish-subscription-datasore-error-info
+--ro reason? i dentityref
+--ro period-hint? yang: tineticks
+--ro filter-failure-hint? string
+--ro object-count-estinmate? uint32

+--ro object-count-limt? ui nt 32
+--ro kil obytes-estimate? ui nt 32
+--ro kilobytes-limt? ui nt 32

Figure 3: Tree diagram for establish-subscription-datastore-error-
i nfo

Simlarly, in the case of a rejected request for nodification of a
dat astore subscription, the hints MIST be transported within a yang-
data "nodi fy-subscription-datastore-error-info" container inserted
into the RPC error response, in lieu of the "nodify-subscription-
streamerror-info" that is inserted in case of a stream subscription

Below is a tree diagramfor "nodify-subscription-datastore-error-
info".

yang- data nodi fy-subscription-datastore-error-info
+--ro nodi fy-subscription-datasore-error-info
+--ro reason? i dentityref
+--ro period-hint? yang: timeticks
+--ro filter-failure-hint? string
+--ro object-count-estinate? uint32

+--ro object-count-limt? ui nt 32
+--ro kil obytes-estimate? ui nt 32
+--ro kil obytes-limt? ui nt 32

Figure 4: Tree diagramfor nodify-subscription-datastore-error-info
3.9. Receiver Authorization

A receiver of subscription data MUST only be sent updates for which
they have proper authorization. A publisher MIST ensure that no non-
aut horized data is included in push updates. To do so, it needs to
apply all correspondi ng checks applicable at the tinme of a specific
pushed update and if necessary silently renove any non-authorized
data from datastore subtrees. This enables YANG data pushed based on
subscriptions to be authorized equivalently to a regular data
retrieval (get) operation

A publisher MJUST allow for the possibility that a subscription's

selection filter references non-exi stent or access-protected data.
Such support pernmits a receiver the ability to nonitor the entire
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lifecyle of some datastore tree. 1In this case, all "push-update"”
notifications nust be sent enpty, and no "push-change- update"
notifications will be sent until sone data becomes visible for a
receiver.

A publisher MAY choose reject an establish-subscription request which
sel ects non-exi stent or access-protected data. In addition, a
publ i sher MAY choose to terminate a dynami c subscription or suspend a
configured receiver when the authorization privileges of a receiver
change, or the access controls for subscribed objects change. Such a
capability enabl es the publisher to avoid having to support a
continuous, and total filtering of an entire subscription’s content.

In these cases above, the error identity "unchangi ng-sel ection”
SHOULD be returned. This reduces the possibility of |eakage of
access controll ed objects.

Each "push-update" and "push-change-update" MJST have access control
applied. This includes validating that read access is permitted for
any new objects selected since the last notification nessage was sent
to a particular each receiver. To acconplish this, inplenentations
SHOULD support the conceptual authorization nodel of [RFC8342],
specifically section 3.2.4.

push-update or --> | datastore node | yes | add datastore node
push- change- updat e | access allowed? | ---> | to update nessage

Figure 5: Updated [rfc6536bis] access control for push updates

If read access into previously accessible nodes has been | ost due to
a receiver perm ssions change, this SHOULD be reported as a patch
"del ete" operation for on-change subscriptions. |f not capable of
handl i ng such receiver permn ssion changes with such a "del ete",
publ i sher inpl enentati ons MJST force dynani ¢ subscription re-

establi shment or configured subscription re-initialization so that
appropriate filtering is installed.

3.10. On-change Notifiabl e YANG objects

In sone cases, a publisher supporting on-change notifications may not
be able to push updates for sone object types on-change. Reasons for
this mght be that the value of the datastore node changes frequently
(e.g., [RFC8343]'s in-octets counter), that small object changes are
frequent and neaningless (e.g., a tenperature gauge changing 0.1
degrees), or that the inplenentation is not capabl e of on-change
notification for a particular object.
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In those cases, it will be inportant for client applications to have
a way to identify for which objects on-change notifications are
supported and for which ones they are not supported. O herw se
client applications will have no way of knowi ng whet her they can

i ndeed rely on their on-change subscription to provide themwth the
change updates that they are interested in. In other words, if

i mpl ement ati ons do not provide a solution and do not support

conpr ehensi ve on-change notifiability, clients of those

i mpl ementations will have no way of know ng what their on-change
subscription actually covers.

I mpl enent ati ons are therefore strongly advised to provide a sol ution
to this problem It is expected that such a solution will be

standardi zed at sonme point in the future. In the nmeantine and unti
this occurs, inplenmentations will be expected to provide their own
sol uti on.

3.11. O her Considerations
3.11.1. Robustness and reliability

Particularly in the case of on-change updates, it is inportant that
these updates do not get lost. O in case the |oss of an update is
unavoi dable, it is critical that the receiver is notified
accordingly.

Update records for a single subscription MIST NOT be resequenced
prior to transport.

It is conceivable that under certain circunstances, a publisher wll
recogni ze that it is unable to include within an update record the
full set of objects desired per the terns of a subscription. |In this
case, the publisher MJUST take one or nore of the follow ng actions.

0 A publisher MIST set the "inconpl ete-update" flag on any update
record which is known to be nissing information.

o It MAY choose to suspend a subscription as per
[I-D.draft-ietf-netconf-subscribed-notifications].

0 When resuning an on-change subscription, the publisher SHOULD
generate a conplete patch fromthe previous update record. |If
this is not possible and the "no-synch-on-start" option is not
present for the subscription, then the full datastore contents NAY
be sent via a "push-update” instead (effectively replacing the
previous contents). |If neither of these are possible, then an
"inconpl ete-update" flag MJUST be included on the next "push-
change-updat e".
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3.

4.

4.

Note: It is perfectly acceptable to have a series of "push-change-
update" notifications (and even "push update" notifications) serially
queued at the transport layer awaiting transmssion. It is not
required to nerge pendi ng update nessages. 1.e., the danpening
period applies to update record creation, not transm ssion

11.2. Publisher capacity

It is far preferable to decline a subscription request than to accept
such a request when it cannot be net.

Whet her or not a subscription can be supported will be determ ned by
a conbi nati on of several factors such as the subscription update
trigger (on-change or periodic), the period in which to report
changes (one second periods will consune nore resources than one hour
peri ods), the anbunt of data in the datastore subtree that is being
subscri bed to, and the nunber and conbi nati on of other subscriptions
that are concurrently being serviced.

A YANG dat a nodel for managenent of datastore push subscriptions
1. Overview

The YANG data nodel for datastore push subscriptions is depicted in
the following figure. The tree diagramfollows the notiation defined
in [RFC8340]. New schena objects defined here (i.e., beyond those
from[l-D.draft-ietf-netconf-subscribed-notifications]) are
identified with "yp". For the reader’s convenience, in order to
conpact the tree representation, sone nodes that are defined in ietf-
subscri bed-notifications and that are not essential to the
under st andi ng of the data nodel defined here have been renoved. This
is indicated by "..." in the diagram where applicable

nodul e: ietf-subscribed-notifications
+--rwfilters

| ...
| +--rwyp:selection-filter* [identifier]
| +--rw yp:identifier sn:filter-id
[ +-rw (yp:filter-spec)?
| +--:(yp: datastore-subtree-filter)
[ | +--rwyp:datastore-subtree-filter? <anydata>
| | {sn:subtree}?
| +--:(yp: datastore-xpath-filter)
| +--rw yp: datastore-xpath-filter? yang: xpat hl1. 0
[ {sn: xpat h}?
+--rw subscriptions
+--rw subscription* [identifier]
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rpcs:

-rw (target)
+--:(stream
[ C

+--:(yp: datastore)

+--rw yp: datastore i dentityref
+--rw (yp:selection-filter)?
+--:(yp: by-reference)

[ selection-filter-ref
+--:(yp: W thin-subscription)
+--rw (yp:filter-spec)?
+--:(yp: datastore-subtree-filter)

July 2018

| +--rw yp:datastore-subtree-filter?

| <anydat a> {sn: subtree}?
+--:(yp: datastore-xpath-filter)

+--rw yp: datastore-xpath-filter?

yang: xpat hl. 0 {sn: xpat h}?

I
+-
I

I

I

I

I

I

| | +--rwyp:selection-filter-ref
I

I

I

I

I

I

I

I

I

I

+--rw (yp:update-trigger)?
+--:(yp: periodic)
| +--rw yp:periodic!
| +--rw yp: period yang: tinmeticks

| +--rw yp: anchor-tine? vyang: date-and-tine

+--:(yp: on-change) {on-change}?
+--rw yp: on- change

+--rw yp: danpeni ng- peri od? yang: timeticks

+--rw yp: no-synch-on-start? enpty

+--rw yp: excl uded- change* change-type

+---x establish-subscription

Clemm et

+---w i nput

;LL—M/(target)
+--:(stream

| ...
+--:(yp: dat astore)

I
I
|
[ +---w (yp:selection-filter)?

| +--:(yp: by-reference)

[ | +---wyp:selection-filter-ref

| | selection-filter-ref

| +--:(yp: W thin-subscription)

| +---w (yp:filter-spec)?

[ +--:(yp: datastore-subtree-filter)
I

I

[ <anydat a> {sn: subtree}?

al . Expi res January 2, 2019
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[ +--:(yp: datastore-xpath-filter)

| +---w yp: datastore-xpath-filter?
| yang: xpat hl. 0 {sn: xpat h}?
I

I
I
|
| +---w (yp:update-trigger)?
| +--:(yp: periodic)
| | +---w yp:periodic!
| | +---w yp: period yang: timeticks
| | +---w yp: anchor-ti me? yang: dat e-and-ti ne
[ +--:(yp: on-change) {on-change}?
| +---w yp: on-change
| +---w yp: danpeni ng- peri od? yang: ti meti cks
| +---w yp: no-synch-on-start? enpty
| +---w yp: excl uded- change* change-type
+--ro0 out put
+--ro identifier subscription-id
--x nodi fy-subscription
+---w i nput

I;;-MI(target)

| ...

| +--:(yp:datastore)

| +---w (yp:selection-filter)?

[ +--:(yp: by-reference)

[ | +---wyp:selection-filter-ref

| | selection-filter-ref

| +--:(yp: W thin-subscription)

[ +---w (yp:filter-spec)?

| +--:(yp: datastore-subtree-filter)
| | +---wyp:datastore-subtree-filter?
| | <anydat a> {sn: subtree}?

| +--:(yp: datastore-xpath-filter)

| +---w yp: datastore-xpath-filter?

[ yang: xpat hl. 0 {sn: xpat h}?
L

---w (yp:update-trigger)?
+--:(yp: periodic)
| +---w yp:periodic!
| +---w yp: period yang: timeticks
[ +---w yp: anchor-ti me? yang: dat e-and-ti ne
+--:(yp: on-change) {on-change}?
+---w yp: on- change!
+---w yp: danpeni ng-period? yang:timeticks
+---x del ete-subscription

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
+-
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I

+---x kill-subscription
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yang-data (for placement into rpc error responses)

notifications:
+---n replay-conpl eted {replay}?
| ...
+---n subscription-conpl eted
| ...
+---n subscription-started {configured}?
| ...
+--ro (target)
| ...
| +--:(yp:datastore)
| +--ro yp:datastore i dentityref
| +--ro (yp:selection-filter)?
[ +--:(yp: by-reference)
| | +--ro yp:selection-filter-ref
| | sel ection-filter-ref
| +--:(yp: W thin-subscription)
| +--ro (yp:filter-spec)?
| +--:(yp: datastore-subtree-filter)
[ | +--ro yp:datastore-subtree-filter?
| <anydat a> {sn:subtree}?
| +--:(yp: datastore-xpath-filter)
| +--ro yp: datastore-xpath-filter?
| yang: xpat h1. 0 {sn: xpat h}?

+--ro (yp:update-trigger)?
+--:(yp: periodic)
| +--ro yp:periodic!
| +--ro yp: period yang: timeticks
| +--ro yp:anchor-time? yang: dat e-and-ti ne
+--:(yp: on-change) {on-change}?
+--ro yp:on-change

+--ro yp: danpeni ng- peri od? yang: tinmeticks
+--ro yp:no-synch-on-start? enpty
+--ro yp: excl uded- change* change-type

+---n subscription-resuned
| ...

+---n subscription-nodified
+--ro (target)

[ C.
| +--:(yp:datastore)

| +--ro yp:datastore i dentityref
[ +--ro (yp:selection-filter)?

| +--:(yp: by-reference)

| | +--ro yp:selection-filter-ref
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+-—-—-"+---

nodul e:

rpcs:
+- -

YANG- Push

| | selection-filter-ref

| +--:(yp: W thin-subscription)

| +--ro (yp:filter-spec)?

[ +--:(yp: datastore-subtree-filter)

| | +--ro yp:datastore-subtree-filter?
| | <anydat a> {sn: subtree}?

| +--:(yp: datastore-xpath-filter)

| +--ro yp:datastore-xpath-filter?

| yang: xpat hl. 0 {sn: xpat h}?

+--ro (yp:update-trigger)?
+--:(yp: periodic)
| +--ro yp:periodic!
| +--ro yp: period yang: timeticks
| +--ro yp:anchor-ti me? yang: dat e-and-ti ne
+--:(yp: on-change) {on-change}?
+--ro yp:on-change
+--ro yp: danpeni ng- peri od?
+--r0 yp: no-synch-on-start?
+--ro yp: excl uded- change*
-n subscription-term nated

yang: tinmeticks

enmpty
change-type

Lﬁ.subscription—suspended
i etf-yang-push

-X resynch-subscri pti on {on-change}?
+---w i nput
+---widentifier sn: subscription-id
data: (for placenent into rpc error responses)
resynch-subscri ption-error

+--ro reason? i dentityref
+--ro period-hint? timeticks
+--ro filter-failure-hint? string
+--ro object-count-estimte? ui nt 32
+--ro object-count-limt? ui nt 32
+--ro kil obytes-esti mate? ui nt 32
+--ro kilobytes-limt? ui nt 32

est abl i sh-subscription-error-datastore

+--ro reason? i dentityref
+--ro period-hint? timeticks
+--ro filter-failure-hint? string
+--ro object-count-estimte? ui nt 32
+--ro object-count-limt? ui nt 32
+--ro kil obytes-estimate? ui nt 32
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| +--ro kilobytes-limt? ui nt 32

+-- nodi fy-subscription-error-datastore
+--ro reason? i dentityref
+--ro period-hint? tinmeticks
+--ro filter-failure-hint? string
+--ro object-count-estinmte? ui nt 32
+--ro object-count-limt? ui nt 32
+--ro kil obytes-estimate? ui nt 32
+--ro kilobytes-limt? ui nt 32

notifications:

+---n push-update
| +--ro subscription-id? sn: subscription-id
| +--ro inconplete-update? enpty
| +--ro datastore-contents? <anydat a>
+---n push-change-updat e {on-change}?
+--ro subscription-id? sn: subscription-id
+--ro inconpl et e-updat e? enpty
+--ro dat ast ore-changes? <anydat a>

Figure 6: Mddel structure

Sel ect ed conponents of the nodel are summari zed bel ow.

4. 2.

Subscription configuration

Bot h configured and dynam c subscriptions are represented within the
list "subscription". New paraneters extendi ng the basic subscription
data nmodel in [I-D.draft-ietf-netconf-subscribed-notifications]

i ncl ude:

(0]

The targeted datastore fromwhich the selection is being made.
The potential datastores include those from[RFC8341]. A platform
may al so choose to support a custom datastore

A selection filter identifying yang nodes of interest within a
datastore. Filter contents are specified via a reference to an
existing filter, or via an in-line definition for only that
subscription. Referenced filters allows an inplenentation to
avoid evaluating filter acceptability during a dynanic
subscription request. The case statenment differentiates the
options.

For periodic subscriptions, triggered updates will occur at the
boundaries of a specified tine interval. These boundaries can be
calculated fromthe periodic paranmeters
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* a "period" which defines the duration between push updates.

* an "anchor-tine"; update intervals always fall on the points in
tinme that are a nultiple of a "period" froman "anchor-tine".
If "anchor-tine" is not provided, then the "anchor-time" MJST
be set with the creation tine of the initial update record.

o For on-change subscriptions, assum ng any danpeni ng period has
compl eted, triggering occurs whenever a change in the subscribed
information is detected. On-change subscriptions have nore
conmpl ex semantics that is guided by its own set of paraneters

* a "danpeni ng-period" specifies the interval that nust pass
before a successive update for the subscriptionis sent. |If no
dampening period is in effect, the update is sent inmediately.
If a subsequent change is detected, another update is only sent
once the danpeni ng period has passed for this subscription

* an "excluded-change" flag which allows restriction of the types
of changes for which updates should be sent (e.g., only add to
an update record on object creation).

* a "no-synch-on-start" flag which specifies whether a conplete
update with all the subscribed data is to be sent at the
begi nning of a subscription

YANG Not i fi cations
1. State Change Notifications

Subscription state notifications and nmechani smare reused from
[I-D.draft-ietf-netconf-subscribed-notifications]. Notifications
"subscription-started" and "subscription-nodified* have been
augrmented to include the datastore specific objects.

2. Notifications for Subscribed Content

Along with the subscribed content, there are other objects which
m ght be part of a "push-update" or "push-change-update"”
notification.

A "subscription-id" MJST be transported along with the subscri bed
contents. An [RFC5277] Section 4 one-way notification MAY be used
for encoding updates. Where it is, the relevant "subscription-id"
MUST be encoded as the first element within each "push-update” or
"push-change-update”. This allows a receiver to differentiate which
subscription resulted in a particul ar push

mm et al. Expi res January 2, 2019 [ Page 23]



Internet-Draft YANG- Push July 2018

A "time-of-update"” which represents the tine an update record
snapshot was generated. A receiver MAY assume that a publisher’s
obj ects have these pushed values at this point in tine.

An "inconpl ete-update"” leaf. This |eaf indicates that not al
changes whi ch have occurred since the last update are actually
included with this update. 1In other words, the publisher has failed
to fulfill its full subscription obligations. (For exanple a

dat astore was unable to providing the full set of datastore nodes to
a publisher process.) To facilitate re-synchronization of on-change
subscriptions, a publisher MAY subsequently send a "push-update"”
containing a full selection snapshot of subscribed data.

4.4. YANG RPCs

YANG- Push subscriptions are established, nodified, and del eted using
RPCs augnented from
[I-D.draft-ietf-netconf-subscribed-notifications].

4.4.1. Establish-subscription RPC

The subscriber sends an establish-subscription RPC with the
paraneters in section 3.1. An exanple might |ook like:

<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-subscribed-notifications"
xm ns:yp="urn:ietf:parans: xm :ns:yang:ietf-yang-push">
<yp: dat ast or e>
<yp: source xm ns:ds="urn:ietf:paranms:xn :ns:yang:ietf-datastores">
ds: operationa
</ yp: sour ce>
<xpath-filter
xm ns: ex="http://exanpl e. conl sanpl e-data/ 1. 0"
sel ect="/ex: foo"/>
</ yp: dat ast or e>
<yp: peri odi c>
<yp: peri od>500</yp: peri od>
</ yp: peri odi c>
</ establ i sh-subscripti on>
</ net conf:rpc>

Figure 7: Establish-subscription RPC

A positive response includes the "identifier" of the accepted
subscription. |In that case a publisher MAY respond:
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<rpc-reply nmessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<subscription-result
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
ok
</ subscription-result>
<identifier
xm ns="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
52
</identifier>
</rpc-reply>

Figure 8: Establish-subscription positive RPC response

A subscription can be rejected for nmultiple reasons, including the
| ack of authorization to establish a subscription, no capacity to
serve the subscription at the publisher, or the inability of the
publisher to select datastore content at the requested cadence.

If a request is rejected because the publisher is not able to serve
it, the publisher SHOULD include in the returned error hints which
hel p a subscri ber understand subscription paraneters m ght have been
accepted for the request. These hints would be included within the
yang-data structure "establish-subscription-error-datastore".

However even with these hints, there are no guarantee that subsequent
requests will in fact be accepted.

The specific paranmeters to be returned in as part of the RPC error
response depend on the specific transport that is used to nmanage the
subscription. 1In the case of NETCONF
[I-D.draft-ietf-netconf-netconf-event-notifications], when a
subscription request is rejected, the NETCONF RPC reply MJIST incl ude
an "rpc-error” element with the follow ng el enents:

o "error-type" of "application"
o "error-tag" of "operation-failed".

0o Optionally, an "error-severity" of "error"” (this MAY but does not
have to be included).

o "error-app-tag" with the value being a string that corresponds to
an identity with a base of "establish-subscription-error".

o0 Optionally, "error-info" containing XM.-encoded data with hints

for paraneter settings that might result in future RPC success per
yang-data definition "establish-subscription-error-datastore”.
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For exanple, for the foll owi ng request:

<net conf:rpc message-i d="101"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri ption
xm ns="urn:ietf:params:xm :ns:yang:ietf-subscribed-notifications”
xm ns:yp="urn:ietf:paranms: xm : ns:yang:ietf-yang-push">
<yp: dat astore
xm ns:ds="urn:ietf:parans: xnm : ns:yang:i etf-datastores">
ds: operationa
</ yp: dat ast or e>
<yp: dat astore-xpath-filter netconf:type="xpath"
xm ns: ex="http://exanpl e. conl sanpl e-data/1.0">
[ ex: foo
</ yp: datastore-xpath-filter>
<yp: on- change>
<yp: danpeni ng- peri od>100</ yp: danpeni ng- peri od>
</ yp: on- change>
</ establ i sh-subscription>
</ netconf:rpc>

Fi gure 9: Establish-subscription request exanple 2

a publisher that cannot serve on-change updates but periodic updates
nmght return the foll ow ng:

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
<error-tag>operation-fail ed</error-tag>
<error-severity>error</error-severity>
<error-app-tag>
on- change- unsupported
</ error-nmessage>
<error-path
xm ns:yp="urn:ietf:parans: xnm : ns:yang:ietf-subscribed-notifications">
[ yp: periodi c/yp: peri od
</ error-path>
</rpc-error>
</rpc-reply>

Fi gure 10: Establish-subscription error response exanple 2
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4.4.2. Modify-subscription RPC

The subscriber MAY invoke the "nodify-subscription” RPC for a
subscription it previously established. The subscriber will include
newy desired values in the "nodi fy-subscription" RPC. Paraneters
not included MUST remain unnodified. Belowis an exanple where a
subscriber attenpts to nodify the "period" of a subscription

<net conf:rpc nmessage-i d="102"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<nodi fy-subscri ption
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-subscribed-notifications"
xm ns:yp="urn:ietf:paranms: xm :ns:yang:ietf-yang-push">
<identifier>1011</identifier>
<yp: dat astore
xm ns:ds="urn:ietf:parans: xnl :ns:yang:ietf-datastores">
ds: operationa
</ yp: dat ast or e>
<yp: dat ast ore-xpath-filter
net conf:type="xpath" xm ns:ex="http://exanpl e.com sanpl e-data/ 1. 0">
/ ex: bar
</ yp: datastore-xpath-filter>
<yp: peri odi c>
<yp: peri 0od>250</yp: peri od>
</ yp: peri odi c>
</ nodi fy- subscri pti on>
</ netconf:rpc>

Figure 11: Modify subscription request

The publisher MJST respond explicitly positively or negatively to the
request. |If the subscription nodification is rejected, the
subscription is maintained as it was before the nodification request.
In addition, the publisher MJUST send an rpc error response. This rpc
error response may contain hints encapsul ated within the yang-data
structure "nodi fy-subscription-error-datastore". A subscription MAY
be nodified nultiple tines.

The specific parameters to be returned in as part of the RPC error
response depend on the specific transport that is used to nmanage the
subscription. 1In the case of NETCONF
[I-D.draft-ietf-netconf-netconf-event-notifications], when a
subscription request is rejected, the NETCONF RPC reply MJIST incl ude
an "rpc-error” element with the follow ng el ements:

o "error-type" of "application"

o "error-tag" of "operation-failed".
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0o Optionally, an "error-severity" of "error" (this MAY but does not
have to be included).

0 "error-app-tag" with the value being a string that corresponds to
an identity with a base of "nodify-subscription-error"”.

0 "error-path" pointing to the object or paraneter that caused the
rejection.

o0 Optionally, "error-info" containing XM.-encoded data with hints
for paraneter settings that might result in future RPC success per
yang-data definition "nodify-subscription-error-datastore".

A configured subscription cannot be nodified using "nodify-
subscription® RPC. Instead, the configuration needs to be edited as
needed.

4.4.3. Delete-subscription RPC

To stop receiving updates froma subscription and effectively delete
a subscription that had previously been established using an
"establ i sh-subscription" RPC, a subscriber can send a "del ete-
subscription" RPC, which takes as only input the subscription’s
"identifier". This RPCis unnodified from
[I-D.draft-ietf-netconf-subscribed-notifications].

4.4.4. Resynch-subscription RPC

This RPC is only applicable only for on-change subscriptions
previously established using an "establish-subscription" RPC. For
exanpl e:

<net conf:rpc nmessage-i d="103"
xm ns: netconf="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<resynch-subscri ption
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-yang-push”
xm ns:sn="urn:ietf:parans: xm :ns:yang:ietf-subscribed-notifications">
<identifier>1011l</identifier>
</ resynch-subscripti on>
</ netconf:rpc>

Resynch subscription

On receipt, a publisher nmust either accept the request and quickly
follow with a "push-update”, or send an appropriate error within an
rpc error response. Wthin an error response, the publisher may

i ncl ude suppl emental information about the reasons within the yang-
data structure "resynch-subscription-error”.
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4.

5.

4.5.  YANG Mbdul e Synchroni zati on

To nmake subscription requests, the subscriber needs to know t he YANG
nmodul e |ibrary available on the publisher. The YANG 1.0 nodul e
library information is sent by a NETCONF server in the NETCONF
"hel l 0" message. For YANG 1.1 nodul es and all nodul es used with the
RESTCONF [ RFC38040] protocol, this information is provided by the YANG
Li brary nodule (ietf-yang-library.yang from[RFC7895]. This YANG
library information is inmportant for the receiver to reproduce the
set of object definitions used within the publisher

The YANG library includes a nodule list with the name, revision
enabl ed features, and applied deviations for each YANG nodul e

i mpl emented by the publisher. The receiver is expected to know the
YANG library information before starting a subscription. The

"/ modul es-state/ nodul e-set-id" leaf in the "ietf-yang-Ilibrary" nodul e
can be used to cache the YANG |ibrary infornation.

The set of nodul es, revisions, features, and devi ati ons can change at
run-time (if supported by the publisher inplenmentation). |In this
case, the receiver needs to be informed of nodul e changes before

dat ast ore nodes from changed nodul es can be processed correctly. The
YANG | i brary provides a sinple "yang-library-change" notification
that infornms the subscriber that the library has changed. The
receiver then needs to re-read the entire YANG library data for the
replicated publisher in order to detect the specific YANG |library
changes. The "ietf-netconf-notifications" nodule defined in

[ RFC6470] contains a "netconf-capability-change" notification that
can identify specific nodule changes. For exanple, the nodule UR
capability of a newy |oaded nodule will be listed in the "added-
capability" leaf-list, and the nodule URI capability of an renoved
module will be listed in the "del eted-capability" leaf-1list.

YANG nodul e

<CCODE BEG NS> file "ietf-yang- push@018-07-01. yang"
nodul e i etf-yang-push {

yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-yang-push”;
prefix yp;

import ietf-yang-types {

prefix yang;
ref erence
"RFC 6991: Common YANG Data Types"
}
i mport ietf-subscribed-notifications {
prefix sn;
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ref erence
"draft-ietf-netconf-subscribed-notifications:
Cust om zed Subscriptions to a Publisher’s Event Streans

NOTE TO RFC Editor: Please replace above reference to
draft-ietf-netconf-subscribed-notifications with RFC nunber
when published (i.e. RFC xxxx).";
}
import ietf-datastores {
prefix ds;
ref erence
"RFC 8342: Network Managenent Datastore Architecture (NVDA)";
}
i mport ietf-restconf {
prefix rc;
ref erence
"RFC 8040: RESTCONF Protocol";

}

organi zation "I ETF";

cont act
"WG Web: <http://tools.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>

Edi t or: Al exander Cl emm
<mai |l to: | udwi g@l emm or g>

Edi t or: Eric Voit
<mai | to: evoi t @i sco. con®

Edi tor: Al berto CGonzal ez Prieto
<mai | t 0: agonzal ezpri @ mar e. conr

Edi t or: Anbi ka Prasad Tri pat hy
<mai | t 0: anbtri pa@i sco. conp

Edi t or: Ei nar N | sen- Nygaard
<mmi | t 0: ei nar nn@i sco. conP

Edi t or: Andy Bi er man
<mai | t 0; andy @ unmawor ks. conp

Edi t or: Bal azs Lengyel
<mai | t 0: bal azs. | engyel @ri csson. conp";

description
"This nodul e contai ns YANG specifications for YANG push
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Copyright (c) 2018 | ETF Trust and the persons identified as authors
of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or without

nmodi fication, is permtted pursuant to, and subject to the license

terns contained in, the Sinplified BSD License set forth in Section
4.c of the I ETF Trust’'s Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of
draft-ietf-netconf-yang-push-17; see the RFC itself for ful
| egal noti ces.

NOTE TO RFC EDI TOR: Pl ease repl ace above reference to
draft-ietf-netconf-yang-push-17 with RFC nunber when published
(i.e. RFC xxxx).";

revision 2018-07-01 {
description
“Initial revision.
NOTE TO RFC EDI TOR:
(1) Pl ease repl ace the above revision date to
the date of RFC publication when published.
(2) Please replace the date in the file nane
(ietf-yang-push@018-07-01.yang) to the date of RFC publication.
(3) Please replace the followi ng reference to
draft-ietf-netconf-yang-push-17 with RFC nunber when published
(i.e. RFC xxxx).";
ref erence
"draft-ietf-netconf-yang-push-17";
}

/*
* FEATURES
*/

feature on-change {
description
"This feature indicates that on-change triggered subscriptions
are supported.”;

}

/*
* | DENTI TI ES
*/

/* Error type identities for datastore subscription */
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identity resynch-subscription-error {
description
"Problem found while attenpting to fulfill an

"resynch-subscription’ RPC request. ";

}

identity cant-exclude {
base sn:establish-subscription-error;
description
"Unabl e to renove the set of ’'excluded-changes’. This nmeans the
publisher is unable to restrict ’'push-change-update’s to just the
change types requested for this subscription."”;

}

identity datastore-not-subscribable {
base sn:establish-subscription-error;
base sn:subscription-tern nated-reason;
description
"This is not a subscribable datastore.";

}

i dentity no-such-subscription-resynch {
base resynch-subscription-error;
description
"Referenced subscription doesn't exist. This may be as a result of
a non-exi stent subscription ID, an ID which bel ongs to anot her
subscriber, or an ID for configured subscription.”

}

i dentity on-change-unsupported {
base sn:establish-subscription-error;
description
"On-change is not supported for any objects which are selectable
by this filter.";
}

i dentity on-change-synch-unsupported {

base sn:establish-subscription-error;

description
"Nei t her synch on start nor resynchroni zation are supported for
this subscription. This error will be used for two reasons.
First if an 'establish-subscription’ RPC doesn't include
"no-synch-on-start’, yet the publisher can’'t support sending a
"push-update’ for this subscription for reasons other than
" on- change-unsupported’ or ’'synchronization-size’. And second,
if the 'resynch-subscription’ RPC is invoked either for an
exi sting periodic subscription, or for an on-change subscription
whi ch can’t support resynchronization."
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}

identity period-unsupported {

base sn: establish-subscription-error;

base sn: nodi fy-subscription-error

base sn: subscri ption-suspended-reason;

description
"Requested tinme period is too short. This can be for both
peri odi ¢ and on-change subscriptions (with or wthout
danmpening.) Hints suggesting alternative periods nmay be
returned as supplenmental information.";

}

identity result-too-big {

base sn:establish-subscription-error;

base sn: nodi fy-subscription-error

base sn:subscription-suspended-reason;

description
"Periodic or on-change push update datatrees exceed a maxi num
size limt. Hnts on estimated size of what was too big may
be returned as supplenmental information.”

}

identity synchronization-size {

base sn:establish-subscription-error;

base sn: nodi fy-subscription-error;

base resynch-subscription-error;

base sn:subscri ption-suspended-reason;

description
"Synch-on-start or resynchronization datatree exceeds a maxi mum
size limt. Hnts on estimated size of what was too big rmay be
returned as supplenmental information.";

}

i dentity unchangi ng-sel ection {

base sn:establish-subscription-error;

base sn: nodi fy-subscription-error

base sn:subscription-termn nat ed-reason;

description
"Selection filter is unlikely to ever select datatree nodes. This
means that based on the subscriber’s current access rights, the
publ i sher recogni zes that the selection filter is unlikely to ever
sel ect datatree nodes which change. Exanples for this might be
that node or subtree doesn’t exist, read access is not pernitted
for a receiver, or static objects that only change at reboot have
been chosen.";
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/*
* TYPE DEFI NI TI ONS
*/

typedef change-type {
type enuneration {
enum "create" {
description
"A change t hat

enum "del ete" {
description
"A change t hat
}
enum "insert" {
description
"A change that

YANG- Push

July 2018

refers to the creation of a new data node."

refers to the deletion of a data node.";

refers to the insertion of a new

user-ordered data node.";

}
enum "nerge" {
description
"A change that

}

enum "nove" {
description
"A change t hat
node";
}
enum "repl ace" {
description
"A change t hat

node’ s val ue.";

}

enum "renove" {
description
"A change t hat
}
}

description

"Specifies different types of datastore changes.";

ref erence

"RFC 8072 section 2.5, with a delta that

refers to a nerging of a new value with a
target data node.";

refers to a reordering of the target data

refers to a replacenent of the target data

refers to the renpval of a data node.";

it

is valid for a

receiver to process an update record which perforns a create
operation on a datastore node the receiver believes exists, or to
process a delete on a datastore node the receiver believes is

m ssing.";
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typedef selection-filter-ref {
type leafref {
path "/sn:filters/yp:selection-filter/yp:filter-id";
}

description
"This type is used to reference a selection filter."
}

/*
* GROUP DEFI NI TI ONS
*/

groupi ng datastore-criteria {
description
"A grouping to define criteria for which selected objects from
a targeted datastore should be included in push updates."”;
| eaf datastore {
type identityref {
base ds: dat astore;

mandat ory true
description
"Datastore fromwhich to retrieve data.";

}

uses selection-filter-objects;

}

groupi ng selection-filter-types {
description
"Thi s groupi ng defines the types of selectors for objects froma
datastore.";
choice filter-spec {
description
"The content filter specification for this request."
anydata datastore-subtree-filter {
if-feature "sn:subtree";
description
"This parameter identifies the portions of the
target datastore to retrieve."

| eaf datastore-xpath-filter {
if-feature "sn: xpat h";
type yang: xpat hl. 0;
description
"This parameter contains an XPath expression identifying the
portions of the target datastore to retrieve.

If the expression returns a node-set, all nodes in the
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node-set are selected by the filter. GOQherwise, if the
expressi on does not return a node-set, the filter
doesn’t sel ect any nodes.

The expression is evaluated in the foll owing XPath context:

0 The set of nanmespace declarations are those in scope on
the ' datastore-xpath-filter’ |eaf el enent.

0 The set of variable bindings is enpty.

o The function library is the core function library, and
the XPath functions defined in section 10 in RFC 7950.

0 The context node is the root node of the target
datastore.";

}
}
}

groupi ng selection-filter-objects {
description
"This grouping defines a selector for objects froma
datastore.";
choi ce selection-filter {
description
"The source of the selection filter applied to the subscription
This will cone either referenced froma global list, or be
provided within the subscription itself.";
case by-reference {
description
"Incorporate a filter that has been configured separately."”
| eaf selection-filter-ref {
type selection-filter-ref;
mandat ory true
description
"References an existing selection filter which is to be
applied to the subscription.";

}

case w thin-subscription {
description
"Local definition allows a filter to have the sane |ifecycle
as the subscription.”;
uses selection-filter-types;
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}

groupi ng updat e-policy-nodifiable {
description
"This groupi ng describes the datastore specific subscription
conditions that can be changed during the lifetime of the
subscription.";
choi ce update-trigger {
description
"Defines necessary conditions for sending an event record to
t he subscri ber.";
case periodic {
cont ai ner periodic {
presence "indi cates an periodic subscription";
description
"The publisher is requested to notify periodically the
current values of the datastore as defined by the sel ection
filter.";
| eaf period {
type yang:timeticks;
mandat ory true
description
"Duration of time which should occur between periodic

push updates.";

| eaf anchor-tinme {
type yang: dat e-and-ti ne;
description
"Designates a tinmestanp before or after which a series of
periodi c push updates are deternmi ned. The next update
will take place at a whole nultiple interval fromthe
anchor tine. For exanple, for an anchor tine is set for
the top of a particular mnute and a period interval of a
m nute, updates will be sent at the top of every nminute
this subscription is active.";

}
}
}
case on-change {
i f-feature "on-change”;
cont ai ner on-change {
presence "indi cates an on-change subscription”
description
"The publisher is requested to notify changes in values in
the datastore subset as defined by a selection filter."
| eaf danpeni ng-period {
type yang:tinmeticks
default O;
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description
"Specifies the m ninuminterval between the assenbly of
successi ve update records for a single receiver of a
subscri ption. Wenever subscribed objects change, and a
danmpeni ng period interval (which may be zero) has el apsed
since the previous update record creation for a receiver
then any subscribed objects and properties which have

changed since the previous update record will have their
current val ues marshall ed and placed into a new update
record."”;

groupi ng update-policy {
description
"Thi s groupi ng describes the datastore specific subscription
conditions of a subscription.";
uses update-policy-nodifiable {
augnment "update-trigger/on-change/ on-change" {
description
"I ncludes objects not nodifiable once subscription is
establ i shed. ";
| eaf no-synch-on-start {
type enpty;
description
"The presence of this object restricts an on-change
subscription from sendi ng push-update notifications. Wen
present, pushing a full selection per the terms of the
selection filter MUST NOT be done for this subscription
Only updat es about changes, i.e. only push-change-update
notifications are sent. Wen absent (default behavior),
in order to facilitate a receiver’s synchroni zation, a ful
update is sent when the subscription starts using a
push-update notification. After that, push-change-update
notifications are exclusively sent unless the publisher
chooses to resynch the subscription via a new push-update
notification.";
}
| eaf -1i st excluded-change {
type change-type
description
"Use to restrict which changes trigger an update.
For exanple, if nodify is excluded, only creation and
del etion of objects is reported.”;
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}
}
}

grouping hints {
description
"Paranmeters associated with sone error for a subscription nade
upon a datastore.”
| eaf period-hint {
type yang:timeticks
description
"Ret urned when the requested tinme period is too short. This
hint can assert a viable period for either a periodic push
cadence or an on-change danpening interval.";

leaf filter-failure-hint {
type string;
description
"Information describing where and/or why a provided filter
was unsupportable for a subscription.”;

| eaf object-count-estimte {
type uint32;
description
"If there are too many objects which could potentially be
returned by the selection filter, this identifies the estimate
of the nunber of objects which the filter would potentially
pass.";

| eaf object-count-limt {
type uint32;
description
"If there are too many objects which could be returned by the
selection filter, this identifies the upper limt of the
publisher’s ability to service for this subscription.";

| eaf kil obytes-estimte {
type uint32;
description
"If the returned information could be beyond the capacity of
the publisher, this would identify the data size which could
result fromthis selection filter."

}
| eaf kilobytes-limt {
type uint32;
description
"If the returned infornmation would be beyond the capacity of
the publisher, this identifies the upper limt of the
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publisher’s ability to service for this subscription.";

/*
* RPCs
*]

rpc resynch-subscription {

i f-feature "on-change";

description
"This RPC all ows a subscriber of an active on-change
subscription to request a full push of objects.
A successful invocation results in a push-update of al
dat astore objects that the subscriber is pernmitted to access.
This RPC can only be invoked on the same session on which the
subscription was established (using an establish-subscription

RPC). In case of an error, a resynch-subscription-error is
sent as part of an error response.";
i nput {

| eaf identifier {
type sn:subscription-id;
mandat ory true
description
"Identifier of the subscription that is to be resynched.";
}

}
}

rc:yang-data resynch-subscription-error {
cont ai ner resynch-subscription-error {
description
"If a 'resynch-subscription’ RPC fails, the subscription is not
resynched and the RPC error response MJST indicate the reason
for this failure. This yang-data MAY be inserted as structured
data within a subscription’s RPC error response to indicate the
failure reason.";
| eaf reason {
type identityref {
base resynch-subscription-error;
mandat ory true
description
"Indi cates the reason why the publisher has declined a request
for subscription resynchronization.";

uses hints;
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}
}

augrment "/sn:establish-subscription/sn:input” {
description
"Thi s augnentati on adds additional subscription paraneters that
apply specifically to datastore updates to RPC input.";
uses update-policy;

}

augrment "/sn:establish-subscription/sn:input/sn:target"” {
description
"Thi s augnmentation adds the datastore as a valid target
for the subscription to RPC input.";
case datastore {
description
"Information specifying the paraneters of an request for a
dat astore subscription.";
uses datastore-criteria;

}
}

rc:yang-data establish-subscription-datastore-error-info {
cont ai ner establish-subscription-datastore-error-info {
description
"If any ’'establish-subscription’ RPC paraneters are
unsupport abl e agai nst the datastore, a subscription is not
created and the RPC error response MJST indicate the reason why
the subscription failed to be created. This yang-data MAY be
inserted as structured data within a subscription’s RPC error
response to indicate the failure reason. This yang-data MJST be
inserted if hints are to be provided back to the subscriber.";
| eaf reason {
type identityref {
base sn:establish-subscription-error;
}
description
"Indi cates the reason why the subscription has failed to
be created to a targeted datastore.”
}
uses hints;
}
}

augrment "/sn:nodi fy-subscription/sn:input” {
description
"Thi s augnentation adds additional subscription paraneters
specific to datastore updates.”;
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uses update-policy-nodifiable;

}

augrment "/sn:nodi fy-subscription/sn:input/sn:target" {
description
"Thi s augnmentation adds the datastore as a valid target
for the subscription to RPC input.";
case datastore {
description
"Information specifying the paraneters of an request for a
dat astore subscription.";
uses selection-filter-objects;

}
}

rc:yang-data nodi fy-subscription-datastore-error-info {
cont ai ner nodi fy-subscription-datastore-error-info {
description
"Thi s yang-data MAY be provided as part of a subscription’s RPC
error response when there is a failure of a
"nmodi fy-subscription’ RPC which has been nade agai nst a
datastore. This yang-data MJUST be used if hints are to be
provi des back to the subscriber.";
| eaf reason {
type identityref {
base sn: nodi fy-subscription-error;
}
description
"Indi cates the reason why the subscription has failed to
be nodified.";

uses hints;

}
}

/*
* NOTI FI CATI ONS
*/

notification push-update {
description

"This notification contains a push update, containing data
subscribed to via a subscription. This notification is sent for
peri odi c updates, for a periodic subscription. It can also be
used for synchronizati on updates of an on-change subscription
This notification shall only be sent to receivers of a
subscription. It does not constitute a general - purpose
notification that woul d be subscribable as part of the NETCONF
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event stream by any receiver.";
| eaf subscription-id {
type sn:subscription-id;
description
"This references the subscription which drove the notification
to be sent.";
}
| eaf inconplete-update {
type enpty;
description
"This is a flag which indicates that not all datastore nodes
subscribed to are included with this update. In other words,
the publisher has failed to fulfill its full subscription
obligations, and despite its best efforts is providing an
i nconpl ete set of objects.”
}
anydat a datastore-contents {
description
"This contains the updated data. It constitutes a snapshot
at the tine-of-update of the set of data that has been
subscribed to. The snapshot corresponds to the sane
snapshot that would be returned in a correspondi ng get
operation with the same selection filter paraneters
applied.";
}
}

notification push-change-update {
i f-feature "on-change";
description
"This notification contains an on-change push update. This
notification shall only be sent to the receivers of a
subscription; it does not constitute a general -purpose
notification.";
| eaf subscription-id {
type sn:subscription-id;
description
"This references the subscription which drove the notification
to be sent.";
}
| eaf inconplete-update {
type enpty;
description
"The presence of this object indicates not all changes which
have occurred since the |last update are included with this
update. In other words, the publisher has failed to
fulfill its full subscription obligations, for exanple in
cases where it was not able to keep up with a change burst.";
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}

anydat a dat ast or e-changes {
description
"This contains the set of datastore changes of the
target datastore starting at the time of the
previ ous update, per the terns of the subscription
The dat astore changes are encoded per RFC 8027
(YANG Pat ch).";

}
}

augment "/sn:subscription-started" {
description
"Thi s augnentati on adds datastore-specific objects to
the notification that a subscription has started.”
uses update-policy;

}

augrment "/sn:subscription-started/sn:target" {
description
"This augnentation allows the datastore to be included as part
of the notification that a subscription has started.";
case datastore {
uses datastore-criteria {
refine "selection-filter/within-subscription" {
description
"Specifies the selection filter and where it originated
from If the 'selection-filter-ref’ is popul ated,
the filter within the subscription cane fromthe "filters
container. Oherwise it is populated in-line as part of the
subscription itself.";
}
}
}
}

augrment "/sn:subscription-nodified" {
description
"Thi s augnentati on adds datastore-specific objects to
the notification that a subscription has been nodified.";
uses update-policy;

}

augrment "/sn:subscription-nodified/sn:target” {
description
"This augnentation allows the datastore to be included as part
of the notification that a subscription has been nodified.";
case datastore {
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uses datastore-criteria {
refine "selection-filter/wthin-subscription" {
description
"Specifies where the selection filter, and where it cane
fromwi thin the subscription and then populated within this
notification. If the "selection-filter-ref’ is popul ated,
the filter within the subscription cane fromthe "filters
container. Oherwise it is populated in-line as part of the
subscription itself.";
}
}
}
}

/*

* DATA NODES
*

/

augrment "/sn:filters" {
description
"This augnentation allows the datastore to be included as part
of the selection filtering criteria for a subscription.”
list selection-filter {
key "filter-id";
description
"Alist of pre-configured filters that can be applied
to datastore subscriptions.”
leaf filter-id {
type string;
description
"An identifier to differentiate between selection filters.";
}
uses selection-filter-types;
}
}

augnent "/sn:subscriptions/sn:subscription" {
description
"Thi s augnentati on adds many datastore specific objects to a
subscription.”;
uses update-policy;

augrment "/sn:subscriptions/sn:subscription/sn:target" {
description
"This augnentation allows the datastore to be included as part
of the selection filtering criteria for a subscription.”
case datastore {
uses datastore-criteria;
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}
}
}
<CODE ENDS>
6. | ANA Consi derations
This docunent registers the follow ng nanespace URI in the "I ETF XM
Regi stry" [ RFC3688]:
URI: urn:ietf:parans: xm :ns:yang:ietf-yang-push
Regi strant Contact: The | ESG
XM: N A, the requested URI is an XM. nanespace
This docunent registers the follow ng YANG nodul e in the "YANG Mdul e
Nanmes" registry [ RFC6020]:
Nane: ietf-yang-push
Nanespace: urn:ietf:parans: xm :ns:yang:ietf-yang-push
Prefix: yp
Ref erence: draft-ietf-netconf-yang-push-17.txt (RFC form
7. Security Considerations

The YANG nodul e specified in this document defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC5246] .

The NETCONF access control nodel [RFC8341] provides the neans to
restrict access for particular NETCONF or RESTCONF users to a
preconfigured subset of all availabl e NETCONF or RESTCONF protoco
operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatabl e/ deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:
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8.

First, it should be noted that the YANG nodul e augnents the YANG
modul e from[I1-D.draft-ietf-netconf-subscribed-notifications].
Al'l security considerations that are listed there are rel evant

al so for datastore subscriptions. In the follow ng, we focus on
the data nodes that are newly introduced here.

Subtree "selection-filter" under container "filters": This subtree
all ows to specify which objects or subtrees to include in a

dat astore subscription. An attacker could attenpt to nodify the
filter. For exanple, the filter mght be nodified to result in
very few objects being filtered in order to attenpt to overwhel m
the receiver. Alternatively, the filter mght be nodified to
result in certain objects to be excluded fromupdates, in order to
have certain changes go unnoticed

Subtree "datastore" in choice "target” in list "subscription"

Anal ogous to "selection filter", an attacker m ght attenpt to

nmodi fy the objects being filtered in order to overwhel ma receiver
with a larger volunme of object updates than expected, or to have
certain changes go unnoti ced.

Choi ce "update-trigger" in list "subscription": By nodifying the
update trigger, an attacker night alter the updates that are being
sent in order to confuse a receiver, to withhold certain updates
to be sent to the receiver, and/or to overwhelma receiver. For
exanpl e, an attacker mght nodify the period with which updates
are reported for a periodic subscription, or it mght nodify the
danmpeni ng period for an on-change subscription, resulting in
greater delay of successive updates (potentially affecting
responsi veness of applications that depend on the updates) or in a
hi gh vol ume of updates (to exhaust receiver resources).

RPC "resynch-subscription": This RPC all ows a subscriber of an on-
change subscription to request a full push of objects in the
subscription’s scope. This can result in a |large volune of data.
An attacker could attenpt to use this RPC to exhaust resources on
the server to generate the data, and attenpt to overwhel ma
receiver with the resulting data vol une.
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Appendi x A.  Appendi x A Subscription Errors
A.1. RPC Failures

Rej ection of an RPC for any reason is indicated by via RPC error
response fromthe publisher. Valid RPC errors returned include both
exi sting transport |ayer RPC error codes, such as those seen with
NETCONF i n [ RFC6241], as well as subscription specific errors such as

those defined within the YANG nodel. As a result, how subscription
errors are encoded within an RPC error response is transport
dependent.

Ref erences to specific identities within the either the subscribed-
notifications YANG nodel or the yang-push YANG nodel may be returned
as part of the error responses resulting fromfailed attenpts at

dat astore subscription. Following are valid errors per RPC (note:

t hroughout this section the prefix 'sn’ indicates an iteminported
fromthe subscribed-notifications.yang nodel):

est abl i sh-subscription nmodi fy- subscri ption
cant - excl ude sn:filter-unsupported
dat ast or e- not - subscri babl e sn:insufficient-resources
sn: dscp-unavail abl e sn: no- such-subscri ption
sn:filter-unsupported peri od- unsupport ed
sn:insufficient-resources result-too-big
on- change- unsupported synchroni zat i on-si ze
on- change- synch- unsupport ed unchangi ng- sel ecti on
peri od- unsupport ed
result-too-big resynch-subscription
synchroni zation-size = -------------o----
unchangi ng- sel ecti on no- such-subscri pti on-resynch
synchroni zat i on-si ze
del et e- subscri ption kill-subscription
sn: no- such-subscri ption sn: no- such-subscri ption

There is one final set of transport independent RPC error el enents
included in the YANG nodel. These are the follow ng four yang-data
structures for failed datastore subscriptions:
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yang- dat a establish-subscription-error-datastore

This MIST be returned if information identifying the reason for an

RPC error has not been placed el sewhere within the transport
portion of a failed "establish-subscription" RPC response. This
MUST be sent if hints are included.

yang- dat a nodi fy-subscription-error-datastore

This MIST be returned if information identifying the reason for an

RPC error has not been placed el sewhere within the transport
portion of a failed "nodifiy-subscription" RPC response. This
MUST be sent if hints are included.

yang- data sn: del et e-subscription-error

This MIST be returned if information identifying the reason for an

RPC error has not been placed el sewhere within the transport
portion of a failed "del ete-subscription" or "kill-subscription"
RPC r esponse.

yang- data resynch-subscription-error

This MIST be returned if information identifying the reason for an

RPC error has not been placed el sewhere within the transport
portion of a failed "resynch-subscription" RPC response.

Notifications of Failure

A subscription may be unexpectedly term nated or suspended
i ndependent of any RPC or configuration operation. |In such cases,

i ndi cations of such a failure MJST be provided.

To acconplish this,

the following types of error identities nmay be returned within the
correspondi ng subscription state change notification

subscri ption-term nat ed subscri pti on- suspended

dat ast or e- not - subscri babl e sn:insufficient-resources
sn:filter-unavail abl e peri od- unsupport ed

sn: no- such-subscri ption result-too-big

sn: suspensi on-ti meout synchroni zat i on-si ze

unchangi ng- sel ecti on

Appendi x B. Changes between revisions

(To be renmoved by RFC editor prior to publication)

vlie - v17

(0]

M nor updates to YANG nodul e, incorporating coments from Tom
Pet ch.
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o Updated references.

v1l5 - v16

0 Updated security considerations.
o Updated references.

0 Addressed commrents fromlast call review, specifically coments
recei ved from Martin Bjorkl und.

vlid - v15

0o Mnor text fixes. Includes a fix to on-change update cal cul ation
to cover churn when an object changes to and froma value during a
danpeni ng peri od.

v1l3 - vi14

0o Mnor text fixes.

v1l2 - v13

o Hint negotiation nodels now show error exanpl es.

0 yang-data structures for rpc errors.

v1ll - v12

0 Included Martin's review clarifications.

0 QoS noved to subscribed-notifications

o tine-of-update renoved as it is redundant with RFC5277' s
event Time, and other tinmes fromnotification-nessages.

o Error nodel moved to match existing inplenmentations

0 On-change notifiable renoved, how to do this is inplenentation
speci fic.

o NMVDA nodel supported. Non NVDA version at https://github. conf
net conf - wg/ yang- push/

vli0 - v1l

o Prom se nodel reference added
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o FError added for no-such-datastore

o Inherited changes from subscribed notifications (such as optiona
feature definitions).

0 scrubbed the exanmpl es for proper encodings

v09 - vi10

0 Returned to the explicit filter subtyping of v00-v05
0o identityref to ds:datastore made explicit

0 Returned ability to nmodify a selection filter via RPC
v08 - vO09

o0 Mnor tweaks cleaning up text, renoving appendicies, and maki ng
reference to revised-datastores.

0 Subscription-id optional in push updates, except when encoded in
RFC5277, Section 4 one-way notification

0o Finished adding the text descibing the resynch subscription RPC

0 Renoved relationships to other drafts and future technol ogy
appendi cies as this work is being explored el sewhere.

o Deferred the multi-line card issue to new drafts
o Sinplified the NACM i nteractions
v07 - v08

0 Updated YANG nodels with minor tweaks to accombdate changes of
i etf-subscribed-notifications.

v06 - vO7

o darifying text tweaks.

o Cdarification that filters act as selectors for subscribed
dat ast ore nodes; support for value filters not included but
possi ble as a future extension

o Filters don't have to be matched to existing YANG objects

v05 - v06
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0 Security considerations updated.

0 Base YANG nodel in [subscribe] updated as part of nove to
identities, YANG augnentations in this doc matched up

o Terns refined and text updates throughout

0 Appendi x tal king about relationship to other drafts added.
o Datastore replaces stream

o Definitions of filters inproved

v04 to vO05

o0 Referenced based subscription docunent changed to Subscri bed
Noti fications from 5277bi s.

0 Cetting operational data fromfilters
0 Extension notifiable-on-change added

0 New appendi x on potential futures. Moved text into there from
several drafts.

0 Subscription configuration section now just includes changed
paraneters from Subscri bed Notifications

0 Subscription nmonitoring noved i nto Subscribed Notifications

0 New error and hint nechanisns included in text and in the yang
nmodel .

0 Updated exanpl es based on the error definitions

0 G oupings updated for consistency

0 Text updates throughout

v03 to v04

o Updates-not-sent flag added

o0 Not notifiable extension added

o Danpening period is for whol e subscription, not single objects

o0 Mved start/stop into rfc5277bis
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o Cdient and Server changed to subscriber, publisher, and receiver
0 Anchor time for periodic
0 Message format for synchronization (i.e. synch-on-start)
o Material noved into 5277bis
0 QoS paraneters supported, by not allowed to be nodified by RPC
0 Text updates throughout
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