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Abstract

Thi s docunent describes a nethod by which a NETCONF [ RFC6241] client
and server can negotiate an alternate form of encoding.

Thi s docunent updates RFC 6241.
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 1, 2019.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
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include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction
1.1. Terminology .
2. Protocol Negotiation
Encodi ng
.1. Overview
Exanpl e .
Dependenm es . .
Capability Identlfl er
New Oper ati ons .
Modi fication to Exi st| ng Operatl ons .
Interactions with Gther Capabilities
CB(R and SID .
3. Securl ty Considerations .
4. | ANA Considerations . . .
4.1. NETCONF Capabili ty URNs .
4.2. New Registry .
5.  Acknow edgenents
6. References
6.1. Normative Ref erences
6.2. Informative References
Aut hors’ Addr esses

PRRERPEPRE

NN
Nogkwn

CCONNNNOOODODODOOOUITOPR,WWWWN

1. Introduction

NETCONF [ RFC6241], by default, supports XM encoding for its payl oad.
However, XM. can be very verbose, specially for operational data.

Thi s docunment proposes a mechani sm by which clients and servers can
negotiate an alternate form of encoding, e.g. binary encoding, and
use that to exchange data. Binary encoding can reduce the physi cal
size of the data exchanged, in sone cases by as nuch as 66% while
preserving the original data.

Several encodi ng nmechani sns have been proposed, including CBOR

[ RFC7049] and JSON [ RFC8259]. This docunent does not advocate any
particul ar encoding fornat. Instead, it leaves it up to the

negoti ati on between client and server to decide the form of encodi ng.
For an exanple of how to encode YANG in CBOR format, see CBOR

Encodi ng of Data Mddeled with YANG [I-D.ietf-core-yang-chbor] and JSON
Encodi ng of Data Mddel ed with YANG [ RFC7951].

Thi s docunent updates NETCONF [ RFC6241].
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1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Protocol Negotiation

NETCONF clients and servers exchange a hello as part of establishing
a connection. As part of the hello exchange, the client advertises
an ordered list of encoding it would like to use, while the server
advertises an unordered list of encoding that it is capable of
supporting. If no match of encoding is found, the session is
dropped. If a match is found the client issues a request that is
encoded with first match found. Thereafter, both the Message | ayer
in Figure 1 of NETCONF [ RFC6241] and the YANG data within the Message
Layer, are in the formof new encoding. This includes RPC, Actions
and Notifications.

This draft suggests advertisenent of the follow ng additiona
capability.

2.1. Encoding

2.1.1. Overview
The :encoding capability indicates what alternate encoding fornat
each side is willing to support. The client and server send a coma
separated list (with no white spaces) of encoding formats they are
willing to support. The client sends a list of encoding ordered by
preference, while the server includes an unordered |ist of encoding.

Both the client and server exanine each others <hell o> nessage for

this capability. |[If not present, the default encoding is used, which
is XM.. The client exanines its |list against the server |ist,
checked in the order of preference it sent do the server. |If a

mat chi ng encoding format is found, the client picks that encoding for
the renmai nder of the session, starting with the first <rpc> request.

Al'l <rpc>, <rpc-reply> <action> and <notification> nmessages MJST be
encoded in this negotiated encodi ng.

Both the client and the server MJST support the "application/xm"
medi a type to be backward conpatible with NETCONF [ RFC6241].

The base: 1.1 negotiation defined i n NETCONF [ RFC6241] determ nes the
message franming that is used for the entire session
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2.1.2. Exanple

In this exanple, the client supports the follow ng encoding formats
shown in a preferred order

0 Concise Binary hject Representation (CBOR) with YANG Schena Item
iDentifier (SID) - cbor+sid

0 Google Protocol Buffers (GPB) - gpb
o Thrift - thrift

In this exanple, the client advertises its (abbreviated) <hell o> as
follows. Some extra white spaces have been added for display
pur poses only.

<hell o xm ns="urn:ietf:parans: xnl : ns: netconf: base: 1. 0" >
<capabilities>
<capability>urn:ietf:parans: netconf: base: 1. 0</ capability>
<capabi lity>urn:ietf: parans: netconf: base: 1. 1</ capability>
<capability>
urn:ietf:parans: netconf:capability:encoding: 1. 0?format=
appl i cation/cbor+sid, application/gpb, application/thrift
</ capability>
</ capabilities>
</ hel | o>

The server supports the followi ng encoding formats shown in no
particul ar order of preference.

o chbor+sid
0 gpb
In this exanple, the server advertises its (abbreviated) <hell o> as

follows. Sonme white spaces have been added for display purposes
only.
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<hell o xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<capabilities>
<capability>urn:ietf:parans: net conf: base: 1. 0</ capability>
<capability>urn:ietf:parans: netconf: base: 1. 1</ capability>
<capability>
urn:ietf: parans: netconf:capability:encoding: 1. 0?
f or mat =appl i cati on/ cbor +si d, appl i cati on/ gpb
</ capability>
<capability>
urn:ietf:parans: netconf:capability:config-id?i d=2130
</ capability>
<l-- rest of URIs ... -->
</ capabilities>
<sessi on-i d>4</ sessi on-i d>
</ hel | o>

The conmon encoding formats in both the Iist are "application/
cbor+sid", and "application/gpb", but since cbor+sid appear first on
the client list, "application/cbor+sid" is selected as the form of
encodi ng for the remai nder of the session

2.1.3. Dependencies
None.

2.1.4. Capability ldentifier

The :encoding capability is identified by the follow ng capability
string:

urn:ietf:parans: netconf:capability: encodi ng: 1. 0?f ormat ={ nanme, ...}

The :encoding capability MJST be advertised in every server <hell o>
message and the URI MUST contain a "format" argunent assigned a
comma-separated list (with no white spaces) of formats supported by
the device. For the list of supported formats, this docunent
requests the creation of a newregistry. See | ANA Considerations for
details.

The client on the other hand SHOULD advertise this capability inits
<hel | o> nmessage, but it MAY omit it if XM encoding is desired.

For exanple (line wapped for display purposes only)

urn:ietf:parans: netconf:capability:encodi ng: 1. 0?f or mat =
appl i cation/cbor+sid, application/gpb, application/thrift
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2.1.5. New Operations

The :encoding capability does not introduce any new protoco
operation.

2.1.6. Modification to Existing Operations

The :encoding capability does not nodify any existing protocol
oper ati ons.

2.1.7. Interactions with her Capabilities

2

3.

4.

4.

The :encoding capability does not interact with any other
capabilities.

2. CBOR and SID

One of the encoding formats that can be advertised by the client or
the server is CBOR [ RFC7049]. The payl oad consists of YANG [ RFC7950]
data, and YANG requires the use of unique identifiers, inplenmented in
NETCONF [ RFC6241] using nanes. To allow for encoding of YANG data
nodel s, a nore conpact nethod has been identified, called YANG Schema
ItemiDentifier (SID) [I-D.ietf-core-yang-cbor]. Cients and servers
can advertise their capability for this formof encoding using
"application/cbor+sid".

SI D does not define encoding for NETCONF operations today. It is
expected that a new SID range would have to be identified for NETCONF
prot ocol operations.

Security Considerations
| ANA Consi derations

This docunent registers a URI and requests the creation of a new
registry

1. NETCONF Capability URNs

This docunent requests the registry of an URl in the | ETF XM
registry [RFC3688]. The I ANA registry "Network Configuration

Prot ocol (NETCONF) Capability URNs" needs to be updated to include
the followi ng capability.
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4.

6
6

I ndex
Capability ldentifier
: encodi ng
urn:ietf:parans: netconf:capability:encoding: 1.0

2. New Registry

The docunent al so requests the creation of a new registry, called
"Networ k Configuration Protocol (NETCONF) Encoding formats", that
shoul d be populated with the follow ng entries.

Encodi ng Formats

cbor +si d

gpb
thrift
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