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Abst ract

Thi s docunent proposes a YANG nodul e that allows a YANG server to
specify for which data nodes it will send "YANG Dat astore
Subscription” on-change notifications. It also proposes to use YANG
Instance Data to docunent this information in inplenentation tine.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2019.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

On-change Notification Capability: The capability of the YANG server
to send on-change notifications on the change of the value for a
speci fic data node

I mpl enentation-tinme information: Information about the YANG server’s
behavi or that is nmade avail abl e during the inplenmentation of the
server, available froma source other then a running Yang server

Ruti me-information: |Information about the YANG server’s behavior that
is available fromthe running YANG server via a protocol |ike
NETCONF, RESTCONF or HTTPS

2. I nt roduction

As defined in [I-D.ietf-netconf-yang-push] a YANG server may all ow
clients to subscribe to updates froma datastore and subsequently
push such update notifications to the client. Notifications my be
sent periodically or on-change (nore or |less imendiately after each
change) .

In sone cases, a publisher supporting on-change notifications will
not be able to push updates for some object types on-change. Reasons
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for this might be that the value of the datastore node changes
frequently (e.g. in-octets counter), that small object changes are
frequent and neani ngless (e.g., a tenperature gauge changing 0.1
degrees), or that the inplenentation is not capabl e of on-change
notification for a particular object. 1In those cases, it will be
important for client applications to have a way to identify for which
obj ects on-change notifications are supported and for which ones are
not support ed.

Faced with the reality that support for on-change notification does
not nean that such notifications will be sent for any specific data
node, client/managenent applications can not rely on the on-change
functionality unless the client has sonme neans to identify for which
obj ects on-change notifications are supported and for which ones are
not supported. YANG nodels are neant to be used as an interface
contract. Wthout identification of data nodes supporting on-change,
this contract would only state the YANG server may (or may not) send
on-change notifications for a data node specified in a YANG nodul e.

Thi s docunment proposes a YANG nmodule that allows a client to identify
whi ch data nodes support on-change notification, renmoving the
uncertainty for on-change notifications.

On-change Notification Capability information will be needed both in
i npl enmentation-tine and run-tine.

Run-tinme information i s needed

o for any "purely nodel driven" client, e.g. a Netconf-browser. As
long as it has a valid nodel, it does not care which data nodes
send notification, it will just handl e whats avail abl e.

o0 to check that early inplementation tine information about the
capability is indeed what the server supports

0 in case the capability might change during run-tinme e.g. due to
licensing, HWconstraints etc.

I mpl enentation tinme information i s needed by Network Managenent
System (NVB) inplenmenters. During NVS inplenentation for any
functionality that depends on the notifications the information about

on change notification capability is needed. |If the information is
not available early in some document, but only as instance data from
the network node, the NMB inplenentation will be del ayed, because it

has to wait for the network node to be ready. Al so assuming that all
NVS i npl enenters will have a correctly configured network node
available to retrieve data from is an expensive proposition. (An
NVMS may handl e dozens of network node types.) Oten a fully
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functional NMS is a requirenent for introducing a new network node
type into a network, so delaying the NVS effectively del ays the
availability of the network node as well.

I mpl enentation tine information is needed by system i ntegrators.
Systemintegrators will need informati on about on change notification
capability early. Wen introducing a network node type into their
networ k operators often need to integrate the node type into their
own management system The NMS may have managenent functions that
depend on on-change notifications. The network operator needs to
pl an hi s managenent practices and NVB i npl enentation before he even
deci des to buy the specific network node type. Mreover the decision
to buy the node type soneti nes depends on these nmanagenent
possibilities.

3. On-change Notification Capability Mde

As descri bed above a nunber of stakehol ders need information about
the on change notification capability both in inplenmentation and run-
time. It is a goal to provide this information in a format that is

0 vendor independent (standard)
o formal (no freeform English text please)
o0 the sane both in inplenentation-time and run-time

The YANG nodul e ietf-notification-capabilities is defined to provide
i nformati on about the on-change notification capabilities. There is
a default notification capability separately for config fal se and
config true data nodes. There is also an on-change-notification-
capability list containing a potentially different true/false
notification capability for any data node in the schema tree. Unless
a node is inthe list with a specific capability value, it inherits
its on-change-notification-capability fromits parent in the data
tree, or fromthe relevant default val ues

The instance informati on SHALL be provided in two ways both foll ow ng
the ietf-notification-capabilities nodul e:

o It SHALL be provided by the inplenenter as YANG i nstance data file
complying to the [I-D. | engyel - net nod-yang-i nstance-data]. The
file SHALL be available already in inplenentation tine retrievable
in a way that does not depend on a live network node. E.g.
downl oad from product Wbsite.

o It SHALL be available via Netconf or Restconf fromthe |live YANG
server during runtine.
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3.1. Tree Diagram

The follow ng tree di agram [ RFC8340] provides an overview of the data
nodel .

modul e: ietf-notification-capabilities
+--ro on-change-notification-capability
+--ro notification-sent-for-config-default? bool ean

+--ro notification-sent-for-state-default? bool ean

+--ro on-change-notification-capability* [node-sel ector]
+--ro node-sel ector nacm node-i nst ance-i dentifier
+--ro on-change-notification-sent bool ean

3.2. YANG Modul e
<CODE BEG NS> file "ietf-notification-capabilities.yang"

modul e ietf-notification-capabilities {
yang-version 1.1;
nanmespace
"urn:ietf:parans: xm :ns:yang:ietf-notification-capabilities”
prefix inc;

import ietf-netconf-acm{ prefix nacm }

organi zati on
"I ETF NETCONF ( Networ k Confi guration) Wrking G oup”

cont act
"WG Web: <https://datatracker.ietf.org/wg/ netconf/>
WG List: <mailto:netconf@etf.org>

WG Chair: Kent Watsen
<mai | t 0: kwat sen@ uni per. net >

WG Chai r: Mahesh Jet hanandani
<mai | t o: nj et hanandani @nai | . con®

Edi t or: Bal azs Lengyel
<mui | t 0: bal azs. | engyel @ri csson. conp";
description "This nodul e specifies for which data nodes will the
YANG server send on-change notifications.
On-change notification capability is marked as true or false.

This marking is inherited fromthe parent down the data tree
unl ess explicitly marked ot herwi se.
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On-change notifications SHALL be sent for a config=true

data node if one of the following is true:

- it is specified in the on-change-notification-capability
list and has a on-change-notification-sent value true or

- notifications are sent for its parent data node and it is
not specified in the on-change-notification-capability list or
- if it is a top level data-node and is not specified in the
on-change-notification-capability list and the
notification-sent-for-config-default is true.

On-change notifications SHALL be sent for a config=fal se
data node if one of the following is true:

- it is specified in the on-change-notification-capability
list and has an on-change-notification-sent value true or

- notifications are sent for its parent data node

which is also config=false and it is

not specified in the on-change-notification-capability list or
- if it is a top level data-node or has a config=true parent
data node and is not specified in the
on-change-notification-capability list and the
notification-sent-for-state-default is true.

ref erence "RFC XXXX Yang- Push";

revision 2018-07-02 {
description "lInitial version";
ref erence
"RFC XXX: YangPush Notification Capabilities"

}

cont ai ner on-change-notification-capability {
config fal se
description "Contains default values for the
on-change-notifiction-capability and a |list of data nodes that
have the on-change-notification-capability specifically defined.";

| eaf notification-sent-for-config-default {
type bool ean;
default true;
description "Specifies the default value for
top | evel configuration data nodes for the
on- change-notification-sent capability.";

}

| eaf notification-sent-for-state-default {
type bool ean;
default false
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description "Specifies the default val ue
top |l evel state data nodes for the
on-change-notification-sent capability."”

}

list on-change-notification-capability {
key node-sel ector ;
description "Alist of data nodes that have the
on- change-notification-capability specifically defined.

Shoul d be used when specific data nodes support
on-change notification in a nodul e/subtree that
general ly does not support it or when sonme data nodes
do not support the notification in a nodul e/subtree
that generally supports on-change notifications."

| eaf node-sel ector {
type nacm node-instance-identifier;

| eaf on-change-notification-sent {
type bool ean;
mandat ory true
description "Specifies whether the YANG server wll
send on-change notifications for the selected
data nodes.";

<CODE ENDS>
4. Security Considerations

The YANG nodul e defined in this docunent is designed to be accessed
vi a YANG based managenent protocols, such as NETCONF and RESTCONF.
Bot h of these protocols have nandatory-to- inplement secure transport
| ayers (e.g., SSH, TLS) with mutual authentication

The NETCONF access control nodel (NACM provides the neans to

restrict access for particular users to a pre-configured subset of
all avail able protocol operations and content.
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5. | ANA Consi derati ons
5.1. The I ETF XM Registry

This docunent registers one URI in the |ETF XM registry [ RFC3688].
Following the format in [ RFC3688], the followi ng registrations are
request ed:

URI: urn:ietf:parans: xm :ns:yang:ietf-notification-capabilities
Regi strant Contact: The NETCONF WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace.

5.2. The YANG Modul e Nanmes Registry
Thi s docunment registers one YANG nodul e in the YANG Mbdul e Nanes

registry [RFC7950]. Following the format in [RFC7950], the the
followi ng registrations are requested:

nane: ietf-notification-capabilities
nanespace: urn:ietf:parans:xm:ns:yang:ietf-notification-capabilities
prefix: i nc

reference: RFC XXXX

6. Open |ssues

Do we need separate defaults/individual lists for every datastore?
Proposal: no, it would be an overkill.

Shoul d type nacm node-instance-identifier be noved to yang-types?
It is useful for nore then just nacm
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Lengyel & O emm Expi res January 3, 2019 [ Page 8]



Internet-Draft YangPush Notification Capabilities July 2018

[ RFC7950] Bjorklund, M, Ed., "The YANG 1.1 Data Model i ng Language",
RFC 7950, DO 10. 17487/ RFC7950, August 2016,
<https://www.rfc-editor.org/info/rfc7950>.

7.2. Informative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997
<https://ww.rfc-editor.org/info/rfc2119>
[ RFC3688] Mealling, M, "The I ETF XML Registry", BCP 81, RFC 3688,
DA 10.17487/ RFC3688, January 2004,
<https://www.rfc-editor.org/info/rfc3688>
[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>
[ RFC8340] Bjorklund, M and L. Berger, Ed., "YANG Tree Di agrans"”,
BCP 215, RFC 8340, DA 10.17487/ RFC8340, March 2018,
<https://ww.rfc-editor.org/info/rfc8340>
Appendi x A.  Changes between revisions
v0l - vO02

0 Instead of augnenting ietf-yang-library a nore sinple standal one
nodel is proposed.

v0o0 - vO1

o Corrections

0 Augnent only the new yanglib

o Correct the condtions for notifying state data
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