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Abst r act

Thi s docunent defines a YANG 1.1 data nodel for configuring globa
sets of X. 509 certificates and SSH host-keys that can be referenced
by other data nodels for trust. While the SSH host-keys are uni quely
for the SSH protocol, the X 509 certificates nmay have multipl e uses,

i ncludi ng authenticating protocol peers and verifying signatures.

Edi

torial Note (To be renobved by RFC Editor)

This draft contains many pl acehol der val ues that need to be repl aced
with finalized values at the tinme of publication. This note

summari zes all of the substitutions that are needed. No other RFC
Editor instructions are specified el sewhere in this docunent.

Artwork in this docunent contains shorthand references to drafts in
progress. Please apply the follow ng repl acenments:

0 "XXXX'" --> the assigned RFC value for this draft

0 "YYYY'" --> the assigned RFC value for draft-ietf-netconf-crypto-
types

Artwork in this docunment contains placehol der values for the date of
publication of this draft. Please apply the follow ng replacenent:

0 "2018-06-04" --> the publication date of this draft
The foll owi ng Appendi x section is to be renoved prior to publication
o Appendix A Change Log

Status of This Menp

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

Wat sen Expi res Decenber 6, 2018 [ Page 1]



Internet-Draft YANG Data Mbdel for d obal Trust Anchors June 2018

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 6, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Thi s docunment defines a YANG 1.1 [RFC7950] data nodel for configuring

gl obal sets of X 509 certificates and SSH host-keys that can be
referenced by other data nodels for trust. Wile the SSH host-keys

are uniquely for the SSH protocol, the X 509 certificates may be used

for multiple uses, including authenticating protocol peers and
veri fying signatures.

This docunent in conpliant with Network Managenent Datastore
Architecture (NVDA) [RFC8342]. For instance, to support trust

anchors installed during manufacturing, it is expected that such data

may appear only in <operational >.
1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

1.2. Tree Diagram Notation

Tree diagrans used in this docurment follow the notation defined in
[ RFC8340] .

2. The Trust Anchors Model
2.1. Tree Diagram

The followi ng tree di agram provi des an overview of the "ietf-trust-
anchors" nodul e.
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nodul e: ietf-trust-anchors
+--rw trust-anchors
+--rw pi nned-certificates* [nane]

+---n certificate-expiration
+-- expiration-date? yang: dat e-and-ti ne
+--rw pi nned- host - keys* [ nane]

| +--rw nane string

| +--rw description? string

| +--rw pinned-certificate* [nane]

| +--rw name string

| +--rw cert ct:trust-anchor-cert-cns
|

I

+--rw name string
+--rw description? string
+--rw pi nned- host - key* [ nane]

+--rw nane string

+--rw host - key ct:ssh-host - key

2.2. Exanple Usage

The followi ng example illustrates trust anchors in <operational > as
described by Section 5.3 in [RFC8342]. This datastore view
illustrates data set by the manufacturing process al ongside
conventional configuration. This trust anchors instance has five
sets of pinned certificates and one set of pinned host keys.

<trust-anchors
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-trust-anchors”
xm ns:or="urn:ietf:parans: xn :ns:yang:ietf-origin">

<!-- Manufacturer’s trusted root CA certs -->
<pi nned-certificates or:origin="or:systent>
<name>manuf act ur er s-r oot - ca- cer t s</ nane>
<descri ption>
Certificates built into the device for authenticating
manuf act urer-si gned obj ects, such as TLS server certificates,
vouchers, etc. Note, though listed here, these are not
configurable; any attenpt to do so will be deni ed.
</ descri ption>
<pi nned-certificate>
<nanme>Manuf acturer Root CA cert 1</nanme>
<cert >base64encodedval ue==</cert >
</ pi nned-certificate>
<pi nned-certificate>
<name>Manuf act urer Root CA cert 2</name>
<cert>base64encodedval ue==</cert >
</ pi nned-certificate>
</ pi nned-certificates>
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<!-- gspecific end-entity certs for authenticating servers -->
<pi nned-certificates or:origin="or:intended">
<name>explicitly-trusted-server-certs</nane>
<descri ption>
Specific server authentication certificates for explicitly
trusted servers. These are needed for server certificates
that are not signed by a pinned CA
</ descri ption>
<pi nned-certificate>
<nane>Fred Flintstone</name>
<cert >base64encodedval ue==</cert >
</ pi nned-certificate>
</ pi nned-certificates>

<!-- trusted CA certs for authenticating servers -->
<pi nned-certificates or:origin="or:intended">
<nanme>explicitly-trusted-server-ca-certs</nane>
<descri pti on>
Trust anchors (i.e. CA certs) that are used to authenticate
server connections. Servers are authenticated if their
certificate has a chain of trust to one of these CA
certificates.
</ description>
<pi nned-certificate>
<name>ca. exanpl e. conx/ nanme>
<cert >base64encodedval ue==</cert >
</ pi nned-certificate>
</ pi nned-certificates>

<!-- specific end-entity certs for authenticating clients -->
<pi nned-certificates or:origin="or:intended">
<name>explicitly-trusted-client-certs</nane>
<descri ption>
Specific client authentication certificates for explicitly
trusted clients. These are needed for client certificates
that are not signed by a pinned CA
</ descri pti on>
<pi nned-certificate>
<name>Ceor ge Jet son</ nane>
<cert >base64encodedval ue==</cert >
</ pi nned-certificate>
</ pi nned-certificates>

<!-- trusted CA certs for authenticating clients -->
<pi nned-certificates or:origin="or:intended">
<nanme>explicitly-trusted-client-ca-certs</nane>
<descri ption>
Trust anchors (i.e. CA certs) that are used to authenticate
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client connections. dients are authenticated if their
certificate has a chain of trust to one of these CA
certificates.

</ description>

<pi nned-certificate>
<nanme>ca. exanpl e. conx/ nane>
<cert >base64encodedval ue==</cert >

</ pi nned-certificate>

</ pi nned-certificates>

<l-- trusted CA certs for random HTTPS servers on Internet -->
<pi nned-certificates or:origin="or:systent>
<nanme>conmmon- ca- cert s</ nane>
<description>
Trusted certificates to authenticate comon HTTPS servers
These certificates are sinmlar to those that nmight be
shi pped with a web browser.
</ description>
<pi nned-certificate>
<nane>ex-certificate-authority</ name>
<cert>base64encodedval ue==</cert >
</ pi nned-certificate>
</ pi nned-certificates>

<!-- gspecific SSH host keys for authenticating clients -->
<pi nned- host - keys or:origi n="or:intended">
<name>explicitly-trusted-ssh-host-keys</name>
<descri ption>
Trusted SSH host keys used to authenticate SSH servers.
These host keys woul d be anal ogous to those stored in
a known_hosts file in OpenSSH
</ descri ption>
<pi nned- host - key>
<nane>cor p- f wl</ nane>
<host - key>base64encodedval ue==</ host - key>
</ pi nned- host - key>
</ pi nned- host - keys>

</ trust-anchors>

The following exanple illustrates the "certificate-expiration"
notification in use with the NETCONF protocol
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[Note: "\’ line wapping for formatting only]

<notification
xm ns="urn:ietf:parans: xm :ns:netconf:notification:1. 0">
<event Ti me>2018- 05- 25T00: 01: 00Z</ event Ti me>
<trust-anchors
xm ns="urn:ietf:params: xm :ns:yang:ietf-trust-anchors">
<pi nned-certificates>
<name>explicitly-trusted-client-certs</nane>
<pi nned-certificate>
<nane>Ceor ge Jet son</ nane>
<certificate-expiration>
<expi ration-dat e>2018- 08- 05T14: 18: 53- 05: 00</ expi rati on- dat\
e>
</certificate-expiration>
</ pi nned-certificate>
</ pi nned-certificates>
</trust-anchors>
</notification>

2.3.  YANG Modul e

Thi s YANG nodul e i nports nodul es from [ RFC6536], [RFC6991] and
[I-D.ietf-netconf-crypto-types].

<CODE BEG@ NS> file "ietf-trust-anchors@018-06-04. yang"
nmodul e ietf-trust-anchors {
yang-version 1.1;

namespace "urn:ietf:paranms: xnm :ns:yang:ietf-trust-anchors";
prefix "ta";

import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types";

}

import ietf-crypto-types {
prefix ct;
reference
"RFC YYYY: Common YANG Data Types for Cryptography”;

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"
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cont act
"W Web: <http://datatracker.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

Aut hor : Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >";

description

"This nodul e defines a data nodel for configuring globa
trust anchors used by other data nodels. The data nodel
enabl es the configuration of sets of trust anchors.
This data nodel supports configuring trust anchors for
both X 509 certificates and SSH host keys.

Copyright (c) 2018 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with
or without nodification, is pernmitted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD License set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.”

revision "2018-06-04" {
description
"Initial version";
ref erence
"RFC XXXX: YANG Data Mddel for d obal Trust Anchors”

/************************************************************/

/* Typedefs for leafrefs to conmonly referenced objects */

/************************************************************/

typedef pinned-certificates-ref {

type leafref {
path "/ta:trust-anchors/ta: pi nned-certificates/ta: name";
require-instance fal se;

}

description
"This typedef enables inporting nodules to easily define a
leafref to a 'pinned-certificates’ object. The require
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instance attribute is false to enable the referencing of
pi nned certificates that exist only in <operational>.";
ref erence
"RFC 8342: Network Managenent Datastore Architecture (NVDA)";

}

typedef pinned-host-keys-ref {
type leafref {
path "/ta:trust-anchors/ta:pinned-host-keys/ta: nane";
require-instance fal se;
}
description
"This typedef enables inporting nodules to easily define a
|l eafref to a ’pinned-host-keys’ object. The require
instance attribute is false to enable the referencing of
pi nned host keys that exist only in <operational >."
ref erence
"RFC 8342: Network Managenent Datastore Architecture (NVDA)";

/*********************************/

/* Pr ot ocol accessi bl e nodes * [

/*********************************/

cont ai ner trust-anchors {
description
"Contains sets of X 509 certificates and SSH host keys.";

list pinned-certificates {
key narne;
description
"Alist of pinned certificates. These certificates can be
used by a server to authenticate clients, or by a client
to authenticate servers. Each list of pinned certificates
SHOULD be specific to a purpose, as the list as a whole
may be referenced by other nodules. For instance, a
NETCONF server’s configuration m ght use a specific |ist
of pinned certificates for when authenticati ng NETCONF
client connections.";
| eaf nane {
type string;
description
"An arbitrary name for this list of pinned
certificates.";

| eaf description {
type string;
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description
"An arbitrary description for this list of pinned
certificates.”;
}
list pinned-certificate {
key nane;
description
"A pinned certificate.";
| eaf nane {
type string;
description
"An arbitrary name for this pinned certificate. The
name nust be unique across all lists of pinned
certificates (not just this list) so that leafrefs
from anot her nodul e can resol ve to unique val ues.”
}
| eaf cert {
type ct:trust-anchor-cert-cns;
mandat ory true
description
"The binary certificate data for this pinned
certificate.";
reference
"RFC YYYY: Common YANG Data Types for Cryptography”;

notification certificate-expiration {

description

"A notification indicating that the configured trust
anchor is either about to expire or has al ready expired.
When to send notifications is an inplementation specific
decision, but it is RECOWENDED that a notification be
sent once a nonth for 3 nonths, then once a week for
four weeks, and then once a day thereafter until the
issue is resolved.";

| eaf expiration-date {
type yang: date-and-ti ne;
/I mandatory true
description

"Identifies the expiration date on the certificate."

}
}
i st pinned-host-keys {
key nane;
description
"A list of pinned host keys. These pinned host-keys can
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be used by clients to authenticate SSH servers. Each
list of pinned host keys SHOULD be specific to a purpose,
so the list as a whole may be referenced by ot her nodul es.
For instance, a NETCONF client’s configuration night
point to a specific list of pinned host keys for when
aut henticating specific SSH servers.";
| eaf nane {
type string;
description
"An arbitrary nanme for this list of pinned SSH
host keys.";
}
| eaf description {
type string;
description
"An arbitrary description for this list of pinned SSH
host keys.";
}
i st pinned-host-key {
key nane;
description
"A pinned host key.";
| eaf nane {
type string;
description
"An arbitrary name for this pinned host-key. Mist be
uni que across all lists of pinned host-keys (not just
this list) so that a leafref to it from another nodul e
can resolve to unique val ues.";
}
| eaf host-key {
type ct:ssh-host-key;
mandat ory true
description
"The binary public key data for this pinned host key.";
reference
"RFC YYYY: Common YANG Data Types for Cryptography”;
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3.

4.

4.

1.

Security Considerations

The YANG nodul e defined in this docunent is designed to be accessed
vi a YANG based nmanagenent protocols, such as NETCONF [ RFC6241] and
RESTCONF [ RFC8040]. Both of these protocols have nandatory-to-

i mpl ement secure transport layers (e.g., SSH, TLS) with rutual

aut henti cati on.

The NETCONF access control nodel (NACM [RFC6536] provides the neans
to restrict access for particular users to a pre-configured subset of
all avail able protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vulnerable
in sonme network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/: The entire data tree defined by this nodule is sensitive to
wite operations. For instance, the addition or renoval of any
trust anchor may dramatically alter the inplenented security
policy. However, no NACM annotations are applied as the data
SHOULD be editable by users other than a designated 'recovery
sessi on’

None of the readable data nodes in this YANG nodul e are consi dered
sensitive or vulnerable in network environnments.

Thi s nmodul e does not define any RPCs, actions, or notifications, and
thus the security consideration for such is not provided here.

| ANA Consi derations
The | ETF XML Regi stry
This docunment registers one URI in the "ns" subregistry of the | ETF
XML Registry [RFC3688]. Following the format in [ RFC3688], the
followi ng registration is requested:
URI: urn:ietf:parans:xm:ns:yang:ietf-trust-anchors

Regi strant Contact: The NETCONF WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace
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4.2. The YANG Mbdul e Nanes Regi stry

Thi s docunment registers one YANG nodul e in the YANG Mbdul e Nanes
registry [RFC6020]. Following the format in [RFC6020], the the
followi ng registration is requested:

name: ietf-trust-anchors

nanespace: urn:ietf:paramnms: xm:ns:yang:ietf-trust-anchors
prefix: ta

ref erence: RFC XXXX
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Appendi x A. Change Log
Al. I-Dto 00
o0 Now inports and uses the crypto-types nodul e.
o FI XME
o FIXME
o FIXME: added notification exanple...
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