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SSH server, and the third defines common identities and groupi ngs
used by both the client and the server. It is intended that these
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1. Introduction

Thi s docunment defines three YANG 1.1 [ RFC7950] nodul es: the first
defines a grouping for a generic SSH client, the second defines a
grouping for a generic SSH server, and the third defines identities
and groupings common to both the client and the server. It is

i ntended that these groupings will be used by applications using the
SSH protocol [RFC4252], [RFC4253], and [ RFC4254]. For instance,

t hese groupings could be used to help define the data nodel for an
OpenSSH [ OPENSSH] server or a NETCONF over SSH [ RFC6242] based
server.

The client and server YANG nodules in this docunment each define one
groupi ng, which is focused on just SSH specific configuration, and
specifically avoids any transport-level configuration, such as what
ports to listen on or connect to. This affords applications the
opportunity to define their own strategy for how the underlying TCP
connection is established. For instance, applications supporting
NETCONF Cal | Hone [ RFC8071] coul d use the "ssh-server-groupi ng”
grouping for the SSH parts it provides, while adding data nodes for
the TCP-1evel call-hone configuration

The modul es defined in this docunent uses groupings defined in

[I-D.ietf-netconf-keystore] enabling keys to be either locally
defined or a reference to globally configured val ues.
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3.

3.

The nmodul es defined in this document optionally support [RFC6187]
enabling X 509v3 certificate based host keys and public keys.

Ter m nol ogy

The key words "MJST', "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP

14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

The SSH dient Mbodel
1. Tree Diagram

This section provides two tree diagrans [ RFC8340] for the "ietf-ssh-
client"” nodule, the first with used groupi ngs expanded and t he second

wi th used groupi ngs not expanded.

The follow ng tree di agram has used groupi ngs expanded:
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nmodul e: ietf-ssh-client

groupi ng ssh-cli ent-grouping
+-- client-identity
| +-- usernane? string
+-- (auth-type)
+--: (password)
| +-- password? string
+--: (public-key)
| +-- public-key
+-- (local -or-keystore)
+--:(local)

|

[ | +-- algorithm ct: key-al gorithmref
| | +-- public-key bi nary

| | +-- private-key uni on

[ +--:(keystore) {keystore-inplenented}?

| +-- reference ks: asymmetri c- key-r ef

+--:(certificate)
+-- certificate {sshcmm: ssh-x509-certs}?
+-- (local -or-keystore)
+--:(local)
+-- al gorithm
| ct:key-al gorithmref

+-- public-key bi nary
+-- private-key uni on
cert

| ct:end-entity-cert-cns
+---n certificate-expiration
+-- expiration-date? yang: dat e-and-ti ne
+--:(keystore) {keystore-inplenented}?
+-- reference
ks:asymmetric-key-certificate-ref

+
1
1

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
+- -
I
I
I
I
I
+- -

server-auth

+-- pi nned-ssh-host - keys? t a: pi nned- host - keys-r ef
+-- pinned-ca-certs? ta: pi nned-certificates-ref
| {sshcm: ssh- x509-certs}?

+-- pinned-server-certs? ta: pinned-certificates-ref

{sshcm: ssh-x509-certs}?

transport-parans {ssh-client-transport-parans-config}?
+-- host - key

| +-- host-key-al g* i dentityref
+- - key-exchange

| +-- key-exchange-al g* i dentityref
+-- encryption
| +-- encryption-alg* i dentityref
+-- mac
+-- nmac-al g* i dentityref
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The followi ng tree di agram does not have the groupi ngs expanded:

[Note: "\’ line wapping for formatting only]
modul e: ietf-ssh-client

groupi ng ssh-cli ent-grouping
+-- client-identity
| +-- username? string
| +-- (auth-type)
| +--: (password)
| | +-- password? string
| +--: (public-key)
| | +-- public-key
[ [ +---u ks:local -or-keystore-asynmetric-key-groupi ng
| +--:(certificate)
| +-- certificate {sshcmm: ssh-x509-certs}?
| +---u ks:local -or-keystore-end-entity-certificate-gr\

oupi ng
+-- server-auth
| +-- pinned-ssh-host-keys? t a: pi nned- host - keys-r ef
| +-- pinned-ca-certs? ta: pi nned-certificates-ref
| {sshcm: ssh-x509-certs}?
| +-- pinned-server-certs? ta: pinned-certificates-ref
| {sshcm: ssh-x509-certs}?
+-- transport-paranms {ssh-client-transport-parans-config}?

+---u sshcmm: transport - parans- gr oupi ng
3.2. Exanpl e Usage

This section presents two exanpl es showi ng the ssh-client-grouping
popul ated with sonme data. These exanples are effectively the sane
except the first configures the client identity using a |ocal key
whil e the second uses a key configured in a keystore. Both exanples
are consistent with the exanples presented in Section 3 of
[I-D.ietf-netconf-trust-anchors] and Section 3.2 of
[1-D.ietf-netconf-keystore].

The follow ng exanple configures the client identity using a |oca
key:
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[Note: "\’ line wapping for formatting only]

<ssh-client
xm ns="urn:ietf:parans: xn :ns:yang:ietf-ssh-client"
xm ns: al gs="urn:ietf:parans: xm :ns:yang:ietf-ssh-conmon">

<!-- howthis client will authenticate itself to the server -->
<client-identity>
<user nane>f oobar </ user name>
<publ i c- key>
<algorithm xm ns:ct="urn:ietf:parans: xm :ns:yang:ietf-crypto-t\
ypes" >ct:rsal024</al gorithne
<privat e- key>base64encodedval ue==</ pri vat e- key>
<publ i c- key>base64encodedval ue==</ publ i c- key>
</ publi c- key>
</client-identity>

<!-- which host-keys will this client trust -->
<server-aut h>
<pi nned- ssh- host - keys>expl i citly-trusted-ssh-host-keys</ pi nned- s\
sh- host - keys>
</ server-aut h>

<transport - parans>

<host - key>
<host - key- al g>al gs: ssh-rsa</ host - key- al g>

</ host - key>

<key- exchange>
<key- exchange- al g>

al gs: di ffie-hell man- group- exchange- sha256

</ key- exchange- al g>

</ key- exchange>

<encrypti on>
<encryption-al g>al gs: aes256-ctr</encryption-al g>
<encryption-al g>al gs: aes192-ctr</encryption-al g>
<encryption-al g>al gs: aes128-ctr</encryption-al g>
<encryption-al g>al gs: aes256- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes192- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes128- cbc</encryption-al g>

</ encryption>

<mac>
<mac- al g>al gs: hnac- sha2- 256</ nac- al g>
<mac- al g>al gs: hnac- sha2-512</ mac- al g>

</ mac>

</transport - par ans>

</ ssh-client>
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The foll owi ng exanple configures the client identity using a key from
t he keystore:

[Note: "\’ line wapping for formatting only]

<ssh-client
xm ns="urn:ietf:parans: xnm :ns:yang:ietf-ssh-client"
xm ns:al gs="urn:ietf:paranms: xm : ns:yang:ietf-ssh-comon">

<!-- howthis client will authenticate itself to the server -->
<client-identity>
<user nane>f oobar </ user nane>
<publ i c- key>
<r ef erence>ex-rsa- key</reference>
</ public-key>
</client-identity>

<!-- which host-keys will this client trust -->
<server-aut h>
<pi nned- ssh- host - keys>expl i citly-trusted-ssh-host-keys</ pi nned- s\
sh- host - keys>
</ server-aut h>

<transport - par ans>

<host - key>
<host - key- al g>al gs: ssh-rsa</ host - key- al g>

</ host - key>

<key- exchange>
<key- exchange- al g>

al gs: di ffie-hell man- group- exchange-sha256

</ key- exchange- al g>

</ key- exchange>

<encryption>
<encryption-al g>al gs: aes256-ctr</encryption-al g>
<encryption-al g>al gs: aes192-ctr</encryption-al g>
<encryption-al g>al gs: aes128-ctr</encryption-al g>
<encrypti on-al g>al gs: aes256- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes192- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes128-chc</ encrypti on-al g>

</ encryption>

<nmac>
<mac- al g>al gs: hnac- sha2- 256</ nmac- al g>
<mac- al g>al gs: hmac- sha2-512</ mac- al g>

</ mac>

</transport - parans>

</ ssh-client>
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3.3.  YANG Modul e

Thi s YANG nodul e has normative references to [ RFC6536],
[I-D.ietf-netconf-trust-anchors], and [I-D.ietf-netconf-keystore].

<CODE BEG NS> file "ietf-ssh-client@018-06-04.yang"
nodul e ietf-ssh-client {

yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-ssh-client";
prefix "sshc";

i mport ietf-ssh-comon {
prefix sshcm;
revi sion-date 2018-06-04; // stable grouping definitions
ref erence
"RFC XXXX: YANG Groupings for SSH dients and SSH Servers"
}

import ietf-trust-anchors {
prefix ta;
ref erence
"RFC YYYY: YANG Data Mdel for d obal Trust Anchors”
}

import ietf-keystore {
prefix ks;
reference
"RFC zz2z7Z.
YANG Data Model for a Centralized Keystore Mechanisni;

}

or gani zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"WG Web: <http://datatracker.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

Aut hor : Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >

Aut hor : Gary Wi
<mai | t 0: gar ywu@i sco. conp";

description
"This nodul e defines a reusable grouping for a SSH client that
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can be used as a basis for specific SSH client instances.

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the IETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision "2018-06-04" {
description
"Initial version";
ref erence
"RFC XXXX: YANG Groupings for SSH Cients and SSH Servers"
}

/'l features

feature ssh-client-transport-parans-config {
description
"SSH transport | ayer paraneters are configurable on an SSH
client.";

}
/'l groupi ngs

groupi ng ssh-client-grouping {
description
"A reusabl e grouping for configuring a SSH client without
any consideration for how an underlying TCP session is
establ i shed. ";

container client-identity {
description
"The credentials used by the client to authenticate to
t he SSH server.";

| eaf usernane {
type string;
description
"The usernane of this user. This will be the usernane
used, for instance, to log into an SSH server.";
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}

choi ce auth-type {

mandat ory true
description

"The aut hentication type.";
| eaf password {

type string;

description

"A password to be used for client authentication."”

}

cont ai ner public-key {
uses ks: | ocal -or-keystore-asymetric-key-groupi ng;
description
"A locally-defined or referenced asymetric key pair
to be used for client authentication."
ref erence
"RFC ZZZZ.
YANG Data Model for a Centralized Keystore Mechanisni;
}
container certificate {
i f-feature sshcm: ssh-x509-certs
uses ks:local -or-keystore-end-entity-certificate-grouping;
description
"A locally-defined or referenced certificate
to be used for client authentication.";
ref erence
"RFC 2277
YANG Data Model for a Centralized Keystore Mechanisni;
}
} /1 end auth-type
} // end client-identity

contai ner server-auth {
must ' pi nned-ssh- host - keys or pinned-ca-certs or
+ ' pinned-server-certs’
description
"Trusted server identities.”
| eaf pinned-ssh-host-keys {
type ta: pi nned- host - keys-ref;
description
"Areference to a list of SSH host keys used by the
SSH client to authenticate SSH server host keys.
A server host key is authenticated if it is an exact
match to a configured SSH host key.";
ref erence
"RFC YYYY: YANG Data Mddel for d obal Trust Anchors"
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| eaf pinned-ca-certs {
i f-feature sshcmm: ssh-x509-certs
type ta: pinned-certificates-ref;
description
"Areference to a list of certificate authority (CA)
certificates used by the SSH client to authenticate
SSH server certificates. A server certificate is
authenticated if it has a valid chain of trust to
a configured CA certificate.";
ref erence
"RFC YYYY: YANG Data Mddel for d obal Trust Anchors"

}

| eaf pinned-server-certs {

i f-feature sshcnmm: ssh-x509-certs

type ta: pinned-certificates-ref;

description
"Areference to a list of server certificates used by
the SSH client to authenticate SSH server certificates.
A server certificate is authenticated if it is an

exact match to a configured server certificate.”

ref erence
"RFC YYYY: YANG Data Mdel for d obal Trust Anchors”

} // end server-auth

cont ai ner transport-parans {
if-feature ssh-client-transport-parans-config;
description

"Configurable paraneters of the SSH transport |ayer.";
uses sshcm: transport - par ans- gr oupi ng;

}

} // end ssh-client-grouping

lCCDE ENDS>

4. The SSH Server Model

4.1. Tree Diagram
This section provides two tree diagrans [ RFC8340] for the "ietf-ssh-
server"” nodule, the first with used groupi ngs expanded and t he second

wi th used groupi ngs not expanded.

The follow ng tree di agram has used groupi ngs expanded:
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[Note: "\’ line wapping for formatting only]
nmodul e: ietf-ssh-server

groupi ng ssh-server-groupi ng
+-- server-identity
| +-- host-key* [nane]
| +-- nane? string
| +-- (host-key-type)
[ +--: (public-key)
| | +-- public-key
| | +-- (local -or-keystore)
[ [ +--:(local)
| | | +-- algorithm ct:key-al gorithmref
| | | +-- public-key bi nary
[ [ | +-- private-key uni on
| | +--:(keystore) {keystore-inplenented}?
| | +-- reference ks:asymmetri c- key-ref
| +--:(certificate)
| +-- certificate {sshcmm: ssh-x509-certs}?
| +-- (local -or-keystore)
[ +--:(local)
| +-- algorithm
| [ ct: key-al gorithmref
[ +-- public-key bi nary
| +-- private-key uni on
I
I
I
I

I
I
I
I
| +-- cert
I
I
| +-- expiration-date? yang: dat e

| +--:(keystore) {keystore-inplenented}?
| +-- reference

-and-tim

[ ks:asymmetric-key-certificate-ref

+-- client-cert-auth {sshcmm: ssh-x509-certs}?

| +-- pinned-ca-certs? ta: pinned-certificates-ref

| +-- pinned-client-certs? ta:pinned-certificates-ref

+-- transport-parans {ssh-server-transport-parans-config
+-- host - key

| +-- host-key-al g* i dentityref
+- - key-exchange
| +-- key-exchange-al g* i dentityref
+-- encryption
| +-- encryption-alg* i dentityref
+-- mac

+-- nmac-al g* i dentityref

The followi ng tree di agram does not have the used groupi ngs
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[Note: "\’ line wapping for formatting only]
nodul e: ietf-ssh-server

groupi ng ssh-server-groupi ng
+-- server-identity
| +-- host-key* [nane]
| +-- nane? string
| +-- (host-key-type)
[ +--: (public-key)
| | +-- public-key
| | +---u ks: | ocal -or-keystore-asynmetric-key-groupi n\

g

| +--:(certificate)

| +-- certificate {sshcmm: ssh-x509-certs}?

[ +---u ks:local -or-keystore-end-entity-certificate\
- groupi ng

+-- client-cert-auth {sshcmm: ssh-x509-certs}?

| +-- pinned-ca-certs? ta: pinned-certificates-ref

| +-- pinned-client-certs? ta: pi nned-certificates-ref
+-- transport-paranms {ssh-server-transport-parans-config}?
+---u sshcmm: transport - parans- gr oupi ng

4.2. Exanpl e Usage

This section presents two exanpl es showi ng the ssh-server-groupi ng
popul ated with sonme data. These exanples are effectively the sane
except the first configures the server identity using a |ocal key
whil e the second uses a key configured in a keystore. Both exanples
are consistent with the exanples presented in Section 3 of
[I-D.ietf-netconf-trust-anchors] and Section 3.2 of
[1-D.ietf-netconf-keystore].

The follow ng exanple configures the server identity using a |loca
key:

[Note: "\’ line wapping for formatting only]

<ssh-server xm ns="urn:ietf:parans: xnl :ns:yang:ietf-ssh-server"
xm ns: al gs="urn:ietf:parans: xm : ns:yang:ietf-ssh-conmon"\
>

<!-- which host-keys will this SSH server present -->
<server-identity>
<host - key>
<nanme>depl oynent - speci fic-certificat e</ nane>
<publ i c- key>
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<algorithmxm ns:ct="urn:ietf:paramnms: xm :ns:yang:ietf-crypto\
-types">ct:rsal024</al gorithne
<privat e- key>base64encodedval ue==</ pri vat e- key>
<publ i c- key>base64encodedval ue==</ publ i c- key>
</ public-key>
</ host - key>
</ server-identity>

<l-- which client-certs will this SSH server trust -->
<client-cert-auth>
<pi nned-ca-certs>explicitly-trusted-client-ca-certs</pinned-ca-c\
erts>
<pi nned-client-certs>explicitly-trusted-client-certs</pinned-cli\
ent-certs>
</client-cert-auth>

<transport - par ans>

<host - key>
<host - key- al g>al gs: ssh-rsa</ host - key- al g>

</ host - key>

<key- exchange>
<key- exchange- al g>

al gs: di ffie-hel | man- gr oup- exchange- sha256

</ key- exchange- al g>

</ key- exchange>

<encryption>
<encryption-al g>al gs: aes256-ctr</encryption-al g>
<encryption-al g>al gs: aes192-ctr</encryption-al g>
<encryption-al g>al gs: aes128-ctr</encryption-al g>
<encryption-al g>al gs: aes256- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes192- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes128- cbc</ encrypti on-al g>

</ encryption>

<mac>
<mac- al g>al gs: hnac- sha2- 256</ nac- al g>
<mac- al g>al gs: hnac- sha2-512</ nac- al g>

</ mac>

</transport-parans>

</ ssh-server>

The foll owi ng exanpl e configures the server identity using a key from
t he keystore:
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[Note: "\’ line wapping for formatting only]

<ssh-server xm ns="urn:ietf:parans: xn :ns:yang:ietf-ssh-server"
xm ns:al gs="urn:ietf:parans: xm:ns:yang:ietf-ssh-comon"\
>

<!-- which host-keys will this SSH server present -->
<server-identity>
<host - key>
<nane>depl oynent - speci fic-certificat e</ nane>
<publ i c- key>
<r ef erence>ex-rsa- key</reference>
</ publi c- key>
</ host - key>
</ server-identity>

<!-- which client-certs will this SSH server trust -->
<client-cert-auth>
<pi nned-ca-certs>explicitly-trusted-client-ca-certs</pinned-ca-c\
erts>
<pi nned-client-certs>explicitly-trusted-client-certs</pinned-cli\
ent-certs>
</client-cert-auth>

<transport - par ans>

<host - key>
<host - key- al g>al gs: ssh-rsa</ host - key- al g>

</ host - key>

<key- exchange>
<key- exchange- al g>

al gs: di ffie-hell man- group- exchange-sha256

</ key- exchange- al g>

</ key- exchange>

<encryption>
<encryption-al g>al gs: aes256-ctr</encryption-al g>
<encryption-al g>al gs: aes192-ctr</encryption-al g>
<encryption-al g>al gs: aes128-ctr</encryption-al g>
<encrypti on-al g>al gs: aes256- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes192- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes128-chc</ encrypti on-al g>

</ encryption>

<nmac>
<mac- al g>al gs: hnac- sha2- 256</ nmac- al g>
<mac- al g>al gs: hmac- sha2-512</ mac- al g>

</ mac>

</transport - parans>

</ ssh-server>

Wat sen & Wi Expi res Decenber 6, 2018 [ Page 16]



Internet-Draft Groupings for SSH Clients and Servers June 2018

4.3. YANG Modul e

Thi s YANG nodul e has normative references to
[I-D.ietf-netconf-trust-anchors] and [I-D.ietf-netconf-keystore] and
informative references to [ RFC4253] and [ RFC7317].

<CODE BEG NS> file "ietf-ssh-server @018-06-04. yang"
nmodul e ietf-ssh-server {
yang-version 1.1;

nanespace "urn:ietf:parans: xm:ns:yang:ietf-ssh-server"”;
prefix "sshs";

i mport ietf-ssh-comon {
prefix sshcm;
revi sion-date 2018-06-04; // stable grouping definitions
ref erence
"RFC XXXX: YANG Groupings for SSH dients and SSH Servers"

}

import ietf-trust-anchors {
prefix ta;
ref erence
"RFC YYYY: YANG Data Mdel for d obal Trust Anchors”
}

import ietf-keystore {
prefix ks;
reference
"RFC Z7Z77Z:
YANG Data Model for a Centralized Keystore Mechanisni;

}

organi zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"W Web: <http://datatracker.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

Aut hor : Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >

Aut hor : Gary Wi
<mai | t 0: gar ywu@i sco. conp";

description
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"This nodul e defines a reusable grouping for a SSH server that
can be used as a basis for specific SSH server instances.

Copyright (c) 2018 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary fornms, with or
wi t hout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the | ETF Trust’'s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.”

revision "2018-06-04" {
description
"Initial version";
ref erence
"RFC XXXX: YANG Groupings for SSH Cients and SSH Servers”
}

/'l features

feature ssh-server-transport-parans-config {
description
"SSH transport | ayer paraneters are configurable on an SSH
server.";

}
/1 groupi ngs

groupi ng ssh-server-groupi ng {
description
"A reusabl e grouping for configuring a SSH server wi thout
any consideration for how underlying TCP sessions are
est abli shed. ";

contai ner server-identity {

description
"The list of host-keys the SSH server will present when
establishing a SSH connection."”;

list host-key {
key nane;
m n-el enents 1;
order ed- by user;
description

Wat sen & Wi Expi res Decenber 6, 2018 [ Page 18]



Internet-Draft Groupings for SSH Clients and Servers June 2018

"An ordered list of host keys the SSH server will use to
construct its ordered list of algorithnms, when sending
its SSH MSG KEXINIT nessage, as defined in Section 7.1

of RFC 4253.";
ref erence
"RFC 4253: The Secure Shell (SSH) Transport Layer
Pr ot ocol ";

| eaf nane {
type string;
description
"An arbitrary name for this host-key";
}
choi ce host-key-type {
mandat ory true;
description
"The type of host key being specified"
cont ai ner public-key {
uses ks: |l ocal -or-keystore-asymetric-key-groupi ng;
description
"A locally-defined or referenced asymretric key pair
to be used for the SSH server’s host key."
ref erence
"RFC ZzZZ: YANG Data Mddel for a Centralized
Keyst ore Mechani sni';
}
container certificate {
i f-feature sshcmm: ssh-x509-certs
uses
ks: |l ocal - or-keystore-end-entity-certificate-grouping;
description
"A locally-defined or referenced end-entity
certificate to be used for the SSH server’s
host key.";
ref erence
"RFC ZzZZ: YANG Data Mddel for a Centralized
Keyst ore Mechani sni';
}
}
}
}

container client-cert-auth {
i f-feature sshcim: ssh-x509-certs
description
"Areference to a list of pinned certificate authority (CA)
certificates and a reference to a list of pinned client
certificates.
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Not e: password and public-key based client authentication
is not configured in this YANG nodul e as they are
expected to be configured by the ietf-system nodul e
defined in RFC 7317 ";
ref erence
"RFC 7317: A YANG Data Model for System Managenent";
| eaf pinned-ca-certs {
type ta: pinned-certificates-ref;
description
"Areference to a list of certificate authority (CA)
certificates used by the SSH server to authenticate
SSH client certificates. A client certificate is
authenticated if it has a valid chain of trust to
a configured pinned CA certificate."”;
ref erence
"RFC YYYY: YANG Data Mddel for d obal Trust Anchors"

| eaf pinned-client-certs {

type ta: pinned-certificates-ref;

description
"Areference to a list of client certificates used by
the SSH server to authenticate SSH client certificates.
Aclients certificate is authenticated if it is an
exact match to a configured pinned client certificate.";

ref erence

"RFC YYYY: YANG Data Model for d obal Trust Anchors"

}
}

contai ner transport-paranms {
i f-feature ssh-server-transport-parans-confi g;
description
"Configurabl e paranmeters of the SSH transport |ayer.";
uses sshcm: transport - parans- groupi ng;

}

} // end ssh-server-grouping

}
<CCDE ENDS>
5. The SSH Conmon Model

The SSH common nodel presented in this section contains identities
and groupings comon to both SSH clients and SSH servers. The
transport - parans- groupi ng can be used to configure the |ist of SSH
transport algorithms permitted by the SSH client or SSH server. The
lists of algorithns are ordered such that, if nultiple algorithns are
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permitted by the client, the algorithmthat appears first inits list
that is also permtted by the server is used for the SSH transport

| ayer connection. The ability to restrict the the algorithns all owed
is provided in this grouping for SSH clients and SSH servers that are
capabl e of doing so and may serve to make SSH clients and SSH servers
conpliant with security policies.

Features are defined for algorithms that are OPTI ONAL or are not

wi dely supported by popul ar inplementations. Note that the list of
algorithms is not exhaustive. As well, sone algorithns that are
REQUI RED by [ RFC4253] are nissing, notably "ssh-dss" and "diffie-
hel | man- groupl-shal” due to their weak security and there being
alternatives that are wi dely supported

5.1. Tree Diagram

The followi ng tree di agram [ RFC8340] provides an overview of the data
nmodel for the "ietf-ssh-comon" nodul e.

nodul e: ietf-ssh-conmon

groupi ng transport - parans-groupi ng
+-- host - key
| +-- host-key-al g* i dentityref
+- - key-exchange

| +-- key-exchange-al g* i dentityref
+-- encryption
| +-- encryption-al g* i dentityref
+-- mac

+-- nmac-al g* i dentityref

5.2. Exanpl e Usage

This followi ng exanple illustrates how the transport-parans-groupi ng
appears when popul ated with sone data.
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<transport - par ans

xm ns="urn:ietf:parans: xnm : ns:yang:ietf-ssh-comon"

xm ns:al gs="urn:ietf:paranms: xm : ns:yang:ietf-ssh-comon">

<host - key>
<host - key- al g>al gs: x509v3-r sa2048- sha256</ host - key- al g>
<host - key- al g>al gs: ssh-rsa</ host - key- al g>

</ host - key>

<key- exchange>
<key- exchange- al g>

al gs: di ffi e-hel |l man- gr oup- exchange- sha256

</ key- exchange- al g>

</ key- exchange>

<encryption>
<encryption-al g>al gs: aes256-ctr</encryption-al g>
<encryption-al g>al gs: aes192-ctr</encryption-al g>
<encryption-al g>al gs: aes128-ctr</encryption-al g>
<encrypti on-al g>al gs: aes256- cbhc</ encrypti on-al g>
<encryption-al g>al gs: aes192- cbc</ encrypti on-al g>
<encryption-al g>al gs: aes128-cbc</ encryption-al g>

</ encryption>

<mac>
<mac- al g>al gs: hnac- sha2- 256</ nac- al g>
<mac- al g>al gs: hnac- sha2-512</ nac- al g>

</ mac>

</transport - par ans>

5.3.  YANG Modul e

Thi s YANG nodul e has nornative references to [ RFC4253], [ RFC4344],
[ RFC4419], [ RFC5656], [RFC6187], and [ RFC6668].

<CODE BEG@ NS> file "ietf-ssh-common@018-06-04. yang"
nmodul e i etf-ssh-comon {
yang-version 1.1;

namespace "urn:ietf:paranms: xnm :ns:yang:ietf-ssh-comon”;
prefix "sshcm";

or gani zati on
"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"WG Web: <http://datatracker.ietf.org/wy/ netconf/>
W5 List: <mailto:netconf@etf.org>

Aut hor : Kent Wt sen
<mai | t 0: kwat sen@ uni per. net >
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Aut hor : Gary Wi
<mai | t 0: gar ywu@i sco. conp";

description
"Thi s nodul e defines a commpn features, identities, and
groupi ngs for Secure Shell (SSH)

Copyright (c) 2018 | ETF Trust and the persons identified as
aut hors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi thout nodification, is pernmitted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD

Li cense set forth in Section 4.c of the IETF Trust’s

Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full |egal notices.";

revision "2018-06-04" {
description
"Initial version";
ref erence
"RFC XXXX: YANG Groupings for SSH dients and SSH Servers"

}

/|l features

feature ssh-ecc {
description
"Elliptic Curve Cryptography is supported for SSH.";
ref erence
"RFC 5656: Elliptic Curve AlgorithmiIntegration in the
Secure Shell Transport Layer";

}

feature ssh-x509-certs {
description
"X.509v3 certificates are supported for SSH per RFC 6187."
ref erence
"RFC 6187: X.509v3 Certificates for Secure Shel
Aut hent i cati on";

}

feature ssh-dh-group-exchange {
description
"Diffie-Hell man G oup Exchange is supported for SSH. ";
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ref erence
"RFC 4419: Diffie-Hellman G oup Exchange for the
Secure Shell (SSH) Transport Layer Protocol";

}

feature ssh-ctr {
description
"SDCTR encryption node is supported for SSH. ";
ref erence
"RFC 4344: The Secure Shell (SSH) Transport Layer
Encrypti on Modes";

}

feature ssh-sha2 {
description
"The SHA2 fanmily of cryptographic hash functions is
supported for SSH.";
reference
"FIPS PUB 180-4: Secure Hash Standard (SHS)"
}

[/l identities

identity public-key-al g-base {
description
"Base identity used to identify public key algorithns.";
}

identity ssh-dss {
base public-key-al g- base;
description
"Digital Signature Algorithmusing SHA-1 as the
hashing al gorithm™";
reference
"RFC 4253:
The Secure Shell (SSH) Transport Layer Protocol"

}

identity ssh-rsa {
base public-key-al g- base;
description
" RSASSA- PKCS1-v1_5 signature schenme using SHA-1 as the
hashi ng al gorithm";
ref erence
"RFC 4253:
The Secure Shell (SSH) Transport Layer Protocol”
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identity ecdsa-sha2-ni st p256 {

base public-key-al g- base;
if-feature "ssh-ecc and ssh-sha2";
description

"Elliptic Curve Digital Signature Al gorithm (ECDSA) using the

ni st p256 curve and the SHA2 family of hashing algorithns.";

ref erence

"RFC 5656: Elliptic Curve AlgorithmIntegration in the

Secure Shell Transport Layer"”;

}

i dentity ecdsa-sha2-nistp384 {

base public-key-al g- base;
if-feature "ssh-ecc and ssh-sha2";
description

"Elliptic Curve Digital Signature Al gorithm (ECDSA) using the

ni st p384 curve and the SHA2 fam |y of hashing al gorithns.";

reference

"RFC 5656: Elliptic Curve AlgorithmliIntegration in the

Secure Shell Transport Layer";

}

i dentity ecdsa-sha2-ni st p521 {

base public-key-al g- base;
if-feature "ssh-ecc and ssh-sha2";
description

"Elliptic Curve Digital Signature Al gorithm (ECDSA) using the

ni st p521 curve and the SHA2 fam |y of hashing algorithns.";

ref erence

"RFC 5656: Elliptic Curve Algorithmlintegration in the

Secure Shell Transport Layer";

}

identity x509v3-ssh-rsa {
base public-key-al g- base;
if-feature ssh-x509-certs
description
" RSASSA- PKCS1-v1_ 5 signature scheme using a public key stored
in an X. 509v3 certificate and using SHA-1 as the hashing
algorithm?";
ref erence
"RFC 6187: X. 509v3 Certificates for Secure Shel
Aut henti cati on";

identity x509v3-rsa2048-sha256 {
base public-key-al g- base;
if-feature "ssh-x509-certs and ssh-sha2";
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description
" RSASSA- PKCS1-v1_ 5 signature scheme using a public key stored
in an X. 509v3 certificate and using SHA-256 as the hashing
algorithm RSA keys conveyed using this format MUST have a
nodul us of at |east 2048 bits.";
reference
"RFC 6187: X. 509v3 Certificates for Secure Shel
Aut hent i cati on";

}

i dentity x509v3-ecdsa-sha2-nistp256 {
base public-key-al g- base;
if-feature "ssh-ecc and ssh-x509-certs and ssh-sha2"
description
"Elliptic Curve Digital Signature Al gorithm (ECDSA)
using the nistp256 curve with a public key stored in
an X. 509v3 certificate and using the SHA2 fam |y of
hashi ng al gorithms.";
ref erence
"RFC 6187: X.509v3 Certificates for Secure Shel
Aut hent i cati on";

}

i dentity x509v3-ecdsa-sha2-nistp384 {
base public-key-al g- base;
if-feature "ssh-ecc and ssh-x509-certs and ssh-sha2"
description
"Elliptic Curve Digital Signature Al gorithm (ECDSA)
using the nistp384 curve with a public key stored in
an X. 509v3 certificate and using the SHA2 fanily of
hashi ng al gorithms.";
reference
"RFC 6187: X.509v3 Certificates for Secure Shel
Aut henti cation";

}

identity x509v3-ecdsa-sha2-ni st p521 {
base public-key-al g- base;
if-feature "ssh-ecc and ssh-x509-certs and ssh-sha2";
description
"Elliptic Curve Digital Signature Al gorithm (ECDSA)
using the nistp521 curve with a public key stored in
an X. 509v3 certificate and using the SHA2 fanmily of
hashing al gorithms.";
ref erence
"RFC 6187: X.509v3 Certificates for Secure Shel
Aut henti cation";
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identity key-exchange-al g-base {
description
"Base identity used to identify key exchange algorithns.";
}

identity diffie-hell man-groupl4-shal {
base key-exchange- al g- base
description
"Diffie-Hell man key exchange with SHA-1 as HASH and
Cakl ey Group 14 (2048-bit MODP G oup).";
ref erence
"RFC 4253: The Secure Shell (SSH) Transport Layer Protocol"
}

identity diffie-hell man-group-exchange-shal {

base key-exchange-al g- base
i f-feature ssh-dh-group-exchange;
description

"Diffie-Hell man Group and Key Exchange with SHA-1 as HASH. "
ref erence

"RFC 4419: Diffie-Hell man G oup Exchange for the

Secure Shell (SSH) Transport Layer Protocol"

}

identity diffie-hell man-group-exchange-sha256 {

base key-exchange- al g- base;
i f-feature "ssh-dh-group-exchange and ssh-sha2";
description

"Diffie-Hell man Group and Key Exchange with SHA-256 as HASH.";
reference

"RFC 4419: Diffie-Hellman G oup Exchange for the

Secure Shell (SSH) Transport Layer Protocol™

}

i dentity ecdh-sha2-nistp256 {
base key-exchange-al g- base;
if-feature "ssh-ecc and ssh-sha2";
description
"Elliptic Curve Diffie-Hell man (ECDH) key exchange using the
ni st p256 curve and the SHA2 fam |y of hashing algorithns.";
ref erence
"RFC 5656: Elliptic Curve Algorithmlintegration in the
Secure Shell Transport Layer";

}

i dentity ecdh-sha2-nistp384 {
base key-exchange-al g- base;
if-feature "ssh-ecc and ssh-sha2";
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description
"Elliptic Curve Diffie-Hell man (ECDH) key exchange using the
ni st p384 curve and the SHA2 fam |y of hashing al gorithns.";
reference
"RFC 5656: Elliptic Curve AlgorithmIntegration in the
Secure Shell Transport Layer";

}

identity ecdh-sha2-nistp521 {
base key-exchange-al g- base
if-feature "ssh-ecc and ssh-sha2";
description
"Elliptic Curve Diffie-Hellman (ECDH) key exchange using the
ni st p521 curve and the SHA2 fam |y of hashing al gorithns.";
ref erence
"RFC 5656: Elliptic Curve AlgorithmiIntegration in the
Secure Shell Transport Layer";

}

identity encryption-al g-base {
description
"Base identity used to identify encryption algorithns.";
}

identity triple-des-cbc {
base encryption-al g- base
description
"Three-key 3DES in CBC node.";
ref erence
"RFC 4253: The Secure Shell (SSH) Transport Layer Protocol"
}

identity aesl128-cbc {

base encryption-al g- base

description

"AES in CBC nobde, with a 128-bit key.";

ref erence

"RFC 4253: The Secure Shell (SSH) Transport Layer Protocol”
}

identity aesl192-cbc {
base encryption-al g- base
description
"AES in CBC node, with a 192-bit key.";
ref erence
"RFC 4253: The Secure Shell (SSH) Transport Layer Protocol"”
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identity aes256-cbc {
base encryption-al g- base
description
"AES in CBC nbde, with a 256-bit key.";
ref erence
"RFC 4253: The Secure Shell (SSH) Transport Layer Protocol"”
}

identity aesl128-ctr {
base encryption-al g- base
if-feature ssh-ctr;
description
"AES in SDCTR node, with 128-bit key.";
ref erence
"RFC 4344: The Secure Shell (SSH) Transport Layer Encryption
Mbdes";

}

identity aesl192-ctr {
base encryption-al g- base
if-feature ssh-ctr;
description
"AES in SDCTR node, with 192-bit key.";
reference
"RFC 4344: The Secure Shell (SSH) Transport Layer Encryption
Modes";

}

identity aes256-ctr {
base encryption-al g- base
if-feature ssh-ctr;
description
"AES in SDCTR node, with 256-bit key.";
ref erence
"RFC 4344: The Secure Shell (SSH) Transport Layer Encryption
Modes" ;

}

identity mac-al g- base {
description
"Base identity used to identify nessage authentication
code (MAC) algorithns.";
}

identity hmac-shal {
base nmac- al g- base
description
"HVAC- SHA1" ;
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reference
"RFC 4253: The Secure Shell (SSH) Transport Layer Protocol”
}

identity hnmac-sha2-256 {
base nac- al g- base
i f-feature "ssh-sha2";
description
" HVAC- SHA2- 256" ;
ref erence
"RFC 6668: SHA-2 Data Integrity Verification for the
Secure Shell (SSH) Transport Layer Protocol"

}

identity hmac-sha2-512 {
base nmac- al g- base
if-feature "ssh-sha2";
description
" HVAC- SHA2- 512";
ref erence
"RFC 6668: SHA-2 Data Integrity Verification for the
Secure Shell (SSH) Transport Layer Protocol"

}
/'l groupi ngs

groupi ng transport - parans-groupi ng {
description
"A reusabl e grouping for SSH transport paraneters.";
reference
"RFC 4253: The Secure Shell (SSH) Transport Layer Protocol”
cont ai ner host-key {
description
"Paraneters regardi ng host key.";
| eaf-1ist host-key-alg {
type identityref {
base public-key-al g- base;

or der ed- by user;
description
"Acceptabl e host key algorithnms in order of descending
pr ef erence.

If this leaf-list is not configured (has zero el ements)

the acceptabl e host key al gorithns are inplenentation-
defined.";
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cont ai ner key-exchange {
description
"Paraneters regardi ng key exchange."
| eaf-1ist key-exchange-alg {
type identityref {
base key-exchange-al g- base;

or der ed- by user;
description
"Accept abl e key exchange algorithns in order of descending
pr ef erence.

If this leaf-list is not configured (has zero el ements)
the acceptabl e key exchange al gorithnms are inplenmentation
defined.";

}
}

cont ai ner encryption {
description
"Paraneters regardi ng encryption."
leaf-1ist encryption-alg {
type identityref {
base encryption-al g- base

or der ed- by user;
description
"Acceptabl e encryption algorithnms in order of descending
pr ef erence.

If this leaf-list is not configured (has zero el enents)
the acceptabl e encryption algorithms are inplenmentation
defined.";

}
}

contai ner mac {
description
"Paranet ers regardi ng nessage authentication code (MAC).";
leaf-list mac-alg {
type identityref {
base nmac- al g- base

order ed- by user;
description
"Acceptable MAC algorithnms in order of descending
pr ef erence.

If this leaf-list is not configured (has zero el enents)
the acceptabl e MAC al gorithns are inplenentation-
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defined.";

}
}

} /] transport-parans-grouping

}
<CODE ENDS>
6. Security Considerations

The YANG nodul es defined in this docunent are designed to be accessed
vi a YANG based managenent protocols, such as NETCONF [ RFC6241] and
RESTCONF [ RFC8040]. Both of these protocols have nandatory-to-

i npl ement secure transport |layers (e.g., SSH, TLS) with nutua

aut henti cati on.

The NETCONF access control nodel (NACM [RFC6536] provides the neans
to restrict access for particular users to a pre-configured subset of
all avail able protocol operations and content.

Since the nodul es defined in this docunent define only groupings,
these considerations are prinmarily for the designers of other nodul es
that use these groupings.

There are a nunber of data nodes defined in the YANG nodul es that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in sonme network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/: The entire data tree defined by all the nodules defined in this
draft are sensitive to wite operations. For instance, the
addition or renoval of references to keys, certificates,
trusted anchors, etc., can dramatically alter the inplenented
security policy. However, no NACM annotations are applied as
the data SHOULD be editabl e by users other than a designated
‘recovery session’

Some of the readable data nodes in the YANG nodul es may be consi dered
sensitive or vulnerable in sone network environments. It is thus

i mportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:
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/client-auth/password: This node in the "ietf-ssh-client’ nodul e
is additionally sensitive to read operations such that, in
normal use cases, it should never be returned to a client. The
only time this node should be returned is to support backup/
restore type workflows. However, no NACM annotations are
applied as the data SHOULD be writable by users other than a
designated ’'recovery session’.

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

NONE
7. | ANA Consi derations
7.1. The | ETF XM. Registry
This docunment registers three URIs in the | ETF XM. registry
[ RFC3688]. Following the format in [ RFC3688], the follow ng
regi strations are requested:
URI: urn:ietf:parans:xm:ns:yang:ietf-ssh-client
Regi strant Contact: The NETCONF WG of the | ETF.
XM: NA, the requested URI is an XM. nanespace.
URI: urn:ietf:parans:xn:ns:yang:ietf-ssh-server
Regi strant Contact: The NETCONF WG of the | ETF.
XML: N A the requested URI is an XM. nanespace.
URI: urn:ietf:parans: xm :ns:yang:ietf-ssh-common
Regi strant Contact: The NETCONF WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace.
7.2. The YANG Modul e Nanmes Registry
Thi s docunment registers three YANG nodul es in the YANG Mbdul e Nanes

registry [RFC7950]. Following the format in [RFC7950], the the
followi ng registrations are requested:
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8.

9.

9.

name: ietf-ssh-client

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-ssh-client
prefix: sshc

ref erence: RFC XXXX

name: i etf-ssh-server

namespace: urn:ietf:parans: xm :ns:yang:ietf-ssh-server
prefix: sshs

ref erence: RFC XXXX

nare: i etf-ssh-common

namespace: urn:ietf:paranms: xm :ns:yang:ietf-ssh-conmon
prefix: sshcm

r ef erence: RFC XXXX
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Appendi x A. Change Log

A 1.

(0]

(0]

00 to 01
Noted that '0.0.0.0" and '::' might have special neanings.

Renanmed "keychain" to "keystore".

01 to 02
Renoved t he groupings 'listening-ssh-client-grouping’ and
"listening-ssh-server-grouping’. Now nodules only contain the

transport-i ndependent groupi ngs.

Sinplified the "client-auth” part in the ietf-ssh-client nodule.
It nowinlines what it used to point to keystore for

Added ci pher suites for various algorithms into new ’'ietf-ssh-
conmon’ nodul e.

02 to 03
Renoved ' RESTRI CTED enum from ' password’ |eaf type

Added a 'nust’ statement to container 'server-auth’ asserting that
at |l east one of the various auth mechani snms nmust be specified.

Fi xed description statenent for |eaf ’'trusted-ca-certs’

03 to 04

Change title to "YANG G oupings for SSH Cients and SSH Servers"
Added reference to RFC 6668

Added RFC 8174 to Requirenents Language Section

Enhanced description statenent for ietf-ssh-server’s "trusted-ca-
certs" |eaf.

Added nandatory true to ietf-ssh-client’s "client-auth" 'choice
st at enent .

Changed the YANG prefix for nodule ietf-ssh-common from’ sshcon
to 'sshcmm'.

Renoved t he conpression algorithnms as they are not commonly
configurable in vendors’ inplenentations.
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0 Updating descriptions in transport-parans-groupi ng and the
servers’s usage of it.
o Now tree diagrans reference ietf-netnod-yang-tree-di agrans

0 Updated YANG to use typedefs around |leafrefs to comon keystore
pat hs

o Now inlines key and certificates (no longer a |leafref to keystore)
A.5. 04 to 05

0 Merged changes from co-aut hor.
A.6. 05 to 06

0 Updated to use trust anchors fromtrust-anchors draft (was
keystore draft)

0 Now uses new keystore grouping enabling asymetric key to be
either locally defined or a reference to the keystore.
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