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Abst r act

This docunent defines a YANG 1.1 nodule called "ietf-keystore" that
enabl es centralized configuration of asymetric keys and their
associ ated certificates, and notification for when configured
certificates are about to expire.

Edi

torial Note (To be renbved by RFC Editor)

This draft contains many pl acehol der val ues that need to be repl aced
with finalized values at the time of publication. This note

summari zes all of the substitutions that are needed. No other RFC
Editor instructions are specified el sewhere in this docunent.

Artwork in this docunent contains shorthand references to drafts in
progress. Please apply the follow ng repl acenments:

o "WW' --> the assigned RFC value for this draft

Artwork in this docunent contains placehol der values for the date of
publication of this draft. Please apply the follow ng repl acenent:

0 "2018-06-04" --> the publication date of this draft
The followi ng Appendi x section is to be renoved prior to publication
o Appendix A Change Log

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

This docunment defines a YANG 1.1 [RFC7950] nodule called "ietf-
keystore" that enables centralized configuration of asymmetric keys
and their associated certificates, and notification for when
configured certificates are about to expire.

Thi s nmodul e al so defines Six groupings designed for maxi num reuse.
These groupings include one for the public half of an asymetric key,
one for both the public and private halves of an asymmetric key, one
for both halves of an asymetric key and a |ist of associated
certificates, one for an asymetric key that may be configured
locally or via a reference to an asynmetric key in the keystore, one
for a trust anchor certificate and, lastly, one for an end entity
certificate.

Speci al consi deration has been given for systens that have

crypt ographi ¢ hardware, such as a Trusted Protection Mdule (TPM.
These systens are unique in that the cryptographi c hardware

compl etely hides the private keys and nust performall private key
operations. To support such hardware, the "private-key" can be the
speci al val ue "hardware-protected" and the actions "generate-private-
key" and "generate-certificate-signing-request” can be used to direct
these operations to the hardware

This docunment in conpliant with Network Managenment Datastore
Architecture (NVDA) [RFC8342]. For instance, to support keys and
associated certificates installed during manufacturing (e.g., for a

| Devl D [ Std-802. 1AR-2009] certificate), it is expected that such data
may appear only in <operational >.

While only asynmmetric keys are currently supported, the nodul e has
been designed to enabl e other key types to be introduced in the
future.

The nmodul e does not support protecting the contents of the keystore
(e.g., via encryption), though it could be extended to do so in the
future

It is not required that a system has an operating system|eve
keystore utility to inplenent this nodul e.

2. Requirenents Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
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14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. The Keystore Mdel
3.1. Tree Diagram

This section provides a tree diagrans [ RFC8340] for the "ietf-
keystore"” nodul e that presents both the protocol -accessible
"keystore" as well the all the groupings intended for external usage.

nodul e: ietf-keystore
+--rw keystore
+--rw asynmetri c- keys
+--rw asynmetric- key* [ nane]
+--rw nane string
+--rw algorithm
[ ct: key-algorithmref
+--rw public-key bi nary
+--rw private-key uni on
+--rw certificates
| +--rwcertificate* [nane]
| +--rw hane string
| +--rw cert
| | ct:end-entity-cert-cns
| +---n certificate-expiration
| +-- expiration-date? yang: dat e-and-ti ne
+---X generate-certificate-signing-request
+---w i nput
| +---w subject bi nary
| +---wattributes? bi nary
+--ro out put
+--ro certificate-signing-request bi nary
+---X generate-asymetric-key
+---w i nput
+---w name string
+---w algorithm ct: key-al gorithmref

groupi ng end-entity-cert-grouping
+-- cert ct:end-entity-cert-cns
+---n certificate-expiration
+-- expiration-date? yang: dat e-and-ti ne
groupi ng | ocal -or-keystore-end-entity-certificate-grouping
+-- (local -or-keystore)
+--:(local)

| +-- algorithm ct:key-al gorithmref
| +-- public-key bi nary
| +-- private-key uni on
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| +-- cert ct:end-entity-cert-cns
| +---n certificate-expiration

| +-- expiration-date? yang: dat e-and-ti ne
+--:(keystore) {keystore-inplenented}?

+-- reference
ks:asymetric-key-certificate-ref

groupi ng | ocal -or-keystore-asynmetric-key-with-certs-grouping

+-- (local -or-keystore)

+--:(local)

+-- al gorithm
| ct:key-al gorithmref
+-- public-key bi nary
+-- private-key uni on
+-- certificates
| +-- certificate* [nane]

[ +-- nane? string

| +-- cert ct:end-entity-cert-cns
| +---n certificate-expiration

| +-- expiration-date? yang: dat e-and-ti ne

+---X generate-certificate-signing-request

+---w i nput

| +---w subject bi nary

| +---w attributes? bi nary

+--r0 out put

+--ro certificate-signing-request bi nary
+--:(keystore) {keystore-inplenented}?
+-- reference
ks: asymmetri c- key-ref
groupi ng trust-anchor-cert-groupi ng

+-- cert ct:trust-anchor-cert-cns
groupi ng asynmmetri c- key- pair-groupi ng
+-- algorithm ct:key-al gorithmref
+-- public-key bi nary
+-- private-key uni on
groupi ng public-key-grouping
+-- algorithm ct: key-al gorithmref

+-- public-key bi nary
groupi ng asymmetri c-key-pair-wth-certs-grouping

+-- algorithm ct: key-al gorithmref
+-- public-key bi nary
+-- private-key uni on

+-- certificates
| +-- certificate* [nane]

| +-- nane? string

| +-- cert ct:end-entity-cert-cns
[ +---n certificate-expiration

| +-- expiration-date? yang: dat e-and-ti ne

+---X generate-certificate-signing-request
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+---w i nput
| +---w subject bi nary
| +---w attributes? bi nary
+--ro out put
+--ro certificate-signing-request bi nary
groupi ng | ocal -or-keystore-asynmetric-key-groupi ng
+-- (local -or-keystore)
+--:(local)
| +-- algorithm ct:key-al gorithmref
| +-- public-key bi nary
| +-- private-key uni on
+--:(keystore) {keystore-inplenented}?
+-- reference ks:asymmetri c- key-ref

Exanpl e Usage

June 2018

The following exanple illustrates what a fully configured keystore

m ght

| ook like in <operational >,

[ RFC8342]. This datastore viewillustrates data set by the
manuf acturi ng process al ongsi de conventional configuration

keystore instance has three keys, two having one associ ated
certificate and one having two associated certificates.

<keystore xm ns="urn:ietf:paranms: xm :ns:yang:ietf-keystore"

xm ns:or="urn:ietf:parans: xm :ns:yang:ietf-origin"

as described by Section 5.3 in

Thi s

xm ns:ct="urn:ietf:parans: xnm :ns:yang:ietf-crypto-types">

<asymmetri c- keys>

<asymmetric-key or:origin="or:intended">
<nane>ex- r sa- key</ name>
<al gori thnmect: rsal024</ al gorit hne
<privat e- key>base64encodedval ue==</pri vat e- key>
<publ i c- key>baseb64encodedval ue==</ publ i c- key>
<certificates>
<certificate>
<nane>ex-rsa- cert </ name>
<cert >base64encodedval ue==</cert >
</certificate>
</certificates>
</ asymmetric- key>

<asynmetric-key or:origin="or:intended">
<name>t | s- ec- key</ nane>
<al gori t hnect : secp256r 1</ al gori t hne
<privat e- key>base64encodedval ue==</ pri vat e- key>
<publ i c- key>base64encodedval ue==</ publ i c- key>
<certificates>
<certificate>
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<nane>t| s- ec-cert </ nane>
<cert >base64encodedval ue==</cert >
</certificate>
</certificates>
</ asymmetric- key>

<asymmetric-key or:origin="or:systeni>
<name>t pm pr ot ect ed- key</ name>
<al gorithnmect: rsa2048</ al gorit hne
<privat e- key>har dwar e- pr ot ect ed</ pri vat e- key>
<publ i c- key>base64encodedval ue==</ publ i c- key>
<certificates>
<certificate>
<nane>bui |l ti n-i devi d-cert </ nanme>
<cert>base64encodedval ue==</cert >
</certificate>
<certificate or:origin="or:intended">
<name>ny- | devi d- cert </ nanme>
<cert >base64encodedval ue==</cert >
</certificate>
</certificates>
</ asymmetric- key>

</ asymmetric- keys>
</ keyst or e>

The following exanple illustrates the "generate-private-key" action
in use with the NETCONF protocol
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REQUEST
<rpc nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<action xm ns="urn:ietf:parans: xm :ns:yang: 1">
<keystore xm ns="urn:ietf:paranms:xm:ns:yang:ietf-keystore">
<asymmetri c- keys>
<gener at e- asynmetri c- key>
<name>ex- key-sect 571r 1</ name>
<al gorithm
xmns:ct="urn:ietf:parans: xm :ns:yang:ietf-crypto-types">
ct:secp521lr1l
</ al gorithnp
</ gener at e-asymetri c- key>
</ asymmetric- keys>
</ keyst or e>
</ action>
</rpc>

RESPONSE

<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<ok/ >

</rpc-reply>

The following example illustrates the "generate-certificate-signing-
request” action in use with the NETCONF protocol
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REQUEST
<rpc nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >
<action xm ns="urn:ietf:parans: xm :ns:yang: 1">
<keystore xm ns="urn:ietf:paranms:xm:ns:yang:ietf-keystore">
<asymmetri c- keys>
<asymmetri c- key>
<name>ex- key-sect 571r 1</ name>
<generate-certificate-signing-request>
<subj ect >baseb4encodedval ue==</ subj ect >
<attribut es>base64encodedval ue==</attri but es>
</ generate-certificate-signing-request>
</ asymmetri c- key>
</ asymmetric- keys>
</ keyst or e>
</ action>
</rpc>

RESPONSE
<rpc-reply nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<certificate-signing-request
xm ns="urn:ietf:paranms:xm :ns:yang:ietf-keystore">
base64encodedval ue==
</certificate-signing-request>
</rpc-reply>

The following exanple illustrates the "certificate-expiration"
notification in use with the NETCONF protocol
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<notification
xm ns="urn:ietf:paranms: xm :ns:netconf:notification:1. 0">
<event Ti me>2018- 05- 25T00: 01: 00Z</ event Ti me>
<keystore xm ns="urn:ietf:parans: xm :ns:yang:ietf-keystore">
<asymmetri c- keys>
<asymetric- key>
<name>t pm pr ot ect ed- key</ name>
<certificates>
<certificate>
<nane>ny- | devi d- cert </ nane>
<certificate-expiration>
<expiration-dat e>
2018- 08-05T14: 18: 53- 05: 00
</ expi ration-dat e>
</certificate-expiration>
</certificate>
</certificates>
</ asymmetri c- key>
</ asymmetric- keys>
</ keyst or e>
</notification>

The foll owi ng exanpl e nodul e has been constructed to illustrate the
"l ocal - or - keyst ore-asynmetri c- key-groupi ng" grouping defined in the
"ietf-keystore" nodul e.
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nmodul e ex- keyst or e-usage {
yang-version 1.1;

nanespace "http://exanpl e. conl ns/ exanpl e- keyst or e- usage"
prefix "eku";

import ietf-keystore {
prefix Kks;
ref erence
"RFC WWV: YANG Data Model for a ' Keystore’ Mechanisni;
}

organi zati on
" Exanpl e Cor poration"

cont act
"Aut hor: YANG Desi gner <mailto:yang. desi gner @xanpl e. conp";

description
"This nodule illustrates the grouping defined in the keystore
draft called ’'|ocal -or-keystore-asynmretric-key-grouping ."

revision "YYYY- MM DD' {
description
"Initial version";
ref erence
"RFC XXXX: YANG Data Mbdel for a ' Keystore Mechanisnt;
}

cont ai ner keys {
description
"A container of keys.";
list key {
key nane;
| eaf nane {
type string;
description
"An arbitrary name for this key.";

uses ks: |l ocal -or-keystore-asynmetri c-key-groupi ng;
description
"A key which may be configured locally or be a reference to
a key in the keystore.";
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The followi ng exanple illustrates what two configured keys, one | oca
and the other renmote, might | ook Iike. This exanple consistent with
ot her exanpl es above (i.e., the referenced key is in an exanple
above).

<keys xm ns="htt p://exanpl e. com ns/ exanpl e- keyst or e- usage" >
<key>
<nane>| ocal | y- defi ned key</name>
<al gorithm
xm ns:ct="urn:ietf:parans: xnl :ns:yang:ietf-crypto-types">
ct:secp521rl
</ al gorithnp
<privat e- key>base64encodedval ue==</ pri vat e- key>
<publ i c- key>base64encodedval ue==</ publ i c- key>
</ key>
<key>
<nanme>keyst or e- def i ned key</ nanme>
<ref erence>ex-rsa- key</reference>
</ key>
</ keys>

3.3.  YANG Modul e

Thi s YANG nodul e i nports nodul es defined in [ RFC6536], [RFC6991], and
[I-D.ietf-netconf-crypto-types]. This nodule uses data types defined
in [ RFC2986], [RFC3447], [RFC5652], [RFC5915], [RFC6125], and

[1TU. X690. 2015] .

<CODE BEG NS> file "ietf-keystore@018-06-04. yang"
nodul e ietf-keystore {
yang-version 1.1;

nanespace "urn:ietf:parans: xnm :ns:yang:ietf-keystore”
prefix "ks";

import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types"

}

import ietf-crypto-types {
prefix ct;
ref erence
"RFC CCCC: Common YANG Data Types for Cryptography”;
}

organi zati on
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"I ETF NETCONF ( Net wor k Confi guration) Wrking G oup"

cont act
"WG Web: <http://datatracker.ietf.org/wy/ netconf/>
WG List: <nmailto:netconf@etf.org>

Aut hor : Kent Watsen
<mai | t o: kwat sen@ uni per . net >";

description
"This nodul e defines a keystore to centralize nanagenent
of security credentials.

Copyright (c) 2018 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with
or without nodification, is pernitted pursuant to, and
subject to the license terns contained in, the Sinplified
BSD License set forth in Section 4.c of the I ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC WWV; see
the RFC itself for full |egal notices.";

revision "2018-06-04" {

description

"Initial version";

ref erence

"RFC W\WV: YANG Data Mbdel for a ' Keystore’ Mechanisni;
}

/'l Features
feature keystore-inpl enented {
description
"The ' keystore-inplenmented feature indicates that the server

i npl ements the keystore, and therefore groupings defined in
this nodul e that reference the keystore are usable.";

/'l Typedefs

typedef asymmetric-key-ref {
type leafref {
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path "/ks: keystore/ks: asymretri c-keys/ ks: asymretri c- key"
+ "/ ks:nane";

require-instance false;
}
description

"Thi s typedef enables nodules to easily define a reference

to an asynmetric key stored in the keystore. The require

instance attribute is false to enable the referencing of

asymmetric keys that exist only in <operational>."
reference

"RFC 8342: Network Managenent Datastore Architecture (NVDA)"

}

typedef asynmetric-key-certificate-ref {

type leafref {

path "/ks: keystore/ ks: asymretri c-keys/ ks: asymmetri c-key"
+ "/ks:certificates/ks:certificate/ks:nanme";

requi re-instance fal se;

}

description
"This typedef enables nodules to easily define a reference
to a specific certificate associated with an asymmetric key
stored in the keystore. The require instance attribute is
false to enable the referencing of certificates that exist
only in <operational > ";

ref erence
"RFC 8342: Network Managenent Datastore Architecture (NVDA)";

/'l G oupi ngs
/1

/1l These groupings are factored out nore than needed for
/1 reusability purposes.

groupi ng public-key-grouping {
description
"A public key.";
| eaf al gorithm {
type ct: key-algorithmref;
mandat ory true
description
"Identifies the key’'s algorithm More specifically,
this |l eaf specifies how the ’'public-key binary |eaf
i s encoded.";
ref erence
"RFC CCCC. Common YANG Data Types for Cryptography";
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| eaf public-key {
type binary;
mandat ory true
description
"A binary that contains the value of the public key. The
interpretation of the content is defined by the key
algorithm For exanple, a DSA key is an integer, an RSA
key is represented as RSAPublicKey as defined in
RFC 3447, and an Elliptic Curve Cryptography (ECC) key
is represented using the 'publicKey described in
RFC 5915.";
reference
"RFC 3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Crypt ography Specifications Version 2.1
RFC 5915: Elliptic Curve Private Key Structure.”
}
}

groupi ng asynmetri c- key- pair-grouping {
description
"A private/public key pair."
uses public-key-grouping;
| eaf private-key {
type union {
type binary;
type enuneration {
enum " har dwar e- pr ot ect ed” {
description
"The private key is inaccessible due to being
protected by a cryptographi c hardware nodul e
(e.g., aTPM.";
}
}
}

mandat ory true
description
"A binary that contains the value of the private key. The
interpretation of the content is defined by the key
algorithm For exanple, a DSA key is an integer, an RSA
key is represented as RSAPrivateKey as defined in
RFC 3447, and an Elliptic Curve Cryptography (ECC) key
is represented as ECPrivateKey as defined in RFC 5915.";
ref erence
"RFC 3447: Public-Key Cryptography Standards (PKCS) #1:
RSA Crypt ography Specifications Version 2.1
RFC 5915: Elliptic Curve Private Key Structure."”;
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groupi ng trust-anchor-cert-grouping {
description
"A certificate, and a notification for when it mght expire.”
| eaf cert {
type ct:trust-anchor-cert-cns;
mandat ory true
description
"The binary certificate data for this certificate.”
reference
"RFC YYYY: Common YANG Data Types for Cryptography";
}

}

groupi ng end-entity-cert-grouping {
description
"A certificate, and a notification for when it mght expire.";
| eaf cert {
type ct:end-entity-cert-cns;
mandat ory true
description
"The binary certificate data for this certificate.”
ref erence
"RFC YYYY: Common YANG Data Types for Cryptography";

notification certificate-expiration {
description
"A notification indicating that the configured certificate
is either about to expire or has already expired. When to
send notifications is an inplenentation specific decision
but it is RECOMWENDED that a notification be sent once a
month for 3 nonths, then once a week for four weeks, and
then once a day thereafter until the issue is resolved."
| eaf expiration-date {
type yang: date-and-ti ne;
/I mandatory true
description
"Identifies the expiration date on the certificate."
}
}
}

groupi ng asynmetric-key-pair-wth-certs-grouping {
description
"A private/public key pair and associated certificates."
uses asymmetri c-key- pair-groupi ng;
container certificates {
description
"Certificates associated with this asymetric key.
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More than one certificate supports, for instance,
a TPM protected asymetric key that has both | DevlD
and LDevlD certificates associated."
list certificate {

key nane;

description
"Acertificate for this asymetric key.";

| eaf nane {
type string;
description

"An arbitrary nanme for the certificate.";
}

uses end-entity-cert-grouping;
} // end certifcate
} // end certificates
action generate-certificate-signing-request {
description
"CGenerates a certificate signing request structure for
the associated asymetric key using the passed subject
and attribute values. The specified assertions need
to be appropriate for the certificate' s use. For
exanple, an entity certificate for a TLS server
SHOULD have val ues that enable clients to satisfy
RFC 6125 processing.";
i nput {
| eaf subject {
type binary;
mandat ory true
description
"The 'subject’ field per the Certificati onRequestlnfo
structure as specified by RFC 2986, Section 4.1
encoded using the ASN. 1 distingui shed encodi ng
rules (DER), as specified in ITUT X 690."
ref erence
"RFC 2986:
PKCS #10: Certification Request Syntax
Speci fication Version 1.7.
I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encoding Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER).";

| eaf attributes {
type binary;
description
"The 'attributes’ field fromthe structure
CertificationRequestinfo as specified by RFC 2986
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Section 4.1 encoded using the ASN. 1 distinguished
encoding rules (DER), as specified in ITUT X 690."
reference

"RFC 2986:

PKCS #10: Certification Request Syntax
Speci fication Version 1.7.

I TUT X 690:
I nformation technol ogy - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER
Canoni cal Encoding Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER)."

}

out put {
| eaf certificate-signing-request {
type binary;
mandat ory true
description
"A CertificationRequest structure as specified by
RFC 2986, Section 4.2 encoded using the ASN. 1
di stingui shed encoding rules (DER), as specified
in | TUT X 690.";
ref erence
"RFC 2986:
PKCS #10: Certification Request Syntax
Speci fication Version 1.7.
I TUT X 690:
I nformation technol ogy - ASN. 1 encodi ng rul es:
Speci fication of Basic Encoding Rul es (BER)
Canoni cal Encodi ng Rul es (CER) and Di stingui shed
Encodi ng Rul es (DER)."

} // end out put
} /] end generate-certificate-signing-request

}

groupi ng | ocal -or-keystore-asynmetric-key-groupi ng {
description
"A grouping that expands to allow the key to be either stored
locally within the using data nodel, or be a reference to an
asymetric key stored in the keystore.";
choi ce | ocal -or-keystore {
mandat ory true;
case local {
uses asynmetri c-key- pair-grouping;

case keystore {
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i f-feature "keystore-inplenmented";
| eaf reference {

type ks:asynmetric-key-ref;

mandat ory true

description

"Areference to a value that exists in the keystore."
}
}

description
"A choice between an inlined definition and a definition
that exists in the keystore."
}
}

groupi ng | ocal -or-keystore-asynmetric-key-w th-certs-grouping {
description
"A grouping that expands to allow the key to be either stored
locally within the using data nodel, or be a reference to an
asymetric key stored in the keystore.";
choi ce | ocal -or-keystore {
mandat ory true
case local {
uses asymmetri c-key-pair-wth-certs-grouping;

case keystore {
i f-feature "keystore-inplemented";
| eaf reference {
type ks:asymretric-key-ref;
mandat ory true
description
"Areference to a value that exists in the keystore."
}
}

description
"A choice between an inlined definition and a definition
that exists in the keystore."
}
}

groupi ng | ocal -or-keystore-end-entity-certificate-grouping {
description
"A grouping that expands to allow the end-entity certificate
(and the associated private key) to be either stored locally
within the using data nodel, or be a reference to a specific
certificate in the keystore."
choi ce | ocal -or-keystore {
mandat ory true
case local {
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uses ks:asymmetri c-key- pair-grouping;
uses ks:end-entity-cert-grouping;
}
case keystore {
i f-feature "keystore-inplenmented";
| eaf reference {
type ks:asynmetric-key-certificate-ref;
mandat ory true;
description
"Areference to a value that exists in the keystore."
}
}

description
"A choice between an inlined definition and a definition
that exists in the keystore."

/'l protocol accessible nodes

cont ai ner keystore {
description
"The keystore contains a list of keys.";

cont ai ner asymetri c-keys {
description
"Alist of asymmetric keys.";
list asymmetric-key {
key nane;
description
"An asymretric key.";
| eaf nane {
type string;
description
"An arbitrary nanme for the asynmetric key."
}

uses asymetri c-key-pair-wth-certs-grouping;
} // end asymetri c- key

action generate-asymetric-key {
description

"Requests the device to generate an asymetric key using
the specified asymretric key algorithm This action is
primarily to support cryptographic processors that nust
generate the asymetric key thenselves. The resulting
asymmetric key is considered operational state and hence
present only in <operational>.";
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i nput {
| eaf nane {

type string;

mandat ory true

description

"The name the asymetric key shoul d have when Ilisted

in /keystore/asymmetric-keys/asymetric-key, in
<operational >.";

| eaf algorithm {
type ct: key-algorithmref;
mandat ory true
description
"The algorithmto be used when generating the
asymetric key.";
ref erence
"RFC CCCC. Common YANG Data Types for Cryptography";
}
}

} // end generate-asymetric-key
} // end asymmetric-keys
} /1 end keystore

}
<CODE ENDS>
4. Security Considerations

The YANG nodul e defined in this docunent is designed to be accessed
vi a YANG based managenent protocols, such as NETCONF [ RFC6241] and
RESTCONF [ RFC8040]. Both of these protocols have nandatory-to-

i npl ement secure transport |layers (e.g., SSH, TLS) with nutua

aut henti cati on.

The NETCONF access control nodel (NACM [RFC6536] provides the neans
to restrict access for particular users to a pre-configured subset of
all avail able protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
writable/creatabl e/ deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:
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/: The entire data tree defined by this nodule is sensitive to
wite operations. For instance, the addition or renpoval of
keys, certificates, trusted anchors, etc., can dramatically
alter the inplenmented security policy. However, no NACM
annotations are applied as the data SHOULD be editable by users
ot her than a designated ’'recovery session’

[ keystore/ asymetric- keys/asymretri c- key/ pri vat e-key: When
witing this node, inplenentations MIST ensure that the
strength of the key being configured is not greater than the
strength of the underlying secure transport connection over
which it is communicated. |nplenentations SHOULD fail the
wite-request if ever the strength of the private key is
greater then the strength of the underlying transport, and
alert the client that the strength of the key may have been
conprom sed. Additionally, when deleting this node
i mpl enment ati ons SHOULD autoratically (wi thout explicit request)
zeroi ze these keys in the nost secure nmanner avail able, so as
to prevent the remmants of their persisted storage |ocations
from bei ng anal yzed i n any neani ngful way.

Sone of the readable data nodes in this YANG nodul e nay be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

[ keyst ore/ asymetri c- keys/ asymetri c-key/ private-key: This node
is additionally sensitive to read operations such that, in
normal use cases, it should never be returned to a client. The
best reason for returning this node is to support backup/
restore type workflows. However, no NACM annotations are
applied as the data SHOULD be editable by users other than a
designated ’'recovery session’

Some of the operations in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

generate-certificate-signing-request: For this action, it is
RECOMVENDED t hat i npl ement ati ons assert channel binding
[ RFC5056], so as to ensure that the application |layer that sent
the request is the sane as the device authenticated when the
secure transport |ayer was established.

Thi s docunent uses PKCS #10 [ RFC2986] for the "generate-certificate-
signing-request" action. The use of Certificate Request Message
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Format (CRMF) [RFC4211] was considered, but is was unclear if there
was mar ket demand for it. If it is desired to support CRW in the
future, placing a "choice" statenent in both the input and out put
statenents, along with an "if-feature" statenent on the CRMF opti on,
woul d enabl e a backwards conpati bl e solution

5. | ANA Consi derati ons
5.1. The I ETF XM Registry
This docunent registers one URI in the |ETF XM registry [ RFC3688].
Following the format in [ RFC3688], the following registration is
request ed:
URI: urn:ietf:parans: xm:ns:yang:ietf-keystore
Regi strant Contact: The NETCONF WG of the | ETF.
XM.: NA, the requested URI is an XM. nanespace.
5.2. The YANG Modul e Nanes Registry
Thi s docunment registers one YANG nodul e in the YANG Mbdul e Nanes

registry [RFC6020]. Following the format in [ RFC6020], the the
followi ng registration is requested:

nane: ietf-keystore

nanespace: urn:ietf:params: xm:ns:yang:ietf-keystore
prefix: ks

ref erence: RFC WW
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Appendi x A. Change Log

A 1.

(0]

WAt sen

00 to 01

Repl aced the ’certificate-chain’ structures with PKCS#7
structures. (Ilssue #1)

Added ’'private-key' as a configurable data node, and renoved the
"generate-private-key’ and 'l oad-private-key' actions. (lssue #2)

Moved ’user-auth-credentials’ to the ietf-ssh-client nodul e.
(I'ssues #4 and #5)

01 to 02

Added back ’generate-private-key’ action

Renoved ' RESTRI CTED enum fromthe 'private-key' |eaf type
Fi xed up a few description statements

02 to 03

Changed draft’'s title.

Added ni ssing references.

Col | apsed sections and | evel s.

Added RFC 8174 to Requirenents Language Section
Renanmed 'trusted-certificates’ to 'pinned-certificates’
Changed ' public-key' fromconfig false to config true.

Swi t ched ' host-key' from OneAsynmetricKey to definition fromRFC
4253.

03 to 04

Added typedefs around | eafrefs to commopn keystore paths
Now tree diagrans reference ietf-netnod-yang-tree-di agrans
Renoved Desi gn Consi derations section

Moved key and certificate definitions fromdata tree to groupi ngs
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A.5. 04 to 05

o FIXME
o FIXME
o FI XME
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