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Abstract

Thi s docunent describes the problens associated with the use of No-
Pat h DAO nessaging in RPL and signaling changes to inprove route
i nval i dation efficiency.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 30, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
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1. Introduction

RPL [ RFC6550] specifies a proactive distance-vector based routing
schene. The specification has an optional nessaging in the form of
DAO nessages using which the 6LBR can |l earn route towards any of the
nodes. In storing node, DAO nessages would result in routing entries
been created on all internediate hops fromthe node’'s parent all the
way towards the 6LBR

RPL al |l ows use of No-Path DAO (NPDAO nessaging to invalidate a
routing path corresponding to the given target, thus rel easing
resources utilized on that path. A No-Path DAO is a DAO nessage wth
route lifetine of zero, originates at the target node and al ways
flows upstreamtowards the 6LBR, signaling route invalidation for the
given target. This docunment explains the problens associated with
the current use of NPDAO nessagi ng and al so di scusses the
requirenents for an optini zed No-Path DAO nessagi ng schene. Further
a new pro-active route invalidation nmessage called as "Destination

Cl eanup hject (DCO "™ is specified which fulfills all nentioned
requirenents of an optim zed route invalidation nmessaging.

6Ti SCH architecture [I-D.ietf-6tisch-architecture] |everages RPL and
specifies use of non-storing and storing MOP for its routing
operation. Thus an inprovenent in route invalidation will help
optinize 6Ti SCH based networks

1.1. Requirenents Language and Term nol ogy
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
The docunent only caters to the RPL’s storing node of operation
(MOP). The non-storing MOP does not require use of NPDAO for route
i nvalidation since routing entries are not nmaintained on 6LRs.

Common Ancestor node: 6LR node which is the first common node on the
old and new path for the child node.

NPDAO. No- Path DAO. A DAO nessage which has target with lifetinme O

DCO. Destination O eanup Object, A new RPL control nessage type
defined by this draft.

Regul ar DAO. A DAO nmessage with non-zero lifetine.

Thi s docunent al so uses terninology described in [ RFC6550].
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1.

1.3.

2.

Current No-Path DAO messagi ng

RPL i ntroduced No-Path DAO messaging in the storing node so that the
node switching its current parent can informits parents and
ancestors to invalidate the existing route. Subsequently parents or
ancestors would rel ease any resources (such as the routing entry) it
mai ntai ns on behal f of target node. The NPDAO nessage al ways
traverses the RPL tree in upward direction, originating at the target
node itself.

For the rest of this docunent consider the follow ng topol ogy:

(6LBR)

|

I
(A)
I\

\
(B (F)
Fi gure 1: Sanpl e topol ogy

Node (D) is connected via preferred parent (B). (D) has an alternate
path via (C) towards the BR Node (A) is the common ancestor for (D)
for paths through (B)-(GQG and (Q-(H). Wen (D) switches from(B) to
(O, [RFC6550] suggests sending No-Path DAOto (B) and regular DAO to
(0.

Cases when No-Path DAO nay be used

There are follow ng cases in which a node switches its parent and may
enpl oy No- Pat h DAO nessagi ng:
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Case |: Current parent becones unavail abl e because of transient or
permanent |ink or parent node failure.

Case Il: The node finds a better parent node i.e. the netrics of
anot her parent is better than its current parent.

Case Ill: The node switches to a new parent whomit "thinks" has a
better netric but does not in reality.

The usual steps of operation when the node switches the parent is
that the node sends a No-Path DAO nessage via its current parent to
invalidate its current route and subsequently it tries to establish a
new routing path by sending a new DAO via its new parent.

1.4. Wiy No-Path DAO is inportant?

2

2

Nodes in LLNs nmay be resource constrained. There is linited nenory
avai l abl e and routing entry records are the one of the prinmary

el ements occupyi ng dynamic nenory in the nodes. Route invalidation
hel ps 6LR nodes to deci de which entries could be discarded to better
achi eve resource utilization in case of contention. Thus it becones
necessary to have efficient route invalidation nmechanism Al so note
that a single parent switch may result in a "sub-tree" switching from
one parent to another. Thus the route invalidation needs to be done
on behalf of the sub-tree and not the switching node alone. |In the
above exanpl e, when Node (D) switches parent, the route invalidation
needs to be done for (D), (E) and (F). Thus without efficient route
invalidation, a 6LR may have to hold a ot of unwanted route entries.

Problems with current No-Path DAO messagi ng
1. Lost NPDAO due to link break to the previous parent

When a node switches its parent, the NPDAOis to be sent via its
previous parent and a regular DAO via its new parent. |n cases where
the node switches its parent because of transient or permanent parent
i nk/ node failure then the NPDAO nessage is bound to fail. RPL
assunes communi cation link with the previous parent for No-Path DAO
messagi ng.

RPL allows use of route lifetine to renove unwanted routes in case
the routes could not be refreshed. But route lifetinmes in case of
LLNs coul d be substantially high and thus the route entries would be
stuck for longer tines.
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2.2. Invalidate routes to dependent nodes of the switching node

No-path DAO is sent by the node who has switched the parent but it
does not work for the dependent child nodes belowit. The
specification does not specify howroute invalidation will work for
sub-childs, resulting in stale routing entries on behalf of the sub-
childs on the previous route. The only way for 6LR to invalidate the
route entries for dependent nodes would be to use route lifetine
expiry which could be substantially high for LLNs.

In the exanpl e topol ogy, when Node (D) switches its parent, Node (D)
generates an NPDAO on its behalf. Post switching, Node (D) transnmits
a DIOwth incremented DTSN so that child nodes, node (E) and (F),
generate DAGs to trigger route update on the new path for thensel ves.
There is no NPDAO generated by these child nodes through the previous
path resulting in stale entries on nodes (B) and (G for nodes (E)
and (F).

2.3. Route downtinme caused by asynchronous operation of NPDAO and DAO

A swi tching node may generate both an NPDAO and DAO via two different
paths at alnost the sane tinme. There is a possibility that an NPDAO
generated may invalidate the previous route and the regul ar DAO sent
via the new path gets lost on the way. This may result in route
downtine thus inpacting dowward traffic for the switching node. In
t he exanpl e topol ogy, consider Node (D) switches fromparent (B) to
(C) because the nmetrics of the path via (C) are better. Note that
the previous path via (B) may still be available (albeit at
relatively bad netrics). An NPDAO sent from previous route nmay
invalidate the existing route whereas there is no way to determ ne
whet her the new DAO has successfully updated the route entries on the
new pat h.

3. Requirenents for the No-Path DAO Optim zation

3.1. Reqg#l: Tolerant to link failures to the previous parents
When the switching node send the NPDAO nessage to the previous
parent, it is normal that the link to the previous parent is prone to
failure. Therefore, it is required that the NPDAO nessage MJST be
tolerant to the link failure during the swtching.

3.2. Reg#2: Dependent nodes route invalidation on parent sw tching
Wil e switching the parent node and sendi ng NPDAO nessage, it is
required that the routing entries to the dependent nodes of the

swi tching node will be updated accordingly on the previous parents
and ot her rel evant upstream nodes.
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3.

4.

4.

4.

3. Reqg#3: No inpact on traffic while NPDAO operation in progress

Wi | e sendi ng t he NPDAO and DAO nessages, it is possible that the
NPDAO successfully invalidates the previous path, while the newy
sent DAO gets lost (new path not set up successfully). This will
result into downstream unreachability to the current switching node
Therefore, it is desirable that the NPDAO i s synchronized with the
DAO to avoid the risk of route downtine.

Pr oposed changes to RPL signaling
1. Change in RPL route invalidation semantics

As described in Section 1.2, the NPDAO origi nates at the node

swi tching the parent and traverses upstreamtowards the root. In
order to solve the problens as nentioned in Section 2, the draft adds
new pro-active route invalidation nmessage called as "Destination

Cl eanup hject" (DCO that originates at a commopn ancestor node

bet ween the new and old path. The trigger for the comon ancestor
node to generate this DCOis the change in the next hop for the
target on reception of an update nmessage in the form of regular DAO
for the target.

In the Figure 1, when node D decides to switch the path fromB to C
it sends a regular DAOto node C with reachability information
containing target as address of D and a increnented path sequence
nunber. Node C will update the routing table based on the
reachability information in DAO and in turn generate another DAO with
the sane reachability information and forward it to H Node H al so
follows the sanme procedure as Node C and forwards it to node A Wen
node A receives the regular DAO, it finds that it already has a
routing table entry on behalf of the target address of node D. It
finds however that the next hop information for reaching node D has
changed i.e. the node D has decided to change the paths. In this
case, Node A which is the common ancestor node for node D al ong the
two paths (previous and new), may generate a DCO which traverses
downwards in the network. The docunent in the subsequent section
will explain the message format changes to handl e this downward fl ow
of NPDAQ

2. DAO nessage fornmat changes

Every RPL nessage is divided into base nessage fields and additiona
Options. The base fields apply to the nessage as a whol e and options
are appended to add nessage/use-case specific attributes. As an
exanpl e, a DAO nessage may be attributed by one or nore "RPL Target"
options which specifies the reachability information for the given
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targets. Similarly, a Transit Information option may be associ ated
with a set of RPL Target options.

The draft proposes a change in DAO nessage to contain "Invalidate
previous route" (I) bit. This I-bit which is carried in regular DAO
message, signhals the conmon ancestor node to generate a DCO on behal f
of the target node. The I-bit is carried in the transit container
option which augnments the reachability information for a given set of
RPL Target(s).

0 1 2 3
01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Type = 0x06 | Option Length |EI| Flags | Path Control
B o o ks s S S e i el T R e S S e o o o o o =
| Path Sequence | Path Lifetime | [
R ok ok S S N SR R R S +
I I
+ +
I I
+ Par ent Address* +
I I
+ i i i o i HE R SR R S
I I

e e i ol e R SR

Figure 2: Updated Transit Information Option (New | flag added)

I (lInvalidate previous route) bit: 1 bit flag. The 'I’ flag is set
by the target node to indicate that it wishes to invalidate the
previous route by a comobn ancestor node between the two paths.

The conmon ancestor node SHOULD generate a DCO nessage in response to
this I-bit when it sees that the routing adjacenci es have changed for
the target. [|-bit governs the ownership of the DCO nessage in a way

that the target node is still in control of its own route

i nval i dati on.

4.3. Destination Ceanup Object (DCO

A new | CMPv6 RPL control nessage type is defined by this
specification called as "Destination C eanup Object" (DCO, which is
used for proactive cleanup of state and routing information held on
behal f of the target node by 6LRs. The DCO nessage al ways traverses
downstream and cl eans up route information and other state

i nformati on associated with the given target.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| RPLInstancel D | K| Dl FI ags [ Reserved | DCCsequence [
B e i i e o e e S T S e e s i i TR S
I I
+ +
| _ |
+ DODAG D( opt i onal ) +
I I
+ +
I I
B e o i T o S e i T e e e S i s ot o S R TR S
| Option(s). ..

B el o e e O

Fi gure 3: DCO base object

RPLI nstancel D: 8-bit field indicating the topol ogy instance
associated with the DODAG as learned fromthe DI O

K: The 'K flag indicates that the recipient is expected to send a
DCO ACK back.

D. The 'D flag indicates that the DODAG D field is present. This
flag MIUST be set when a |ocal RPLInstancelD is used.

Fl ags: The 6 bits remaining unused in the Flags field are reserved
for flags. The field MJUST be initialized to zero by the sender and
MUST be ignored by the receiver.

Reserved: 8-bit unused field. The field MJUST be initialized to zero
by the sender and MJST be ignored by the receiver.

DCOsequence: I ncrenented at each uni que DCO nessage from a node and
echoed in the DCO ACK nessage.

DODAG D (optional): 128-bit unsigned integer set by a DODAG root that
uniquely identifies a DODAG This field is only present when the 'D
flag is set. This field is typically only present when a | ocal
RPLInstancelDis in use, in order to identify the DODAG D that is
associ ated with the RPLInstancelD. Wen a global RPLInstancelDis in
use, this field need not be present. Unassigned bits of the DCO Base
are reserved. They MJST be set to zero on transm ssion and MJST be

i gnored on reception.
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4.3.1. Secure DCO

A Secure DCO nessage follows the format in [ RFC6550] figure 7, where
the base nessage format is the DCO nessage shown in Figure 3.

4.3.2. DCO Options

The DCO nessage MAY carry valid options. This specification allows
for the DCO nmessage to carry the follow ng options:

0x00 Padl

0x01 PadN

0x05 RPL Tar get

0x06 Transit Infornmation
0x09 RPL Target Descriptor

The DCO carries a Target option and an associated Transit |nfornation
option with a lifetime of 0x00000000 to indicate a | oss of
reachability to that Target.

4.3.3. Path Sequence nunber in the DCO

A DCO nessage nay contain a Path Sequence in the transit information
option to identify the freshness of the DCO nessage. The Path
Sequence in the DCO MUST use the same Path Sequence nunber present in
the regul ar DAO nessage when the DCO is generated in response to DAO
nmessage.

4.3.4. Destination O eanup Option Acknow edgenent (DCO ACK)

The DCO- ACK nmessage nmay be sent as a uni cast packet by a DCO
reci pient in response to a uni cast DCO nessage.

1 2 3
1234567890123456789012345678901
B i T i T e S e e S e e =
RPLI nstancel D | D] Reserved | DCCsequence | St at us
B T o ik i T S S S S

0
0
+-
I
+-
|
+
| .
+ DODAG D( opt i onal )
I

+

|

+-

B S i S S ity SR S S il SR NP S o

Fi gure 4: DCO ACK base object
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RPLI nstancel D: 8-bit field indicating the topol ogy instance
associated with the DODAG as learned fromthe D O

D: The 'D flag indicates that the DODAG D field is present. This
flag MUST be set when a |ocal RPLInstancelD is used.

Reserved: 7-bit unused field. The field MJST be initialized to zero
by the sender and MJST be ignored by the receiver.

DCOsequence: I ncrenented at each uni que DCO nessage from a node and
echoed in the DCO ACK nessage.

Status: Indicates the conpletion. Status 0 is defined as unqualified
acceptance in this specification. The remaining status values are
reserved as rejection codes.

DODAG D (optional): 128-bit unsigned integer set by a DODAG root that
uniquely identifies a DODAG This field is only present when the 'D
flag is set. This field is typically only present when a |oca
RPLInstancelDis in use, in order to identify the DODAG D that is
associated with the RPLInstancel D. Wen a global RPLInstancelDis in
use, this field need not be present. Unassigned bits of the DCO Ack
Base are reserved. They MJST be set to zero on transm ssion and MJST
be ignored on reception.

4. 3.5. Secure DCO ACK

A Secure DCO ACK nessage follows the format in [ RFC6550] figure 7
where the base nessage format is the DCO ACK nessage shown in
Fi gure 4.

4.4, Oher considerations
4.4.1. Dependent Nodes invalidation

Current RPL [ RFC6550] does not provide a mechanismfor route
invalidation for dependent nodes. This docunment allows the dependent
nodes invalidation. Dependent nodes will generate their respective
DAGCs to update their paths, and the previous route invalidation for
those nodes should work in the simlar manner described for sw tching
node. The dependent node may set the I-bit in the transit

i nformati on container as part of regular DAO so as to request
invalidation of previous route fromthe commopn ancestor node.
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4.4.

8.

2. NPDAO and DCO in the sane network

Even wi th the changed semantics, the current NPDAO nmechani smin

[ RFC6550] can still be used. There are certain scenarios where
current NPDAO signalling nmay still be used, for exanple, when the
route lifetine expiry of the target happens or when the node sinply
decides to gracefully terninate the RPL session on graceful node
shutdown. Mbreover a deployment can have a mix of nodes supporting
the proposed DCO and the existing NPDAO nechani sm
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| ANA Consi der ati ons

I ANA is requested to allocate new | CMPv6 RPL control codes in RPL
[ RFC6550] for DCO and DCO- ACK nessages.

Homm - - o mmm e e e e e e e e e e e e e e e e e e e e e e e S +
| Code | Descri ption | Reference [
Homm e o m e e e e e e e e e e e e e e e e e e e meee—o - o +
| Ox04 | Destination C eanup Object | Thi s |
[ [ [ docunent |
| Ox05 | Destination Ceanup Object Acknow edgement | Thi s |
| | | docunent |
| 0x84 | Secure Destination O eanup Object [ Thi s [
| | | docunent |
| Ox85 | Secure Destination O eanup Object | Thi s |
| [ Acknowl edgenent [ docunent [
Fomm - - - Fom e m e e e e e e e e e e e e e e e e e e e e e e e e e e B +

I ANA is requested to allocate bit 18 in the Transit Information
Option defined in RPL [ RFC6550] section 6.7.8 for Invalidate route
"1’ flag.

Security Considerations

Thi s docunent handl es security considerations inline to base RPL.
Secure versions of DCO and DCO ACK are added sinmilar to other RPL
messages. For general RPL security considerations, see [ RFC6550].

Ref er ences

Jadhav, et al. Expi res Septenber 30, 2018 [ Page 12]



Internet-Draft Ef ficient Route Invalidation March 2018

8.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC6550] Wnter, T., Ed., Thubert, P., Ed., Brandt, A, Hui, J.,

8.2. |

Kel sey, R, Levis, P., Pister, K, Struik, R, Vasseur,
JP., and R Al exander, "RPL: |IPv6 Routing Protocol for
Low Power and Lossy Networks", RFC 6550,

DA 10. 17487/ RFC6550, March 2012,

<https://ww. rfc-editor.org/info/rfc6550>.

nformati ve References

[I-D.ietf-6tisch-architecture]

Thubert, P., "An Architecture for |Pv6 over the TSCH node
of | EEE 802.15.4", draft-ietf-6tisch-architecture-13 (work
in progress), Novenber 2017.

Appendi x A, Exanpl e DCO Messagi ng

In Figure 1, node (D) switches its parent from(B) to (C). The
sequence of actions is as follows:

1.
2.

3.

Jadhav,

Node D switches its parent fromnode B to node C

D sends a regul ar DAQ(t gt =D, pat hseq=x+1,1_flag=1) in the updated
path to C

C checks for routing entry on behalf of D, since it cannot find
an entry on behalf of Dit creates a newrouting entry and
forwards the reachability information of the target Dto Hin a
DAO.

Simlar to C, node H checks for routing entry on behal f of D,
cannot find an entry and hence creates a new routing entry and
forwards the reachability information of the target Dto Hin a
DAC.

Node A receives the DAO and checks for routing entry on behalf
of D. It finds a routing entry but checks that the next hop for
target D is now changed. Node A checks the | _flag and generates
DCQ(t gt =D, pat hseq=pat hseq(DAO)) to previous next hop for target D
which is G Subsequently, A updates the routing entry and
forwards the reachability information of target D upstream

DAQ(t gt =D, pat hseq=x+1,1 _flag=x) (the | _flag carries no

si gni fi cance henceforth).

Node G receives the DCO and invalidates routing entry of target D
and forwards the (un)reachability infornmation downstreamto B.
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7. Simlarly, B processes the DCO by invalidating the routing entry
of target D and forwards the (un)reachability information
downstreamto D.

8. Dignores the DCO since the target is itself.

9. The propagation of the DCOw Il stop at any node where the node
does not have an routing information associated with the target.
If the routing information is present and the pathseq associ ated
is not older, then still the DCO is dropped.

Aut hor s’ Addr esses

Rahul Arvind Jadhav (editor)
Huawei

Kundal ahal I'i Village, Witefield,
Bangal ore, Karnataka 560037

I ndi a

Phone: +91-080-49160700
Email: rahul .ietf@mail.com

Pascal Thubert

Cisco Systens, Inc

Buil ding D

45 Allee des Ornes - BP1200

MOUG NS - Sophia Antipolis 06254
France

Phone: +33 497 23 26 34
Emai | . pthubert @i sco. com

Rabi Narayan Sahoo

Huawei

Kundal ahal l'i Village, Wiitefield,
Bangal ore, Karnataka 560037

I ndi a

Phone: +91-080-49160700
Enmai | : rabi narayans@uawei . com

Jadhav, et al. Expi res Septenber 30, 2018 [ Page 14]



Internet-Draft Ef ficient Route Invalidation March 2018

Zhen Cao

Huawei

W Chang’ an Ave
Beijing 560037
Chi na

Emai | : zhencao.ietf @nuail.com

Jadhav, et al. Expi res Septenber 30, 2018 [ Page 15]



