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Abst r act

WebRTC applications rely on | CE candi dates to enabl e peer-to-peer
connections between clients in as many network configurations as
possible. To maxinize the probability to create a direct peer-to-
peer connection, client private | P addresses are often exposed

wi t hout user consent. This is currently used as a way to track
users. This docunent describes a way to share | P addresses with
other clients while preserving client privacy. This is achieved by
obfuscating | P addresses using dynanically generated names resol vabl e
through Multicast DNS [ RFC6763].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Decenber 31, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. I nt roduction

As detailed in [IPHandling], exposing client private |P addresses
al l ows maxinizing the probability to successfully create a connection
between two clients. This information is also used by many web sites
as a way to fingerprint and identify users wi thout their consent.

The first approach exposes client private | P addresses by default, as
can be seen from websites such as [IPLeak]. The second approach
i mplemented in the WebKit engine enforces the follow ng policy:

1. By default, use node 3 as defined in [IPHandling]: any host |ICE
candidate is filtered out.

2. Use node 2 as defined in [IPHandling] if there is an explicit
user action to trust the web site: host |CE candidates are
exposed to the web site based on the use of
navi gat or. nedi aDevi ces. get User Medi a, which typically pronpts the
user to grant or deny access to cameras/ m crophones.

The second approach supports nost common audi o/ vi deo conference
applications but leads to failing or suboptinmal connections for
applications relying solely on data channel. This is particularly an
i ssue on unmanaged networks, typically hone or small offices where
NAT | oopback m ght not be supported.

To overcone the shortcom ngs of the above two approaches, this
docunent proposes to register dynamically generated names using
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Mul ti cast DNS when gat hering | CE candi dates. These dynanically
generated nanes are used to replace private I P addresses in host |CE
candidates. Only clients that can resol ve these dynamically
generated nanes using Miulticast DNS will get access to the actua
client |P address.

2. Privacy Concerns

The gat hering of |CE candi dates wi thout user consent is a well-known
fingerprinting technique to track users. This is particularly a
concern when users are connected through a NAT which is a usua
configuration. |In such a case, knowi ng both the private |IP address
and the public IP address will usually identify uniquely the user
device. Additionally, Internet web sites can nore easily attack
intranet web sites when knowi ng the intranet |P address range.

A successful WebRTC connection between two peers is also a potentia
thread to user privacy. Wen a WDbRTC connection latency is close to
zero, the probability is high that the two peers are running on the
same device. Browsers often isolate contexts one fromthe other.
Private browsing node contexts usually do not share any information
with regular browsing contexts. The WbKit engine isolates third-
party ifranmes in various ways (cookies, |ITP) to prevent user
tracking. Enabling a web application to determ ne that two contexts
run in the same device woul d defeat sone of the protections provided
by nodern browsers.

3. Principle
This section uses the concept of | CE agent as define in [ RFC5245].
In the remai nder of the docunent, it is assuned that each browser
execution context has its own | CE agent.

3.1. |ICE Candidate Gathering
For any host | CE candi date gathered by a browsing context as part of
[ RFC5245] section 4.1.1, obfuscation of the candidate is done as

foll ows:

1. Check whether the context |ICE agent registered a nane resol ving
to the | CE host candidate | P address.

2. If the ICE agent registered the name, replace the | P address of
the 1 CE host candidate with the name with ".local" appended to
it. Expose the candidate and abort these steps.

3. Generate a random uni que nane, typically a version 4 UUI D as
defined in [ RFC4122].
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4. Register the unique name using Milticast DNS
5. If registering of the unique nane fails, abort these steps. The
candi date i s not exposed.
6. Store the name and its related IP address in the | CE agent for
future reuse
7. Replace the I P address of the I CE host candidate with the nane
with ".local" appended to it. Expose the candi date.
3.2. | CE Candidate Processing
For any renote host |CE candi date received by the | CE agent, the
foll owi ng procedure is used:
1. If the connection-address field value of the | CE candi date does
not finish by ".local", process the candi date as defined in
[ RFC5245] .
2. Oherwise, renove the ".local"” suffix to the value and resolve it
using Mul ticast DNS
3. If it resolves to an I P address, replace the value of the ICE
host candi date by the resolved | P address and conti nue processing
of the candi date.
4, Oherwi se, ignore the candi date.
Mul ticast DNS resolution might end up retrieving both an | Pv4 and
| Pv6 address. In that case, the |IPv6 address may be used preferably
to the | Pv4 address.
4. Privacy Quidelines
4.1. APlIs |eaking | P addresses

When there is no user consent, the following filtering should be done

to

1.

Fabl et

prevent private |IP address | eakage:

host I CE candidates with an | P address are not exposed as | CE
candi dat e events.

Server reflexive | CE candidate raddr field is set to 0.0.0.0 and
rport to O.

SDP does not expose any a=candi date |ine corresponding to a host
| CE candi date which contains an | P address.
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4. RTCl ceCandi dateStats dictionaries exposed to web pages do not
contain any 'ip’ nenber if related to a host |CE candi date.

4, 2. Cener at ed nanmes reuse

Dynami cal | y generated nanes can be used to track users if used too
often. Conversely, registering too many nanmes will also generate
usel ess processing. The proposed rule is to create and register a
new generated name for a given |IP address on a per execution context.

4.3. Specific execution contexts

Privacy night also be breached if two execution contexts can identify
whet her they are run in the same device based on a successful peer-

t o- peer connection. The proposed rule is to not register any name
using Miulticast DNS for any |ICE agent bel onging to:

1. A third-party browser execution context, i.e. a context that is
not same origin as the top |l evel execution context.

2. A private browsing execution context.
5. Specification Requirenents

The proposal relies on identifying and resolving any Milticast DNS
based | CE candi dates as part of addi ng/processing a renote candi date.
[ CESDP] section 4.1 could be updated to explicitly allow Milticast
DNS nanes in the connection-address field.

The proposal relies on adding the ability to register Miulticast DNS
names at | CE gathering tinme. This could be described in [| CESDP]
and/ or [ WbRTCSpec] .

The proposal allows updating [IPHandling] so that nbde 2 is not the
node used by default when user consent is not required. Instead, the
default node could be defined as node 3 with Milticast DNS based | CE
candi dat es.
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