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Abst ract

Explicit congestion notification (ECN) allows a forwarding elenment to
notify downstream devi ces of the onset of congestion w thout having
to drop packets. Coupled with a neans to expose congestion by feeding
back i nformation about it to upstream nodes, this can inprove network
efficiency through better congestion control, frequently w thout
packet drops. This docunent specifies ECN and congestion feedback
support through use of the Network Service Header (NSH, RFC 8300) and
I P Flow I nformati on Export (IPFIX, draft-ietf-tsvwg-tunnel -
congesti on-f eedback) .

Status of This Meno

This Internet-Draft is submtted to |ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Distribution of this document is unlimted. Commrents should be sent
to the SFC Wrking Group mailing list <sfc@etf.org> or to the
aut hor s.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunments as Internet-
Drafts.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts.htm. The Iist of Internet-Draft
Shadow Directories can be accessed at

http://ww.ietf.org/shadow htmni.
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1.

I nt roducti on

Explicit congestion notification (ECN [RFC3168]) allows a forwarding
el ement to notify downstream devi ces of the onset of congestion

wi t hout having to drop packets. Coupled with a neans to expose
congestion by feeding back information about it to upstream nodes,
this can inprove network efficiency through better congestion
control, frequently w thout packet drops. This docunent specifies ECN
and congestion feedback support through use of the Network Service
Header (NSH [ RFC8300]) and IP Flow Information Export (IPFIX

[ Tunnel CongFeedback]) .

Thi s section provides background information on NSH, ECN, congestion
f eedback, and term nol ogy used in this docunent.

1.1 NSH Background

The Service Function Chaining (SFC [ RFC7665]) architecture calls for
the encapsul ation of traffic within a service function chai ni ng
domain with a Network Service Header (NSH [ RFC8300]) added by the
"Classifier" (ingress node) on entry to the domain and the NSH being
renoved on exit fromthe domain at the egress node. The NSH is used
to control the path of a packet in an SFC domain. The NSH is a
natural way, in a domain where traffic is NSH encapsul ated, to both
(1) note congestion, avoiding possible confusion due, for exanple, to
changes in the outer transport header in different parts of the
domai n, and,
(2) direct congestion information feedback to the domain ingress so
that it can take action when appropriate to alleviate congestion
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Figure 1. Exanpl e SFC Path Forwardi ng Nodes

Figure 1 shows an SFC domain for the purpose of illustrating the use
of NSH Traffic passes through a sequence of Service Function

Forwar ders (SFFs) each of which sends the traffic to one or nore
Service Functions (SFs). Each SF perforns some operation on the
traffic, for exanple firewall or Network Address Translation (NAT),
and then returns it to the SFF fromwhich it was received.

Logically, during the transit of each SFF, the outer transport header
that got the packet to the SFF is stripped, the SFF decides on the
next forwarding step, either adding a transport header or, if the SFF
is the exit/egress, renmoving the NSH header. The transport headers
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added may be different in different regions of the SFC donmin. For
exanple, I P could be used for some SFF-to-SFF commruni cati on and MPLS
used for other such communi cation

1.2 ECN Background

Explicit congestion notification (ECN [RFC3168]) allows a forwarding
el ement (such as a router or an Service Function Forwarder (SFF) or
Service Function (SF)) to notify downstream devi ces of the onset of
congestion without having to drop packets. This can be used as an

el ement in active queue managenent (AQV) [RFC7567] to inprove network
efficiency through better traffic control w thout packet drops. The
forwardi ng el ement can explicitly mark some packets in an ECN field

i nstead of dropping the packet. For exanple, a two-bit field is
available for ECN marking in | P headers [ RFC3168].

1.3 Tunnel Congestion Feedback Background

Tunnel Congestion Feedback [ Tunnel CongFeedback] is a building bl ock
for various congestion mitigation nethods that supports feedback of
congestion information froman egress node to an ingress node.
Exanpl es of actions that can be taken by an ingress node when it has
know edge of downstream congestion include those |isted bel ow.
Details of inplenmenting these traffic control nethods, beyond those
given here, are outside the scope of this docunent.

(1) Traffic throttling (policing), where the downstreamtraffic
flowing out of the ingress node is linmted to reduce or elimninate
congesti on.

(2) Upstream congestion feedback, where the ingress node sends
messages upstreamto or towards the ultinmate traffic source, a
function that can throttle traffic generation/transni ssion

(3) Traffic re-direction, where the ingress node configures the NSH
so that sonme future traffic avoi ds congested pat hs.

NOTE: Wth this nethod 3 great care nust be taken to avoid (a)
significant re-ordering of traffic in flows that it is desirable
to keep in order and (b) oscillation/instability in traffic paths
due to alternate congestion of previously idle paths and the
idling of previously congested paths. For exanple, it is
preferable to classify traffic into flows or a sufficiently
coarse granularity that the flows are long |ived and use a stable
path per flow sending only newy appearing flows on apparently
uncongest ed pat hs.
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Figure 2 shows an exanple path froman origin sender to a fina

recei ver passing through an exanpl e chain of service functions

bet ween the ingress and egress of an SFC domain. The path is al so
likely to pass through other network nodes outside the SFC donain
(not shown). The figure shows typical congestion feedback that woul d
be expected fromthe final receiver to the origin sender, which
controls the load the origin sender applies to all elenents on the
path. The figure also shows the congestion feedback fromthe egress
to the ingress of the SFC domain that is described in this docunent,
to control or balance load within the SFC donai n.

_i|_ End-t o- End Congesti on Feedback

\/

I nner Transport Header and Payl oad L
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| |
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Fi gure 2: Congestion Feedback across an SFC Donai n

SFC Domai n congestion feedback in Figure 2 is showm within the
context of an end-to-end congestion feedback | oop. Al so shown is the
encapsul ated | ayering of NSH headers within a series of outer
transport headers (Or1, Or2, ... QIn).

1.4 Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
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docunment are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.
Acronyns:

AQM - Active Queue Managenent [RFC7567]

CE - Congestion Experienced [ RFC3168]

downstream - The direction fromingress to egress

ECN - Explicit Congestion Notification [ RFC3168]

ECT - ECN Capabl e Transport [RFC3168]

IPFIX - IP Flow Informati on Export [RFC7011]

Not - ECT - Not ECN- Capabl e Transport [ RFC3168]

NSH - Networ k Service Header [ RFC8300]

SF - Service Function [ RFC7665]

SFC - Service Function Chaining [ RFC7665]

SFF - Service Function Forwarder [RFC7/665] - A type of node that
forwards based on the NSH

TLV - Type Length Val ue

upstream - The direction fromegress to ingress
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2. The NSH ECN Field

The NSH header is used to encapsul ate and control the subsequent path
of traffic (see Section 2 of [RFC8300]). The NSH al so provides for
met adat a i ncl usion, as shown in Figure 3.

e +
| Transport Encapsul ation |
o m e e e e e e e e e e e e e +
[ Net wor k Servi ce Header (NSH) [
| e +
| | Base Header |
| mem e +
| | Service Path Header |
| H-mmm e e +
| | Metadata (Context Header(s)) | |
| e +
T T +
| Origi nal Packet / Frame |
o m e m e e e e e e e e e e e e e e e e +

Figure 3. Data Encapsulation with the NSH

Two currently unused bits (indicated by "U') in the NSH Base Header
(Section 2.2 of [RFC8300]) are allocated for ECN as shown in Figure
4.

0 1 2 3

01234567890123456789012345678901
i T e o o s T e e et e ok o Sl e
| Ver| g U TTL | Length | U U U U M Type| Next Protocol |
B i S S T s i S T st i S S S S S S S S i

2
2

Fi gure 4: NSH Base Header

Note to RFC Editor: The above figure should be adjusted based on the
bits assigned by | ANA (see Section 5) and this note del eted.

Table 1 shows the nmeaning of the code points in the NSH ECN fi el d.

These have the same neaning as the ECN field code points in the |Pv4d
or | Pv6 header as defined in [ RFC3168].
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00 Not - ECT Not ECN- Capabl e Transport
01 ECT(1) ECN- Capabl e Transport

10 ECT(0) ECN- Capabl e Transport

11 CE Congesti on Experienced

Table 1. ECN Field Code Points
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3. ECN Support in the NSH

This section describes the required behavior to support ECN using the
NSH. There are two aspects to ECN support:

1. ECN propagation during encapsul ati on or decapsul ation

2. ECN nmarking during congestion at bottl enecks.

While this section covers all conbinations of ECN-aware and not ECN-
aware, it is expected that in nost cases the NSH domain will be
uniformso that, if this docunent is applicable, all SFFs wll
support ECN; however, sone |egacy SFs night not support ECN

ECN Propagati on

The specification of ECN tunneling [ RFC6040] explains that an

i ngress nust not propagate ECN support into an encapsul ating
header unl ess the egress supports correct onward propagation of
the ECN field during decapsul ation. W define Conpliant ECN
Decapsul ati on here as decapsul ati on conpliant with either

[ RFC6040] or an earlier compatible equivalent ([RFC4301], or ful
functionality node of [RFC3168]).

The procedures in Section 3.2.1 ensure that each ingress of the
| arge nunber of possible transport links within the SFC donain
does not propagate ECN support into the encapsul ati ng outer
transport header unless the correspondi ng egress of that |ink
supports Conpliant ECN Decapsul ation

Section 3.3 requires that all the egress nodes of the SFC donain
support Conpliant ECN Decapsul ation in conjunction with tunne
congestion feedback, otherw se the schenme in this docunent will
not worKk.

ECN Mar ki ng:

At transit nodes the nmarking behavior specified in 3.2.11is
recommended and if not inplenented at such transit nodes, there
may be unmanaged congestion

Det ecti on of congestion will be nost effective if ECN marking is
supported by all potential bottlenecks inside the domain in which
NSH is being used to route traffic as well as at the ingress and
egress. Nodes that do not support ECN marking, or that support
AQM but not ECN, will naturally use drop to relieve congestion
The gap in the end-to-end packet sequence will be detected as
congestion by the final receiving endpoint, but not by the NSH
egress (see Figure 2).
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3.1 At The Ingress

When the ingress/C assifier encapsulates an inconing | P packet with
an NSH, it MJST set the NSH ECN field using the "Nornmal node"
specified in [RFC6040] (i.e., copied fromthe incomng | P header).

Then, if the resulting NSH ECN field is Not-ECT, the ingress SHOULD
set it to ECT(0), in order to indicate that the NSH encapsulation is
an ECN- Capabl e Transport. It MAY instead be set to ECT(1) if the NSH
domai n supports the experinental L4S capability [ RFC8311], [ecnL4S].

Packets arriving at the ingress mght not use IP. If the protocol of
arriving packets supports an ECN field simlar to IP, the procedures
for I P packets can be used. If arriving packets do not support an ECN
field simlar to IP, they MIST be treated as if they are Not-ECT IP
packets.

Then, as the NSH encapsul ated packet is further encapsulated with a
transport header, if ECN marking is available for that transport (as
it is for IP [RFC3168] and MPLS [RFC5129]), the ECN field of the
transport header MJST be set using the "Normal node" specified in

[ RFC6040] (i.e., copied fromthe NSH ECN field).

A summary of these normative steps is given in Table 2.

o B +
| I'ncom ng Header |Departing NSH and Quter Headers]|
| (also equal to +--------------- R +
| departing Inner | Cdassic ECN | L4S ECN |
| Header) | Mode | Mode [
- B T T pe e, B T T pe e, +
| Not - ECT | ECT(0) | ECT(1) |
I ECT(0) |  ECT(0) I ECT(0) I
I ECT(1) | ECT(1) I ECT(1) I
I CE I CE I CE I
T T T +

Table 2. Setting of ECN fields by an ingress/d assifier

The requirenents in this section apply to all ingress nodes for the
domain in which NSH is being used to route traffic.

3.2 At Transit Nodes
This section described behavior at nodes that forward based on the

NSH such as SFF and ot her forwardi ng nodes such as IP routers. Figure
5 shows a packet on the wire between forwardi ng nodes.
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| Qut er Header |
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| Payl oad |
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Figure 5. Packet in Transit

3.2.1 At NSH Transit Nodes

When a packet is received at an NSH based forwardi ng node N1, such as
an SFF, the outer transport encapsulation is renoved and its ECN
mar ki ng SHOULD be conbi ned into the NSH ECN marki ng as specified in

[ RFC6040]. If this is not done, any congestion encountered at non- NSH
transit nodes between N1 and the next upstream NSH based forwarding
node will be lost and not transmtted downstream

The NSH f orwardi ng node SHOULD use a recogni zed AQM al gorithm

[ RFC7567] to detect congestion. If the NSH ECN field indicates ECT,
it will probabilistically set the NSH ECN field to the Congestion
Experienced (CE) value or, in cases of extrene congestion, drop the
packet .

When t he NSH encapsul at ed packet is further encapsul ated for

transm ssion to the next SFF or SF, ECN nmarki ng behavi or depends on
whet her or not the node that will decapsul ate the outer header
supports Conpliant ECN Decapsul ation (see Section 3). If it does,
then the ingress node propagates the NSH ECN field to this outer
encapsul ati on using the "Normal Mde" of ECN encapsul ati on [ RFC6040]
(it copies the ECN field). If it does not, then the ingress MJST
clear ECN in the outer encapsulation to non-ECT (the "Conpatibility
Mbde" of [RFC6040]).

3.2.2 At an SF/ Proxy

If the SFis NSH and ECN-aware, the processing is essentially the
sane at the SF as at an SFF as discussed in Section 3.2.1

If the SF is NSH aware but not ECN-aware, then the SFF transnitting

the packet to the SF will use Conpatibility Mde. Congestion
encountered in the SFF to SF and SF to SFF paths will be unmanaged.
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If the SF is not NSH aware, then an NSH proxy will be between the SFF
and the SF to avoid exposure of the NSH at the SF that does not
understand NSHs. This is described in Section 4.6 of [RFC7665]. The
SF and proxy together look to the SFF |i ke an NSH aware SF. The
behavior at the proxy and SF in this case is as bel ow

If such a proxy is not ECN-aware then congestion in the entire
path from SFF to proxy to SF back to proxy to SFF will be
unnmanaged.

If the proxy is ECN-aware the proxy uses an AQMto indicate
congestion in the proxy itself in the NSH that it returns to the
SFF. The outer header used for the proxy to SF path uses Nornal
Mode. The outer head used for the proxy return to SFF path uses
Nor mal Mbde based copying the NSH ECN field to the outer header.
Thus congestion in the proxy will be managed. Congestion in the SF
will be managed only if the SF is ECN-aware inplenmenting an AQMV

3.2.3 At Ot her Forwarding Nodes

O her forwardi ng nodes, that is non-NSH forwardi ng nodes between NSH
forwardi ng nodes, such as IP routers, might also be potentia

bottl enecks. If so, they SHOULD i npl emrent an AQM al gorithmto update
the ECN marking in the outer transport header as specified in

[ RFC3168] .

3.3 At Exit/Egress

First, any actions are taken based on Congestion Experienced such as
forwarding statistics back to the ingress (see Section 4). If the
packet being carried inside the NSHis IP, when the NSH is renoved
the NSH ECN field MJUST be conmbined with IP ECN field as specified in
Table 3 that was extracted from [ RFC6040]. This requirement applies
to all egress nodes for the domain in which NSH is being used to
route traffic.
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I T e +
| Arriving | Arriving Quter Header |
| Inner +--------- Fomm e Fomm e Fomm e +
| Header | Not-ECT | ECT(0) | ECT(1) [ CE [
N N N N N +
| Not-ECT | Not-ECT | Not-ECT | Not - ECT | <drop> |
| ECT(0) | ECT(0) | ECT(0) | ECT(0) I CE I
| ECT(1) | ECT(1) | ECT(1) | ECT(1) I CE I
| CE | CE | CE | CE | CE |
Fomm e - Fomm e - [ S [ S [ S +

Table 3. Exit ECN Fiel ds Merger

Al'l the egress nodes of the SFC domain MJUST support Conpliant ECN
Decapsul ation as specified in this section. If this is not the case,
the schenme described in this document will not work, and cannot be
used.

3.4 Conservation of Packets

The SFC specification pernmits an SF to absorb packets and to generate
new packets as well as to process and forward the packets it

receives. Such actions mnight appear to be packet |oss due to
congestion or m ght mask the | oss of packets by generating additiona
packets.

The tunnel congestion feedback approach [ Tunnel CongFeedback] detects
| oss by counting payload bytes in at the ingress and counting them
out at the egress. This does not work unl ess nodes conserve the
anount of payl oad bytes. Therefore, it will not be possible to detect
|l oss using this technique if they are not conserved.

Nonet hel ess, if a bottleneck supports ECN marking, it will be
possible to detect the very high | evel of CE markings that are
associated with congestion that is so excessive that it leads to

| oss. However, it will not be possible for the tunnel congestion

f eedback approach to detect any congestion, whether slight or severe,
if it occurs at a bottleneck that does not support ECN marking.
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4. Tunnel Congestion Feedback Support

The coll ection and storage of congestion information may be usefu
for later analysis but, unless it can be fed back to a point which
can take action to reduce congestion, it will not be useful in rea
time. Such congestion feedback to the ingress enables it to take
actions such as those listed in Section 1.3.

I P Flow I nformati on Export (IPFI X [RFC7011]) provides a standard for
communi cating traffic flow statistics. As extended by

[ Tunnel CongFeedback], I PFI X can be used to determ ne the extent of
congesti on between an ingress and egress.

| PFI X recomrends use of SCTP [ RFC4960] in partial reliability node.
This node all ows | oss of sonme packets, which is tol erabl e because

| PFI X comruni cates cunul ative statistics. |PFIX over SCTP SHOULD be
used directly where there is I P connectivity between the ingress and
egress; however, there nmight be different transport protocols or
address spaces used in different regions of an SFC domai n that make
such direct |IP connectivity problematic. The NSH provi des the genera
met hod of routing of traffic within such domain so the |IPFI X over
SCTP over IP traffic should be encapsul ated i n NSH when necessary.
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5. 1 ANA Consi der ati ons

I ANA is requested to assign two contiguous bits in the NSH Base
Header Bits registry for ECN (bits 16 and 17 suggested) and note this
assi gnnent as foll ows:

Bi t Description Ref erence

t bd(16-17) NSH ECN [this docunent]
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6. Security Considerations
For general NSH security considerations, see [ RFC8300].
For security considerations concerning tanpering with ECN signaling,
see [ RFC3168]. For security considerations concerning ECN
encapsul ati on, see [ RFC6040].
For general |PFIX security considerations, see [ RFC7011]. If depl oyed
in an untrusted environnent, the signaling traffic between ingress
and egress can be protected utilizing the security nechani sns
provided by I PFI X (see section 11 in RFC7011).

The sol ution does not introduce any greater potential to invade
privacy than woul d have been possible without the solution
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