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Abstract

Thi s docunent describes how to use a Service Function Forwarder (SFF)
Label (sinmilar to a pseudowire |abel or VPN | abel) to indicate the
presence of a Service Function Chaining (SFC) Network Service Header
(NSH) between an MPLS | abel stack and the packet payload. This

al | ows SFC packets using the NSH to be forwarded between SFFs over an
MPLS network, and the selection between nmultiple SFFs in the
destinati on MPLS node.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 14, 2019.

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Legal

Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

As discussed in [ RFC8300], a number of transport encapsul ations for
the Service Function Chaining (SFC) Network Service Header (NSH)

al ready exist, such as Ethernet, GRE [ RFC2784], and VXLAN GPE
[I-D.ietf-nvo3-vxl an-gpe].

Thi s docunent describes an MPLS transport encapsul ation for the NSH
and al so describes how to use a Service Function Forwarder (SFF)

[ RFC7665] Label to indicate the presence of the NSH in the MPLS
packet payload. This allows SFC packets using the NSH to be
forwarded between SFFs in an MPLS transport network, where MPLS is
used to interconnect the network nodes that contain one or nore SFFs.
The | abel is also used to select between multiple SFFs in the
destination MPLS node

SFF Labels are sinmlar to other service labels at the bottom of an
MPLS | abel stack that denote the contents of the MPLS payl oad being
other than IP, such as a layer 2 pseudowire, an |IP packet that is
routed in a VPN context with a private address, or an Ethernet
virtual private wire service
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This informational docurment follows well-established MPLS procedures
and does not require any actions by | ANA or any new protocol
ext ensi ons.

2. MPLS Encapsul ation Using an SFF Labe

The encapsul ation is a standard MPLS | abel stack [ RFC3032] with an
SFF Label at the bottom of the stack, followed by a NSH as defined by
[ RFC8300] and the NSH payl oad.

Much |i ke a pseudowire |abel, an SFF Label is allocated by the
downstreamrecei ver of the NSH fromits per-platforml|abel space

If a receiving node supports nore than one SFF (i.e, nore than one
SFC forwardi ng i nstance), then the SFF Label can be used to select
the proper SFF, by having the receiving node advertise nore than one
SFF Label to its upstream sendi ng nodes as appropriate.

The met hod used by the downstream receiving node to advertise SFF
Label s to the upstream sendi ng node is out of scope of this docunent.
That said, a nunber of nethods are possible, such as via a protoco
exchange, or via a controller that nmanages both the sender and the
recei ver using NETCONF/ YANG BGP, PCEP, etc. These are neant as
possi bl e exanpl es and not to constrain the future definition of such
adverti sement nethods.

While the SFF [ abel will usually be at the bottom of the |abel stack
there may be cases where there are additional |abel stack entries
beneath it. For exanple, when an ACHis carried that applies to the
SFF, a GAL [RFC5586] will be in the | abel stack bel ow the SFF
Similarly, an ELI/EL [RFC6790] nmay be carried below the SFF in the

| abel stack. This is identical to the situation with VPN | abels.

2.1. MPLS Label Stack Construction at the Sendi ng Node

When one SFF wi shes to send an SFC packet with the NSH to anot her SFF
over an MPLS transport network, a |abel stack needs to be constructed
by the MPLS node that contains the sending SFF in order to transport
the packet to the destination MPLS node that contains the receiving
SFF.  The Il abel can be constructed as foll ows:

1. Push on zero or nore labels that are interpreted by the
destination MPLS node, such as the Generic Associated Channe
[ RFC5586] | abel (see OAM Consi derations bel ow).

2. Push on the SFF Label to identify the desired SFF in the
recei ving MPLS node
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3. Push on zero or nore additional |abels such that (a) the
resulting | abel stack will cause the packet to be transported to
the destinati on MPLS node, and (b) when the packet arrives at the
desti nation node, either:

* the SFF Label will be at the top of the |abel stack, or

* the SFF Label will rise to the top of the | abel stack before
the packet is forwarded to anot her node and before the packet
is dispatched to a higher |ayer

SFF Label Processing at the Destination Node

The destinati on MPLS node perforns a | ookup on the SFF | abel to
retrieve the next-hop context between the SFF and SF, e.g. to
retrieve the destination MAC address in the case where native

Et hernet encapsul ation is used between SFF and SF. How the next-hop
context is populated is out of the scope of this docunent.

The receiving MPLS node then pops the SFF Label (and any |abels
beneath it) so that the destination SFF receives the SFC packet with
the NSH is at the top of the packet.

Equal Cost Multipath (ECWP) Consi derations

As discussed in [ RFC4928] and [ RFC7325], there are ECWP
consi derations for payloads carried by MPLS

Many existing routers use deep packet inspection to exanine the

payl oad of an MPLS packet, and if the first nibble of the payload is
equal to Ox4 or 0x6, these routers (sonetimes incorrectly, as

di scussed in [RFC4928]) assume that the payload is |IPv4d or |IPv6
respectively, and as a result, perform ECVP | oad bal anci ng based on
(presuned) information present in | P/ TCP/ UDP payl oad headers or in a
conbi nation of MPLS | abel stack and (presuned) | P/ TCP/ UDP payl oad
headers in the packet.

For SFC, ECMP may or may not be desirable. To prevent unintended
ECMP when it is not desired, the NSH Base Header was carefully
constructed so that the NSH could not |ook Iike IPv4 or | Pv6 based on
its first nibble. See Section 2.2 of [RFC8300] for further details.

If ECWMP is desired when SFC is used with an MPLS transport network,
there are two possible options, Entropy [RFC6790] and Fl ow Aware

Transport [RFC6391] |abels. A recommendati on between these options,
and their proper placenent in the |abel stack, is for future study.
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8.

Operations, Adm nistration, and Mintenance (QAM Consi derations

OAM at the SFC Layer is handl ed by SFC- defined nmechani sms [ RFC8300] .
However, OAM nay be required at the MPLS transport layer. |If so,
then standard MPLS-|ayer OAM nechani sns such as the Ceneric

Associ at ed Channel [RFC5586] |abel nay be used.

| ANA Consi derati ons
Thi s docunent does not request any actions from | ANA

Editorial note to RFC Editor: This section nmay be renoved at your
di scretion.

Security Considerations

Thi s docunent describes a nethod for transporting SFC packets using
the NSH over an MPLS transport network. It follows well-established
MPLS procedures and does not define any new protocol elenments or

al | ocate any new code points. It is therefore operationally

equi val ent to other existing SFC transport encapsul ati ons as defined
in [RFC8300]. As such, it should have no effect on SFC security as
al ready discussed in Section 8 of [RFC8300].
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