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I nt roduction

Qperations, Adm nistration, and Mai ntenance (OAM protocols are used
to detect, localize defects in the network, and nonitor network
performance. Sonme OAM functions, e.g., failure detection, work in
the network proactively, while others, e.g., defect localization,
usual |y performed on-demand. These tasks achi eved by a conbi nation
of active, passive, and hybrid OAM net hods, as defined in [ RFC7799].

Thi s docunent anal yzes how t he presence of Operations,
Admi ni stration, and Mai ntenance (QAM control comrand and/ or speci al
data, i.e., OAM packet, is identified in sone overlay networks, and
an inpact the choice of identification may have on OAM functionality
of active and hybrid OAM net hods for the respective overlay network
encapsul ati on.
Conventions used in this docunent

Ter m nol ogy
AMM Al t er nat e Mar ki ng net hod
BIER Bit Indexed Explicit Replication
Det Net Determ ni stic Networks

GUE Ceneric UDP Encapsul ation
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HTS Hybrid Two-step
NSH Net wor k Servi ce Header
NVO3 Network Virtualization Overlays
QAM QOper ati ons, Administration and Mi ntenance
SFC Servi ce Function Chai ning
TLV Type- Lengt h- Val ue
VXLAN- GPE Ceneric Protocol Extension for VXLAN
Underl ay Network or Underlay Layer: The network that provides
connectivity between the Det Net nodes. MPLS network providing LSP
connectivity between DetNet nodes is an exanple of underlay |ayer.
2.2. Keywords
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.
3. Overlay Network Encapsul ations
New overl ay network encapsul ations anal yzed in two groups:
0 encapsul ations that support optional neta-data,;
o fixed-size encapsul ations.
3.1. Encapsulations with Meta-data
Nunber of the new encapsul ation protocols (e.g., Geneve
[I-D.ietf-nvo3-geneve], GUE [I-D.ietf-intarea-gue], and SFC NSH
[ RFC8300]) support use of Type-Length-Value (TLV) encoding to include
optional information into the header. The identification of OAMin
these protocols is as the foll ow ng:
Geneve:
O (1 bit): OAM packet. This packet contains a control nessage
i nstead of a data payl oad. Endpoints MJST NOT forward the

payl oad and transit devices MJUST NOT attenpt to interpret or
process it. Since these are infrequent control nessages, it is
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RECOMVENDED t hat endpoi nts direct these packets to a high
priority control queue (for exanple, to direct the packet to a
general purpose CPU froma forwarding ASIC or to separate out
control traffic on a NNC). Transit devices MJST NOT alter
forwardi ng behavior on the basis of this bit, such as ECMP |ink

sel ecti on.
GUE:

Undef i ned.
SFC NSH:

Obit: Setting this bit indicates an OAM packet.

Conmon bet ween Geneve and NSH is the use of the dedicated flag to
identify the OAM packet and, at the sane tinme, the presence of the
field that identifies the protocol of the payload that inmediately
follows after the encapsul ati on header. [RFC8393] points that if the
value of that field interpreted as none, i.e., no payload follows the
header, then OAM may be included in TLVs, thus creating an active QAM
packet. The problemw th this nechanismto support active OAM

met hods may be a linmitation of the size of data that can be included
ina TLV. For exanple, the maximum size of data in an NSH Met a-data
Type 2, as defined in section 2.5.1 [RFC8300], is 512 octets. The
maxi mum | ength of data in Geneve Option, per section 3.5
[I-D.ietf-nvo3-geneve], is 128 octets. Thus, using one TLV as active
OAM packet, would not allow creating test packets of |arger size,

whi ch is useful when neasuring packet |oss and |atency with synthetic
traffic as part of service activation procedure.

[I-D.ietf-sfc-oamframework] suggests that the O bit used to identify
OAM packet and the Next Protocol field identifies the OAM functi on:

Wil e the presence of OAM marker in the overlay header (e.g., O
bit in the NSH header) indicates it as OAM packet, it is not
sufficient to indicate what OAM function the packet is intended
for.

At the same tine, sone of in-situ OAM proposals, e.g.,
[I-D.ietf-sfc-ioamnsh], suggest using TLV to comuni cate hybrid OAM
commands and data. The proposed resol ution of using the conbination
of Obit and the Next Protocol field:

the O bit MJUST NOT be set for regular customer traffic which

éi éo carries |OAM data and the O bit MJST be set for OAM packets
which carry only 1 OAM data wi thout any regul ar data payl oad.
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inplies that the Obit only identifies the active OAM packet and not
set when hybrid OAM net hods used.

3.2. Fixed-size Encapsul ations

Nunmber of the new encapsul ation protocols (e.g., VXLAN GPE
[I-D.ietf-nvo3-vxlan-gpe], BIER [ RFC8296]) suse fixed-size header.
The identification of OAMin these protocols is as the foll ow ng:

VXLAN- GPE:

OAM Flag Bit (Obit): The Obit is set to indicate that the
packet is an OAM packet.

Bl ER:

OAM packet identified by the value of the Next Protocol field.
| ANA Bl ER Next Protocol ldentifiers registry includes the
identifier for OAM (5).

VXLAN- GPE use of a conbination of OAM Flag Bit and the Next Protocol
field requires clarification of the header interpretation when the
OAM Flag Bit is set and the value of the Next Protocol field is one
of defined in section 3.2 of [I-D.ietf-nvo3-vxlan-gpe].

Bl ER encapsul ation, defined in [ RFC8296], identifies OAM nessage
i medi ately followi ng the Bl ER header by the val ue of the Next
Protocol field.

3.3. Source Information Availability

Avail ability of the packet originator’s source information is
required for active two-way OAM e.g., echo request/reply. 1In cases
when the underlay network is I Pv4/IPv6 the source information will be
provi ded by the encapsul ati on of the underlay. But when using MPLS
underl ay network encapsul ation of an active OAM packet have to follow
certain rul es:

o if available, use Sender IDin the overlay domain (exanple BFIR ID
in Bl ER [ RFC8296] ;

0 use |P/UDP encapsul ation of an OAM packet in overlay (simlar to
Section 4.3 [ RFC8029]).
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3.4. On-path OAM

In addition to active methods, OAM tool set may include nethods that
don’t use specially constructed and injected in the network test
packets. [RFC7799] defines OAM nethods that are neither entirely
active nor passive but are conbine both as hybrid nethods.

One of the exanples of the hybrid OAM nethod, in-situ OAM nentioned
in Section 3.1. Another exanple, Alternate Marking nethod (AMV)

[ RFC8321], enables on-path OAM functions, e.g., delay and | oss
measurenents, using the data traffic. Because AMM i npact on the
network can be m nim zed, measured netrics can be correlated to the
networ k conditions experienced by the specific service. O all
listed in Section 3, BIER allocated the field that may be used for
AMM as discussed in [I-D.ietf-bier-pmmmoan. Applicability of AW
to other overlay protocols, i.e. SFC NSH di scussed in

[1-D. mrsky-sfc-pmam] and Geneve [I-D. fmtnvo3-pmalt-nmark], been
actively discussed.

Hybrid Two-step (HTS), defined in [I-D. mrsky-ippm hybrid-two-step],
is provides on-path collection and transport of the telenetry
informati on. HTS enabl es accurate and consi stent neasurenents by
separating the nmeasurenent action fromthe transport while ensuring
that the follow up packet that carries the telenmetry information does
follow the data packet that had triggered the measurenent.

4. Concl usi ons
OAM control commands and data nay be present as part of the overlay
encapsul ati on header or as a payload that follows the overlay network
header. The recomendati ons:
o QAMin the overlay header, if supported by the overlay network,
identified by the dedicated flag. Use of this nmethod as active
OAM i s possible but functionality is linited.

o OAMthat follows the overlay header identified as payl oad type,
e.g. by the value of the Next Protocol field.

5. | ANA Consi derati ons

Thi s docunent does not propose any | ANA consideration. This section
may be renoved.
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6. Security Considerations

This docunment lists the OAM requirenments for a Det Net domai n and does
not raise any security concerns or issues in addition to ones conmmobn
to networki ng.
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