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Abst ract

The Internet of Things (10oT) concept refers to the usage of standard
Internet protocols to allow for human-to-thing and thing-to-thing
communi cation. The security needs are well-recogni zed and and many
standardi zati on steps for providing security have been taken, for
exanpl e, the specification of Constrained Application Protocol (CoAP)
over Datagram Transport Layer Security (DTLS). However, the design
space of 10T applications and systens is conpl ex and exposed to
multiple types of threats. In particular, threats keep evolving at a
fast pace while many 10T systens are rarely updated and still remain
operational for decades.

This docunment has three main parts: First, it sunmarizes exenplary
security threats and suitable nitigation strategies to protect
against multiple types of threats. Second, it describes a
comprehensive agile security franmework to integrate existing security
processes such as risk asssenent or vulnerability assessnent in the
lifecycle of a smart object in an 10T application. Thus, instead of
having a security configuration that is fixed at manufacturing time,
our approach allows us to apply a - security profile - on the device
tailored for a specific environment at any point of time. Third, we
di scuss the concept of security profiles and give exanples of them

The core of our agile security approach relies on two protocols: the
Protocol for Automatic Security Configuration (PASC) and the Protoco
for Automatic Vulnerability Assessnent (PAVA). PACS is executed
during the onboardi ng phase of a smart object in an |oT systemand is
in charge of automatically perform ng a risk assessnent and assi gni ng
a security profile to defeat the identified risks. The assigned
security profile fits the specific environnent and threat nodel of
the application in which the device has been deployed. PAVA s
executed during the operation of the |oT object and ensures that
vulnerabilities in the smart object and |oT systemare discovered in
a proactive way. These two protocols can benefit users, manufactures
and operators by automating 10T security. W describe a few

exanpl ary security profiles that could be applicable in different
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application areas and automatically configured by neans of PASC and
PAVA.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on January 3, 2019.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1. Conventions and Term nol ogy Used in this Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to I ndicate Requirenent Levels" [RFC2119].

2. Introduction

The Internet of Things (10oT) denotes the interconnection of highly
het er ogeneous networked entities and networks followi ng a nunber of
communi cati on patterns such as: human-to-hunman (H2H), hunman-to-thing
(H2T), thing-to-thing (T2T), or thing-to-things (T2Ts). The termloT
was first coined by the Auto-ID center [AUTOID] in 1999. Since
then, the devel opment of the underlying concepts has ever increased
its pace. Nowadays, the IoT presents a strong focus of research with
various initiatives working on the (re)design, application, and usage
of standard Internet technology in the |oT.

The 10T is exposed to a high nunber of attack vectors, that if
sucessfully exploited by an attacker can have severe consequences.
Thus, this docunment firstly provides an overvi ew of general threats.

Which nmitigation strategies are nost suitable to and required in an

| oT system depends on several factors, including, the operationa
features of the IoT systemor the threats that are applicable to that
system Thus, this docunent further discusses processes that
facilitate the proper design and operation of secure |0oT systens,
nanel y busi ness inpact analysis, risk assessnent, privacy inpact

anal ysis, vulnerability analyis and incident reporting. W further
argue that even if these processes help |oT system designers to nake
secure products, a better approach would be to fully integrate these
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processes in the lifecycle of a smart object in an |oT application
The reason is that 10T products are designed assunming a given
environment and threat nodel that determines the require mtigation
strategies. However, in practice, a |oT product can be deployed in
very different environnents and very different threat nodels.
Furthernmore, while threats keep appearing at a very fast pace, 10T
systens remain operational - with linmted anbunt of updates - for a
very long period of tine.

Thus, in order to integrate security processes in the 1oT lifecycle,
we describe two protocols, the Protocol for Automatic Security
Configuration (PACS) and the Protocol for Automatic Vulnerability
Assessnent (PAVA). These two protocols allow us to integrate risk
anal ysis, privacy inpact analysis, and vulnerability assessnments in
the actual lifecycle of the smart objects so that smart objects can
be configured - continuously - with security profiles tailored to the
very specific environnent in which they are depl oyed.

Finally, this docunent describes diffent four exenplary security
profiles, each conprising a set of threats, nmitigation strategies,
and configuration paraneters, that would be automatically applied to
smart objects when joining different environnents.

The rest of the Internet-Draft is organized as foll ows.

Section Section 3 summarizes the design space of secure |oT systens,
including lifecycle, device capabilities, and operational features.
Section Section 4 discusses general threats that should be considered
when desi gning and operating an |IoT system In Section Section 5,
general mitigation strategies to the identified threats are |listed.
Choosing which nmitigation strategies apply to which use cases is not
trivial since it is required to find a proper bal ance between
security, cost and usuability. Thus, Section Section 6 details

met hodol ogi es for managi ng risks when designing a secure |10T system
and dealing with vulnerabilities when operating the system This
section further describes how t hese net hodol ogi es can be integrated
inthe lifecycle of a smart object. Section Section 7 proposes the
Protocol for Automatic Security Configuration (PASC) that allows
nmovi ng net hodol ogi es for risk assessnent and privacy inpact analysis
fromthe inplenmentation to the onboardi ng phase of a device. This is
enforced since each device discloses its operational requirenents
when joining an | oT system and at this specific point of tine, a
security profile is applied to the device. Section Section 8

descri bes the Protocol for Automatic Vul nerability Assessnent (PAVA)
that allows gathering information on potential vulnerabilities as
detected by different devices so that vulnerabilities are detected
and action can be taken, including the creation of incident reports
delivered to the user and manufacturers. Section Section 9 describes
how manufactures and users will benefit from PASC and PAVA when
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creating or using |oT systens. Finally, Section 10 proposes a nunber
of illustrative security profiles applicable to different
illustrative clases of 10T systens. Each security profile conprises
a set of mitigation strategies can provide a suitable security |evel
and can be automatically depl oyed using PASC. Section Section 11

i ncludes final remarks and concl usi ons.

3. The design space of secure |oT systens

This section describes the design space of 10T systens regardi ng two
aspects: a) the lifecycle of a device and b) how an | 0T systemis
archi t ect ur ed.

3.1. The Thing Lifecycle

The lifecycle of a thing refers to the operational phases of a thing
in the context of a given application or use case. Figure 1 shows
the generic phases of the lifecycle of a thing. This generic
lifecycle is applicable to very different |oT applications and
scenari 0s.

We consider an exanple, a Building Automati on and Control (BAC)
system to illustrate the lifecycle and the neaning of these

di fferent phases. A BAC system consists of a network of

i nterconnected nodes that perforns various functions in the donains
of HVAC (Heating, Ventilating, and Air Conditioning), |ighting,
safety etc. The nodes vary in functionality and a majority of them
represent resource constrained devices such as sensors and

| um naries. Sone devices nmay also be battery operated or battery-

| ess nodes, demanding for a focus on | ow energy consunption and on

sl eeping devices. In our exanple, the life of a thing starts when it
is manufactured. Due to the different application areas (i.e., HVAC
lighting, safety) nodes are tailored to a specific task. It is

therefore unlikely that one single manufacturer will create all nodes
in a building. Hence, interoperability as well as trust
boot st rappi ng between nodes of different vendors is inportant. The
thing is later installed and conmi ssioned within a network by an
installer during the bootstrappi ng phase. Specifically, the device
identity and the secret keys used during normal operation are
provided to the device during this phase. Different subcontractors
may install different 10T devices for different purposes.

Furthernmore, the installation and bootstrappi ng procedures may not be
a defined event but may stretch over an extended period of tine.

After being bootstrapped, the device and the systemof things are in
operational node and execute the functions of the BAC system During
this operational phase, the device is under the control of the system
owner. For devices with lifetinmes spanning several years, occasionha
mai nt enance cycles nmay be required. During each naintenance phase,
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the software on the device can be upgraded or applications running on
the device can be reconfigured. The naintenance tasks can thereby be
performed either locally or froma backend system by neans of an end-
to-end connection. Depending on the operational changes of the
device, it may be required to re-bootstrap at the end of a

mai nt enance cycle. The device continues to | oop through the
operational phase and the eventual naintenance phase until the device
i s deconmi ssioned at the end of its lifecycle. However, the end-of-
life of a device does not necessarily nean that it is defective but
rat her denotes a need to replace and upgrade the network to next-
generation devices in order to provide additional functionality.
Theref ore the device can be renoved and re-conmnissioned to be used in
a different systemunder a different owner by starting the lifecycle
all over again.

_Manuf act ur ed _SWupdat e _Deconm ssi oned
/ / /
| _Installed | __ Application | _Renoved &
|/ | [/ reconfigured | [/ replaced
| _Conmmi ssi oned | |
| 1 / | | _Reownership &
|| | _Application | | _Application | | [/ reconm ssioned
I / runni ng | | / running I
I I | I \\
+HE R HH A PR R R AR R S R R R R R R R R R R R R > >>
VN /WA I \__ 1 time //
/ / \ \ \
Boot strapping / Mai nt enance & \ Mai nt enance &
/ re-bootstrapping \ r e- boot st rappi ng
Oper ati onal OQper ati ona

Figure 1: The lifecycle of a thing in the Internet of Things.
3.2. (dassifying |oT Use Cases
An | oT systemis architectured according to four nain aspects bel ow

1. Device: what is the role of the devices, what their capabilities
are, and whi ch assunptions are posed on them

2. Network: how the conmunication happens either in the |oca
network or going towards renote systens.

3. Application and user: requirenents and assunptions of the
application running on nmultiple devices on required input
information or interactions with the users.

4. System interacions between multiple devices and users.
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3.3. Exanplary use cases and security chall enges

One of the challenges for 10T security is the diversity in IoT

systens and use cases. Exanples of use cases with different needs

are as follows:

1. Alighting systemthat runs in a fully isolated manner and only
requires sonme initial interaction by to user to associate a |light
bulb to a switch.

2. A personal healthcare systemin which a user carries nedical
sensors that nmonitor the user’s health status in real time and
allows the user to share this information with his family doctor

3. A heating, ventilation and air conditioning systemused in a
office building that allows controlling settings.

4. A nation-wide smart grid that allows controlling the electrica
grid including tasks such as demand-response.

5. A smart hone environment in which nultiple devices targeted for
different applications (e.g., smart lighting, smart |ock, snart
scale, ) can be integrated.

4. Security Threats

Different use cases have different types of threats.

In the followi ng, we describe specific threats. This list is not
exhaustive and can be further extended in the future.

1. Cl oni ng of things

2. Counterfeiting

3. Mal i ci ous substitution of thing
4. Eavesdr oppi ng attack

5. Message i njection

6. Message nodification

7. Man-in-the-m ddl e attack

8. Fi rmnvar e Repl acenent attack

9. Extraction of private information
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10. Routing attack

11. Timng attacks

12. Privacy threat - identification
13. Privacy threat - |ocalization

14. Privacy threat - profiling

15. Privacy threat - interaction

16. Privacy threat - lifecycle transitions
17. Privacy threat - inventory attacks

18. Privacy threat - |inkage

19. Data | eakage - cryptographic keys
20. Data | eakage - source code
21. Data | eakage - propietary algorithns
22. Denial -of -Service attack on device
23. Denial -of -Service attack on network:
24. Store and decrypt attack (Quantumresistance)
25. Software vul nerabilities
Tables Figure 5 and Figure 6 in Section Section 13 sunmarize how
these threats apply to different parts of an 10T systemat different
phases in the device lifecycle.
5. Security Mtigations
Deal with the security threats detailed in Section 4 requires a
nunber of security mitigations as the ones detailed in Internet Draft

[ID-Moore]. In this section, we further detail sone of themthat
will be used later to conpose security profiles:

1. Capability to performan authenticated software update.
2. Capability to perform server authentication
3. Capability to performclient authentication
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4. Capability to encrypt conmmuni cati ons.

5. Capability to encrypt comuni cati ons.

6. Application isololation

7. Management gateway.

8. Two factor authentication of application requests.
9. Physi cal security of the device.

10. Usage of application |ayer proxy.
11. Regul ar update of authentication credentials.
6. Integrating security processess in the IoT |lifecycle

Dealing with above threats and finding suitable security mitigations
is challenging: there are very sophisticated threats that a very
powerful attacker could use; also, newthreats and exploits appear in
a daily basis. Therefore, the existence of proper secure product
creation processes that all ow nanagi ng and mninizing risks during
the lifecycle of the I0oT devices is at |east as inportant as being
aware of the threats. A non-exhaustive |list of relevant processes

i ncl ude:

1. A Business Inpact Analysis (Bl A) assesses the consequences of
| oss of basic security attributes, nanely, confidentiality,
integrity and availability in an | oT system These consequences
nmi ght include inpact on data |ost, sales |lost, increased
expenses, regulatory fines, custoner dissatisfaction, etc.
Perform ng a business inpact analysis allow determ ning the
busi ness rel evance of having a proper security design placing
security in the focus.

2. A Ri sk Assessnent (RA) anal yzes security threats to the IoT
system considering their likelihood and inpact, and deriving for

each of thema risk level. Risks classified as noderate or high
must be mitigated, i.e., security architecture should be able to
deal with that threat bringing the risk to a lowlevel. Note

that threats are usually classified according to their goal
confidentiality, integrity, and availability. For instance, a
specific threat to recover a symmetric-key used in the system
relates to confidentiality.

3. A privacy inpact assessnent (Pl A) ains at assessing Persona
Identifiable Information (PII) that is collected, processed, or
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used in the 10T system By doing so, the goals is to fulfill
applicable legal requirenments, determ ne risks and effects of the
mani pul ation of PIl, and eval uate proposed protections.

4. Procedures for vulnerability assessnent (VA) aim at assessing
whet her the |oT systemis secure or any vulnerabilities are
present. This can be due to changes in the context information
such as people involved in the 10T system or new software
vul nerabilities discovered.

5. Procedures for incident reporting (IR) and nmitigation refer to
t he met hodol ogi es that all ow beconi ng aware of any security
i ssues that affect an |oT systeoT

Traditionally, BIA RA and PIA are usually to be realized during the
creation of a new | oT system introduction of new technologies in the
| oT system or deploynent of significant systemupgrades. In
general, it is recommended to re-assess themon a regular basis
taking into account new use cases or threats. VA is also often
realized before deploynment, e.g., by performng a penetration test

bef ore the new product rel ease is deployed. |Incident reporting is
done during operation of the |oT system when a vulnerability is

di scover ed.

Al'l these processes, nanely BIA RA PIA VA and IR are a nmust in

the design of any IoT system |If they are not perfornmed, the risk of
not having a secure enough systemis very high. However, even if
these procedures are in place, the 10T systens can still have an

unsatisfactory security level due to nmultiple reasons:

1. First exanple: a risk assessnment is perfornmed, but the product is
depl oyed in an environnent in which the threats and boundari es
are different. This leads to the situation in which an IoT
system was properly designed, but it is being used in an
environment with different security needs.

2. Second exanple: a risk assessnent is perforned during the design
phase, then also a vulnerability assessnent is executed including
a penetration test and the product is released to the custoners.
Sone tine later, new vulnerabilities appear in a new devices that
was installed in the same 10T network. This leads to the
situation in which an | oT system was properly designed and tested
for vulnerabilities, but it becones |ater unsecured due to
changes in the environnent.

Thus, the authors believe that the above procedures should be fully

integrated in the lifecycle of a smart object as showed in Figure 2
BIA still takes place during the design phase of the new | oT devi ce.
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However, RA and Pl A are noved now to the installation and
commi ssi oni ng phases of the devices since it is then when the actua
environment in which smart objects are deployed is really known. The
VA keeps running during the operation of the 10T system Infornmation
gathered during VA can feed the RA and Pl A processes to update
security settings. Simlarly, security incidents found out during
continuous VA lead to IR Wen smart objects are sold or the system
updated, this triggers again RA and PI A

_Manuf act ur ed _SWupdat e _Deconm ssi oned
/ / /
| _Installed | __ Application | _Renoved &
|/ | [/ reconfigured | [/ replaced
| _Conmmi ssi oned | |
| 1 / | | _Reownership &
|| | _Application | | _Application | | [/ reconm ssioned
I / runni ng | | / running I
| I I \\
+HE R HH A PR R R AR R S R R R R R R R R R R R R > >>
\ VN /1 time //

\ \ \ /

BIA \ Conti nuous VA--->IR /

RA and PI A < | RA and PI A

Figure 2: Security processes integrated in the lifecycle of a thing
in the Internet of Things.

In Section Section 7 we describe the Protocol for Automatic Security
Configuration (PACS) that addresses how to solve the integration of
the RA and Pl A processes in the installation and conmi ssioni ng phase.
Then, in Section Section 8 we describe the Protocol for Automatic

Vul nerability Assessment that addresses how to perform continuous

vul nerability assessnent.

7. Protocol for Automatic Security Configuration (PASC)

Traditional 10T systens are created fromscratch and require a

sui tabl e security design followi ng the phases descrbed in

Section Section 6. Many generic |oT platforns are energi ng that can
be instantiated in different products that can be depl oyed in nany
different environments. Thus, we describe the Protocol for Automatic
Security Configuration (PASC) that enables automatic security
configuration by shifting methodol ogi es for risk managenent fromthe
tail ored product design and inplenmentation phases to the onboarding
phase.
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Figure 3: Protocol for Automatic Security Configuration

Figure 3 depicts the nain parties involved in the protocol: two snart
obj ects denoted as 'Thingl and 'Thing2', a device controlling the

| oT domain called 'GWN, a router towards the 10T domain, the

manuf acturer server of 'Thingl’ denoted as 'ML' and the server of the
pl atform denoted as ’'platforni.

The main protocol steps of PASC are as follows: Wen 'Thingl is
introduced in the 10T donmain, 'Thingl first publishes its profile to
the available "GWN in message 'ml’. 'GW then gathers information
from’'ml’ regarding ' Thingl in nessages 'n2’ and 'n8 . At this
stage, 'GWN has information about the available smart objects in the
| oT domain and al so can gather input fromthe user on the usage and
expected interactions of the snart object with other devices in the
depl oynent environnment. Thus, 'GWN can performan autonated ri sk
assessnent of the |oT device in the security domain determning
potential threats on the device and on the system and assigning a
security profile containing security mtigations to the identified
threats. In nessages 'md and 'nb’ the GWNcan gather security
updates from’'platform that mght be required for the new situation
after the introduction of 'Thingl' in the |oT security donain.
Finally, nmessages 'n6’', 'nv' and 'nB8 are used to depl oy updated
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security profiles to the new snmart object 'Thingl and potentially
al so to other devices already present in the depl oynent environnent,
nanely, the 'router’ and other smart objects (e.g., 'Thing2').

In practice, PACS can be created by extendi ng and conbi ni ng a nunber
of protocols. Messages 'nl’', 'nR', and 'nB’ resenble steps of the
Manuf act urer Usage Descriptor (MJD) protocol. After these nessages,
RA and PI A can be executed given available information on the
expect ed usage of the devices and input fromthe user. Messages 'nm¥
and 'nb’ require standardization since they resenble the access for
various software updates that mght be required to fullfil security
needs. Configuration nessages 'n6’ and 'n¥’ night be instantiated by
a conbi nati on and extension of ACE and MJD protocol. Message 'n8’
requires standarization to automatically configure router and
firewall rules.

8. Protocol for Automatic Vulnerability Assessnent (PAVA)

Today vul nerability assessment is either not performed at all or it
is only performed when products are designed. The Protocol for
Automatic Vul nerability Assessment (PAVA) overcones this. PAVA
relies on each smart object (e.g., Thingl) sending standarized
reports of potential vulnerabilities to ' GWN, the device nanaging the
| oT security domain. Such reports would build on RFC 5424, RFC 5425
and RFC 5426. Reports and nethodol ogy can al so benefit from RFC6872
The ' GW then anal yzes the | ogs and takes a decision regarding the
exi stence of a vulnerability, its origin and its inpact. CQutput of
this decision is threefold:

1. incident report towards the user

2. update of security profiles in smart objects of the |oT security
domai n.

3. automatic incident reporting towards the nmanufacturer
4. automatic incident reporting towards the platform provider

9. Benefits of integrating security processes in the 10T lifecycle
t hrough PASC and PAVA

Section Section 8 describes how manufacturers, system operators and
end users benefit from PASC and PAVA when creating, naking or using
| oT systens.

Users benefit since security configuration is done in an automatic
way - they need to do nothing. Security settings are autonmatically
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10.

configured according to the specific deploynent environment that a
user only needs to confirm

Manuf acturers benefit since they do not need to decide which security
mtigations they require on a product. Instead of it, they just need
to describe the expected usage of the product that is then confirned
by the user. Security profiles are then automatically depl oyed on
the smart object.

System operators use these protocols to mnimze operational cost
whil e ensuring that the systemrenmi ns secure at any nonent.

Security Profiles

We expect the various types of 10T deploynments to be w despread and
to penetrate al nost all areas of our personal and professional life
i ncludi ng building autonation systens, healthcare, snart cities,

|l ogistics, etc. For each of these environnments, properties such as
device capabilities, network infrastructure, or available security
services can be conpletely different. That makes it difficult to
define and deploy conplete security configurations for each generic
use case. Furthernore, each of those applications is featured by a
di fferent nunber of actors deployed in very different environnents
and with very different purposes. Consequently, when a Business

I mpact Anal ysis or Risk Assessnment is perforned, not only the types
of threats will be different, but also their likelihood and potenti al
inmpact. This determines that different applications tend to require
different or conplenentary types of security mechanisns mtigating
the identified risks.

This section describes sonme exenplary Security Profiles that can be
automatically created by neans of PASC fitting the security needs of
applications with the same characteristics and requirenents. These
security profiles are beneficial since they nmake the underlying
threats transparent, allow for interoperability while preserving
security and prevent possible security misconfiguration. It is
expected that the security profiles defined in this section need to
be extended and adapted based on the individual risk profiles of each
environnment as described in Section 6 of this docunent.

Each security profile includes:
1. a short descriptive nane,
2. an exenplary application that mght use the security profile,

3. the main security threats applicable to the profile,
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4. the security mitigations required by the profile,

5. specific configuration paraneters for the protocols and actors
involved in the application

1. dasses of |oT Systens

Based on the PASC the |0oT devices can be grouped by function, by
requi red access and by depl oyment scope into individual |o0T device
classes. Wiile grouping things into individual device classes based
on function and required access is a universal part of each PASC

i ndependent of the desired depl oynent environnment, the depl oynent
scope MUST be considered as well based on the different threats in
vari ous depl oynent environments. For exanple, the sane thing

depl oyed in smart honmes or in smart cities will have the sane PASC
entries for function and required access, however, the depl oynent
scope and the inherited security threats fromthe different
environnments will require different PASC and PAVA for the two

depl oynent scenari os.

Each one of these I0oT device classes will represent an isol ated
segnent in itself and will receive an individual and continuous PAVA
during the lifetine of the things in the device class. In order to
connect with things in different segnments, the nmanagenent gateway
MJUST be used.

The goal of creating device classes for 10T devices is to enable the
near - aut omati ¢ nanagenent of a clear separation of security threats
and risk assessnments by enforcing device segnentation for each cl ass
of devices. This segnentation process SHOULD t herefore be automated,
but the automation part itself is out of scope for this document.

The segnments nust be pre-defined before the PASCis created. |f the
PASC requires a new segnent to introduce a thing into a certain
environnment, the segnment MJST be defined first. Protocols |ike MID
SHOULD be used as a val uabl e source of information during the
classification and provisioning process in PASC

We consider four generic security profiles applicable to four
exenpl ary application areas as sunmarized in the table bel ow
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o o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e eao o +
| Exenplary I I
| 1oT Application | Description |

Fom e o - o m m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eo— - +

| SecProf 1 | Home usage | Enabl es operation between hone things

| | | without interaction with central device|

[ R o e e e e oo - oo e e e e e e e e e e e e e e e e oo oo +

| SecProf _2 | Managed Home | Enabl es operation between hone things.

| | usage |Interaction with a central and | ocal |

[ [ | device is possible [

[ SR o e e e e o - oo m e e e e e e e e e e e e e e eeeooo oo +

| SecProf 3 |Industrial usage | Enabl es operation between things.
| | | Relies on central (local or backend) |
| | | device for security |

| SecProf _4 | Advanced | Enabl es ad- hoc operation between things|
| | I ndustrial usage |and relies on central device or |
[ [ |on a collection of control devices |

Figure 4: Security profiles and application areas.

The currently existing |oT products can be | oosely categorized in 4
different profiles, where SecProf 1 would be the | owest category of
security profiles and SecProf_4 woul d be the highest category of
security profiles. It is considered best practice in the security
world to allow higher security profiles to connect to | ower security
profiles, but to never let |lower security profiles connect to higher
security profiles. The sane precauti ons SHOULD be used for the IoT
Security Profiles defined below The separation between the Security
Profiles described in Figure 4 is not a strict physical separation,
but a logical one. A honme |oT device and its nanagenent software may
i ncl ude conponents that fall into the SecProf_1 as well as SecProf_2
category. Wthin every security profile exists a graduation of
different security levels. The exact category within a security
profile will be determined with a risk analysis of the thing and its
functionality and MJUST be reviewed on a regular basis. This is
because each security profile will contain devices with a high
lifecycle variation. Certain |oT devices are neant to be used for a
few hours only, while others are expected to | ast decades. G ven the
technol ogi cal progress, the security of a thing nay degenerate over
time within the same security profile.

The best mitigation strategy agai nst unknown future threats are
sof tware updates, for exanple, to replace a broken hash al gorithm
with a nore secure one as long as the thing can handle the
conputational |oad of the new hash al gorithm
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2. Security Profile 1: Home usage

SecProf _1 categorizes unmanaged | oT devices nostly found in private
hones. The things in this Security Profile are single-purpose
devices, used either on a daily or less frequent basis. The types of
threats those things will face are usually nminimal risk. The

I'i kelihood of misuse entirely depends on physical proxinmty to the

t hi ng.

G ven the exanple of an internet-connected button for the delivery of
fresh bananas, it would require physical interaction ("button press")
and SHOULD make use of technologies like fingerprint sensors to limt
the order ability to a small set of authorized individuals. A nisuse
woul d at maxi num |l ead to an unwanted delivery of fruits, and a
super mar ket can easily enforce a maxi nrum anount of fruits an

i ndi vi dual househol d woul d order before assum ng nalicious intent.

This Security Profile requires unidirectional comunication fromthe
thing to a specific service. Additional services |ike order
confirmation will be handled via separate channels. Mtigations for
security threats identified in the PASC MIST contain encryption on
the transport layer of the application, a strict isolation from other
nodes in a shared network and a proper physical placenent of the
thing. Additionally, a strong identification nmechanism |ike X 509
Certificates, MJST be used to identify the exact thing that talks to
the specific service

o s m o e e e e e e e e e e e e e e e e e e e e e e me— oo oo +
| Threats | Mtigations

[ RS oo e e e e e e e e ee e +
| T4 | Y/

Fomm e e e o - o m e m e e e e e e e e e e e e e e e e +
| T5 | M2, MB, MB

Fom e o - o mm e e e e e e e e e e e e e e oo +
| T6 | M2, M3, MB

[ RS oo e e e e e e e e ee e +

3. Security Profile 2: Managed Honme usage

SecProf 2 categorizes managed | oT devices nostly found in private
hones. The things in this Security Profile are nore conplex, often
mul ti - purpose devices, and neant to be used on a daily basis. The
types of threats those things will face are usually in the mediumto
high risk category. M suse of the thing depends on the security of
t he managed service bundled to the thing.
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G ven the exanple of an smart door |ock, the PASC contains physica
and | ogical security risks. The physical security of the | ock MJST
be on the sane standard that non-smart door |ocks provide. For the

| ogi cal security of the door |ock, physical presence close to the
smart door | ock MJUST be enforced for the unlocking functionality,
whil e the locking functionality nmight also be used renotely. Key
escrow nmust be possible via a secure procedure for energency services
like Police or the Fire Brigade.

This Security Profile requires bidirectional comrunication fromthe
thing to a specific nmanagenent gateway. All comrunication with
specific services as well as other smart objects MJUST go through the
managenent gateway. The nanagenent gateway nmay act as an application
| ayer proxy when it is used as a relay to enabl e comruni cati on

bet ween smart objects and nodes within a single domain or |oca
network. Mtigations for security threats identified in the PASC
MUST contain encryption on the transport |ayer of the application and
a strict isolation fromother nodes except the managenent gateway in
a shared network. Additionally, a strong identification and

aut henti cation mechanism like X. 509 Certificates, MJIST be used to
identify and authenticate the thing when it talks to the managenent
gateway. The credentials used for authentication and authorization
MUST be refreshed on a regul ar basis.

4. Security Profile 3: Industrial usage

SecProf _3 categorizes unmanaged or partially managed | oT devices
found in industrial or commercial environnments. The things in this
Security Profile are single-purpose devices, used by a nunber of
unidentified people. The types of threats those things will face are
inthe mnimal or nmediumrisk category. Msuse could lead to a
certain inconveni ence, but would not put the operation of the

i ndustrial or commercial environment at risk

G ven the example of a HVAC systemin a commercial office building,
the conponents of such a systemwould include a central HVAC
managenent service for the building, tenperature sensors spread
across the whol e building and heating and cooling devices at certain
pl aces across the building. Communication fromthe smart objects
spread across the building would be unidirectional depending on their
functionality. The tenperature sensors would unidirectiona

communi cate frequently with the HVAC central nanagenent service. The
HVAC central managenment service woul d unidirectional communicate as
needed with the heating and cooling devices to regulate the
tenperature across the buil ding.

This Security Profile requires a mx of unidirectional and
bi di recti onal communi cati on between the things and a specific
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service. Mtigations for security threats identified in the PASC
MUST contain encryption on the transport |ayer of the application, a
strict isolation fromother nodes in a shared network for the smart
things and a strong identification nechanism |ike X 509
Certificates, MJUST be used to identify the exact thing that talks to
the central managenment service. Mtigations for security threats
identified in the PASC for central managenent service which requires
bi directional comunication with nultiple things MJST contain
encryption on the transport |ayer of the application and MIJST use a
strong identification and authorization nechanism |ike X 509
Certificates, to identify and authenticate the central nanagenent
service when it talks to the individual smart objects. The centra
managenent service may act as an application layer proxy when it is
used as a relay to enabl e conmuni cati on between snart objects and
nodes within a single domain or |local network. The credentials used
for authentication and authorizati on MUST be refreshed on a regul ar
basi s.

10.5. Security Profile 4: Managed | ndustrial usage

SecProf _4 categorizes fully nmanaged 10T devices found in industria
or commercial environnents. The things in this Security Profile are
mul ti - purpose devices, used by a nunber of authenticated and

aut hori zed people. The types of threats those things will face are
in the high risk category. Msuse could lead to a partial or ful
conmprom se of the industrial or commercial environnent.

G ven the exanpl e of a physical security systemw th nmanaged access
in a comrercial datacenter, the conponents of such a system woul d

i ncl ude conponents |ike caneras, infrared sensors, access contro
systens and fire safety. Al conponents have either unidirectiona

or bidirectional connectivity to a |ocal or renote managenent
gateway. All comunication with specific services as well as other
smart objects MUST go through the nmanagenent gateway. The nanagenent
gateway controls the functionality of each smart conponent within the
i ntegrated physical security system The nmanagenent gateway may act
as an application layer proxy when it is used as a relay to enable
communi cati on between the individual conmponents of the integrated
physi cal security system and external nodes within a single domain or
| ocal and renote networks.

Mtigations for security threats identified in the PASC MJST contain
encryption on the transport |ayer of the application and a strict

i solation from other nodes except the nmanagenent gateway in a shared
network. Additionally, a strong identification and authentication
mechani sm like X 509 Certificates, MJUST be used to identify and
authenticate all 10T conponents for the comuni cation with the
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managenment gateway. The credentials used for authentication and
aut hori zati on MIUST be refreshed on a regul ar basis.

Concl usi ons

The main contribution of this docunent is to describe and propose
protocols to automate | oT security. This is done in two steps.

First, the PASC protocol allows to automatically configure devices
and depl oying security profiles - sets of security configurations -
to the devices that join a given network and system Second, the
PAVA protocol allows to automatically nmonitor the operation of the
network and systemin order to defeat any attack. A key contribution
of this docunent is the definition of exenplary security profiles
that can be deploy to the devices.

Security Considerations

Security is a key factor in the acceptance and | ong-term success of

| oT systens. Wen conparing established Things that already exists
as non-smart versions in the real word for a long time, for exanple
Iight switches or door |ocks, and the typical nodern approach to
software engi neering, we can often see a culture clash. This culture
clash is not surprising. The reasons for this are sinple, the
bui I di ng and manufacturing industry for exanple are sone of the

sl owest changing industry sectors in the world, often also due to
hi gh denmands and regul ati ons on safety and security of the physica
products they produce, e. g. bridges or houses. On the other side,
we have the I T and Web industry, one of the nobst dynanic industry
sectors currently existing. While the formula on how to nmix concrete
or unl ocking a door with a physical key has not changed nuch in the

| ast 100 years, we went to a huge nunber of fundanental changes in
the software industry in a relatively short period of tine.

Additionally, there is a fundanmental difference of traditiona
connected and networked devices "for people" vs. 10T devices which
are typically headless. E. g., many standard application |ayer

aut henti cation nmechani snms |ike QAuth assune a person is there to "do
somet hing"” in a chall enge response sequence. Also, people have an
identity, that typically links to authorization of resources, while
an | oT device is nore single-purpose and typically has no intrinsic
sense of other resources it mght/should communicate with. This

di stinction between devices lends itself to a nunber of
considerations in terms of authentication, access control

manageabi lity, and other challenges that will take time to properly
normalize in a nodern |oT enabl ed world.

Froma security perspective, it is difficult to trust |oT devices.
There are sinply too nmany of them and due to their constrained
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nature there are often conproni ses that weaken security overall

Most | oT devices are typically focused on their physical task rather
than on bei ng general purpose conputing platforns. Therefore, the
security profiles described in this docunent aimto bridge the
initial risk analysis gap between the involved industry sectors and
put a higher enphasis on the mnimzing risk and containing the bl ast
radi us factors.

Summary of threats

We can classify threats presented in Section Section 4 according to
two criteria: a) what is the target of the threat? and b) when does
the threat take place?

The target of the threat can be - as described in Section 3.2 - the
| oT architecture (T-arch), the device (T-dev), the network (T-nwk),
and the application (T-app). The lifecycle nonment in which the
threat takes place can be - as described in Section 3.1 - during
manuf acturing (L-nake), comm ssioning process (L-conf), operation
(L-oper), software updates (L-update), and deconmi ssi oni ng
(L-deconf).

R - - - Fommme e aa +
| T-arch | T-dev |  T-nwk | T-app [
+----- Fommme e a - Fememe e ae - Fememe e ae - Fomm e e - - +
| 1 | y I y I I I
+----- Fommme e ea - Fommme e e e s Fommme e e e s e e e e oo +
| 2 | y I y I I I
R e R - - - Fommme e aa +
| 3 | y I y I I I
+----- Fommme e a - Fememe e ae - Fememe e ae - Fomm e e - - +
| 4 | y I I y I y I
+----- Fommme e ea - Fommme e e e s Fommme e e e s e e e e oo +
| 5 | y I I y I y I
R e R - - - Fommme e aa +
| 6 | y I I y I y I
+----- Fommme e a - Fememe e ae - Fememe e ae - Fomm e e - - +
| 7 | y I I y I y I
+----- Fommme e ea - Fommme e e e s Fommme e e e s e e e e oo +
| 8 | y I y I I y I
R e R - - - Fommme e aa +
[ 9 | y I y I I I
+----- Fommme e a - Fememe e ae - Fememe e ae - Fomm e e - - +
| 10 | y I I y I I
+----- Fommme e ea - Fommme e e e s Fommme e e e s e e e e oo +
| 11 | y I y I y I y I
R e R - - - Fommme e aa +
| 12 | y I y I y I y I
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lifecycle a threat can take place.
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