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Abst ract

The Internet of Things (10oT) concept refers to the usage of standard
Internet protocols to allow for hunman-to-thing and thing-to-thing
communi cation. The security needs for |0T systens are well -
recogni zed and nany standardi zation steps to provide security have
been taken, for exanple, the specification of Constrained Application
Prot ocol (CoAP) secured with Datagram Transport Layer Security
(DTLS). However, security challenges still exist, not only because
there are sonme use cases that lack a suitable solution, but also
because many | oT devi ces and systens have been desi gned and depl oyed
with very limted security capabilities. In this docunent, we first
di scuss the various stages in the lifecycle of a thing. Next, we
docunent the security threats to a thing and the chall enges that one
m ght face to protect against these threats. Lastly, we discuss the
next steps needed to facilitate the depl oynent of secure |0T systens.
Thi s docunent can be used by inplenentors and aut hors of |oT
specifications as a reference for details about security

consi derations while docunenting their specific security chall enges,
threat nodels, and nitigations.

This docunent is a product of the IRTF Thing-to-Thing Research G oup
(T2TRG) .

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a nmaxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Novenber 20, 2018.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
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1. Introduction

The Internet of Things (10T) denotes the interconnection of highly
het er ogeneous networked entities and networks that follow a nunber of
di fferent communication patterns such as: human-to-human (H2H)
human-to-thing (H2T), thing-to-thing (T2T), or thing-to-things
(T2Ts). The term1oT was first coined by the Auto-1D center

[AUTO- I D] in 1999 which had envisioned a world where every physi cal
object is tagged with a radio-frequency identification (RFID) tag
having a globally unique identifier. This would not only all ow
tracking of objects in real-tinme but also allow querying of data
about them over the Internet. However, since then, the meaning of
the Internet of Things has expanded and now enconpasses a wi de
variety of technol ogies, objects and protocols. It is not surprising
that the 10T has received significant attention fromthe research
community to (re)design, apply, and use standard | nternet technol ogy
and protocols for the |oT.

The things that are part of the Internet of Things are computing
devi ces that understand and react to the environnent they reside in.
These things are also often referred to as smart objects or snart
devices. The introduction of |1Pv6 [ RFC6568] and CoAP [ RFC7252] as
fundanental building blocks for |oT applications allows connecting

| oT hosts to the Internet. This brings several advantages including:
(i) a hompgeneous protocol ecosystemthat allows sinple integration
with other Internet hosts; (ii) sinplified devel opnent for devices
that significantly vary in their capabilities; (iii) a unified
interface for applications, renoving the need for application-I|eve
proxi es. These building blocks greatly sinplify the depl oynent of

t he envi si oned scenarios which range from building autonmation to
production environnents and personal area networKks.

Thi s docunent presents an overview of inportant security aspects for
the Internet of Things. W begin by discussing the lifecycle of a
thing in Section 2. In Section 3, we discuss security threats for
the 10T and mnet hodol ogi es for managi ng these threats when designing a
secure system Section 4 reviews existing | P-based (security)
protocols for the 10T and briefly sunmarizes existing guidelines and
regul ations. Section 5 identifies renmining challenges for a secure
I oT and di scusses potential solutions. Section 6 includes fina
remarks and conclusions. This docunment can be used by |oT standards
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specifications as a reference for details about security
consi derations applying to the specified system or protocol

The first draft version of this document was submitted in March 2011
Initial draft versions of this docunent were presented and di scussed
during the CORE neetings at | ETF 80 and later. D scussions on
security lifecycle at | ETF 92 (March 2015) evolved into nore genera
security considerations. Thus, the draft was selected to address the
T2TRG work itemon the security considerations and chall enges for the
Internet of Things. Further updates of the draft were presented and
di scussed during the T2TRG neetings at | ETF 96 (July 2016) and | ETF
97 (Novenber 2016) and at the joint interimin Ansterdam (Mrch
2017). This docunent has been revi ewed by, commented on, and

di scussed extensively for a period of nearly six years by a vast
majority of T2TRG and rel ated group nenbers; the nunmber of which
certainly exceeds 100 individuals. It is the consensus of T2TRG t hat
the security considerations described in this docunent should be
published in the IRTF Stream of the RFC series. This docunent does
not constitute a standard.

2. The Thing Lifecycle

The lifecycle of a thing refers to the operational phases of a thing
in the context of a given application or use case. Figure 1 shows
the generic phases of the lifecycle of a thing. This generic
lifecycle is applicable to very different 10T applications and
scenarios. For instance, [RFC7744] provides an overvi ew of rel evant
| oT use cases

In this docunent, we consider a Building Automati on and Control (BAC)
systemto illustrate the lifecycle and the neaning of these different
phases. A BAC system consists of a network of interconnected nodes
that perforns various functions in the domai ns of HVAC (Heating,
Ventilating, and Air Conditioning), lighting, safety, etc. The nodes
vary in functionality and a large majority of themrepresent

resour ce-constrai ned devices such as sensors and luminaries. Sone
devices may be battery operated or nmay rely on energy harvesting.
This requires us to al so consider devices that sleep during their
operation to save energy. In our BAC scenario, the life of a thing
starts when it is manufactured. Due to the different application
areas (i.e., HVAC, lighting, or safety) nodes/things are tailored to
a specific task. It is therefore unlikely that one single
manufacturer will create all nodes in a building. Hence,
interoperability as well as trust bootstrapping between nodes of
different vendors is inportant.

The thing is later installed and conmi ssioned within a network by an
installer during the bootstrappi ng phase. Specifically, the device
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identity and the secret keys used during nornal operation nmay be
provided to the device during this phase. Different subcontractors
may install different 10T devices for different purposes.

Furthernore, the installation and bootstrappi ng procedures may not be
a discrete event and may stretch over an extended period. After
bei ng boot strapped, the device and the systemof things are in
operational node and execute the functions of the BAC system During
this operational phase, the device is under the control of the system
owner and used by multiple systemusers. For devices with lifetines
spanni ng several years, occasional maintenance cycles nmay be
required. During each naintenance phase, the software on the device
can be upgraded or applications running on the device can be
reconfigured. The naintenance tasks can be perfornmed either locally
or froma backend system Depending on the operational changes to
the device, it may be required to re-bootstrap at the end of a

mai nt enance cycle. The device continues to |oop through the
operational phase and the eventual naintenance phases until the
device is deconmissioned at the end of its lifecycle. However, the
end-of -1ife of a device does not necessarily nean that it is
defective and rather denotes a need to replace and upgrade the
network to the next-generation devices for additional functionality.
Theref ore, the device can be renoved and re-commi ssioned to be used
in a different systemunder a different owner thereby starting the
lifecycle all over again.

We note that the presented lifecycle represents to sone extent a
simplified nodel. For instance, it is possible to argue that the
Iifecycle does not start when a tangi ble device is manufactured but
rat her when the ol dest bit of code that ends up in the device - nmaybe
froman open source project or fromthe used operating system- was
witten. Similarly, the lifecycle could also include an on-the-shelf
phase where the device is in the supply-chain before an owner/user
purchases and installs it. Another phase could involve the device
bei ng re-badged by some vendor who is not the original manufacturer
Such phases can significantly conplicate other phases such as

mai nt enance and bootstrapping. Finally, other potential end-states
can be, e.g., a vendor that no | onger supports a device type because
it is at end-of-life or a situation in which a device is sinply
forgotten but remains functional
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Figure 1: The lifecycle of a thing in the Internet of Things

Security is a key requirenent in any conmmuni cati on system However,
security is an even nore critical requirement in real-world |IoT

depl oynents for several reasons. First, conprom sed |oT systenms can
not only endanger the privacy and security of a user, but can also
cause physical harm This is because 10T systens often conprise
sensors, actuators and other connected devices in the physica

envi ronnment of the user which could adversely affect the user if they
are conprom sed. Second, a vulnerable |I0oT system means that an
attacker can alter the functionality of a device froma given

manuf acturer. This not only affects the nmanufacturer’s brand i nage,
but can also leak infornmation that is very valuable for the

manuf acturer (such as proprietary algorithnms). Third, the inpact of
attacking an | oT system goes beyond a specific device or an isolated
system since conprom sed 10T systens can be mi sused at scale. For
exanpl e, they may be used to performa Distributed Denial of Service
(DDoS) attack that limts the availability of other networks and
services. The fact that nany |oT systens rely on standard I P
protocols allows for easier systemintegration, but this also nakes
attacks on standard | P protocols wi dely applicable in other
environments. This results in new requirenments regarding the

i npl ement ati on of security.

The term security subsunmes a wi de range of prinitives, protocols, and
procedures. Firstly, it includes the basic provision of security
services that include confidentiality, authentication, integrity,

aut hori zation, source authentication, and availability along with
some augnented services, such as duplicate detection and detection of
stal e packets (tineliness). These security services can be

i mpl ement ed by neans of a conbinati on of cryptographi ¢c nechani sns,
such as bl ock ciphers, hash functions, or signature algorithnms, and
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non- crypt ographi ¢ mechani sms, whi ch i npl ement aut hori zati on and ot her
security policy enforcement aspects. For ensuring security in |oT
net wor ks, we should not only focus on the required security services,
but al so pay special attention to how these services are realized in
the overall system and how the security functionalities are executed
in practice.

3. Security Threats and Managi ng R sk

Security threats in related I P protocols have been anal yzed in
mul ti pl e docunments including Hypertext Transfer Protocol (HTTP) over
Transport Layer Security (TLS) (HTTPS) [ RFC2818], Constrai ned
Application Protocol (COAP) [RFC7252], |Pv6 over Low Power Wreless
Personal Area Networks (6LoWPAN) [ RFC4919], Access Node Control
Protocol (ANCP) [RFC5713], Domain Nane System (DNS) [ RFC3833], |Pv6
Nei ghbor Di scovery (ND) [ RFC3756], and Protocol for Carrying

Aut henti cation and Network Access (PANA) [RFC4016]. In this section
we specifically discuss the threats that could conpronise an

i ndi vidual thing or the network as a whole. Sone of these threats
m ght go beyond the scope of Internet protocols but we gather them
here for the sake of conpleteness. The threats in the following Iist
are not in any particular order and sone threats night be nore
critical than others depending on the depl oynent scenari o under

consi derati on:

1. Vul ner abl e Softwar e/ Code: Things in the Internet of Things rely
on software that m ght contain severe bugs and/or bad design
choices. This nmakes the things vulnerable to many different
types of attacks, depending on the criticality of the bugs,
e.g., buffer overflows or lack of authentication. This can be
consi dered as one of the nost inportant security threat. The
| arge-scal e distributed denial -of-service (DDoS) attack
popul arly known as the Mrai botnet [mrai], was caused by
things that had wel |l -known or easy-to-guess passwords for
configuration.

2. Privacy threat: The tracking of a thing' s l|ocation and usage may
pose a privacy risk to people around it. For instance, an
attacker can infer privacy sensitive information fromthe data
gat hered and conmmuni cated by individual things. Such
i nformati on may subsequently be sold to interested parties for
mar keti ng purposes and targeted advertising. |n extreme cases,
such information m ght be used to track dissidents in oppressive
reginmes. Unlawful surveillance and interception of traffic to/
froma thing by intelligence agencies is also a privacy threat.

3. Cloning of things: During the manufacturing process of a thing,
an untrusted factory can easily clone the physica
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characteristics, firmware/software, or security configuration of
the thing. Deployed things might also be conpronised and their
software reverse engi neered allowi ng for cloning or software
nmodi fi cations. Such a cloned thing nay be sold at a cheaper
price in the market, and yet can function nornally as a genui ne
thing. For exanple, two cloned devices can still be associated
and work with each other. 1In the worst-case scenario, a cloned
device can be used to control a genuine device or performan
attack. One should note here, that an untrusted factory may

al so change functionality of the cloned thing, resulting in
degraded functionality with respect to the genuine thing
(thereby, inflicting potential danage to the reputation of the
original thing manufacturer). Mreover, additiona
functionality can be introduced in the cloned thing. An exanple
of such functionality is a backdoor

4, Mal i ci ous substitution of things: During the installation of a
thing, a genuine thing may be substituted with a simlar variant
(of lower quality) w thout being detected. The main notivation
may be cost savings, where the installation of |ower-quality
things (for exanple, non-certified products) may significantly
reduce the installation and operational costs. The installers
can subsequently resell the genuine things to gain further
financial benefits. Another notivation nmay be to inflict danage
to the reputation of a competitor’s offerings.

5. Eavesdr oppi ng attack: During the comm ssioning of a thing into a
network, it may be susceptible to eavesdropping, especially if
operational keying materials, security paraneters, or
configuration settings, are exchanged in clear using a wirel ess
mediumor if used cryptographic algorithms are not suitable for
the envisioned lifetine of the device and the system After
obt ai ning the keying material, the attacker m ght be able to
recover the secret keys established between the communicating
entities, thereby conpromising the authenticity and
confidentiality of the comunication channel, as well as the
authenticity of conmands and other traffic exchanged over this
communi cati on channel. When the network is in operation, T2T
communi cati on can be eavesdropped if the conmmuni cati on channe
is not sufficiently protected or if a session key is conprom sed
due to protocol weaknesses. An adversary nmy also be able to
eavesdrop if keys are not renewed or updated appropriately.
Lastly, nessages can al so be recorded and decrypted offline at a
| ater point of tinme. The Venona project [venona-project] is one
such exanpl e where nessages were recorded for offline
decrypti on.
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6. Man-in-the-m ddl e attack: Both the comm ssioning phase and
operational phases may al so be vulnerable to man-in-the-niddle
attacks. For exanple, when keying material between
conmmuni cating entities is exchanged in the clear and the
security of the key establishment protocol depends on the tacit
assunption that no third party can eavesdrop during the
execution of this protocol. Additionally, device authentication
or device authorization may be non-trivial, or may need support
of a human deci sion process, since things usually do not have
a-priori know edge about each other and cannot al ways
differentiate friends and foes via conpletely autonated
mechani sns.

7. Firmvare attacks: When a thing is in operation or maintenance
phase, its firmvare or software nmay be updated to all ow for new
functionality or new features. An attacker may be able to
exploit such a firmnare upgrade by naliciously replacing the
thing’s firware, thereby influencing its operational behavior.
For exanple, an attacker could add a piece of malicious code to
the firmvare that will cause it to periodically report the
energy usage of the thing to a data repository for analysis.
The attacker can then use this information to deternine when a
hone or enterprise (where the thing is installed) is unoccupied
and break in. Simlarly, devices whose software has not been
properly maintained and updated night contain vulnerabilities
that m ght be exploited by attackers to replace the firnware on
t he device

8. Extraction of private information: |0T devices (such as sensors,
actuators, etc.) are often physically unprotected in their
anbi ent environnment and they could easily be captured by an
attacker. An attacker with physical access may then attenpt to
extract private information such as keys (for exanple, device's
key, private-key, group key), sensed data (for exanple,
heal thcare status of a user), configuration paraneters (for
exanple, the W-Fi key), or proprietary algorithns (for exanple,
al gorithm perforning some data analytics task). Even when the
data originating froma thing is encrypted, attackers can
performtraffic analysis to deduce neani ngful information which
m ght conprom se the privacy of the thing' s owner and/or user

9. Routing attack: As highlighted in [ID Daniel], routing
information in |oT networks can be spoofed, altered, or
replayed, in order to create routing |oops, attract/repe
network traffic, extend/shorten source routes, etc. A non-
exhaustive list of routing attacks includes 1) Sinkhole attack
(or bl ackhole attack), where an attacker declares hinself to
have a high-quality route/path to the base station, thus
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allowing himto do manipul ate all packets passing through it. 2)
Sel ective forwarding, where an attacker may selectively forward
packets or sinmply drop a packet. 3) W rmnhol e attack, where an
attacker may record packets at one location in the network and
tunnel themto another |ocation, thereby influencing perceived
net wor k behavi or and potentially distorting statistics, thus
greatly inmpacting the functionality of routing. 4) Sybil attack
whereby an attacker presents nultiple identities to other things
in the network. We refer to [ID-Daniel] for further router
attacks and a nore detail ed description.

10. Elevation of privilege: An attacker with |l ow privil eges can
m suse additional flaws in the inplenented authentication and
aut hori zati on nechanisns of a thing to gain nore privileged
access to the thing and its data.

11. Denial -of-Service (DoS) attack: Oten things have very limted
menory and conputation capabilities. Therefore, they are
vul nerabl e to resource exhaustion attack. Attackers can
continuously send requests to specific things so as to deplete
their resources. This is especially dangerous in the Internet
of Things since an attacker m ght be located in the backend and
target resource-constrained devices that are part of a
constrai ned node network [ RFC7228]. DoS attack can al so be
| aunched by physically jamr ng the communicati on channel
Net work availability can al so be disrupted by flooding the
network with a | arge nunber of packets. On the other hand,
thi ngs conpromi sed by attackers can be used to disrupt the
operation of other networks or systens by neans of a Distributed
DoS (DDoS) attack.

To deal with above threats it is required to find and apply suitable
security mtigations. However, new threats and exploits appear on a
daily basis and products are deployed in different environnents prone
to different types of threats. Thus, ensuring a proper |evel of
security in an |1oT systemat any point of time is challenging. To
address this challenge, sone of the follow ng nethodol ogi es can be
used:

1. A Business Inpact Analysis (Bl A assesses the consequences of the
| oss of basic security attributes: confidentiality, integrity and
availability in an |oT system These consequences night include
the inpact fromlost data, reduced sal es, increased expenses,
regul atory fines, custoner dissatisfaction, etc. Performng a
busi ness inpact analysis allows a business to determ ne the
rel evance of having a proper security design
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2. A R sk Assessnent (RA) anal yzes security threats to an |oT system

whil e considering their likelihood and inpact. 1t also includes
categori zing each of themwith a risk level. Risks classified as
noderate or high nust be mtigated, i.e., the security

architecture should be able to deal with those threat.

3. A privacy inpact assessment (PIA) ains at assessing the
Personally ldentifiable Information (PIl) that is coll ected,
processed, or used in an IoT system By doing so, the goal is to
fulfill applicable |egal requirenents, determ ne risks and
effects of manipulation and | oss of PII

4. Procedures for incident reporting and mtigation refer to the
met hodol ogi es that all ow becom ng aware of any security issues
that affect an 10T system Furthernore, this includes steps
towards the actual depl oynent of patches that nitigate the
identified vulnerabilities.

BIA, RA, and PI A should generally be realized during the creation of
a new | oT system or when depl oyi ng significant systen feature
upgrades. In general, it is recomended to re-assess themon a
regul ar basis taking into account new use cases and/or threats. The
way a BIA, RA, PlIA are perforned depends on the environnent and the
i ndustry. Mre information can be found in N ST docunents such as

[ NI STSP800- 34r 1], [N STSP800-30r 1], and [N STSP800-122].

4. State-of-the-Art

This section is organized as follows. Section 4.1 sunmarizes state-
of -the-art on | P-based |0T systens, within | ETF and i n other
standardi zati on bodies. Section 4.2 summarizes state-of-the-art on
| P-based security protocols and their usage. Section 4.3 discusses
gui delines and regul ations for securing |oT as proposed by ot her
bodi es.

4.1. | P-based |oT Protocols and Standards

Nowadays, there exists a multitude of control protocols for I0oT. For
BAC systens, the Zi gBee standard [ZB], BACNet [BACNET], and DALI
[DALI] play key roles. Recent trends, however, focus on an all-IP
approach for system control

In this setting, a nunber of |ETF working groups are designing new
protocol s for resource-constrai ned networks of smart things. The
6LoWPAN wor ki ng group [ W& 6LoWPAN] for exanpl e has defined nethods
and protocols for the efficient transm ssion and adaptation of |Pv6
packets over | EEE 802.15.4 networks [ RFC4944].
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The CoRE working group [ W5 CoRE] has specified the Constrained
Application Protocol (CoAP) [RFC7252]. CoAP is a RESTful protoco

for constrained devices that is nodeled after HITP and typically runs
over UDP to enable efficient application-Ilevel communication for

t hi ngs.

In many smart object networks, the smart objects are di spersed and
have internmittent reachability either because of network outages or
because they sleep during their operational phase to save energy. In
such scenarios, direct discovery of resources hosted on the
constrai ned server mght not be possible. To overcone this barrier
the CoRE working group is specifying the concept of a Resource
Directory (RD) [IDrd]. The Resource Directory hosts descriptions of
resources which are | ocated on other nodes. These resource
descriptions are specified as CoRE |ink format [RFC6690].

Whi | e CoAP defines a standard conmuni cation protocol, a format for
representing sensor neasurenments and paraneters over CoAP is
required. The Sensor Measurement Lists (SenM.) [ID-senm] is a
specification that defines nedia types for sinple sensor measurenents
and paraneters. It has a mininmalistic design so that constrained
devices with limted conputational capabilities can easily encode
their neasurenents and, at the sane tinme, servers can efficiently
coll ect |large number of nmeasurenents.

In many 10T depl oynents, the resource-constrained smart objects are
connected to the Internet via a gateway that is directly reachable.
For exanple, an | EEE 802.11 Access Point (AP) typically connects the
client devices to the Internet over just one wirel ess hop. However,
some depl oynents of smart object networks require routing between the
smart objects thenselves. The |ETF has therefore defined the |IPv6
Routing Protocol for Low Power and Lossy Networks (RPL) [RFC6550].
RPL provides support for mnultipoint-to-point traffic fromresource-
constrained snart objects towards a nore resourceful central contro
point, as well as point-to-rmultipoint traffic in the reverse
direction. It also supports point-to-point traffic between the
resour ce-constrai ned devices. A set of routing netrics and
constraints for path calculation in RPL are al so specified [ RFC6551].

The 1 Pv6 over Networks of Resource-constrai ned Nodes (6l 0) [W5 6l 0]
wor ki ng group of the | ETF has specified how | Pv6 packets can be
transmtted over various link |ayer protocols that are comonly

enpl oyed for resource-constrained snart object networks. There is

al so ongoing work to specify I Pv6 connectivity for a Non-Broadcast

Mul ti-Access (NBMA) nmesh network that is forned by | EEE 802. 15. 4

Ti neSl otted Channel Hopping (TSCH links [ID-6tisch]. GOher link

| ayer protocols for which | ETF has specified or is currently
specifying | Pv6 support include Bluetooth [ RFC7668], Digital Enhanced
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Cordl ess Tel econmuni cations (DECT) Utra Low Energy (ULE) air
interface [ RFC8105], and Near Field Conmuni cation (NFC) [ID-6lonfc].

Baker and Meyer [RFC6272] identify which IP protocols can be used in
smart grid environnments. They give advice to snmart grid network
designers on how they can decide on a profile of the Internet
protocol suite for smart grid networks

The Low Power W de- Area Network (LPWAN) working [ WG LPWAN] group is
anal yzing features, requirenents, and solutions to adapt |P-based
protocols to networks such as LORA [lora], SigFox [sigfox], NB-l1oT
[nbiot], etc. These networking technol ogies enable a smart thing to
run for years on a single coin-cell by relying on a star network
topol ogy and using optim zed radi o nodul ation with frame sizes in the
order of tens of bytes. Such networks bring new security chall enges
since nost existing security mechanismdo not work well with such
resource constraints.

JavaScript Object Notation (JSON) is a |lightweight text
representation format for structured data [RFC8259]. It is often
used for transmitting serialized structured data over the network.

| ETF has defined specifications for encoding cryptographic keys,
encrypted content, signed content, and clains to be transferred

bet ween two parties as JSON objects. They are referred to as JSON
Wb Keys (JWK) [RFC7517], JSON Web Encryption (JWE) [RFC7516], JSON
Web Signatures (JWS) [RFC7515] and JSON Web Token (JW) [RFC7519].

An alternative to JSON, Concise Binary Object Representation (CBOR)

[ RFC7049] is a concise binary data format that is used for
serialization of structured data. It is designed for resource-
constrai ned nodes and therefore it aims to provide a fairly snall
message size with minimal inplenentation code, and extensibility

wi t hout the need for version negotiation. CBOR Object Signing and
Encryption (COSE) [ RFC8152] specifies how to encode cryptographic
keys, nessage authentication codes, encrypted content, and signatures
wi th CBOR

The Light-Wight |nplenmentation Guidance (LWG working group

[Wo- LW (G is collecting experiences frominplenenters of IP stacks in
constrai ned devices. The working group has already produced
docunents such as RFC7815 [ RFC7815] which defines how a m ni nal
Internet Key Exchange Version 2 (I1KEv2) initiator can be inplenmented.

The Thi ng-2-Thi ng Research G oup (T2TRG [RG T2TRE is investigating
the remaining research issues that need to be addressed to quickly
turn the vision of 10T into a reality where resource-constrai ned
nodes can communi cate with each other and with other nore capabl e
nodes on the |nternet.
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Additionally, industry alliances and other standardi zati on bodies are
creating constrained |IP protocol stacks based on the | ETF work. Some
i mportant exanples of this include:

1. Thread [Thread]: Specifies the Thread protocol that is intended
for a variety of 10T devices. It is an |Pv6-based network
protocol that runs over |EEE 802.15. 4.

2. Industrial Internet Consortium [I110T]: The consortium defines
reference architectures and security franmeworks for devel opnent,
adoption and w despread use of Industrial Internet technol ogies
based on existing | ETF standards.

3. Internet Protocol for Smart Cbjects IPSO[IPSO: The alliance
specifies a conmon object nodel that enables application software
on any device to interoperate with other conform ng devices.

4. OneM2M [ OneM2M : The standards body defines technical and API
specifications for 0T devices. It ains to create a service
| ayer that can run on any |0oT device hardware and software

5. Open Connectivity Foundation (OCF) [OCF]: The foundation devel ops
standards and certifications primarily for 10T devices that use
Constrai ned Application Protocol (CoAP) as the application |ayer
pr ot ocol

6. Fairhair Alliance [Fairhair]: Specifies an |IoT mddl eware to
enable a common | P network infrastructure between different
application standards used in building automation and |ighting
systems such as BACnet, KNX and Zi gBee.

7. OVA LWWM [ LWeM : OVA Lightweight MMMis a standard fromthe
Open Mobile Alliance for MM and 10T devi ce managenent. LWWE2M
relies on CoAP as the application | ayer protocol and uses a
RESTful architecture for renote nmanagenent of |oT devices.

4.2. Existing | P-based Security Protocols and Sol utions

There are three main security objectives for IoT networks: 1.
protecting the 10T network fromattackers. 2. protecting |oT
applications and thus, the things and users. 3. protecting the rest
of the Internet and other things fromattacks that use conpron sed
things as an attack platform

In the context of the |IP-based |IoT depl oynents, consideration of

existing Internet security protocols is inportant. There are a wide
range of specialized as well as general - purpose security sol utions
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for the Internet domain such as | KEv2/| Psec [ RFC7296], TLS [ RFC5246],
DTLS [ RFC6347], H P [RFC7401], PANA [RFC5191], and EAP [ RFC3748].

TLS provides security for TCP and requires a reliable transport.
DTLS secures and uses datagramoriented protocols such as UDP. Both
protocols are intentionally kept simlar and share the sane ideol ogy
and ci pher suites. The CoAP base specification [ RFC7252] provides a
description of how DILS can be used for securing CoAP. It proposes
three different nodes for using DILS: the PreSharedKey node, where
nodes have pre-provisioned keys for initiating a DILS session with
anot her node, RawPublicKey node, where nodes have asymetri c-key
pairs but no certificates to verify the ownership, and Certificate
nmode, where public keys are certified by a certification authority.
An | oT inplementation profile [RFC7925] is defined for TLS version
1.2 and DTLS version 1.2 that offers conmunication security for
resour ce-constrai ned nodes.

There is ongoing work to define an authorization and access-contro
framework for resource-constrai ned nodes. The Authentication and

Aut hori zation for Constrai ned Environnents (ACE) [ W5 ACE] working
group is defining a solution to allow only authorized access to
resources that are hosted on a snmart object server and are identified
by a URI. The current proposal [|ID aceoauth] is based on the QAuth
2.0 franmework [RFC6749] and it conmes with profiles intended for

di fferent communication scenarios, e.g. DILS Profile for

Aut henti cation and Authorization for Constrai ned Environments

[ D acedtl s].

The CoAP base specification [ RFC7252] provides a description of how
DTLS can be used for securing CoAP. It proposes three different
nodes for using DTLS: the PreSharedKey node, where nodes have pre-
provi sioned keys for initiating a DILS session w th another node,
RawPubl i cKey nbde, where nodes have asynmetric-key pairs but no
certificates to verify the ownership, and Certificate node, where
public keys are certified by a certification authority. An |oT

i mpl ementation profile [RFC7925] is defined for TLS version 1.2 and
DTLS version 1.2 that offers conmmunication security for resource-
constrai ned nodes.

OSCORE [I D-OSCORE] is a proposal that protects CoAP nessages by
wrappi ng themin the CBOR Object Signing and Encryption (COSE)

[ RFC8152] format. Thus, OSCORE falls in the category of object
security and it can be applied wherever CoAP can be used. The
advant age of OSCORE over DILS is that it provides some nore
flexibility when dealing with end-to-end security. Section 5.1.3
di scusses this further
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The Automated Certificate Management Environment (ACMVE) [ WG ACMVE]
wor ki ng group is specifying conventions for automated X. 509
certificate managenment. This includes automatic validation of
certificate issuance, certificate renewal, and certificate
revocation. Wile the initial focus of working group is on donain
nane certificates (as used by web servers), other uses in sonme |oT
depl oynents is possible.

The Internet Key Exchange (I KEv2)/IPsec - as well as the |ess used
Host Identity protocol (HIP) - reside at or above the network | ayer
in the OCSl nodel. Both protocols are able to perform an

aut henti cated key exchange and set up the | Psec for secure payl oad
delivery. Currently, there are also ongoing efforts to create a HP
variant coined Diet HHP [ID H P-DEX] that takes constrained networks
and nodes into account at the authentication and key exchange | evel

Mgault et al. [IDdietesp] are working on a conpressed version of
| Psec so that it can easily be used by resource-constrained |oT
devices. They rely on the Internet Key Exchange Protocol version 2
(I'Kev2) for negotiating the conpression format.

The Extensible Authentication Protocol (EAP) [ RFC3748] is an

aut henti cation framework supporting nultiple authentication nethods.
EAP runs directly over the data link |ayer and, thus, does not
requi re the deployment of IP. It supports duplicate detection and
retransm ssion, but does not allow for packet fragmentation. The
Protocol for Carrying Authentication for Network Access (PANA) is a
net wor k-1 ayer transport for EAP that enabl es network access

aut henti cation between clients and the network infrastructure. In
EAP terms, PANA is a UDP-based EAP | ower |ayer that runs between the
EAP peer and the EAP aut henti cator

4.3. 10T Security Guidelines

Attacks on and from | oT devices have becone common in the | ast years,
for instance, large scale Denial of Service (DoS) attacks on the
Internet Infrastructure from conpronised | oT devices. This fact has
pronmpted many different standards bodi es and consortia to provide

gui delines for developers and the Internet community at large to
build secure | 0T devices and services. A subset of the different

gui del i nes and ongoi ng projects are as foll ows:

1. d obal System for Mbil e Conmunications (GSM Association (GSMA)
| oT security guidelines [ GSMAsecurity]: GSMA has published a set
of security guidelines for the benefit of new |IoT product and
service providers. The guidelines are ained at device
manuf acturers, service providers, devel opers and network
operators. An enterprise can conplete an |oT Security Self-
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Assessnent to denonstrate that its products and services are
aligned with the security guidelines of the GSMA

2. Br oadband I nternet Technical Advisory Goup (BITAG 10T Security
and Privacy Recommendati ons [BI TAG: BI TAG has published
recomendations for ensuring security and privacy of |oT device
users. BI TAG observes that many |oT devices are shipped from
the factory with software that is already outdated and
vul nerable. The report also states that many devices with
vul nerabilities will not be fixed either because the
manuf act urer does not provide updates or because the user does
not apply them The reconmmendations include that |oT devices
shoul d function w thout cloud and Internet connectivity, and
that all 10T devices shoul d have nmet hods for automatic secure
sof t war e updat es.

3. United Ki ngdom Departnent for Digital, Culture, Media and Sport
(DCVS) [DCOVB]: UK DCMs has rel easead a report that includes a
list of 13 steps for inproving |I0oT security. These steps, for
exanpl e, highlight the need for inplenmenting a vulnerability
di scl osure policy and keeping software updated. The report is
ai med at device manufacturers, 10T service providers, nobile
application devel opers and retailers.

4. Cloud Security Alliance (CSA) New Security Cuidance for Early
Adopters of the IoT [CSA]: CSA recomrendations for early
adopters of 10T encourages enterprises to inplenment security at
different |layers of the protocol stack. It also recomends
i mpl ementation of an authentication/authorization framework for
| oT depl oynents. A conplete list of recomrendations is
available in the report [CSA].

5. United States Departnment of Homel and Security [DHS]: DHS has put
forth six strategic principles that woul d enabl e | oT devel opers,
manuf acturers, service providers and consuners to maintain
security as they devel op, manufacture, inplenment or use network-
connected | oT devi ces.

6. National Institute of Standards and Technol ogy (N ST)
[ NI ST-Cui de]: The NI ST special publication urges enterprise and
US federal agencies to address security throughout the systens
engi neering process. The publication builds upon the
I nternational Organization for Standardization
(1SO/International Electrotechnical Conm ssion (I EC) 15288
standard and augnments each process in the systemlifecycle with
security enhancenents.
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7. National Institute of Standards and Technol ogy (N ST)
[nist_lightweight _project]: NIST is running a project on
I'i ghtwei ght cryptography with the purpose of: (i) identifying
application areas for which standard cryptographic algorithns
are too heavy, classifying themaccording to sonme application
profiles to be determined; (ii) determining limtations in those
exi sting cryptographic standards; and (iii) standardizing
i ghtweight algorithns that can be used in specific application
profiles.

8. Open Web Application Security Project (OMSP) [ OMSP]: OMSP
provi des security guidance for |oT nmanufactures, devel opers and
consunmers. OWASP al so includes guidelines for those who intend
to test and anal yze |oT devices and applications.

9. | oT Security foundation [loTSecFoundation]: |oT security
foundati on has published a docunent that enlists various
consi derations that need to be taken into account when
devel opi ng 10T applications. For exanple, the docunent states
that 10T devices could use hardware-root of trust to ensure that
only authorized software runs on the devices.

10. National H ghway Traffic Safety Admi nistration (NHTSA) [ NHTSA]
The US NHTSA provi des guidance to the autonotive industry for
i mproving the cyber security of vehicles. Wile sone of the
gui delines are general, the docunent provides specific
recomendations for the autonotive industry such as how vari ous
aut onoti ve manufacturer can share cyber security vulnerabilities
di scover ed.

11. Best Current Practices (BCP) for |oT devices [I D More]: This
docunent provides a list of mninmmrequirenents that vendors of
Internet of Things (l10T) devices should to take into account
whi | e devel opi ng applications, services and firmvare updates in
order to reduce the frequency and severity of security incidents
that arise from conpronised | oT devices

12. European Union Agency for Network and Information Security
(ENISA) [ENISA ICS]: EN SA published a docunment on communication
net wor k dependenci es for Industrial Control Systens
(1 CS)/ Supervisory Control And Data Acquisition (SCADA) systens
in which security vulnerabilities, guidelines and genera
reconmendati ons are summari zed.

O her guideline and recomendati on docunments may exist or may |ater
be published. This list should be considered non-exhaustive.
Despite the acknow edgnent that security in the Internet is needed
and the existence of multiple guidelines, the fact is that many |oT
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devi ces and systens have very linited security. There are nmultiple
reasons for this. For instance, sone nmanufactures focus on
delivering a product w thout paying enough attention to security.
This may be because of |ack of expertise or linmted budget. However,
t he depl oynent of such insecure devices poses a severe threat on the
privacy and safety of users. The vast anount of devices and their

i nherent nobile nature also inplies that an initially secure system
can becone insecure if a conproni sed device gains access to the
system at sonme point in time. Even if all other devices in a given
environnent are secure, this does not prevent external attacks caused
by insecure devices. Recently the Federal Comunications Comm ssion
(FCCO) [FCC] has stated the need for additional regulation of |oT
systens. It is possible that we may see other such regi ona

regul ations in the future.

5. Challenges for a Secure |oT

In this section, we take a closer |ook at the various security
chal l enges in the operational and technical features of 10T and then
di scuss how existing Internet security protocols cope with these
techni cal and conceptual chall enges through the Iifecycle of a thing.
Thi s discussion should neither be understood as a conprehensive

eval uation of all protocols, nor can it cover all possible aspects of
| oT security. Yet, it ains at showing concrete limtations and
chal l enges in some |0T design areas rather than giving an abstract

di scussion. In this regard, the discussion handles issues that are
nmost inportant fromthe authors’ perspectives.

5.1. Constraints and Heterogeneous Conmuni cati on

Coupl i ng resource-constrai ned networks and the powerful Internet is a
chal | enge because the resulting heterogeneity of both networks
compl i cates protocol design and systemoperation. 1In the follow ng
we briefly discuss the resource constraints of 0T devices and the
consequences for the use of Internet Protocols in the 10T donain.

5.1.1. Resource Constraints

| oT depl oynents are often characterized by |ossy and | ow bandw dth
comuni cation channels. |0T devices are also often constrained in
terns of CPU, nenory, and energy budget avail able [ RFC7228]. These
characteristics directly inpact the design of protocols for the IoT
domain. For instance, small packet size linits at the physical |ayer
(127 Bytes in | EEE 802.15.4) can lead to (i) hop-by-hop fragnmentation
and reassenbly or (ii) small IP-layer maxi mumtransm ssion unit

(MIU). In the first case, excessive fragnentation of |arge packets
that are often required by security protocols nmay open new attack
vectors for state exhaustion attacks. The second case mght lead to
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nmore fragmentation at the I P layer which comonly downgrades the
overall system performance due to packet |oss and the need for
retransm ssion.

The size and nunber of nessages should be minimzed to reduce nenory
requi renents and optinize bandwi dth usage. |In this context, |ayered
approaches invol ving a nunber of protocols night |lead to worse
performance in resource-constrai ned devices since they conbine the
headers of the different protocols. |In some settings, protoco
negoti ati on can increase the nunber of exchanged nessages. To

i mprove performance during basic procedures such as, for exanpl e,
bootstrapping, it nmight be a good strategy to performthose
procedures at a | ower |ayer.

Smal | CPUs and scarce nenory linmt the usage of resource-expensive
cryptographic prinitives such as public-key cryptography as used in
nmost Internet security standards. This is especially true if the
basi ¢ cryptographi c bl ocks need to be frequently used or the
under | ying application demands | ow del ay.

There are ongoing efforts to reduce the resource consunption of
security protocols by using nore efficient underlying cryptographic
primtives such as Elliptic Curve Cryptography [ RFC5246]. The
specification of elliptic curve X25519 [ecc25519], stream ciphers
such as ChaCha [ChaCha], Diet H P [ID H P-DEX], and ECC goups for

| KEv2 [ RFC5903] are all examples of efforts to nake security
protocols nore resource efficient. Additionally, nost nodern
security protocols have been revised in the | ast few years to enable
cryptographic agility, making cryptographic primtives

i nt erchangeabl e. However, these inprovenents are only a first step
in reducing the conputation and communi cati on overhead of I nternet
protocols. The question remains if other approaches can be applied
to | everage key agreenent in these heavily resource-constrained
envi ronment s.

A further fundanental need refers to the limted energy budget
available to | oT nodes. Careful protocol (re)design and usage is
required to reduce not only the energy consunption during nornal
operation, but also under DoS attacks. Since the energy consunption
of 10T devices differs fromother device classes, judgnents on the
energy consunption of a particular protocol cannot be nade wi thout
tail or-nmade | oT inpl enentations.

5.1.2. Denial-of-Service Resistance
The tight menory and processing constraints of things naturally

al |l eviate resource exhaustion attacks. Especially in unattended T2T
communi cati on, such attacks are difficult to notice before the
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servi ce becones unavail abl e (for exanple, because of battery or
menory exhaustion). As a DoS counterneasure, DILS, |KEv2, H P, and
Diet HP inplement return routability checks based on a cookie
mechani smto delay the establishnent of state at the respondi ng host
until the address of the initiating host is verified. The

ef fectiveness of these defenses strongly depend on the routing

topol ogy of the network. Return routability checks are particularly
effective if hosts cannot receive packets addressed to other hosts
and if | P addresses present neaningful information as is the case in
today’s Internet. However, they are |ess effective in broadcast
medi a or when attackers can influence the routing and addressi ng of
hosts (for exanple, if hosts contribute to the routing infrastructure
i n ad-hoc networks and neshes).

In addition, H P inplements a puzzle nechanismthat can force the
initiator of a connection (and potential attacker) to solve
cryptographic puzzles with variable difficulties. Puzzle-based

def ense nmechani sms are | ess dependent on the network topol ogy but
performpoorly if CPU resources in the network are heterogeneous (for
exanple, if a powerful Internet host attacks a thing). Increasing
the puzzle difficulty under attack conditions can easily lead to
situations where a powerful attacker can still solve the puzzle while
weak | oT clients cannot and are excluded from conmunicating with the
victim Still, puzzle-based approaches are a viable option for
sheltering | oT devices agai nst unintended overl oad caused by

m sconfi guration or nal functioning things.

5.1.3. End-to-end security, protocol translation, and the role of
nmi ddl eboxes

The termend-to-end security often has nultiple interpretations.

Here, we consider end-to-end security in the context end-to-end IP
connectivity, froma sender to a receiver. Services such as
confidentiality and integrity protection on packet data, nessage

aut henti cation codes or encryption are typically used to provide end-
to-end security. These protection nmethods render the protected parts
of the packets imutable as rewiting is either not possible because
a) the relevant information is encrypted and inaccessible to the
gateway or b) rewiting integrity-protected parts of the packet would
invalidate the end-to-end integrity protection

Protocols for constrained |oT networks are not exactly identical to
their larger Internet counterparts for efficiency and performance
reasons. Hence, nore or |ess subtle differences between protocols
for constrained |IoT networks and Internet protocols will remain.
Whil e these differences can be bridged with protocol translators at
m ddl eboxes, they nmay become nmjor obstacles if end-to-end security
nmeasures between | oT devices and Internet hosts are needed.
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If access to data or nessages by the niddl eboxes is required or
acceptabl e, then a diverse set of approaches for handling such a
scenario are available. Note that sonme of these approaches affect
the nmeani ng of end-to-end security in terns of integrity and
confidentiality since the middl eboxes will be able to either decrypt
or nodify partially the exchanged nessages:

1.

Sharing credentials with niddl eboxes enabl es themto transform
(for example, deconpress, convert, etc.) packets and re-apply the
security neasures after transformation. This nmethod abandons
end-to-end security and is only applicable to sinple scenarios
with a rudinentary security nodel

Reusing the Internet wire format for 10T makes conversi on between
I oT and Internet protocols unnecessary. However, it can lead to
poor perfornmance in sonme use cases because |oT specific
optinizations (for exanple, stateful or statel ess conpression)
are not possi bl e.

Sel ectively protecting vital and i mutabl e packet parts with a
message aut hentication code or with encryption requires a carefu
bal ance between performance and security. Qherwi se this
approach m ght either result in poor perfornmance or poor security
dependi ng on which parts are selected for protection, where they
are located in the original packet, and how they are processed.

[1 D- OSCORE] proposes a solution in this direction by encrypting
and integrity protecting nost of the nessage fields except those
parts that a m ddl ebox needs to read or change.

Honmonor phi ¢ encryption techni ques can be used in the niddl ebox to
performcertain operations. However, this is linmted to data
processing involving arithnmetic operations. Furthernore,
performance of existing libraries, for exanmple, SEAL [SEAL] is
still too limted and hononor phi c encryption techni ques are not

wi dely applicable yet.

Message aut hentication codes that sustain transformati on can be
realized by considering the order of transformation and
protection (for exanple, by creating a signature before
conpression so that the gateway can deconpress the packet without
recal cul ating the signature). Such an approach enables |oT
specific optinizations but is nore conplex and nmay require
application-specific transformati ons before security is applied.
Moreover, the usage of encrypted or integrity-protected data
prevents m ddl eboxes fromtransform ng packets.

Mechani sns based on object security can bridge the protoco
worl ds, but still require that the two worlds use the sanme object
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security formats. Currently the object security format based on
CBOR bj ect Signing and Encryption (COSE) [ RFC8152] is different
from JSON bj ect Signing and Encryption (JOSE) [ RFC7520] or

Crypt ographi ¢ Message Syntax (CWVS) [ RFC5652]. Legacy devices
relying on traditional Internet protocols will need to update to
the newer protocols for constrained environments to enable rea
end-to-end security. Furthernore, niddl eboxes do not have any
access to the data and this approach does not prevent an attacker
who i s capable of nodifying relevant fields in the payl oad.

To the best of our know edge, none of the nentioned security
approaches that focus on the confidentiality and integrity of the
communi cati on exchange between two | P end-points provide the perfect
solution in this problem space

5.1.4. New network architectures and paradi gm

There is a nultitude of new link |layer protocols that aimto address
the resource-constrai ned nature of |oT devices. For exanple, the

| EEE 802.11 ah [| EEE802ah] has been specified for extended range and
| ower energy consunption to support Internet of Things (l10oT) devices.
Simlarly, Low Power Wde-Area Network (LPWAN) protocols such as LoRa
[lora], Sigfox [sigfox], NarrowBand |oT (NB-10T) [nbiot] are al

desi gned for resource-constrai ned devices that require I ong range and
low bit rates. [IDI|pwan] provides an informational overview of the
set of LPWAN technol ogi es being considered by the ETF. It also
identifies the potential gaps that exist between the needs of those
technol ogi es and the goal of running IP in such networks. Wile
these protocols allow | oT devices to conserve energy and operate
efficiently, they also add additional security challenges. For
exanple, the relatively small MIU can nmake security handshakes with

| arge X509 certificates a significant overhead. At the sane tineg,
new comuni cation paradigns also allow |IoT devices to comunicate
directly anongst thenselves with or w thout support fromthe network.
This comunication paradigmis also referred to as Devi ce-to-Device
(D2D) or Machi ne-to-Machine (MM or Thing-to-Thing (T2T)

comrmuni cation and it is notivated by a nunber of features such as

i mproved network performance, |ower |atency and | ower energy
requirenents.

5.2. Bootstrapping of a Security Donain
Creating a security domain froma set of previously unassociated |IoT
devices is a key operation in the lifecycle of a thing in an IoT

network. This aspect is further el aborated and discussed in the
T2TRG draft on bootstrapping [| D bootstrap].
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5.3. (Operational Challenges

After the bootstrappi ng phase, the systementers the operationa
phase. During the operational phase, things can use the state

i nformati on created during the bootstrapping phase in order to
exchange information securely. |In this section, we discuss the
security challenges during the operational phase. Note that nany of
the chal | enges discussed in Section 5.1 apply during the operationa
phase.

5.3.1. Goup Menbership and Security

G oup key negotiation is an inportant security service for |oT
communi cati on patterns in which a thing sends sone data to nultiple
things or data flows fromnultiple things towards a thing. Al

di scussed protocols only cover unicast conmunication and therefore,
do not focus on group-key establishnent. This applies in particular
to (D) TLS and I KEv2. Thus, a solution is required in this area. A
potential solution might be to use the Diffie-Hellman keys - that are
used in IKEv2 and H P to setup a secure unicast link - for group
Diffie-Hell man key-negotiations. However, Diffie-Hellman is a
relatively heavy solution, especially if the group is |arge.

Synmetric and asymetric keys can be used in group comunication
Asymretri ¢ keys have the advantage that they can provide source

aut henti cation. However, doing broadcast encryption with a single
public/private key pair is also not feasible. Although a single
symmetric key can be used to encrypt the conmunication or conpute a
message aut hentication code, it has inherent risks since the capture
of a single node can conproni se the key shared throughout the
networ k. The usage of symmetric-keys al so does not provide source
aut hentication. Another factor to consider is that asymetric
cryptography is nore resource-intensive than symmetric key sol utions.
Thus, the security risks and performance trade-offs of applying
either symetric or asymetric keys to a given |oT use case need to
be wel | -anal yzed according to risk and usability assessnents.
[IDmulticast] is looking at a conbination of symetric (for
encryption) and asymetric (for authentication) in the same packet.

Conceptual Iy, solutions that provide secure group conmuni cation at
the network layer (IPsec/IKEv2, H P/Diet H P) may have an advant age
in ternms of the cryptographic overhead when conpared to application-
focused security solutions (TLS/ DTLS). This is due to the fact that
application-focused solutions require cryptographi c operations per
group application, whereas network | ayer approaches may all ow sharing
secure group associations between nmultiple applications (for exanple,
for nei ghbor discovery and routing or service discovery). Hence,

i mpl ementing shared features |lower in the communi cation stack can
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avoi d redundant security neasures. However, it is inmportant to note
that sharing security contexts anong different applications involves
potential security threats, e.g., if one of the applications is
mal i ci ous and nonitors exchanged nessages or injects fake nessages.
In the case of OSCORE, it provides security for CoAP group

communi cation as defined in RFC7390, i.e., based on nulticast IP. If
the same security association is reused for each application, then
this solution does not seemto have nore cryptographi c overhead
compared to | Psec

Several group key sol utions have been devel oped by the MSEC wor ki ng
group [WG MSEC] of the IETF. The MKEY architecture [ RFC4738] is one
exanple. Wiile these solutions are specifically tailored for
mul ti cast and group broadcast applications in the Internet, they
shoul d al so be consi dered as candi date solutions for group key
agreenent in |oT. The MKEY architecture for exanple describes a
coordi nator entity that dissem nates symmetric keys over pair-w se
end-to-end secured channels. However, such a centralized approach
may not be applicable in a distributed 10T environnment, where the
choi ce of one or several coordinators and the managenent of the group
key is not trivial

5.3.2. Mobility and I P Network Dynanics

It is expected that many things (for exanple, wearable sensors, and
user devices) will be nobile in the sense that they are attached to
different networks during the lifetime of a security association
Built-in nobility signaling can greatly reduce the overhead of the
crypt ographi c protocols because unnecessary and costly re-

establi shnents of the session (possibly including handshake and key
agreenment) can be avoided. |KEv2 supports host nobility with the
MOBI KE [ RFC4555] and [ RFC4621] extension. MOBIKE refrains from
appl yi ng heavywei ght cryptographic extensions for mobility. However,
MOBI KE mandates the use of |Psec tunnel node which requires the
transm ssion of an additional |P header in each packet.

H P offers a sinple yet effective nobility managenent by all ow ng
hosts to signal changes to their associations [ RFC8046]. However,
slight adjustnments m ght be necessary to reduce the cryptographic
costs, for exanple, by nmaking the public-key signatures in the
mobi l ity nessages optional. Diet H P does not define nobility yet
but it is sufficiently simlar to HP and can use the sane

mechani snms.  DTLS provi des sonme nobility support by relying on a
connection ID (CID). The use of connection IDs can provide all the
mobility functionality described in [IDWIIlians], except, sending
the updated | ocation. The specific need for IP-layer nobility mainly
depends on the scenario in which the nodes operate. In nany cases,
nmobi l ity supported by means of a nobile gateway may suffice to enable
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mobi |l e 1 oT networks, such as body sensor networks. Using nessage
based application-layer security solutions such as OSCORE [| D- OSCORE]
can also alleviate the problem of re-establishing | ower-I|ayer
sessions for nobile nodes.

5.4. Secure software update and cryptographic agility

| oT devices are often expected to stay functional for several years
and decades even though they m ght operate unattended w th direct
Internet connectivity. Software updates for 10T devices are
therefore not only required for new functionality, but also to
elimnate security vulnerabilities due to software bugs, design
flaws, or deprecated algorithns. Software bugs m ght remain even
after careful code review |Inplenentations of security protocols
m ght contain (design) flaws. Cryptographic algorithnms can al so
becone insecure due to advances in cryptanalysis. Therefore, it is
necessary that devices which are incapable of verifying a
cryptographic signature are not exposed to the Internet (even
indirectly).

Schnei er [ Schnei erSecurity] in his essay highlights severa
chal | enges that hinder nechani sns for secure software update of |oT
devices. First, there is a lack of incentives for manufactures,
vendors and others on the supply chain to issue updates for their
devices. Second, parts of the software running on |oT devices is
simply a binary blob w thout any source code avail able. Since the
compl ete source code is not avail able, no patches can be witten for
that piece of code. Lastly Schneier points out that even when
updates are avail able, users generally have to manually downl oad and
install them However, users are never alerted about security
updates and at nany times do not have the necessary expertise to
manual |y admini ster the required updates.

The FTC staff report on Internet of Things - Privacy & Security in a
Connected Wrld [FTCreport] and the Article 29 Wrking Party Opinion
8/ 2014 on the Recent Devel opnments on the Internet of Things
[Article29] also docunent the challenges for secure renpte software
update of 10T devices. They note that even providing such a software
update capability may add new vul nerabilities for constrained
devices. For exanple, a buffer overflow vulnerability in the

i mpl ementation of a software update protocol (TR69) [ TR69] and an
expired certificate in a hub device [wi nk] denobnstrate how the
software update process itself can introduce vulnerabilities.

Power ful 10T devices that run general purpose operating systenms can
make use of sophisticated software update nechani sns known fromthe
desktop world. However, resource-constrained devices typically do
not have any operating systemand are often not equipped with a
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menory managenment unit or sinmilar tools. Therefore, they m ght
require nmore specialized solutions.

An inportant requirenent for secure software and firmware updates is
source authentication. Source authentication requires the resource-
constrained things to inplenent public-key signature verification
algorithms. As stated in Section 5.1.1, resource-constrained things
have |imted amount of conputational capabilities and energy supply
avai |l abl e whi ch can hinder the anount and frequency of cryptographic
processing that they can perform In addition to source

aut henti cation, software updates m ght require confidential delivery
over a secure (encrypted) channel. The conplexity of broadcast
encryption can force the usage of point-to-point secure links -
however, this increases the duration of a software update in a |large
system Alternatively, it may force the usage of solutions in which
the software update is delivered to a gateway, and then distributed
to the rest of the systemwith a network key. Sending | arge anmounts
of data that |later needs to be assenmbled and verified over a secure
channel can consune a | ot of energy and conputational resources.
Correct scheduling of the software updates is also a crucial design
chal | enge. For exanple, a user of connected |ight bul bs woul d not
want themto update and restart at night. More inportantly, the user
woul d not want all the lights to update at the sane tine.

Sof tware updates in |oT systenms are al so needed to update old and

i nsecure cryptographic primtives. However, many |oT systens, some
of which are already depl oyed, are not designed with provisions for
cryptographic agility. For exanple, many devices cone with a

wirel ess radi o that has an AES128 hardware co-processor. These
devices solely rely on the co-processor for encrypting and

aut henti cati ng nmessages. A software update addi ng support for new
cryptographic algorithns inplenented solely in software might not fit
on these devices due to limted nenory, or m ght drastically hinder
its operational performance. This can lead to the use of old and

i nsecure devices. Therefore, it is inportant to account for the fact
that cryptographic algorithns would need to be updated and consi der
the followi ng when planning for cryptographic agility:

1. Wuld it be safe to use the existing cryptographic algorithns
avai |l abl e on the device for updating with new cryptographic
algorithns that are nore secure?

2. WIIl the new software-based inplenmentation fit on the device
given the linted resources?

3. Wuld the nornal operation of existing |oT applications on the
devi ce be severely hindered by the update?

Garci a-Morchon, et al. Expires Novenber 20, 2018 [ Page 27]



Internet-Draft | oT Security May 2018

Finally, we would like to highlight the previous and ongoi ng work in
the area of secure software and firmmvare updates at the | ETF.

[ RFCA108] describes how Cryptographi c Message Syntax (CMS) [ RFC5652]
can be used to protect firmwvare packages. The | AB has al so organi zed
a wor kshop to understand the chall enges for secure software update of
| oT devices. A summary of the recommendations to the standards
conmunity derived fromthe discussions during that workshop have been
docunented [ RFC8240]. A new working group called Software Updates
for Internet of Things (suit) [WoSUT] is currently being chartered
at the IETF. The working group ains to standardi ze a new version

[ RFC4108] that reflects the best current practices for firmware
updat e based on experience with 10T deployments. It wll
specifically work on describing an IoT firmvare update architecture
and specifying a manifest format that contains neta-data about the
firmvare update package. Finally, the Trusted Execution Environnent
Provi si oni ng working group [ WG TEEP] ains at devel opi ng a protoco

for lifecycle nanagenent of trusted applications running on the
secure area of a processor (Trusted Execution Enviornnent (TEE)).

5. 5. End-of -Life

Li ke all commercial devices, 10T devices have a given usefu
lifetime. The termend-of-life (EQL) is used by vendors or network
operators to indicate the point of time in which they Iimt or end
support for the |oT device. This nmay be planned or unpl anned (for
exanpl e when the nmanuf acturer goes bankrupt, when the vendor just
deci des to abandon a product, or when a network operator noves to a
different type of networking technology). A user should still be
abl e to use and perhaps even update the device. This requires for
sone form of authorization handover.

Al t hough this may seem far-fetched given the comrercial interests and
mar ket dynami cs, we have exanples fromthe nobile world where the
devi ces have been functional and up-to-date long after the origina
vendor stopped supporting the device. CyanogenMd for Android

devi ces, and OpenWt for hone routers are two such instances where
users have been able to use and update their devices even after the
official EOL. Adnmittedly it is not easy for an average user to
install and configure their devices on their own. Wth the

depl oynent of mllions of |0T devices, sinpler nmechani snms are needed
to allow users to add new root-of-trusts and install software and
firmvare from other sources once the device is ECL.

5.6. Verifying device behavi or
Users using new | oT appliances such as Internet-connected snart

tel evi sions, speakers and caneras are often unaware that these
devi ces can undernine their privacy. Recent revelations have shown
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that many | oT device vendors have been collecting sensitive private
data through these connected appliances with or w thout appropriate
user warnings [cctv].

An | oT device user/owner would like to nonitor and verify its
operational behavior. For instance, the user m ght want to know if
the device is connecting to the server of the manufacturer for any
reason. This feature - connecting to the manufacturer’s server - may
be necessary in some scenarios, such as during the initial
configuration of the device. However, the user should be kept aware
of the data that the device is sending back to the vendor. For
exanpl e, the user mght want to know if his/her TV is sending data
when he/she inserts a new USB sti ck.

Providing such information to the users in an understandabl e fashion
is challenging. This is because |oT devices are not only resource-
constrained in terns of their conputational capability, but also in
terms of the user interface available. Al so, the network

i nfrastructure where these devices are deployed will vary
significantly fromone user environnent to another. Therefore, where
and how this nonitoring feature is inplenented still remains an open
questi on.

Manuf act urer Usage Description (MJD) files [ID MJD] are perhaps a
first step towards inplenmentation of such a nmonitoring service. The
i dea behind MJID files is relatively sinple: 10T devices would

di scl ose the location of their MID file to the network during
installation. The network can then retrieve those files, and |l earn
about the intended behavior of the devices stated by the device

manuf acturer. A network nonitoring service could then warn the user/
owner of devices if they don't behave as expected.

Many devices and software services that automatically |earn and

nmoni tor the behavior of different 10T devices in a given network are
commercially available. Such nonitoring devices/services can be
configured by the user to limt network traffic and trigger alarnmns
when unexpected operation of |0T devices is detected.

5.7. Testing: bug hunting and vul nerabilities

G ven that |oT devices often have inadvertent vul nerabilities, both
users and devel opers woul d want to perform extensive testing on their
| oT devices, networks, and systens. Nonethel ess, since the devices
are resource-constrai ned and manufactured by multiple vendors, some
of themvery small, devices mght be shipped with very limted
testing, so that bugs can renamin and can be exploited at a |l ater
stage. This leads to two nain types of chall enges:
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1. It remains to be seen how the software testing and quality
assurance mechani sms used fromthe desktop and nobile world wll
be applied to | oT devices to give end users the confidence that
t he purchased devices are robust. Bodies such as the European
Cyber Security Organization (ECSO [ECSO are working on
processes for security certification of |oT devices.

2. It is also an open question how the conbi nati on of devices from
mul tiple vendors mght actually |lead to dangerous network
configurations. For exanple, if conbination of specific devices
can trigger unexpected behavior. It is needless to say that the
security of the whole systemis limted by its weakest point.

5.8. Quantumresistance

Many | oT systens that are being deployed today will remain
operational for many years. Wth the advancenents nade in the field
of quantum conputers, it is possible that |arge-scal e quantum
conputers are available in the future for perform ng cryptanal ysis on
exi sting cryptographic algorithnms and cipher suites. |If this
happens, it will have two consequences. First, functionalities
enabl ed by neans of RSA/ECC - nanely key exchange, public-key
encryption and signature - would not be secure anynore due to Shor’'s
algorithm Second, the security level of symretric algorithm wll
decrease, for exanple, the security of a block cipher with a key size
of b bits will only offer b/2 bits of security due to Gover’s

al gorithm

The above scenari o beconmes nore urgent when we consider the so called
"harvest and decrypt" attack in which an attacker can start to
harvest (store) encrypted data today, before a quantumconputer is
avai l abl e, and decrypt it years later, once a quantum conputer is
avail abl e. Such "harvest and decrypt" attacks are not new and were
used in the Venona project [venona-project]. Mny |oT devices that
are being deployed today will remain operational for a decade or even
longer. During this tinme, digital signhatures used to sign software
updat es m ght becone obsol ete maki ng the secure update of 10T devices
chal | engi ng.

This situation would require us to nove to quantumresi stant
alternatives, in particular, for those functionalities involving key
exchange, public-key encryption and signatures. [ID c2pqg] describes
when quant um conputers rmay becone wi dely avail abl e and what steps are
necessary for transition to cryptographic algorithms that provide
security even in presence of quantum conmputers. Wile future
planning is hard, it may be a necessity in certain critical 10T

depl oynents which are expected to | ast decades or nore. Although

i ncreasing the key-size of the different algorithns is definitely an
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option, it would also incur additional conputational overhead and
network traffic. This would be undesirable in nmost scenarios. There
have been recent advancenents in quantumresistant cryptography. W
refer to [ETSI _GR QSC 001] for an extensive overview of existing
quantumresi stant cryptography and [ RFC7696] provi des guidelines for
cryptographic algorithmagility.

5.9. Privacy protection

People will eventually be surrounded by hundreds of connected |oT
devices. Even if the comunication |inks are encrypted and
protected, information about people night still be collected or
processed for different purposes. The fact that 10T devices in the
vicinity of people m ght enable nore pervasive nmonitoring can
negatively inpact their privacy. For instance, imagine the scenario
where a static presence sensor enits a packet due to the presence or
absence of people inits vicinity. 1In such a scenario, anyone who
can observe the packet, can gather critical privacy-sensitive

i nformati on.

Such information about people is referred to as personal data in the
European Union (EU) or Personally identifiable information (PIl) in
the United States (US), In particular, the General Data Protection
Regul ation (CDPR) [ GDPR] defines personal data as: 'any information
relating to an identified or identifiable natural person (' data
subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an
identifier such as a nane, an identification nunber, |ocation data,
an online identifier or to one or nore factors specific to the

physi cal, physiol ogical, genetic, mental, economc, cultural or
social identity of that natural person’

Zi egel dorf [Ziegeldorf] defines privacy in |1oT as a threefold
guar ant ee

1. Awareness of the privacy risks inposed by |oT devices and
services. This awareness is achieved by means of transparent
practices by the data controller, i.e., the entity that is
providing |oT devices and/ or services.

2. Individual control over the collection and processing of persona
information by |oT devices and services.

3. Awareness and control of the subsequent use and di ssemi nation of
personal information by data controllers to any entity outside
the subject’s personal control sphere. This point inplies that
the data controller nust be accountable for its actions on the
personal information.
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Based on this definition, several threats to the privacy of users
have been docunented [ Zi egeldorf] and [ RFC6973], in particul ar
considering the 1oT environnent and its |ifecycle:

1. Identification - refers to the identification of the users, their
| oT devices, and generated data.

2. Localization - relates to the capability of locating a user and
even tracking them e.g., by tracking MAC addresses in W-Fi or
Bl uet oot h.

3. Profiling - is about creating a profile of the user and their
pref erences.

4. Interaction - occurs when a user has been profiled and a given
interaction is preferred, presenting (for exanple, visually) sone
i nformati on that discloses private information.

5. Lifecycle transitions - take place when devices are, for exanple,
sol d without properly renmoving private data.

6. Inventory attacks - happen if specific information about |oT
devi ces in possession of a user is disclosed.

7. Linkage - is about when information of two of nore |IoT systens
(or other data sets) is combined so that a broader view of the
personal data captured can be created.

When | oT systens are depl oyed, the above issues should be considered
to ensure that private data remains private. These issues are
particularly challenging in environnents in which nultiple users with
different privacy preferences interact with the sanme |oT devices.

For exanple, an 10T device controlled by user A (low privacy
settings) might leak private information about another user B (high
privacy settings). Howto deal with these threats in practice is an
area of ongoi ng research.

5.10. Reverse engineering considerations

Many | oT devices are resource-constrai ned and often deployed in
unattended environnents. Sone of these devices can al so be purchased
of f-the-shel f or online without any credenti al - provi si oni ng process.
Therefore, an attacker can have direct access to the device and apply
advanced techniques to retrieve information that a traditional black
box nodel does not consider. Exanple of those techniques are side-
channel attacks or code disassenbly. By doing this, the attacker can
try to retrieve data such as:
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1. long termkeys. These long termkeys can be extracted by means
of a side-channel attack or reverse engineering. |f these keys
are exposed, then they m ght be used to performattacks on
devi ces depl oyed in other |ocations.

2. source code. Extraction of source code might allow the attacker
to determine bugs or find exploits to performother types of
attacks. The attacker might also just sell the source code.

3. proprietary algorithnms. The attacker can anal yze these
al gorithnms gaini ng val uabl e know how. The attacker can al so
create copies of the product (based on those proprietary
al gorithms) or nodify the algorithns to perform nore advanced
att acks.

4. configuration or personal data. The attacker m ght be able to
read personal data, e.g., healthcare data, that has been stored
on a device

One existing solution to prevent such data | eaks is the use of a
secure element, a tanper-resistant device that is capable of securely
hosting applications and their confidential data. Another potentia
solution is the usage of of Physical Unclonable Function (PUFs) that
serves as unique digital fingerprint of a hardware device. PUFs can
al so enabl e other functionalities such as secure key storage.
Protecti on agai nst such data | eakage patterns is non-trivial since
devices are inherently resource-constrai ned. An open question is
whet her there are any viable techniques to protect 10T devices and
the data in the devices in such an adversarial nodel

5.11. Trustworthy |oT Operation

Flaws in the design and inplenentation of 10T devices and networks
can lead to security vulnerabilities. A comon flawis the use of

wel | - known or easy-to-guess passwords for configuration of |oT
devices. Many such conprom sed | oT devices can be found on the
Internet by nmeans of tools such as Shodan [shodan]. Once discovered,
these conprom sed devices can be exploited at scale, for exanple, to
| aunch DDoS attacks. Dyn, a major DNS , was attacked by neans of a
DDoS attack originating froma |arge |0oT botnet conposed of thousands
of conprom sed | P-caneras [dyn-attack]. There are several open
research questions in this area

1. How to avoid vulnerabilities in |oT devices that can lead to
| arge-scal e attacks?

2. How to detect sophisticated attacks against |oT devices?
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3. How to prevent attackers from exploiting known vul nerabilities at
a |l arge scal e?

Sone ideas are being explored to address this issue. One of the
approaches relies on the use of Manufacturer Usage Description (MJD)
files [IDMJD]. As explained earlier, this proposal requires |oT
devices to disclose the location of their MID file to the network
during installation. The network can then (i) retrieve those files,
(ii) learn fromthe manufacturers the intended usage of the devices,
for exanple, which services they need to access, and then (iii)
create suitable filters and firewall rules.

6. Conclusions and Next Steps

This Internet Draft provides |oT security researchers, system
designers and inplenenters with an overvi ew of security requirenents
in the | P-based Internet of Things. W discuss the security threats,
state-of-the-art, and chal | enges.

Al t hough plenty of steps have been realized during the |ast few years
(summari zed in Section 4.1) and many organi zati ons are publishing
general recommendations (Section 4.3) describing how | oT should be
secured, there are many chal |l enges ahead that require further
attention. Challenges of particular inportance are bootstrapping of
security, group security, secure software updates, long-term security
and quantumresi stance, privacy protection, data |eakage prevention -
where data could be cryptographi c keys, personal data, or even
algorithnms - and ensuring trustworthy 10T operation

Aut hors of new | oT specifications and inplementors need to consider
how all the security challenges discussed in this draft (and those
that energe later) affect their work. The authors of |oT
specifications not only need to put in a real effort towards
addressing the security chall enges, but also clearly docunenting how
the security chall enges are addressed. This would reduce the chances
of security vulnerabilities in the code witten by inplenmentors of
those specifications.

7. Security Considerations
This entire nmeno deals with security issues.
8. | ANA Consi derations

Thi s docunment contains no request to | ANA
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