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Abst r act

This meno specifies Network Time Security (NTS), a mechanism for

usi ng Transport Layer Security (TLS) and Authenticated Encryption
with Associated Data (AEAD) to provide cryptographic security for the
client-server node of the Network Time Protocol (NTP).

NTS is structured as a suite of two | oosely coupl ed sub-protocols:
the NTS Key Establishnent Protocol (NTS-KE) and the NTS Extension
Fields for NTPv4. NTS-KE handl es NTS service authentication, initial
handshaki ng, and key extraction over TLS. Encryption and

aut henti cation during NTP time synchronization is perforned through
the NTS Extension Fields in otherw se standard NTP packets. Except
for during the initial NTS-KE process, all state required by the
protocol is held by the client in opaque cookies.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2019.

Franke, et al. Expi res January 3, 2019 [ Page 1]



Internet-Draft NTSANTP July 2018

Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction 3
1.1. ojectives . 3
1.2. Protocol Overview . 4

2. Requirenents Language . . . 6

3. TLS Profile for Network Trne Securrty . 6

4. The NTS Key Establishment Protocol 7
4.1. NTS-KE Record Types . . 9

4.1.1. End of Message . . . . . . . . . . ..o 9
4.1.2. NTS Next Protocol Negotiation . . . . . . . . . . . . 10
4.1.3. Error . . . . . . . . . . . . . . . . . . ... ... 10
4.1.4. Warning . . e 0
4.1.5. AEAD Algorlthnrhbgotlatlon e A
4.1.6. New Cookie for NTPv4 . . . . . . . . . . . . . . .. 1
4.1.7. NTP Server Negotiation . . . . . . . . . . . . . . . 12
4.2. Key Extraction (generally) . . . . . . . . . . . . . . . 12
4.3. Key Extraction (for NTPv4) . . . . . . . . . . . . . . . 13

5. NTS Extension Fields for NTPv4 . . . . . . . . . . . . . . . 13
5.1. Packet Structure Overview . . e e . . .. ... 13
5.2. The Unique Identifier Extensron F|eld e
5.3. The NTS Cookie Extension Field . . . .
5.4. The NTS Cooki e Pl acehol der Extension Fleld . .. 14
5.5. The NTS Aut henticator and Encrypted Ext ensi on Frelds

Extension Field . . . . . . . . . . . . . 15

6. Protocol Details . . . . . . . . . . . . . . . . . . . ... 17

7. Suggested Format for NTS Cookies . . . . . . . . . . . . . . 21

8. Usage of NTP pools . . . . . . . . . . . . . . . . . . ... 22

9. | ANA Considerations . . . . e . . . . . . . . . 23
9.1. Service Nanme and Transport Protocol Port Number Registry 23
9.2. TLS Application-Layer Protocol Negotiation (ALPN)

Protocol |IDs Registry . . . i
9.3. TLS Exporter Labels Regrstry e e e e s 24

Franke, et al. Expi res January 3, 2019 [ Page 2]



Intern

10.
1
1
1
1
1
11.
1
1
12.
13.
1
1

App
Aut

1. I'n

Thi
sec

et-Draft NTSANTP July 20

.4. NTP Kiss-0'-Death Codes Registry
5. NTP Extension Field Types Registry . .
.6. Network Tine Security Key Establishnent Record Types
Regi stry . .
.7. Network Tine Securlty Next Protocols Regl stry . .
.8. Network Time Security Error and varnlng Codes Reglstrles
Security Considerations . . . o Co
0.1. Sensitivity to DDoS attacks
0.2. Avoiding DDoS Anplification
0.3. Initial Verification of Server CErt|f|cates
0.4. Delay Attacks . . . . . .
0.5. Random Nunber Generation
Privacy Considerations
1.1. Unlinkability
1.2. Confidentiality
Acknowl edgenent s
Ref erences .
3.1. Nornmtive References
3.2. Informative References
endix A.  Ternms and Abbreviations
hors’ Addresses

troduction

s nmeno specifies Network Time Security (NTS), a cryptographic
urity mechani smfor network tinme synchronization. A conplete

18

24
24

25
26
27
28
28
28
29
30
30
30
31
31
32
32
32
33
34
35

specification is provided for application of NTS to the client-server

nmod
1.1.
The

(0]

Fr anke,

e of the Network Tinme Protocol (NTP) [RFC5905].
bj ecti ves

obj ectives of NTS are as foll ows:

Identity: Through the use of the X 509 public key infrastructure,

i mpl ementations nmay cryptographically establish the identity of
the parties they are comunicating wth.

Aut henti cation: |Inplenentations may cryptographically verify that

any tinme synchronization packets are authentic, i.e., that they
were produced by an identified party and have not been nodified
transit.

Confidentiality: Al though basic time synchronization data is

consi dered non-confidential and sent in the clear, NTS includes
support for encrypting NTP extension fields.
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1.

2

0 Replay prevention: Cient inplenentations may detect when a
received time synchronization packet is a replay of a previous
packet .

0 Request-response consistency: Cient inplenmentations may verify
that a time synchronization packet received froma server was sent
in response to a particular request fromthe client.

o Unlinkability: For nobile clients, NTS will not |eak any
i nformati on additional to NTP which would pernit a passive
adversary to deternmine that two packets sent over different
net wor ks canme fromthe sane client.

0 Non-anplification: Inplenentations (especially server
i npl ement ations) may avoid acting as distributed denial -of -service
(DDoS) amplifiers by never responding to a request with a packet
| arger than the request packet.

o Scalability: Server inplenentations may serve | arge nunbers of
clients without having to retain any client-specific state.

0 Resilience: Attacks on or faults in parts of the NTS
i nfrastructure should not conpletely prohibit clients from
performng time synchronization.

Pr ot ocol Overvi ew

The Network Tinme Protocol includes nmany different operating nodes to
support various network topologies. |In addition to its best-known
and nost-wi del y-used client-server node, it al so includes nodes for
synchroni zati on between symetric peers, a control node for server
moni toring and adm ni stration, and a broadcast node. These various
nmodes have differing and partly contradictory requirenments for
security and performance. Symmetric and control nodes denmand nutua
aut hentication and nutual replay protection. Additionally, for
certain nessage types control node may require confidentiality as
well as authentication. dient-server node places nore stringent
requirenents on resource utilization than other nodes, because
servers may have vast nunber of clients and be unable to afford to
mai ntain per-client state. However, client-server node al so has nore
rel axed security needs, because only the client requires replay
protection: it is harmess for stateless servers to process replayed
packets. The security denmands of symmetric and control nodes, on the
other hand, are in conflict with the resource-utilization demands of
client-server node: any scheme which provides replay protection

i nherently involves maintaining sone state to keep track of what
messages have al ready been seen

Franke, et al. Expi res January 3, 2019 [ Page 4]



Internet-Draft NTSANTP July 2018

This neno specifies NIS exclusively for the client-server node of
NTP. To this end, NIS is structured as a suite of two protocols:

The "NTS Extension Fields for NTPv4" are a collection of NTP
extension fields for cryptographically securing NTPv4 using
previously-established key material. They are suitable for
securing client-server nobde because the server can inplenment them
wi thout retaining per-client state. Al state is kept by the
client and provided to the server in the formof an encrypted
cooki e supplied with each request. On the other hand, the NTS
Extension Fields are suitable *only* for client-server node
because only the client, and not the server, is protected from
repl ay.

The "NTS Key Establishnment” protocol (NTS-KE) is a nmechanism for
establishing key material for use with the NTS Extension Fields
for NTPv4. It uses TLS to exchange keys, provide the client with
an initial supply of cookies, and negotiate sone additiona
protocol options. After this exchange, the TLS channel is closed
with no per-client state remaining on the server side.

The typical protocol flowis as follows: The client connects to an
NTS- KE server on the NTS TCP port and the two parties performa TLS
handshake. Via the TLS channel, the parties negotiate sone

addi tional protocol paranmeters and the server sends the client a
supply of cookies along with a list of one or nore | P addresses to
NTP servers for which the cookies are valid. The parties use TLS key
export [RFC5705] to extract key material which will be used in the
next phase of the protocol. This negotiation takes only a single
round trip, after which the server closes the connection and di scards
all associated state. At this point the NTS-KE phase of the protoco
is complete. ldeally, the client never needs to connect to the NTS-
KE server again.

Ti me synchroni zati on proceeds with one of the indicated NTP servers
over the NTP UDP port. The client sends the server an NTP client
packet which includes several extension fields. Included anbong these
fields are a cookie (previously provided by the key exchange server)
and an authentication tag, conmputed using key material extracted from
t he NTS-KE handshake. The NTP server uses the cookie to recover this
key material and send back an authenticated response. The response

i ncludes a fresh, encrypted cookie which the client then sends back
in the clear in a subsequent request. (This constant refreshing of
cookies is necessary in order to achieve NIS' s unlinkability goal.)

Figure 1 provides an overview of the high-level interaction between

the client, the NTS-KE server, and the NTP server. Note that the
cookies’ data format and the exchange of secrets between NTS-KE and
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NTP servers are not part of this specification and are inplenentation
dependent. However, a suggested format for NTS cookies is provided
in Section 7.

S +
+-> | NTP Server 1 |
| I
Shared cooki e | T T +
R + encryption paraneters [ R R +
| (I npl enent ati on dependent) | | |
| NTS-KE Server | <------mmmmmmmm e +-> | NTP Server 2 |
I I | I
B + | B T +
AN
|
| _ |
| 1. Negotiate paraneters, | .
| receive initial cookie | T +
| supply, generate AEAD keys, | | |
| and receive NTP server |IP +-> | NTP Server N
| addresses using "NTS Key | |
[ Est abl i shnent" protocol. T +
| AN
I I
I too-oooo-- + I
| | | |
e > | dient | <--------mmoioiaaaa oo +
[ | 2. Perform authenticated
e + time synchronization

and generate new
cooki es using "NTS
Ext ensi on Fields for
NTPv4".
Figure 1: Overview of High-Level Interactions in NTS
2. Requirenents Language
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
3. TLS Profile for Network Tine Security

Network Tinme Security makes use of TLS [ RFC8446] for NIS key
establ i shrment .
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Since securing tinme protocols is (as of 2018) a novel application of
TLS, no backward-conpatibility concerns exist to justify using

obsol ete, insecure, or otherw se broken TLS features or versions. W
therefore put forward the follow ng requirenments and gui del i nes,
roughly representing 2018 s best practices:

| mpl enent ati ons MUST NOT negotiate TLS versions earlier than 1.3.

I mpl enentations willing to negotiate nore than one possible version
of TLS SHOULD NOT respond to handshake failures by retrying with a
downgr aded protocol version. |If they do, they MJST inplenent TLS
Fal | back SCSV [ RFC7507] .

Use of the Application-Layer Protocol Negotiation Extension [ RFC7301]
is integral to NTS and support for it is REQU RED for
interoperability.

4. The NTS Key Establishnent Protoco

The NTS key establishnent protocol is conducted via TCP port

[[TBD1]]. The two endpoints carry out a TLS handshake in confornmance
with Section 3, with the client offering (via an ALPN [ RFC7301]
extension), and the server accepting, an application-|layer protoco

of "ntske/1". Imediately followi ng a successful handshake, the
client SHALL send a single request as Application Data encapsul at ed
in the TLS-protected channel. Then, the server SHALL send a single
response followed by a TLS "Close notify" alert and then discard the
channel state.

The client’s request and the server’s response each SHALL consi st of
a sequence of records formatted according to Figure 2. Requests and
non-error responses each SHALL include exactly one NTS Next Protoco
Negoti ation record. The sequence SHALL be terminated by a "End of
Message" record. The requirenent that all NIS-KE nessages be

term nated by an End of Message record makes them sel f-delimting.

Clients and servers MAY enforce length Iinmits on requests and

responses, however, servers MJST accept requests of at |east 1024
octets and clients SHOULD accept responses of at |east 65536 octets.
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0 1 2 3
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. Record Body .

B R e i s T e S T S S N e i i i S S S e T S
Fi gure 2: NTS-KE Record Fornmat
The fields of an NTS-KE record are defined as foll ows:

C(Critical Bit): Deternines the disposition of unrecognized
Record Types. |Inplenmentations which receive a record with an
unrecoghi zed Record Type MJUST ignore the record if the Critica
Bit is 0 and MJUST treat it as an error if the Critical Bit is 1.

Record Type Nunber: A 15-bit integer in network byte order. The
semantics of record types 0-6 are specified in this neno.

Addi tional type numbers SHALL be tracked through the | ANA Network
Time Security Key Establishnent Record Types registry.

Body Length: The length of the Record Body field, in octets, as a
16-bit integer in network byte order. Record bodies MAY have any
representable I ength and need not be aligned to a word boundary.

Record Body: The syntax and semantics of this field SHALL be
determ ned by the Record Type.

For clarity regarding bit-endianness: the Critical Bit is the nost-
significant bit of the first octet. In C, given a network buffer
‘unsigned char b[]‘ containing an NTS-KE record, the critical bit is
“b[0] >> 7' while the record type is '((b[0] & Ox7f) << 8) + b[1]".

Figure 3 provides a schematic overview of the key exchange. It

di spl ays the protocol steps to be perforned by the NTS client and
server and record types to be exchanged.
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| - Verify client request nessage. |
| - Extract TLS key material. |
| - Generate KE response nessage. [
| - Include Record Types: |
| NTS Next Protocol Negotiation |
[ 0 AEAD Al gorithm Negoti ation [
I I
| |
I I
I I

o

0 NTP Server Negotiation
o New Cookie for NTPv4

0 <New Cooki e for NTPv4>
0 End of Message

o e e e oo - o e e e +
I
I
Server ----------- Fomm e e +----- R >
N \
/ \
/ TLS application \
/ dat a \
/ \
/ \Y
Cient ----- R e R >
I I
I I
I I
B T B + oo - o +

- Generate KE request nessage. | | - Verify server response|
- Include Record Types: [ | nessage. [
0 NTS Next Protocol Negotiation | | - Extract cookie(s). |

0 AEAD Al gorithm Negoti ation [ [ [
0 <NTP Server Negoti ation> | | |

o End of Message | | |

Figure 3: NTS Key Exchange Messages
4.1. NTS-KE Record Types
The followi ng NTS-KE Record Types are defined:
4.1.1. End of Message
The End of Message record has a Record Type nunmber of 0 and a zero-

I ength body. It MJIST occur exactly once as the final record of every
NTS- KE request and response. The Critical Bit MJST be set.
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4.1.2. NTS Next Protocol Negotiation

The NTS Next Protocol Negotiation record has a Record Type numnber of
1. It MJST occur exactly once in every NIS-KE request and response.
Its body consists of a sequence of 16-bit unsigned integers in
network byte order. Each integer represents a Protocol ID fromthe

| ANA Network Time Security Next Protocols registry. The Critical Bit
MJUST be set.

The Protocol IDs listed in the client’s NIS Next Protocol Negotiation
record denote those protocols which the client wishes to speak using
the key material established through this NTS-KE session. The
Protocol IDs listed in the server’s response MJST conprise a subset
of those listed in the request and denote those protocols which the
server is willing and able to speak using the key materi al
establ i shed through this NTS-KE session. The client MAY proceed with
one or nore of them The request MJST list at |east one protocol

but the response MAY be enpty.

4.1. 3. Error

The Error record has a Record Type nunber of 2. Its body is exactly
two octets long, consisting of an unsigned 16-bit integer in network
byte order, denoting an error code. The Critical Bit MJST be set.

Clients MJST NOT include Error records in their request. |If clients
receive a server response which includes an Error record, they MJST
di scard any negotiated key material and MJUST NOT proceed to the Next
Pr ot ocol

The followi ng error codes are defined:

Error code 0 neans "Unrecogni zed Critical Record". The server
MUST respond with this error code if the request included a record
whi ch the server did not understand and which had its Critical Bit
set. The client SHOULD NOT retry its request w thout

nmodi fi cation.

Error code 1 neans "Bad Request”. The server MJST respond with
this error if, upon the expiration of an inplenentation-defined
tinmeout, it has not yet received a conplete and syntactically
wel | -forned request fromthe client.

4.1.4. Warning

The Warning record has a Record Type nunber of 3. Its body is
exactly two octets long, consisting of an unsigned 16-bit integer in

Franke, et al. Expi res January 3, 2019 [ Page 10]



Internet-Draft NTSANTP July 2018

network byte order, denoting a warning code. The Critical Bit MJST
be set.

Clients MJST NOT include Warning records in their request. |If
clients receive a server response which includes a Warni ng record,

t hey MAY discard any negotiated key material and abort w thout
proceeding to the Next Protocol. Unrecognized warning codes MJST be
treated as errors.

This nmeno defines no warni ng codes.

4.1.5. AEAD Al gorithm Negotiation
The AEAD Al gorithm Negoti ation record has a Record Type nunber of 4.
Its body consists of a sequence of unsigned 16-bit integers in
network byte order, denoting Nunmeric ldentifiers fromthe | ANA AEAD
registry [RFC5116]. The Critical Bit MAY be set.
If the NTS Next Protocol Negotiation record offers Protocol ID O (for
NTPv4), then this record MJST be included exactly once. O her
protocols MAY require it as well.

When included in a request, this record denotes which AEAD al gorithns

the client is willing to use to secure the Next Protocol, in
decreasing preference order. Wen included in a response, this
record denotes which algorithmthe server chooses to use. It is
enpty if the server supports none of the algorithnms offered. In

requests, the list MJST include at |east one algorithm In
responses, it MJST include at nost one. Honoring the client’s
preference order is OPTIONAL: servers may sel ect anong any of the
client’s offered choices, even if they are able to support sone other
al gorithm which the client prefers nore.

Server inplenentations of NTS extension fields for NTPv4 (Section 5)
MUST support AEAD AES SIV_CMAC 256 [ RFC5297] (Numeric ldentifier 15).
That is, if the client includes AEAD AES SIV_CMAC 256 in its AEAD

Al gorithm Negotiation record and the server accepts Protocol 1D O
(NTPv4) in its NTS Next Protocol Negotiation record, then the
server’s AEAD Al gorithm Negotiation record MJUST NOT be enpty.

4.1.6. New Cookie for NTPv4
The New Cookie for NTPv4 record has a Record Type nunmber of 5. The
contents of its body SHALL be inpl enentation-defined and clients MJST

NOT attenpt to interpret them See Section 7 for a suggested
construction.
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Clients MJST NOT send records of this type. Servers MJST send at

| east one record of this type, and SHOULD send eight of them if the
Next Protocol Negotiation response record contains Protocol IDO
(NTPv4) and the AEAD Al gorithm Negotiati on response record is not
enpty. The Critical Bit SHOULD NOT be set.

4.1.7. NTP Server Negotiation

The NTP Server Negotiation record has a Record Type nunmber of 6. The
record MAY be sent by a client in a request and SHOULD be sent by a
server as part of a reply. Its body consists of a sequence of |Pv4
and/ or |1 Pv6 addresses. Both address types are represented by 16
octets in network byte order. To achieve this, |Pv4 addresses are
represented as "Il Pv4-mapped | Pv6 addresses” in the format specified
in RFC 4291, Section 2.5.5.2 [RFC4291]. For exanple: The |IPv4
address 192.0.2.1 would be mapped to the I Pv6 address space as

o ffff:192.0.2.1. The Critical Bit SHOULD be set.

When used in a request, the NTP Server Negotiation record is the
client’s way of indicating to the KE server which NTP servers it

wi shes to receive cookies for. Honoring the client’s NIP server
preferences is OPTIONAL. Wen used in a response, this record
informs the client about which NTP servers the received cookies can
be used with in the next phase of the protocol. The client SHOULD
NOT attenpt to use the received cookies with any other NTP servers
than those indicated by the KE server.

If a response does not include this record, the client SHOULD assune
that the received cookies are valid for use with an NTP server at the
sane network address as the key exchange server

4.2. Key Extraction (generally)

Fol | owi ng a successful run of the NTS-KE protocol, key material SHALL
be extracted according to RFC 5705 [ RFC5705]. Inputs to the exporter
function are to be constructed in a manner specific to the negotiated
Next Protocol. However, all protocols which utilize NTS-KE MJST
conformto the following two rules:

The di sanbi guating | abel string MIUST be "EXPORTER- net work-ti nme-
security/1".

The per-association context value MJST be provi ded and MJST begin

with the two-octet Protocol |ID which was negotiated as a Next
Pr ot ocol
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4.3. Key Extraction (for NTPv4)

5.

5.

Fol I owi ng a successful run of the NTS-KE protocol wherein Protocol ID
0 (NTPv4) is selected as a Next Protocol, two AEAD keys SHALL be
extracted: a client-to-server (C2S) key and a server-to-client (S2C)
key. These keys SHALL be conputed according to RFC 5705 [ RFC5705],
using the follow ng inputs.

The di sanbi guating | abel string SHALL be "EXPORTER-network-ti nme-
security/1".

The per-association context value SHALL consist of the follow ng
five octets:

The first two octets SHALL be zero (the Protocol |ID for NTPv4).

The next two octets SHALL be the Nuneric ldentifier of the
negoti ated AEAD Al gorithmin network byte order

The final octet SHALL be 0x00 for the C2S key and 0x01 for the
S2C key.

| npl enentati ons wi shing to derive additional keys for private or
experinental use MJUST NOT do so by extending the above-specified
syntax for per-association context values. Instead, they SHOULD use
their own disanbiguating | abel string. Note that RFC 5705 [ RFC5705]
provi des that disanbiguating |abel strings beginning with

" EXPERI MENTAL" MAY be used wi thout | ANA registration

NTS Extension Fields for NTPv4
1. Packet Structure Overview
In general, an NTS-protected NTPv4 packet consists of:

The usual 48-octet NTP header which is authenticated but not
encrypt ed.

Sone extension fields which are authenticated but not encrypted.

An extension field which contains AEAD output (i.e., an

aut hentication tag and possible ciphertext). The correspondi ng
plaintext, if non-enpty, consists of sone extension fields which
benefit from both encryption and aut henticati on.

Possi bly, sonme additional extension fields which are neither
encrypted nor authenticated. These are discarded by the receiver
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Al ways included anong the authenticated or authenticated-and-
encrypted extension fields are a cookie extension field and a uni que
identifier extension field. The purpose of the cookie extension
field is to enable the server to offload storage of session state
onto the client. The purpose of the unique identifier extension
field is to protect the client fromreplay attacks.

5.2. The Unique ldentifier Extension Field

The Unique Identifier extension field provides the client with a
cryptographically strong neans of detecting replayed packets. It has
a Field Type of [[TBD2]]. Wien the extension field is included in a
client packet (mode 3), its body SHALL consist of a string of octets
generated uniformy at random The string MJUST be at |east 32 octets
Il ong. When the extension field is included in a server packet (node
4), its body SHALL contain the sane octet string as was provided in
the client packet to which the server is responding. Al server
packets generated by NTS-inplenenting servers in response to client
packets containing this extension field MIJST also contain this field
with the sane content as in the client’s request. The field s use in
nmodes other than client-server is not defined.

This extension field MAY al so be used standal one, wi thout NTS, in
which case it provides the client with a neans of detecting spoofed
packets fromoff-path attackers. Historically, NTP's origin
timestanp field has played both these roles, but for cryptographic
purposes this is suboptiml because it is only 64 bits | ong and,
dependi ng on inplenentation details, nost of those bits nmay be
predictable. |In contrast, the Unique Identifier extension field
enabl es a degree of unpredictability and collision resistance nore
consi stent with cryptographic best practice.

5.3. The NTS Cooki e Extension Field

The NTS Cooki e extension field has a Field Type of [[TBD3]]. |Its
purpose is to carry information which enables the server to reconpute
keys and ot her session state w thout having to store any per-client
state. The contents of its body SHALL be inpl ementation-defined and
clients MUST NOT attenpt to interpret them See Section 7 for a
suggested construction. The NTS Cookie extension field MIUST NOT be

i ncluded in NTP packets whose node is other than 3 (client) or 4
(server).

5.4. The NTS Cookie Pl acehol der Extension Field
The NTS Cooki e Pl acehol der extension field has a Field Type of

[[TBD4]]. Wien this extension field is included in a client packet
(mode 3), it conmunicates to the server that the client wishes it to
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send additional cookies in its response. This extension field MJST
NOT be included in NTP packets whose node is other than 3.

Whenever an NTS Cooki e Pl acehol der extension field is present, it
MUST be acconpani ed by an NTS Cooki e extension field. The body

I ength of the NTS Cooki e Placehol der extension field MUST be the sane
as the body Iength of the NTS Cookie extension field. This length
requi renent serves to ensure that the response will not be |arger
than the request, in order to inprove tinmekeeping precision and
prevent DDoS anplification. The contents of the NTS Cookie

Pl acehol der extension field s body are undefined and, aside from
checking its length, MJST be ignored by the server

5.5. The NTS Aut henticator and Encrypted Extension Fields Extension
Field

The NTS Aut henticator and Encrypted Extension Fields extension field
is the central cryptographic elenment of an NTS-protected NTP packet.
Its Field Type is [[TBD5]]. It SHALL be formatted according to
Figure 4 and include the follow ng fields:

Nonce | ength: Two octets in network byte order, giving the length
of the Nonce field, excluding any padding, interpreted as an
unsi gned i nt eger

C phertext Length: Two octets in network byte order, giving the
I ength of the Ciphertext field, excluding any padding, interpreted
as an unsi gned i nteger.

Nonce: A nonce as required by the negotiated AEAD Al gorithm The
field is zero-padded to a word (four octets) boundary.

G phertext: The output of the negotiated AEAD Al gorithm The
structure of this field is determ ned by the negotiated al gorithm
but it typically contains an authentication tag in addition to the
actual ciphertext. The field is zero-padded to a word (four
octets) boundary.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Nonce Length [ Ci phertext Length [
T T e i i S e etk i N Sae e
I I
. Nonce, including up to 3 bytes paddi ng .
I I
T T e b i i e e s . S I SR S
I I
. C phertext, including up to 3 bytes paddi ng .
I I
T T e b i i e e s . S I SR S

Figure 4: NTS Aut henticator and Encrypted Extension Fields Extension
Field Format

The Ciphertext field SHALL be forned by providing the foll ow ng
inputs to the negotiated AEAD Al gorithm

K: For packets sent fromthe client to the server, the C2S key
SHALL be used. For packets sent fromthe server to the client,
the S2C key SHALL be used.

A: The associ ated data SHALL consist of the portion of the NTP
packet begi nning fromthe start of the NTP header and ending at
the end of the last extension field which precedes the NTS

Aut henti cator and Encrypted Extension Fields extension field.

P. The plaintext SHALL consist of all (if any) NTP extension
fields to be encrypted. The fornmat of any such fields SHALL be in
accordance with RFC 7822 [RFC7822]. If nultiple extension fields
are present they SHALL be joined by concatenation.

N: The nonce SHALL be formed however required by the negoti ated
AEAD Al gorithm

The NTS Aut henticator and Encrypted Extension Fields extension field

MUST NOT be included in NTP packets whose node is other than 3
(client) or 4 (server).
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6. Protocol Details

A client sending an NTS-protected request SHALL include the follow ng
extension fields as displayed in Figure 5:

Exactly one Unique ldentifier extension field which MJST be
aut henti cated, MJST NOT be encrypted, and whose contents MJST NOT
duplicate those of any previous request.

Exactly one NTS Cooki e extension field which MJST be aut henticated
and MUST NOT be encrypted. The cooki e MJST be one which has been
previously provided to the client; either fromthe key exchange
server during the NTS-KE handshake or fromthe NTP server in
response to a previous NTS-protected NTP request. To protect the
client’s privacy, the same cooki e SHOULD NOT be included in

multiple requests. |If the client does not have any cookies that
it has not already sent, it SHOULD initiate a re-run the NTS-KE
pr ot ocol

Exactly one NTS Authenticator and Encrypted Extension Fields
extension field, generated using an AEAD Al gorithm and C2S key
est abl i shed t hrough NTS-KE

The client MAY include one or more NTS Cooki e Pl acehol der extension
fields which MIUST be authenticated and MAY be encrypted. The nunber
of NTS Cooki e Pl acehol der extension fields that the client includes
SHOULD be such that if the client includes N placeholders and the
server sends back N+1 cookies, the nunber of unused cookies stored by
the client will conme to eight. The client SHOULD NOT include nore
than seven NTS Cooki e Pl acehol der extension fields in a request.
When both the client and server adhere to all cooki e- managenent

gui dance provided in this nmenmo, the nunber of placehol der extension
fields will equal the nunber of dropped packets since the |ast
successful volley.
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| - Verify tine request nessage. |
| - Cenerate tinme response message. |
[ - Include NTPv4 extension fields: [
| 0 Unique Identifier EF |
| 0 NTS Cookie EF [
[ 0 <NTS Cooki e EF> |
I I
| - Generate AEAD tag of NTP nmessage. [
| - Add NTS Authentication and [
I I
I I

Encrypted Extension Fields EF.
- Transnit tinme response packet.

o e e e e oo - Fom e e e oo +
I
|
Server ----------- e R +----- R AR R E R LR R >
A \
/ \
Ti me request / \ Ti me response
(rmode 3) / \  (node 4)
/ \
/ Y
dient ----- R L LR >
I I
I I
I I
Fom e e e e - - o e e e e e e e e e e e oo n + H-- - - - Fom e e e e e +

- Generate tine request nessage.
- Include NTPv4 extension fields:
0 Unique Identifier EF
o NTS Cooki e EF
0 <NTS Cooki e Pl acehol der EF>

|- Verify tine response |
| message. |
| - Extract cookie(s). |
| - Time synchronization |
| processing. |

- Generate AEAD tag of NTP nessage.

- Add NTS Aut hentication and
Encrypted Extension Fields EF.

- Transnit time request packet.

Figure 5: NTS Tinme Synchroni zati on Messages

The client MAY include additional (non-NTS-related) extension fields
whi ch MAY appear prior to the NTS Authenticator and Encrypted
Extensi on Fields extension fields (therefore authenticated but not
encrypted), within it (therefore encrypted and authenticated), or
after it (therefore neither encrypted nor authenticated). 1In
general, however, the server MJST discard any unaut henticated
extension fields and process the packet as though they were not
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present. Servers MAY inplenent exceptions to this requirenment for
particul ar extension fields if their specification explicitly
provi des for such.

Upon receiving an NTS-protected request, the server SHALL (through
some i npl ement ati on-defi ned nmechani snm) use the cookie to recover the
AEAD Al gorithm C2S key, and S2C key associated with the request, and
then use the C2S key to authenticate the packet and decrypt the

ci phertext. |If the cookie is valid and authentication and decryption
succeed, the server SHALL include the followi ng extension fields in
its response:

Exactly one Unique Identifier extension field which MIST be
aut henti cated, MJST NOT be encrypted, and whose contents SHALL
echo those provided by the client.

Exactly one NTS Authenticator and Encrypted Extension Fields
extension field, generated using the AEAD al gorithm and S2C key
recovered fromthe cookie provided by the client.

One or nore NTS Cookie extension fields which MIUST be

aut henticated and encrypted. The nunber of NTS Cooki e extension
fields included SHOULD be equal to, and MJUST NOT exceed, one plus
t he nunber of valid NTS Cookie Pl acehol der extension fields
included in the request. The cookies returned in those fields
MUST be valid for use with the NTP server that sent them They
MAY be valid for other NTP servers as well, but there is no way
for the server to indicate this

We enphasi ze the contrast that NTS Cookie extension fields MJST NOT
be encrypted when sent fromclient to server, but MJST be encrypted
fromsent fromserver to client. The former is necessary in order
for the server to be able to recover the C2S and S2C keys, while the
|latter is necessary to satisfy the unlinkability goals discussed in
Section 11.1. W enphasize al so that "encrypted" neans encapsul at ed
within the the NTS Authenticator and Encrypted Extensions extension
field. While the body of an NTS Cookie extension field wll
general ly consi st of some sort of AEAD output (regardl ess of whether
the recomendations of Section 7 are precisely followed), this is not
sufficient to nmake the extension field "encrypted"”

The server MAY include additional (non-NTS-related) extension fields
whi ch MAY appear prior to the NTS Authenticator and Encrypted
Extensi on Fields extension field (therefore authenticated but not
encrypted), within it (therefore encrypted and authenticated), or
after it (therefore neither encrypted nor authenticated). 1In
general, however, the client MJST discard any unauthenticated
extension fields and process the packet as though they were not
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present. Clients MAY inplenment exceptions to this requirenment for
particul ar extension fields if their specification explicitly
provi des for such.

Upon receiving an NTS-protected response, the client MJST verify that
the Unique Identifier matches that of an outstanding request, and
that the packet is authentic under the S2C key associated with that
request. |If either of these checks fails, the packet MJST be

di scarded wi t hout further processing.

If the server is unable to validate the cookie or authenticate the
request, it SHOULD respond with a Kiss-o' -Death (KoD) packet (see RFC
5905, Section 7.4 [RFC5905]) with kiss code "NTSN', neaning "NTS
negati ve- acknow edgrment (NAK)". It MJST NOT include any NTS Cookie
or NTS Authenticator and Encrypted Extension Fields extension fields.

If the NTP server has previously responded with authentic NTS-
protected NTP packets (i.e., packets containing the NTS Authenticator
and Encrypted Extension Fields extension field), the client MJST
verify that any KoD packets received fromthe server contain the

Uni que ldentifier extension field and that the Unique ldentifier

mat ches that of an outstanding request. |If this check fails, the
packet MUST be di scarded wi thout further processing. |If this check
passes, the client MUST conmply with RFC 5095, Section 7.4 [ RFC5905]
where required. A client MAY automatically re-run the NTS-KE

prot ocol upon forced disassociation froman NTP server. In that
case, it MJST be able to detect and stop | oopi ng between the NTS-KE
and NTP servers.

Upon reception of the NTS NAK ki ss code, the client SHOULD wait unti
the next poll for a valid NTS-protected response and if none is
received, initiate a fresh NTS-KE handshake to try to renegoti ate new
cooki es, AEAD keys, and paraneters. |f the NTIS-KE handshake
succeeds, the client MJUST discard all old cookies and paraneters and
use the new ones instead. As |long as the NTS-KE handshake has not
succeeded, the client SHOULD conti nue polling the NTP server using

t he cookies and parameters it has.

The client MAY reuse cookies in order to prioritize resilience over
unlinkability. Wich of the two that should be prioritized in any
particul ar case is dependent on the application and the user’s
preference. Section 11.1 describes the privacy considerations of
this in further detail.

To allow for NTP session restart when the NIS-KE server is

unavail able and to reduce NTS-KE server |oad, the client SHOULD keep
at | east one unused but recent cookie, AEAD keys, negotiated AEAD
algorithm and other necessary paraneters on persistent storage.
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This way, the client is able to resume the NTP session w thout
perform ng renewed NTS-KE negoti ati on.

7. Suggested Format for NTS Cooki es

This section is non-normative. It gives a suggested way for servers
to construct NTS cookies. Al normative requirenents are stated in
Section 4.1.6 and Section 5. 3.

The role of cookies in NTS is closely anal ogous to that of session
cookies in TLS. Accordingly, the thematic resenbl ance of this
section to RFC 5077 [ RFC5077] is deliberate and the reader should
i kewi se take heed of its security considerations.

Servers shoul d sel ect an AEAD al gorithmwhich they will use to
encrypt and authenticate cookies. The chosen al gorithm should be one
such as AEAD AES SIV_CMAC 256 [ RFC5297] which resists accidenta

nonce reuse. |t need not be the sane as the one that was negotiated
with the client. Servers should randomy generate and store a naster
AEAD key ‘K. Servers should additionally choose a non-secret, unique
value ‘1* as key-identifier for ‘K

Servers should periodically (e.g., once daily) generate a new pair
(I,K) and i mediately switch to using these values for all newy-
generated cookies. |mediately followi ng each such key rotation
servers should securely erase any keys generated two or nore rotation
periods prior. Servers should continue to accept any cookie
gener at ed usi ng keys that they have not yet erased, even if those
keys are no longer current. Erasing old keys provides for forward
secrecy, limting the scope of what old information can be stolen if
a master key is somehow conpronmi sed. Holding on to a limted nunber
of old keys allows clients to seanlessly transition from one
generation to the next without having to performa new NTS-KE
handshake.

The need to keep keys synchroni zed between NTS-KE and NTP servers as
wel | as across | oad-bal anced clusters can nmake automatic key rotation
chal I engi ng. However, the task can be acconplished w thout the need
for central key-nmanagenment infrastructure by using a ratchet, i.e.
maki ng each new key a determnistic, cryptographically pseudo-random
function of its predecessor. A recommended concrete inplenentation
of this approach is to use HKDF [ RFC5869] to derive new keys, using
the key's predecessor as Input Keying Material and its key identifier
as a salt.

To forma cookie, servers should first forma plaintext ‘P
consisting of the follow ng fields:
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The AEAD al gorithm negoti ated during NTS-KE
The S2C key.
The C2S key.

Servers should then generate a nonce ‘N wuniformy at random and
form AEAD output ‘C by encrypting ‘P under key ‘K wth nonce ‘N
and no associ at ed dat a.

The cooki e should consist of the tuple ‘(I,NC".

To verify and decrypt a cookie provided by the client, first parse it
into its conmponents ‘1, ‘N, and ‘C. Use ‘1' to look up its
decryption key ‘K. If the key whose identifier is ‘lI‘ has been
erased or never existed, decryption fails; reply with an NTS NAK

O herwi se, attenpt to decrypt and verify ciphertext ‘C using key ‘K
and nonce ‘N with no associated data. |f decryption or verification
fails, reply with an NTS NAK. O herwi se, parse out the contents of
the resulting plaintext ‘P* to obtain the negotiated AEAD al gorithm
S2C key, and C2S key.

8. Usage of NTP pools

Many NTP server pools exist. Sone of them have thousands of

i ndi vi dual servers spread out over several continents. Due to their
size and preval ence, it can be expected that a significant portion of
NTP users are users of NTP pools.

The separation of the initial NTS key exchange fromthe authenticated
NTP protocol sinplifies the inplenmentation of NTS on poo
infrastructures. Since NTS key exchange over TLS is expected to be a
rare occurrence in conparison with the normal authenticated NTP
request and response traffic, even large pools should require a
relatively small nunber of NTS-KE servers. This elimnmnates the need
for complex certificate infrastructures. The lower timing and
hardware requirenments on NTS-KE servers also provide for |oad-

bal ancing solutions that aren’t suitable for NTP servers, such as
virtual machine inplenentations that are started and stopped as
needed.

The ability for NTS-KE servers to freely choose what NTP servers they
will issue cookies for nmeans that each pool can inpl enent whatever
secret-sharing system between NTS-KE and NTP servers it deens
suitable. For exanple, in a large pool where the trust in the

i ndi vidual NTP server adnministrators is relatively low, it may be
necessary to have separate shared secrets for each possible pair of
NTS-KE and NTP servers. It should also be noted that not all NTS-KE
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9.

9.

9.

1.

2

servers in a pool mnmust have the ability to issue cookies for all NTP
servers in that pool

Due to their freedomto choose what servers to issue cookies for
NTS- KE servers can performa nunber of functions in addition to

aut henticating thenselves to clients and issuing cookies. This

i ncl udes | oad- bal anci ng and geographi ¢ assignment of clients to NTP
servers.

| ANA Consi der ati ons

Service Name and Transport Protocol Port Nunber Registry

I ANA is requested to allocate two entries, identical except for the
Transport Protocol, in the Service Nane and Transport Protocol Port
Nunber Registry [ RFC6335] as foll ows:

Servi ce Name: nts

Transport Protocol: tcp, udp

Assi gnee: | ESG <iesg@etf.org>

Contact: |ETF Chair <chair@etf.org>

Description: Network Tine Security

Ref erence: [[this neno]]

Port Number: [[TBD1]], selected by | ANA fromthe system port range

TLS Application-Layer Protocol Negotiation (ALPN) Protocol |Ds
Regi stry

I ANA is requested to allocate the following entry in the TLS
Appl i cation-Layer Protocol Negotiation (ALPN) Protocol IDs registry
[ RFC7301] :

Protocol: Network Tinme Security Key Establishment, version 1

I dentification Sequence:
OX6E Ox74 0x73 0x6B 0x65 Ox2F 0x31 ("ntske/1")

Reference: [[this nenp]], Section 4
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9.3. TLS Exporter Labels Registry

I ANA is requested to allocate the following entry in the TLS Exporter
Label s Regi stry [ RFC5705]:

oo TR S o e oo Fom e e +
| Val ue | DTILS-OK | Reconmended | Reference | Note |
Fom e e e e e e e e oo Fomm e oo - o m e e oo o - B Fomm - - - +
| EXPORTER-network- | Y | Y | [[this | |
| tine-security/1 [ [ | meno]], [ [
| | | Section 4.2 | |
oo TR S o e oo Fom e e +

9.4. NIP Kiss-0' -Death Codes Registry

IANA is requested to allocate the following entry in the registry of
NTP Ki ss-0’ - Death Codes [ RFC5905]:

C N o m e e e e e eia oo e +
| Code | Meaning | Reference |
Homm - - o m e e e e e e e e e e e e e e e e e e ee— o B +
| NTSN | Network Time Security (NTS) negative- | [[this neno]], [
| | acknow edgnent ( NAK) | Section 6

oo o m e e oo e +

9.5. NITP Extension Field Types Registry

I ANA is requested to allocate the following entries in the NTP
Extensi on Field Types registry [ RFC5905]:

[ R oo e e e e e e e e e e Fom e e e oo +
| Field | Meaning | Reference |
| Type | | |
Fom e o - o mm e e e e e e e e e e e e oo oo Fom e e e e oo oo +
| [[TBD2]] | Unique ldentifier | [[this nmeno]], |
[ [ | Section 5.2 |
| [[TBD3]] | NTS Cookie | [[this meno]], [
| | | Section 5.3 |
| [[TBD4]] | NTS Cookie Pl acehol der | [[this menmo]], |
[ [ | Section 5.4 [
| [[TBD5]] | NTS Authenticator and Encrypted | [[this nenp]], |
[ | Extension Fields | Section 5.5 [
[ R oo e e e e e e e e e e Fom e e e oo +
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9.6. Network Tinme Security Key Establishment Record Types Registry

I ANA is requested to create a new registry entitled "Network Tine
Security Key Establishment Record Types". Entries SHALL have the
followi ng fields:

Record Type Number (REQUI RED): An integer in the range 0-32767
i ncl usi ve.

Description (REQUI RED): A short text description of the purpose of
the field.

Set Critical Bit (REQU RED): One of "MJST", "SHOULD', "NAY",
"SHOULD NOT", or "MJST NOT".

Ref erence (REQUIRED): A reference to a docunent specifying the
semantics of the record

The policy for allocation of new entries in this registry SHALL vary
by the Record Type Nunber, as foll ows:

0-1023: | ETF Revi ew

1024-16383: Specification Required.

16384-32767: Private and Experinental Use.
Applications for new entries SHALL specify the contents of the
Description, Set Critical Bit, and Reference fields as well as which
of the above ranges the Record Type Nunber should be allocated from
Applicants MAY request a specific Record Type Number and such

requests MAY be granted at the registrar’s discretion

The initial contents of this registry SHALL be as foll ows:
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9.

7.

. - Fommemeeeas T +
| Record Type | Description | Set | Reference |
| Nunber [ | Critical | [
I I | Bit I I
. O N e +
| O | End of Message | MUST | [[this nmeno]], |
[ [ [ | Section 4.1.1 |
| 1 | NTS Next Protocol | MUST | [[this meno]], |
| | Negotiation | | Section 4.1.2 |
| 2 | Error | MUST | [[this meno]], [
| | | | Section 4.1.3 |
| 3 | Warning | MUST | [[this nmeno]], |
[ [ [ | Section 4.1.4 |
| 4 | AEAD Al gorithm | MAY | [[this meno]], |
| | Negotiation | | Section 4.1.5 |
| 5 | New Cookie for NTPv4 | SHOULD | [[this meno]], [
| | | NoOr | Section 4.1.6 |
| 6 | NTP Server | SHOULD | [[this nmeno]], |
[ | Negotiation | | Section 4.1.7 |
| 16384-32767 | Reserved for Private | MAY | [[this menmo]] |
| | & Experinental Use | | |
e e e - Fom e e e e oo [ S e e e e oo oo +

Network Time Security Next Protocols Registry

I ANA is requested to create a new registry entitled "Network Tine
Security Next Protocols”. Entries SHALL have the follow ng fields:

Protocol ID (REQU RED): An integer in the range 0-65535 inclusive,
functioning as an identifier.

Prot ocol Name (REQUI RED): A short text string naming the protocol
being identified.

Ref erence (RECOMMENDED): A reference to a relevant specification
docunent. |If no relevant docunent exists, a point-of-contact for
questions regarding the entry SHOULD be |listed here in lieu.

Applications for new entries in this registry SHALL specify all
desired fields and SHALL be granted upon approval by a Designated
Expert. Protocol |Ds 32768-65535 SHALL be reserved for Private or
Experi mental Use and SHALL NOT be registered.

The initial contents of this registry SHALL be as foll ows:
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. T T T +
| Protocol 1D | Protocol Name | Reference |
TSRS Fom e e e e e e e e e e ee oo e e e e e e e e o +
| O | Network Tinme Protocol version | [[this neno]] [
I | 4 (NTPv4) I I
| 32768-65535 | Reserved for Private or | Reserved by [[this |
| | Experinental Use | meno]] [
o m e e oo o - S Fom e e e e e e e e oo +

.8. Network Tine Security Error and Warni ng Codes Registries
I ANA is requested to create two new registries entitled "Network Tine
Security Error Codes" and "Network Time Security Warning Codes".
Entries in each SHALL have the follow ng fields:
Nunmber (REQUIRED): An integer in the range 0-65535 inclusive
Description (REQUI RED): A short text description of the condition.

Ref erence (REQU RED): A reference to a relevant specification
docunent .

The policy for allocation of new entries in these registries SHALL
vary by their Number, as follows:

0-1023: | ETF Revi ew.
1024-32767: Specification Required.
32768- 65535: Private and Experinental Use.

The initial contents of the Network Time Security Error Codes
Regi stry SHALL be as foll ows:

I S S +
| Nunber | Description | Reference [
oo - N ' e +
| O | Unrecognized Critical | [[this memp]], Section |
| | Extension | 4.1.3 |
| 1 | Bad Request | [[this menp]], Section [
| | | 4.1.3 |
Fommamenn T T +

The Network Time Security Warning Codes Registry SHALL initially be
enpty.
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10.

10.

10.

Security Considerations
1. Sensitivity to DDoS attacks

The introduction of NTS brings with it the introduction of asymetric
cryptography to NTP. Asymetric cryptography is necessary for

initial server authentication and AEAD key extraction. Asymretric
cryptosystens are generally orders of magnitude slower than their
symretric counterparts. This makes it nmuch harder to build systens
that can serve requests at a rate corresponding to the full line
speed of the network connection. This, in turn, opens up a new
possibility for DDoS attacks on NTP services.

The main protection against these attacks in NTS lies in that the use
of asymmetric cryptosystens is only necessary in the initial NIS-KE
phase of the protocol. Since the protocol design enables separation
of the NTS-KE and NTP servers, a successful DDoS attack on an NTS-KE
server separated fromthe NTP service it supports will not affect NTP
users that have already perforned initial authentication, AEAD key
extraction, and cookie exchange. Furthernore, as noted in Section 8,
NTP- KE capacity is easier to scale up and down than NTP server
capacity.

NTS users should al so consider that they are not fully protected

agai nst DDoS attacks by on-path adversaries. In addition to dropping
packets and attacks such as those described in Section 10.4, an on-
pat h attacker can send spoofed kiss-o' -death replies, which are not
aut henticated, in response to NTP requests. This could result in
significantly increased | oad on the NTS-KE server. |nplenenters have
to weigh the user’s need for unlinkability agai nst the added
resilience that comes with cookie reuse in cases of NIS-KE server
unavail ability.

2. Avoi ding DDoS Anplification

Certai n non-standard and/ or deprecated features of the Network Tine
Protocol enable clients to send a request to a server which causes
the server to send a response much | arger than the request. Servers
whi ch enabl e these features can be abused in order to anplify traffic
vol ume in DDoS attacks by sending thema request with a spoofed
source IP. 1In recent years, attacks of this nature have becone an
endeni ¢ nui sance.

NTS is designed to avoid contributing any further to this problem by
ensuring that NTS-related extension fields included in server
responses will be the sane size as the NIS-rel ated extension fields
sent by the client. |In particular, this is why the client is
required to send a separate and appropri ately padded-out NTS Cooki e
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10.

Pl acehol der extension field for every cookie it wants to get back
rather than being permtted sinply to specify a desired quantity.

Due to the RFC 7822 [ RFC7822] requirenent that extensions be padded
and aligned to four-octet boundaries, response size may still in sonme
cases exceed request size by up to three octets. This is
sufficiently inconsequential that we have declined to address it.

3. Initial Verification of Server Certificates

NTS s security goals are undernmined if the client fails to verify
that the X 509 certificate chain presented by the NTS-KE server is
valid and rooted in a trusted certificate authority. RFC 5280

[ RFC5280] and RFC 6125 [ RFC6125] specify how such verification is to
be performed in general. However, the expectation that the client
does not yet have a correctly-set systemclock at the tine of
certificate verification presents difficulties with verifying that
the certificate is withinits validity period, i.e., that the current
time lies between the tines specified in the certificate’ s notBefore
and notAfter fields. It may be operationally necessary in sone cases
for a client to accept a certificate which appears to be expired or
not yet valid. Wile there is no perfect solution to this problem
there are several mitigations the client can inplenent to nake it
more difficult for an adversary to successfully present an expired
certificate:

Check whether the systemtine is in fact unreliable. |[If the
system cl ock has previously been synchroni zed since |ast boot,
then on operating systenms which inplenent a kernel -based phase-

| ocked-1oop API, a call to ntp_gettine() should show a maxi mum
error less than NTP_PHASE MAX. In this case, the clock SHOULD be
considered reliable and certificates can be strictly validated.

Al'low the systemadninistrator to specify that certificates should
*al ways* be strictly validated. Such a configuration is
appropriate on systens which have a battery-backed cl ock and which
can reasonably pronpt the user to nmanually set an approxi nately-
correct time if it appears to be needed.

Once the cl ock has been synchronized, periodically wite the
current systemtime to persistent storage. Do not accept any
certificate whose notAfter field is earlier than the | ast recorded
tine.

Do not process tinme packets fromservers if the time conputed from
themfalls outside the validity period of the server’'s
certificate.
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Use nultiple time sources. The ability to pass off an expired
certificate is only useful to an adversary who has conprom sed the
corresponding private key. |If the adversary has conprom sed only
a mnority of servers, NITP' s selection algorithm (RFC 5905 section
11.2.1 [RFC5905]) will protect the client fromaccepting bad tine
fromthe adversary-controll ed servers

10.4. Delay Attacks

10.

11.

In a packet delay attack, an adversary with the ability to act as a
man-i n-the-niddl e del ays tinme synchroni zati on packets between client
and server asymetrically [RFC7384]. Since NTP's fornula for
computing time offset relies on the assunption that network |atency
is roughly symretrical, this leads to the client to conpute an

i naccurate value [Mzrahi]. The delay attack does not reorder or
nodi fy the content of the exchanged synchroni zati on packets.
Ther ef ore, cryptographic nmeans do not provide a feasible way to
nmtigate this attack. However, the maxi mumerror that an adversary
can introduce is bounded by half of the round trip del ay.

RFC 5905 [ RFC5905] specifies a paraneter called MAXDI ST whi ch denotes
the maxi mum round-trip latency (including not only the i mediate
round trip between client and server, but the whole distance back to
the reference clock as reported in the Root Delay field) that a
client will tolerate before concluding that the server is unsuitable
for synchronization. The standard value for MAXD ST is one second,

al t hough sone i nmpl enentations use |arger values. \Whatever value a
client chooses, the maxi numerror which can be introduced by a del ay
attack i s MAXDI ST/ 2.

Usage of multiple time sources, or nmultiple network paths to a given
time source [Shpiner], may also serve to nmitigate delay attacks if
the adversary is in control of only some of the paths.

5. Random Nunber Generation

At various points in NTS, the generation of cryptographically secure
random nunmbers is required. Wenever this draft specifies the use of
random nunbers, cryptographically secure random nunber generation
MUST be used. RFC 4086 [ RFC4086] contains guidelines concerning this
t opi c.

Privacy Considerations

Franke, et al. Expi res January 3, 2019 [ Page 30]



Internet-Draft NTSANTP July 2018

11.

11.

1. Unlinkability

Unlinkability prevents a device from being tracked when it changes
net wor k addresses (e.g., because said device noved between different
networks). In other words, unlinkability thwarts an attacker that
seeks to link a new network address used by a device with a network
address that it was formerly using through recogni zabl e data that the
device persistently sends as part of an NTIS-secured NTP associ ation
This is the justification for continually supplying the client with
fresh cookies, so that a cookie never represents recogni zable data in
the sense outlined above.

NTS' s unlinkability objective is nmerely to not |eak any additiona
data that could be used to link a device’s network address. NTS does
not rectify legacy linkability issues that are already present in
NTP. Thus, a client that requires unlinkability nust also mnimze
information transmitted in a client query (node 3) packet as
described in the NTP Client Data Mnimzation Internet-Draft
[I-D.ietf-ntp-data-mnimzation].

The unlinkability objective only holds for tinme synchronization
traffic, as opposed to key exchange traffic. This inplies that it
cannot be guaranteed for devices that function not only as tine
clients, but also as tinme servers (because the latter can be
externally triggered to send authentication data).

It should also be noted that it could be possible to Iink devices
that operate as tinme servers fromtheir tinme synchronization traffic,
using information exposed in (node 4) server response packets (e.qg.
reference ID, reference time, stratum poll). Al so, devices that
respond to NTP control queries could be linked using the infornmation
reveal ed by control queries.

2. Confidentiality

NTS does not protect the confidentiality of information in NTP' s
header fields. Wen clients inplement NTP Cient Data M nim zation
[I-D.ietf-ntp-data-mninzation], client packet headers do not
contain any information which the client could conceivably wish to
keep secret: one field is randomand all others are fixed.
Information in server packet headers is |likew se public: the origin
timestanp is copied fromthe client’s (random) transmt tinestanp and
all other fields are set the same regardl ess of the identity of the
client making the request.

Future extension fields could hypothetically contain sensitive
i nformati on, in which case NTS provides a nechanismfor encrypting
t hem
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