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1.

I nt roducti on

DI SCLAIMER: This is very early a work-in-progress design and has not
yet seen significant (or really any) security analysis. |t should
not be used as a basis for building production systens.

Although TLS 1.3 [I-D.ietf-tls-tls13] encrypts nost of the handshake,
including the server certificate, there are several other channels
that allow an on-path attacker to determ ne the domain nane the
client is trying to connect to, including:

0 Cleartext client DNS queries.

0 Visible server | P addresses, assuming the the server is not doing
domai n- based virtual hosting.

0 Ceartext Server Nane Indication (SNI) [RFC6066] in CientHello
nessages.

DoH [I-D.ietf-doh-dns-over-https] and DPRI VE [ RFC7858] [ RFC8094]
provi de mechani snms for clients to conceal DNS | ookups from network

i nspection, and many TLS servers host nultiple donmains on the sane |IP
address. |In such environnents, SNl is an explicit signal used to
determine the server’'s identity. |Indirect nechanisns such as traffic
anal ysis al so exi st.

The TLS W5 has extensively studied the probl emof protecting SN, but
has been unable to develop a conpletely generic solution
[I-D.ietf-tls-sni-encryption] provides a description of the problem
space and sone of the proposed techniques. One of the nore difficult
problems is "Do not stick out" ([I-D.ietf-tls-sni-encryption];
Section 3.4): if only sensitive/private services use SNl encryption
then SNI encryption is a signal that a client is going to such a
service. For this reason, nmuch recent work has focused on concealing
the fact that SNI is being protected. Unfortunately, the result

of ten has undesirabl e performance consequences, inconplete coverage,
or both.

The design in this docunent takes a different approach: it assunes
that private origins will co-locate with or hide behind a provider
(CDN, app server, etc.) which is able to activate encrypted SN
(ESNI') for all of the domains it hosts. Thus, the use of encrypted
SNI does not indicate that the client is attenpting to reach a
private origin, but only that it is going to a particular service
provi der, which the observer could already tell fromthe |IP address.
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3.

3.

Conventions and Definitions
The key words "MJST", "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Overvi ew

This docunent is designed to operate in one of two prinary topol ogies
shown bel ow, which we call "Shared Mde" and "Split Mode"

1. Topol ogi es
2001: DB8: : 1111

I I

I I

_ | I
Cient <----- > | private.exanple.org

I I

| public.exanple.com |

I I

Server
Figure 1: Shared Mdde Topol ogy

In Shared Mbde, the provider is the origin server for all the domains
whose DNS records point to it and clients forma TLS connecti on
directly to that provider, which has access to the plaintext of the
connecti on.

e e e e e e oo oo + Fom e e e e oo oo +
I I I I
[ 2001: DB8: : 1111 [ [ 2001: DBS8: : EEEE [
Adient <---c--ommmmmn e >| [
| public.exanple.com | | private.exanple.com |
| | |
e e e e e e oo oo + Fom e e e e oo oo +
Client-Facing Server Backend Server

Figure 2: Split Mde Topol ogy

In Split Mdde, the provider is _not_ the origin server for private
domai ns. Rather the DNS records for private donains point to the
provi der, but the provider’'s server just relays the connection back
to the backend server, which is the true origin server. The provider
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does not have access to the plaintext of the connection. In
principle, the provider nmight not be the origin for any domai ns, but
as a practical matter, it is probably the origin for a |large set of

i nnocuous domains, but is also providing protection for sone private
domains. Note that the backend server can be an unnodified TLS 1.3
server.

3.2. SN Encryption
The protocol designed in this docunent is quite straightforward

First, the provider publishes a public key which is used for SN
encryption for all the domains for which it serves directly or
indirectly (via Split nmode). This docunent defines a publication
mechani sm usi ng DNS, but ot her nechani sns are al so possible. In
particular, if sone of the clients of a private server are
applications rather than Wb browsers, those applications m ght have
the public key preconfigured.

When a client wants to forma TLS connection to any of the domains
served by an ESN -supporting provider, it replaces the "server_nane"
extension in the CientHello with an "encrypted _server_nanme"

ext ensi on, which contains the true extension encrypted under the
provider’s public key. The provider can then decrypt the extension
and either term nate the connection (in Shared Mde) or forward it to
t he backend server (in Split Mde).

4. Publishing the SNI Encryption Key

SNl Encryption keys can be published in the DNS using the ESN Keys
structure, defined bel ow

/1 Copied fromTLS 1.3
struct {

NanedGr oup group;

opaque key_ exchange<l..2"16-1>
} KeyShareEntry

struct {
ui nt 8 checksuni 4] ;
KeyShar eEntry keys<4..2"16-1>;
Ci pher Suite ci pher_suites<2..2"16-2>
ui nt 16 padded_| engt h;
ui nt 64 not before;
ui nt 64 not _after;
Ext ensi on ext ensi ons<0..2"16- 1>;
} ESN Keys;
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checksum The first four (4) octets of the SHA-256 nessage di gest
[ RFC6234] of the ESNI Keys structure starting fromthe first octet
of "keys" to the end of the structure.

keys The list of keys which can be used by the client to encrypt the
SNI. Every key being listed MUST belong to a different group

padded_l ength : The length to pad the ServerNanelLi st value to prior
to encryption. This value SHOULD be set to the | argest

Server NaneLi st the server expects to support rounded up the nearest
multiple of 16. If the server supports wldcard nanes, it SHOULD set
this value to 260.

not _before The nonment when the keys becone valid for use. The val ue
is represented as seconds from 00: 00: 00 UTC on Jan 1 1970, not
i ncluding | eap seconds.

not _after The noment when the keys becone invalid. Uses the sanme
unit as not_before.

extensions A list of extensions that the client can take into
consi derati on when generating a Cient Hello nessage. The fornmat
is defined in [I-D.ietf-tls-tlsl1l3]; Section 4.2. The purpose of
the field is to provide roomfor additional features in the
future; this docunent does not define any extension

The semantics of this structure are sinple: any of the listed keys
may be used to encrypt the SNI for the associated domai n nane. The
cipher suite list is orthogonal to the list of keys, so each key may
be used with any cipher suite.

This structure is placed in the RRData section of a TXT record as a
base64-encoded string. |If this encoding exceeds the 255 octet limt
of TXT strings, it nust be split across nultiple concatenated strings
as per Section 3.1.3 of [RFC4408].

The name of each TXT record MJUST nmatch the nane conposed of _esni and
the query domain nane. That is, if a client queries exanple.com the
ESNI TXT Resource Record m ght be:

_esni.exanple.com 60S IN TXT "..."

Servers MJST ensure that if nultiple A or AAAA records are returned
for a domain with ESNI support, all the servers pointed to by those
records are able to handle the keys returned as part of a ESNI TXT
record for that domain.
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Clients obtain these records by querying DNS for ESN -enabl ed server
domai ns. Thus, servers operating in Split Myde SHOULD have DNS
configured to return the sane A (or AAAA) record for all ESN -enabl ed
servers they service. This yields an anonymty set of cardinality
equal to the nunmber of ESN -enabl ed server donains supported by a
given client-facing server. Thus, even with SNI encryption, an
attacker which can enunerate the set of ESN -enabl ed domai ns
supported by a client-facing server can guess the correct SNI with
probability at least 1/K, where Kis the size of this ESN -enabl ed
server anonynity set. This probability may be increased via traffic
anal ysi s or other nechani sns.

The "checksum field provides protection agai nst transmi ssion errors,
i ncludi ng those caused by internediaries such as a DNS proxy running
on a home router

"not _before" and "not_after" fields represent the validity period of
the published ESNI keys. Cients MJUST NOT use ESNI keys that was
covered by an invalid checksum or beyond the published peri od.
Servers SHOULD set the Resource Record TTL small enough so that the
record gets discarded by the cache before the ESNI keys reach the end
of their validity period. Note that servers MAY need to retain the
decryption key for sone tine after "not_after”, and will need to
consi der clock skew, internal caches and the |ike, when selecting the
"not _before" and "not_after" val ues.

Client MAY cache the ESN Keys for a particul ar domai n based on the
TTL of the Resource Record, but SHOULD NOT cache it based on the
not after value, to allow servers to rotate the keys often and

i nprove forward secrecy.

Note that the length of this structure MJUST NOT exceed 2716 - 1, as
the RDLENGTH is only 16 bits [ RFC1035].

5. The "encrypted_server_nanme" extension

The encrypted SNI is carried in an "encrypted_server_nanme" extension
whi ch contains an EncryptedSN structure:

struct {
Ci pherSuite suite;
opaque record_di gest<0..2"16-1>
opaque encrypted_sni<0..2"16-1>
} EncryptedSN ;

record _di gest A cryptographic hash of the ESN Keys structure from
which the ESNI key was obtained, i.e., fromthe first byte of
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"checksum' to the end of the structure. This hash is conputed
usi ng the hash function associated with "suite".

suite The cipher suite used to encrypt the SN

encrypted_sni The original ServerNaneList fromthe "server_nane"
ext ensi on, padded and AEAD-encrypted using cipher suite "suite"
and with the key generated as described bel ow.

5.1. dient Behavior

In order to send an encrypted SNI, the client MJST first select one
of the server ESN KeyShareEntry val ues and generate an (EC)DHE share
in the matching group. This share is then used for the client’s
"key_share" extension and will be used to derive both the SN
encryption key and the (EC)DHE shared secret which is used in the TLS
key schedule. This has two inportant inplications:

0 The client MJUST only provide one KeyShareEntry

0 The server is conmtting to support every group in the ESN Keys
list (see below for server behavior).

The SNI encryption key is conputed fromthe DH shared secret Z as
fol | ows:

Zx = HKDF- Extract (0, 2)
key = HKDF- Expand- Label (Zx, "esni key", Hash(dientHell o. Randon), key_ | ength)
i v = HKDF- Expand- Label (Zx, "esni iv", Hash(dientHello.Random, iv_|ength)

The client then creates a PaddedServer NanmelLi st:

struct {

Ser ver NameLi st sni

opaque zeros[ ESNI Keys. padded | ength - length(sni)];
} PaddedSer ver NaneLi st ;

This value consists of the serialized ServerNanelLi st padded with
enough zeroes to nake the total structure ESN Keys. padded_| ength
bytes long. The purpose of the padding is to prevent attackers from
using the length of the "encrypted server_nane" extension to
determine the true SNI. If the serialized ServerNameList is |onger

t han ESN Keys. padded_| ength, the client MJST NOT use the
"encrypted_server_nane" extension

The EncryptedSN . encrypted sni value is then conputed using the usua
TLS 1.3 AEAD:
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encrypted_sni = AEAD- Encrypt(key, iv, "", PaddedServer NaneLi st)

Note: future extensions may end up reusing the server’s

ESNI KeyShareEntry for other purposes within the sanme nessage (e.g.
encrypting other values). Those usages MJST have their own HKDF

| abel s to avoid reuse.

[[OPEN I SSUE: If in future you were to reuse these keys for 0-RTT
primng, then you would have to worry about potentially expandi ng
twice of Z extracted. W should think about how to harnoni ze these
to nake sure that we naintain key separation. Similarly, if the
server uses the sane key for ESNI as it does in ServerKeyShare, this
is going to involve re-use of Z in sone hard to analyze ways. O
course, this would al so invol ve abandoni ng PFS.]]

This value is placed in an "encrypted_server_nane" extension

The client MAY either onmit the "server_nanme" extension or provide an
i nnocuous dunmy one (this is required for technical conformance with
[ RFC7540]; Section 9.2.)

5.2. dient-Facing Server Behavior

Upon receiving an "encrypted_server nane" extension, the client-
facing server MUST first performthe follow ng checks:

o If it is unable to negotiate TLS 1.3 or greater, it MJST abort the
connection with a "handshake failure" alert.

o |If the EncryptedSN .record_di gest val ue does not match the
crypt ographi ¢ hash of any known ENSI Keys structure, it MJST abort
the connection with an "illegal _paraneter” alert. This is
necessary to prevent downgrade attacks. [[OPEN | SSUE: W | ooked
at ignoring the extension but concluded this was better.]]

o |If nore than one KeyShareEntry has been provided, or if that
share’s group does not match that for the SNI encryption key, it
MUST abort the connection with an "illegal paraneter" alert.

o If the length of the "encrypted server nane" extension is
i nconsistent with the advertised padding | ength (plus AEAD
expansi on) the server MAY abort the connection with an
"illegal _paranmeter"” alert without attenpting to decrypt.

Assum ng these checks succeed, the server then conputes K sni and

decrypts the ServerNane value. |If decryption fails, the server MJST
abort the connection with a "decrypt _error" alert.
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If the decrypted value's length is different fromthe advertised
ESNI Keys. padded_I ength or the paddi ng consists of any val ue ot her
than 0, then the server MJST abort the connection with an

illegal paraneter alert. Oherw se, the server uses the
PaddedSer ver NaneLi st.sni value as if it were the "server_nanme"
extension. Any actual "server_nane" extension is ignored.

Upon determning the true SNI, the client-facing server then either
serves the connection directly (if in Shared Mdde), in which case it
executes the steps in the follow ng section, or forwards the TLS
connection to the backend server (if in Split Mdde). 1In the latter
case, it does not nmake any changes to the TLS nessages, but just
blindly forwards them

Shared Mbde Server Behavi or

A server operating in Shared Mbde uses PaddedServer NaneList.sni as if
it were the "server_nanme" extension to finish the handshake. It
SHOULD pad the Certificate nessage, via padding at the record | ayer
such that its length equals the size of the | argest possible
Certificate (message) covered by the sane ESNI key.

Split Mdde Server Behavi or

The backend Server ignores both the "encrypted_server_nanme" and the

"server_name" (if any) and conpletes the handshake as usual. If in
Shared Mbde, the server will still know the true SNI, and can use it
for certificate selection. In Split Mde, it may not know the true

SNI and so will generally be configured to use a single certificate.
Appendi x A describes a nmechani smfor communicating the true SNI to
t he backend server.

Simlar to the Shared Mbde behavior, the backend server in Split Mde
SHOULD pad the Certificate nessage, via padding at the record | ayer
such that its length equals the size of the | argest possible
Certificate (message) covered by the sane ESNI key.

[[OPEN | SSUE: Do we want "encrypted_server_nane" in EE? It’'s clearer
communi cati on, but would make it so you could not operate a current
TLS 1.3 server as a backend server.]]

Conpatibility |ssues

In general, this mechanismis designed only to be used with servers

whi ch have opted in, thus mnimzing conpatibility issues. However,
there are two scenari os where that does not apply, as detail ed bel ow
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6

6

7

1. Msconfiguration

If DNS is msconfigured so that a client receives ESNI keys for a
server which is not prepared to receive ESNI, then the server wll
i gnore the "encrypted server_nanme" extension, as required by

[I-Dietf-tls-tls13]; Section 4.1.2. |If the servers does not require
SNI, it will conplete the handshake with its default certificate.
Most likely, this will cause a certificate name m smatch and thus
handshake failure. dients SHOULD not fall back to cleartext SN
because that allows a network attacker to disclose the SNI. They NMNAY

attenpt to use another server fromthe DNS results, if one is
provi ded.

2. M ddl eboxes

A nore serious problemis MTM proxies which do not support this
extension. [I-Dietf-tls-tlsl13]; Section 9.3 requires that such
proxi es renove any extensions they do not understand. This will have
one of two results when connecting to the client-facing server

1. The handshake will fail if the client-facing server requires SN

2. The handshake will succeed with the client-facing server’s
default certificate.

A Wb client client can securely detect case (2) because it wll
result in a connection which has an invalid identity (nost |ikely)
but which is signed by a certificate which does not chain to a
publicly known trust anchor. The client can detect this case and
di sable ESNI while in that network configuration

In order to enable this mechanism client-facing servers SHOULD NOT
require SNI, but rather respond with some default certificate.

A non-conformant M TM proxy will forward the ESN extension
substituting its owmn KeyShare value, with the result that the client-
facing server will not be able to decrypt the SNI. This causes a
hard failure. Detecting this case is difficult, but clients m ght

opt to attenpt captive portal detection to see if they are in the
presence of a MTM proxy, and if so disable ESNI. Hopefully, the TLS
1. 3 depl oynent experience has cl eaned out nobst such proxies.

Security Considerations
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7.1. Wiy is cleartext DNS OK?

In conparison to [I-D. kazuho-protected-sni], wherein DNS Resource
Records are signed via a server private key, ESN Keys have no
authenticity or provenance information. This neans that any attacker
whi ch can inject DNS responses or poison DNS caches, which is a
conmon scenario in client access networks, can supply clients with
fake ESNI Keys (so that the client encrypts SNI to then) or strip the
ESNI Keys fromthe response. However, in the face of an attacker that
controls DNS, no SNI encryption scheme can work because the attacker
can replace the | P address, thus bl ocking client connections, or
substituting a unique I P address which is 1:1 with the DNS nane that
was | ooked up (nodul o DNS wildcards). Thus, allowi ng the ESNI Keys in
the cl ear does not nake the situation significantly worse.

Clearly, DNSSEC (if the client validates and hard fails) is a defense
against this formof attack, but DoH DPRI VE are al so def enses agai nst
DNS attacks by attackers on the local network, which is a conmon case
where SNI. Moreover, as noted in the introduction, SN encryption is
| ess useful without encryption of DNS queries in transit via DoH or
DPRI VE nmechani sns.

7.2. Conparison Against Criteria

[I-Dietf-tls-sni-encryption] lists several requirenents for SN
encryption. In this section, we re-iterate these requirenments and
assess the ESNI design agai nst them

7.2.1. Mtigate against replay attacks

Since the SNI encryption key is derived froma (EC)DH operation
between the client’s epheneral and server’s sem -static ESNI key, the
ESNI encryption is bound to the Client Hello. It is not possible for
an attacker to "cut and paste" the ESNI value in a different dient
Hello, with a different epheneral key share, as the term nating
server will fail to decrypt and verify the ESNI val ue.

7.2.2. Avoid widely-depl oyed shared secrets

Thi s design depends upon DNS as a vehicle for seni-static public key
distribution. Server operators may partition their private keys
however they see fit provided each server behind an | P address has
the corresponding private key to decrypt a key. Thus, when one ESN
key is provided, sharing is optimally bound by the nunber of hosts
that share an I P address. Server operators may further linmt sharing
by sending different Resource Records containing ESN Keys with

di fferent keys using a short TTL.
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7.2.3. Prevent SN -based DoS attacks

This design requires servers to decrypt ClientHell o nmessages with
Encrypt edSNI extensions carrying valid digests. Thus, it is possible
for an attacker to force decryption operations on the server. This
attack is bound by the nunber of valid TCP connections an attacker
can open.

7.2.4. Do not stick out

By sending SNI and ESNI values (with illegitimte digests), or by
sending legitimte ESNI values for and "fake" SN values, clients do
not display clear signals of ESNI intent to passive eavesdroppers.

As nore clients enable ESNI support, e.g., as normal part of Wb
browser functionality, with keys supplied by shared hosting

provi ders, the presence of ESN extensions becones | ess suspi cious
and part of common or predictable client behavior. |n other words,

if all Wb browsers start using ESNI, the presence of this value does
not signal suspicious behavior to passive eavesdroppers.

7.2.5. Forward secrecy

This design is not forward secret because the server’'s ESNI key is
static. However, the wi ndow of exposure is bound by the key
lifetime. It is RECOMMEMDED that servers rotate keys frequently.

7.2.6. Proper security context

This design pernmits servers operating in Split Mdde to forward
connections directly to backend origin servers, thereby avoiding
unnecessary M TM att acks.

7.2.7. Split server spoofing

Assum ng ESNI Keys retrieved fromDNS are validated, e.g., via DNSSEC
or fetched froma trusted Recursive Resolver, spoofing a server
operating in Split Mbde is not possible. See Section 7.1 for nore
details regarding cleartext DNS

7.2.8. Supporting multiple protocols
This design has no inpact on application |ayer protocol negotiation
It only affects connection routing, server certificate selection, and

client certificate verification. Thus, it is conpatible with
mul ti ple protocols.
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7.3. Msrouting

Note that the backend server has no way of know ng what the SN was,
but that does not lead to additional privacy exposure because the
backend server also only has one identity. This does, however,
change the situation slightly in that the backend server night
previously have checked SNI and now cannot (and an attacker can route
a connection with an encrypted SNI to any backend server and the TLS
connection will still conplete). However, the client is stil
responsible for verifying the server’'s identity inits certificate.

[[ TODO Sone nore analysis needed in this case, as it is alittle
odd, and probably some precise rules about handling ESNI and no SNI
uni form y?]]

8. | ANA Consi derati ons
8.1. Update of the TLS ExtensionType Registry

I ANA is requested to Create an entry, encrypted_server_nane(0xffce),
in the existing registry for ExtensionType (defined in
[I-Dietf-tls-tls13]), with "TLS 1.3" colum val ues being set to
"CH', and "Recommended" columm being set to "Yes".
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Appendi x A Comuni cating SNI to Backend Server

As noted in Section 5.4, the backend server will generally not know
the true SNI in Split Mdde. It is possible for the client-facing
server to conmmunicate the true SNI to the backend server, but at the
cost of having that communication not be unnodified TLS 1.3. The
basic idea is to have a shared key between the client-facing server
and t he backend server (this can be a symetric key) and use it to
AEAD- encrypt Z and send the encrypted bl ob at the begi nning of the
connection before the CientHello. The backend server can then
decrypt ESNI to recover the true SN .

An obvious alternative here would be to have the client-facing server
forward the true SNI, but that would allow the client-facing server
tolie. 1In this design, the attacker would need to be able to find a
Z which woul d expand into a key that would validly AEAD-encrypt a
message of his choice, which should be intractable (Hand-waving
alert!).

Appendi x B. Alternative SNl Protection Designs

Al ternative approaches to encrypted SNI may be inplenented at the TLS
or application layer. 1In this section we describe severa
alternatives and di scuss drawbacks in conparison to the design in

t hi s docunent.

B.1. TLS-Ilayer
B.1.1. TLS in Early Data

In this variant, TLS Cient Hellos are tunneled within early data
payl oads bel onging to outer TLS connections established with the
client-facing server. This requires clients to have established a
previ ous session --- and obtained PSKs --- with the server. The
client-facing server decrypts early data payl oads to uncover dient
Hel |l os destined for the backend server, and forwards them onwards as
necessary. Afterwards, all records to and from backend servers are
forwarded by the client-facing server - unnodified. This avoids
doubl e encryption of TLS records.

Problens with this approach are: (1) servers may not always be able

to distinguish inner ient Hellos fromlegitinmte application data,
(2) nested O-RTT data may not function correctly, (3) O-RTT data may
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not be supported - especially under DoS - leading to availability
concerns, and (4) clients nmust bootstrap tunnels (sessions), costing
an additional round trip and potentially revealing the SNI during the
initial connection. 1In contrast, encrypted SNI protects the SNI in a
distinct Cient Hello extension and neither abuses early data nor
requires a bootstrappi ng connection

B.1.2. Conbi ned Tickets

In this variant, client-facing and backend servers coordinate to
produce "conbined tickets" that are consunable by both. Cients

of fer conbined tickets to client-facing servers. The latter parse
themto determ ne the correct backend server to which the Cient
Hel I o should be forwarded. This approach is problematic due to non-
trivial coordination between client-facing and backend servers for
ticket construction and consunption. Moreover, it requires a
bootstrapping step simlar to that of the previous variant. In
contrast, encrypted SNI requires no such coordination

B.2. Application-|ayer
B.2.1. HTTP/ 2 CERTI FI CATE Franes

In this variant, clients request secondary certificates with

CERTI FI CATE_REQUEST HTTP/ 2 frames after TLS connection conpl etion

In response, servers supply certificates via TLS exported
authenticators [I-D.ietf-tls-exported-authenticator] in CERTIFI CATE
frames. Clients use a generic SNI for the underlying client-facing
server TLS connection. Problens with this approach include: (1) one
additional round trip before peer authentication, (2) non-trivial

appl i cation-layer dependencies and interaction, and (3) obtaining the

generic SNI to bootstrap the connection. |In contrast, encrypted SN
i nduces no additional round trip and operates bel ow the application
| ayer.

Appendix C. Total Cient Hello Encryption

The design described here only provides encryption for the SN, but
not for other extensions, such as ALPN. Another potential design
woul d be to encrypt all of the extensions using the sane basic
structure as we use here for ESNI. That design has the follow ng
advant ages:

o It protects all the extensions fromordi nary eavesdroppers

o |If the encrypted block has its own KeyShare, it does not
necessarily require the client to use a single KeyShare, because
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the client’s share is bound to the SNI by the AEAD (anal ysis
needed) .

It also has the foll owi ng di sadvant ages:

0 The client-facing server can still see the other extensions. By
contrast we could introduce anot her EncryptedExtensions bl ock that
was encrypted to the backend server and not the client-facing
server.

o It requires a nechanismfor the client-facing server to provide
t he extension-encryption key to the backend server (as in
Appendi x A and thus cannot be used with an unnodified backend
server.

o A conformant mddlebox will strip every extension, which nght
result in a dientHello which is just unacceptable to the server
(rmore anal ysi s needed).
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