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Abst ract

TLS session tickets enabl e statel ess connection resunption for
clients without server-side per-client state. Servers vend session
tickets to clients, at their discretion, upon connection
establishnent. dients store and use tickets when resunming future
connections. Mreover, clients should use tickets at npbst once for
session resunption, especially if such keying material protects early
application data. Single-use tickets bound the nunber of parallel
connections a client may initiate by the nunber of tickets received
froma given server. To address this limtation, this docunent
descri bes a nechani sm by which clients may specify the desired nunber
of tickets needed for future connections.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
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and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. I nt roduction

As per [RFC5077], and as described in [ RFC8446], TLS servers send
clients session tickets at their own discretion in NewSessionTicket
messages. Cdients are in conplete control of how many tickets they
may use when establishing future and subsequent connections. For
exanple, clients may open nmultiple TLS connections to the same server
for HTTP, or may race TLS connections across different network
interfaces. The latter is especially useful in transport systens
that inplenment Happy Eyeballs [RFC8305]. Since connection
concurrency and resunption is controlled by clients, a standard
mechani smto request nore than one ticket is desirable.

This docunent specifies a new TLS extension - ticket request - that
may be used by clients to express their desired nunber of session
tickets. Servers may use this extension as a hint of the nunmber of
NewSessi onTi cket messages to vend. This extension is only applicable
to TLS 1.3 [ RFC8446] and future versions of TLS.

1.1. Requirenents Language

The key words "MJST', "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119] [RFC8174] when, and only when, they appear in all capitals,
as shown here.
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Use Cases
The ability to request one or nore tickets is useful for a variety of
pur poses:
o Parallel HTTP connections: To minimze ticket reuse while stil

i mproving performance, it may be useful to use nultiple, distinct
ti ckets when opening parallel connections. dients nust therefore
bound the nunber of parallel connections they initiate by the
nunber of tickets in their possession, or risk ticket re-use.

Connection racing: Happy Eyeballs V2 [ RFC8305] descri bes

techni ques for perform ng connection racing. The Transport
Services Architecture inplenentation from[Il-D.ietf-taps-inpl]

al so descri bes how connections nmay race across interfaces and
address famlies. |In cases where clients have early data to send
and want to nminimze or avoid ticket re-use, unique tickets for
each uni que connection attenpt are useful. Moreover, as sone
servers may inplenment single-use tickets (and even session ticket
encryption keys), distinct tickets will be needed to prevent
premature ticket invalidation by racing.

Connection primng: In sone systens, connections nay be prined or
boot strapped by a centralized service or daenon for faster
connection establishnment. Requesting tickets on denmand all ows
such services to vend tickets to clients to use for accel erated
handshakes with early data. (Note that if early data is not
needed by these connections, this nmethod SHOULD NOT be used.
Fresh handshakes SHOULD be perfornmed instead.)

Less ticket waste: Currently, TLS servers use application-
specific, and often inplenentation-specific, logic to determni ne
how many tickets to issue. By noving the burden of ticket count
to clients, servers do not generate wasteful tickets for clients.
Moreover, as ticket generation nmay involve expensive conputation
e.dg., public key cryptographic operations, avoiding waste is

desi rabl e.

Ti cket Requests

Clients may indicate to servers their desired nunmber of tickets via
the following "ticket request" extension

enum {

ticket _request(TBD), (65535)

} Ext ensionType;
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Clients may send this extension in ClientHello. It contains the
foll owi ng structure:

struct {
ui nt8 count;
} Ticket Request Cont ent s;

count The nunber of tickets desired by the client.

A supporting server MAY vend Ti cket Request Cont ents. count
NewSessi onTi cket nessages to a requesting client, and SHOULD NOT send
nmore than Ti cket Request Cont ents. count NewSessi onTi cket nmessages to a
requesting client. Servers SHOULD place a linmit on the nunber of
tickets they are willing to vend to clients. Thus, the nunber of
NewSessi onTi cket nmessages sent should be the mnimumof the server’s
self-inposed limt and Ti cket Request Contents. count. Servers MJST NOT
send nore than 255 tickets to clients.

Servers that support ticket requests MJST NOT echo "ticket _request"”
in the Encrypt edExt ensi ons.

4. | ANA Consi derations

I ANA is requested to Create an entry, ticket _requests(TBD), in the
existing registry for ExtensionType (defined in [RFC8446]), with "TLS
1. 3" colum val ues being set to "CH', and "Reconmended" col um bei ng
set to "Yes".

5. Security Considerations

Ticket re-use is a security and privacy concern. Mreover, ticket
pooling as a means of avoiding or anortizing handshake costs nust be
used carefully. If servers do not rotate session ticket encryption
keys frequently, clients may be encouraged to obtain and use tickets
beyond comon lifetine windows of, e.g., 24 hours. Despite ticket
lifetime hints provided by servers, clients SHOULD di spose of pool ed
tickets after some reasonable anount of time that mimics the ticket
rotation period.
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