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Abstract

This draft describes a new TLS extension for transport of a DNS
record set serialized with the DNSSEC si ghatures needed to

authenticate that record set. The intent of this proposal is to
allow TLS clients to perform DANE aut hentication of a TLS server

wi t hout needing to perform additional DNS record | ookups. It is not

intended to be used to validate the TLS server’s address records.
Status of This Meno
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publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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Requi renments Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here

I nt roducti on

This draft describes a new TLS [ RFC5246] [TLS13] extension for
transport of a DNS record set serialized with the DNSSEC si gnat ures

[ RFC4034] needed to authenticate that record set. The intent of this
proposal is to allow TLS clients to perform DANE Aut hentication

Shore, et al. Expi res Septenber 22, 2018 [ Page 2]



Internet-Draft TLS DNSSEC Chai n Ext ensi on March 2018

3.

3.

[ RFC6698] [RFC7671] of a TLS server wi thout performing additional DNS
record | ookups and incurring the associated |atency penalty. 1t also
provides the ability to avoid potential problens with TLS clients
bei ng unable to | ook up DANE records because of an interfering or
broken m ddl ebox on the path between the client and a DNS server
[HAMPERING . And lastly, it allows a TLS client to validate the
server’s DANE (TLSA) records itself w thout needing access to a
validating DNS resolver to which it has a secure connection

This mechanismis useful for TLS applications that need to address
the probl enms descri bed above, typically web browsers or SIP/VolP

[ RFC3261] and XMPP [ RFC7590]. It may not be relevant for nany other
applications. For exanple, SMIP MIAs are usually located in data
centers, may tolerate extra DNS | ookup | atency, are on servers where
it is easier to provision a validating resolver, or are less likely
to experience traffic interference from nm sconfigured m ddl eboxes.
Furt hernmore, SMIP MIAs usual ly enpl oy Qpportunistic Security
[RFC7672], in which the presence of the DNS TLSA records is used to
determi ne whether to enforce an authenticated TLS connection. Hence
DANE aut hentication of SMIP MIAs will typically not use this
mechani sm

The extension described here allows a TLS client to request that the
TLS server return the DNSSEC aut hentication chain corresponding to
its DANE record. If the server is configured for DANE

aut hentication, then it perforns the appropriate DNS queries, builds
the authentication chain, and returns it to the client. The server
will usually use a previously cached authentication chain, but it
will need to rebuild it periodically as described in Section 5. The
client then authenticates the chain using a pre-configured trust
anchor.

This specification is based on Adam Langl ey’s original proposal for
serializing DNSSEC aut hentication chains and delivering themin an

X. 509 certificate extension [I|-D.agl -dane-serializechain]. It
nmodi fi es the approach by using wire format DNS records in the
serialized data (assuming that the data will be prepared and consuned
by a DNS-specific library), and by using a TLS extension to deliver

t he dat a.

As described in the DANE specification [ RFC6698] [RFC7671], this
procedure applies to the DANE authentication of X 509 certificates or
raw public keys [RFC7250].

DNSSEC Aut henti cati on Chai n Extension

1. Protocol, TLS 1.2
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3.

3. 3.

2

A client MAY include an extension of type "dnssec_chain" in the
(extended) CientHello. The "extension_data" field of this extension
MUST be enpty.

Servers receiving a "dnssec_chain" extension in the ClientHello and
whi ch are capabl e of being authenticated via DANE, return a
serialized authentication chain in the extended ServerHel |l o nessage
using the format described below. |If a server is unable to return an
aut henti cation chain, or does not wish to return an authentication
chain, it does not include a dnssec_chain extension. As with all TLS
extensions, if the server does not support this extension it will not
return any authentication chain.

Protocol, TLS 1.3

A client MAY include an extension of type "dnssec_chain" in the
ClientHello. The "extension_data" field of this extension MJST be

enpty.

Servers receiving a "dnssec_chain" extension in the CientHello, and
whi ch are capabl e of being authenticated via DANE, return a
serialized authentication chain in the extension block of the
Certificate nessage containing the end entity certificate being
val i dated, using the fornmat described bel ow

The extension protocol behavior otherw se follows that specified for
TLS version 1. 2.

Raw Public Keys

[ RFC7250] specifies the use of raw public keys for both server and
client authentication in TLS 1.2. It points out that in cases where
raw public keys are being used, code for certificate path validation
is not required. However, DANE, when used in conjunction with the
dnssec_chai n extension, provides a nechanismfor securely binding a
raw public key to a naned entity in the DNS, and when using DANE for
aut hentication a raw key may be validated using a path chai ni ng back
to a DNSSEC trust root. This has the added benefit of mitigating an
unknown key share attack, as described in [I-D.barnes-dane-uks],
since it effectively augnents the raw public key with the server’s
nane and provides a neans to commit both the server and the client to
usi ng that binding.

Shore, et al. Expi res Septenber 22, 2018 [ Page 4]



Internet-Draft TLS DNSSEC Chai n Ext ensi on March 2018

The UKS attack is possible in situations in which the association

bet ween a domain nane and a public key is not tightly bound, as in
the case in DANE in which a client either ignores the name in the
certificate (as specified in [RFC7671]) or there is no attestation of
trust outside of the DNS. The vulnerability arises in the follow ng
situations:

o If the client does not verify the identity in the server’s
certificate (as recommended in Section 5.1 of [RFC/671]), then an
attacker can induce the client to accept an unintended identity
for the server,

o If the client allows the use of raw public keys in TLS, then it
will not receive any indication of the server’s identity in the
TLS channel, and is thus unable to check that the server’s
identity is as intended.

The mechani sm for conveyi ng DNSSEC val i dati on chai ns described in
this docunent results in a conmitnent by both parties, via the TLS
handshake, to a validated donai n name and EE key.

The mechani sm for encodi ng DNSSEC aut hentication chains in a TLS
extension, as described in this docunent, is not linmted to public
keys encapsul ated in X. 509 containers but MAY be applied to raw
public keys and other representations, as well.

3. 4. DNSSEC Aut henticati on Chain Data

The "extension_data" field of the "dnssec_chai n" extension MJST
contain a DNSSEC Aut hentication Chain encoded in the follow ng form

opaque Aut henti cati onChai n<1..2716-1>

The Aut henticationChain structure is conposed of a sequence of
unconpressed wire format DNS resource record sets (RRset) and
correspondi ng signatures (RRSIG record sets.

This sequence of native DNS wire format records enabl es easi er
generation of the data structure on the server and easi er
verification of the data on client by means of existing DNS |ibrary
functions.

Each RRset in the chain is conposed of a sequence of wire format DNS

resource records. The format of the resource record is described in
RFC 1035 [ RFC1035], Section 3.2.1.
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RR(i) = owner | type | class | TTL | RDATA length | RDATA

where RR(i) denotes the ith RR

The resource records that nmake up a RRset all have the sanme owner
type and class, but different RDATA as specified RFC 2181 [ RFC2181],
Section 5. Each RRset in the sequence is followed by its associated
RRsi g record set. This RRset has the same owner and class as the
precedi ng RRset, but has type RRSIG The Type Covered field in the
RDATA of the RRsigs identifies the type of the precedi ng RRset as
described in RFC 4034 [ RFC4034], Section 3. The RRsig record wire
format is described in RFC 4034 [ RFC4034], Section 3.1. The
signature portion of the RDATA, as described in the same section, is
the foll ow ng:

signature = sign(RRSIG RDATA | RR(1) | RR(2)... )

where RRSI G RDATA is the wire format of the RRSI G RDATA fields with
the Signer’s Nane field in canonical formand the signature field
excl uded.

The first RRset in the chain MJST contain the TLSA record set being
presented. However, if the owner nane of the TLSA record set is an
alias (CNAME or DNAME), then it MJUST be preceded by the chain of
alias records needed to resolve it. DNAME chains SHOULD onit

unsi gned CNAME records that nay have been synthesized in the response
froma DNS resolver. (If unsigned synthetic CNAMES are present, then
the TLS client will just ignore them as they are not necessary to
val i date the chain.)

The subsequent RRsets MJST contain the full set of DNS records needed
to authenticate the TLSA record set fromthe server’s trust anchor
Typically this means a set of DNSKEY and DS RRsets that cover al
zones fromthe target zone containing the TLSA record set to the
trust anchor zone. The TLS client should be prepared to receive this
set of RRsets in any order

Nanes that are aliased via CNAME and/ or DNAME records nay invol ve
nmul ti ple branches of the DNS tree. 1In this case, the authentication
chain structure needs to include DS and DNSKEY record sets that cover
all the necessary branches.
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If the TLSA record set was synthesized by a DNS wi | dcard, the chain
MUST i ncl ude the signed NSEC or NSEC3 [ RFC5155] records that prove
that there was no explicit match of the TLSA record name and no
closer wildcard match.

The final DNSKEY RRset in the authentication chain corresponds to the
trust anchor (typically the DNS root). This trust anchor is also
preconfigured in the TLS client, but including it in the response
fromthe server pernmits TLS clients to use the automated trust anchor
rol |l over nmechanismdefined in RFC 5011 [ RFC5011] to update their
configured trust anchor.

The following is an exanple of the records in the AuthenticationChain
structure for the HTTPS server at ww. exanpl e.com where there are
zone cuts at "com" and "exanple.com" (record data are omtted here
for brevity):

_443. _tcp. www. exanmpl e.com TLSA
RRSI ( _443. _tcp. ww. exanpl e. com TLSA)
exanpl e. com DNSKEY

RRSI G( exanpl e. com DNSKEY)
exanpl e.com DS

RRSI G exanpl e. com DS)

com DNSKEY

RRSI G(com DNSKEY)

com DS

RRSI G(com DS)

. DNSKEY

RRSI G(. DNSKEY)

4. Construction of Serialized Authentication Chains

This section describes a possible procedure for the server to use to
build the serialized DNSSEC chai n.

When the goal is to perform DANE aut hentication [ RFC6698] [ RFC7671]
of the server, the DNS record set to be serialized is a TLSA record
set corresponding to the server’s domain nane, protocol, and port
number .

Shore, et al. Expi res Septenber 22, 2018 [ Page 7]



Internet-Draft TLS DNSSEC Chai n Ext ensi on March 2018

The donmai n name of the server MJST be that included in the TLS
server_nane extension [ RFC6066] when present. |f the server_nane
extension is not present, or if the server does not recognize the
provi ded nane and wi shes to proceed with the handshake rather than to
abort the connection, the server picks one of its configured donmain
names associated with the server | P address to which the connection
has been established.

The TLSA record to be queried is constructed by prepending the _port
and _transport |abels to the donain nanme as described in [ RFC6698],
where "port" is the port nunber associated with the TLS server. The
transport is "tcp" for TLS servers, and "udp" for DITLS servers. The
port nunber label is the left-nost |abel, followed by the transport,
foll owed by the base domai n nane.

The conponents of the authentication chain are typically built by
starting at the target record set and its corresponding RRSIG Then
traversing the DNS tree upwards towards the trust anchor zone
(normally the DNS root), for each zone cut, the DNSKEY and DS RRsets
and their signatures are added. However, see Section 3.4 for
specific processing needed for aliases and wildcards. |f DNS
response nessages contain any donain nanmes utilizing name conpression
[ RFC1035], then they MJST be unconpressed.

Newer DNS protocol enhancenents, such as the EDNS Chain Query

ext ensi on [ RFC7901] if supported, may offer easier ways to obtain all
of the chain data in one transaction with an upstream DNSSEC awar e
recursive server.

5. Caching and Regeneration of the Authentication Chain

DNS records have Time To Live (TTL) paraneters, and DNSSEC si gnhatures
have validity periods (specifically signature expiration tines).
After the TLS server constructs the serialized authentication chain,
it SHOULD cache and reuse it in multiple TLS connecti on handshakes.
However, it MJST refresh and rebuild the chain as TTLs and signhature
validity periods dictate. A server inplenentation could carefully
track these paraneters and requery conponent records in the chain
correspondingly. Alternatively, it could be configured to rebuild
the entire chain at sonme predefined periodic interval that does not
exceed the DNS TTLs or signature validity periods of the conponent
records in the chain.
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6

Verification

A TLS client making use of this specification, and which receives a
DNSSEC aut henti cation chain extension froma server, MJST use this

i nformati on to perform DANE aut hentication of the server. In order
to do this, it uses the nechani sm specified by the DNSSEC protoco

[ RFC4035] [RFC5155]. This nechanismis sonetines inplenented in a
DNSSEC val i dati on engine or library.

If the authentication chain is correctly verified, the client then
perfornms DANE aut hentication of the server according to the DANE TLS
protocol [RFC6698] [RFC7671].

Clients MAY cache the server’s validated TLSA RRset or other
val i dated portions of the chain as an optim zation to save signature
verification work for future connections. The period of such caching
MUST NOT exceed the TTL associated with those records. A client that
possesses a validated and unexpired TLSA RRset or the full chain in
its cache does not need to send the dnssec_chain extension for
subsequent connections to the sane TLS server. It can use the cached
i nformati on to perform DANE aut hentication

Trust Anchor Mai nt enance

The trust anchor may change periodically, e.g. when the operator of
the trust anchor zone perfornms a DNSSEC key rollover. TLS clients
using this specification MIST i npl ement a mechanismto keep their
trust anchors up to date. They could use the nethod defined in

[ RFC5011] to performtrust anchor updates inband in TLS, by tracking
the introduction of new keys seen in the trust anchor DNSKEY RRset.
However, alternative mechani snms external to TLS nmay al so be utilized.
Some operating systens may have a systemw de service to maintain and
keep the root trust anchor up to date. |In such cases, the TLS client
application could sinply reference that as its trust anchor

periodi cally checki ng whether it has changed. Sone applications nmay
prefer to inplenent trust anchor updates as part of their automated
sof t war e updat es.

Mandati ng use of this extension

Geen field applications that are designed to always enploy this
extension, could of course unconditionally nandate its use.

If TLS applications want to mandate the use of this extension for
specific servers, clients could maintain a whitelist of sites where
the use of this extension is forced. The client would refuse to
aut henticate such servers if they failed to deliver this extension.
Client applications could also enploy a Trust on First Use (TOFU)
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i ke strategy, whereby they would record the fact that a server
of fered the extension and use that knowl edge to require it for
subsequent connecti ons.

This protocol currently provides no way for a server to prove that it
doesn’t have a TLSA record. Hence absent whitelists, a client

m sdirected to a server that has fraudulently acquired a public CA

i ssued certificate for the real server’s name, could be induced to
establish a PKI X verified connection to the rogue server that

precl uded DANE aut hentication. This could be solved by enhancing
this protocol to require that servers w thout TLSA records need to
provi de a DNSSEC aut hentication chain that proves this (i.e. the
chai n includes NSEC or NSEC3 records that denonstrate either the
absence of the TLSA record, or the absence of a secure delegation to
the associated zone). Such an enhancement would be inpossible to
depl oy increnentally though since it requires all TLS servers to
support this protocol

One possible way to address the threat of attackers that have

fraudul ently obtained valid PKI X credentials, is to use current PKIX
def ense nechani snms, such as checking Certificate Transparency logs to
detect certificate msissuance. This nmay be necessary anyway, as TLS
servers may support both DANE and PKI X aut hentication. Even TLS
servers that support only DANE nmay be interested in detecting PKIX
adversaries inpersonating their service to DANE unaware TLS clients.

9. DANE and Traditional PKIX Interoperation

When DANE is being introduced increnmentally into an existing PKIX
envi ronnment, there may be scenarios in which DANE aut hentication for
a server fails but PKIX succeeds, or vice versa. What happens here
depends on TLS client policy. |f DANE authentication fails, the
client may decide to fallback to traditional PKIX authentication. In
order to do so efficiently within the sane TLS handshake, the TLS
server needs to have provided the full X 509 certificate chain. Wen
TLS servers only support DANE- EE or DANE- TA nodes, they have the
option to send a nmuch smaller certificate chain: just the EE
certificate for the former, and a short certificate chain fromthe
DANE trust anchor to the EE certificate for the latter. |If the TLS
server supports both DANE and traditional PKIX, and wants to allow
efficient PKI X fallback within the same handshake, they should al ways
provide the full X 509 certificate chain.
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10.

11.

12.

13.

13.

Security Considerations

The security considerations of the normatively referenced RFCs all
pertain to this extension. Since the server is delivering a chain of
DNS records and signatures to the client, it MJST rebuild the chain
in accordance with TTL and signature expiration of the chain
conponents as described in Section 5. TLS clients need roughly
accurate time in order to properly authenticate these signatures.
This could be achi eved by running a time synchronization protoco

i ke NTP [ RFC5905] or SNTP [ RFC5905], which are already wi dely used
today. TLS clients MJST support a nmechanismto track and roll over
the trust anchor key, or be able to avail thenselves of a service
that does this, as described in Section 7. Security considerations
related to mandating the use of this extension are described in
Section 8.

| ANA Consi der ati ons

This extension requires the registration of a new value in the TLS
Ext ensi onsType registry. The value requested fromIANA is 53, and

t he extension should be marked "Recomended” in accordance with "I ANA
Regi stry Updates for TLS and DTLS" [TLSI ANA].
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Appendi x A.  Test vectors

The provided test vectors will authenticate the certificate used with
https://exanple.conl, https://exanple.net/ and https://exanpl e.org/
at the tine of witing:

----- BEG N CERTI FI CATE- - - - -

M | F8) CCBNggAwW BAgl QDnirF+81 2r eFLFyr r QceMs DANBgkghki GOw0BAQs FADBw
M WCQYDVQRGEW] VUz EVVBMGALUEChMVRA naUN cnQySWsj MRkwiHwYDVQQLEXB3
d3cuzd naWNl cnQuY29t MS8wLQYDVQQDEY ZEaWip @ VydCBTSEEY | EhpZ2ggQXNz
dXJhbmNl | FNI cnZl ci BDQTAe FwOx NTEx MNDMMVDAWMVDBaFwWOx ODEXM gxM AwivDBa
M G MBWCQYDVQRGEWI VUz ETMBEGALUECBMK@ FsaWzv c b p YTEUMBI GA1UEBX ML
TGOzl EFuz2Vs ZXMk PDA6BgNVBAO TMDI udGvybnVOI ENvenBvent0aVul GZvci BB
c3NpZ25] ZCBOYWLI cyBhbm@TnVt Ymvycz ETMBEGALUECX MKVGV] aGbvb@neTEY
MBYGALUEAXMPA3d3Lnmv4YWiwbGUub3JInM | Bl j ANBgkghki GCOWOBAQEFAACCABA
M | BCgKCAQEASOCW.2Fj Pi XBl 611 Rf vvEOKzLImM®LWAC3bcBj gsH6N VWo2dt 6u
Xf zi 5bTni7F3K7sr f UBYKLO78nr aMBqi zr Hol eyof r VI n+pZZJau@sPj CPxMEJNRo
D8ZAKpWKXOLyDulSput ol 4nl Q ht Eht i QnuoBf NZxF7Wkcx GMESZuS1Ke Xl kH 5V
RIOr eKFHTaXcBlgcZ/ QRaBl vOyhxvKly BTwWddT4cl i 6 HcCe3xGVaSL328Fgs3
j Yrv@&9PueB6VJi / t bbPu6qTf wp/ Hlbr qdj h29U52Bhb0f JkMBDWCP/ Cat t cc7a
Z8EXnCO+LK8vkhw! kA JWPKx4RBvgy73nwi DAQABo4| CUDCCAKkwwHWYDVROj BBgw
FoAUUW / kK8CB3U8zNI | ZGKi Er hZcj swHQYDVROOBBYEFKZPYB4f LdHn8SOgKp UW
50 a6nbl M GBBgNVHREEej B4gg93d3cuzXhhbXBsZS5vcmeCC2V4YWLwb GUuY29t
ggt | eGFt cGxl LmivkdYl LZXhhbXBsZS5uZXSCC2V4YWLwh GUub3Jngg93d3cuzxhh
bXBsZS5j b22CD3d3dy5I1 eGFt cGx| Lnivkd Yl Pd3d3Lnv4 YWLwb GUubmvOMA4AGAL Ud
DWEB/ wWQEAW FoDAdBgNVHSUEF) AUBggr BgEFBQc DAQY! KwYBBQUHAW wd QYDVROf
BGAwbDAOODKgM YuaHROcDovL2NybDMuZd naVWNl cnQuY29t L3NoYTI t aGEt c2Vy
dmvy LW OLm\y bDAOoDKgM YuaHROcDovL2NybDQuUZA naWNl cnQuY29t L3NoYTI t
aCEt c2Vydmvy LW 0L m\y bDBVBg NVHSAERT BDVDe GCWCGSAGE WWBATAQMCgGCCs G
AQUFBW BFhxodHRwczovL3d3dy5kaWipY2VydCsj b20vQLBTMAgGBne BDAECA] CB
gwYl KwYBBQUHAQEEdz B1 MCQGCCs GAQUFBz ABhhhodHRWO 8vb2NzcC5kaWipY2Vy
dC5j b20wTQY! KwYBBQUHMAKGQWO0dHAGLY 9] YWNI cnRzLmRpZ2I j ZXJOLmM\vbS9E
aWip@VydFNI QI aWloQXNzdXJhbmNI U2 Vy dmvy QOEu ' Y3J 0 MAWGAL Ud EWEB/ wQC
MAAWDQYJKoZI hvc NAQELBQADggEBAI SomhGn2L0LIN5SIHUyVZ3qM | RCl dvge0Q
6l s+C8ct RWRBUU3x8q80CH+2ahx| QrpzdC5al 4XQzJLi Lj i J2QLp+hub8MFi MWP
PZj b2t ZmRi pWuMRMFzgpRVMBNVI9F3v Ff USHOb4/ JSEl UvPY+d8/ Kr c+kPQaLvy
i eqRbcuFj mof yPmMUv1U9Qol 4TQ kpw7TZUO0z YZANPAC/ gj 4Ry48/ znmJaRvy2kvl
| 7gRQ21qJTK5su0i YOYNo3J9T+pXPGU7Lydz/ HWWMHWODpAr t Aaukl 8aNX4o0hFUKS
wDSi | | WWi JGbEel QOTI FWEVWIOnbNI / f aPXpk5I1 RXi capqi | | =

————— END CERTI FI CATE- - - - -

For brevity and reproducability all DNS zones involved with the test
vectors are signed using keys with algorithm 13: ECDSA Curve P-256
wi t h SHA- 256.

To reflect operational practice, different zones in the exanples are
in different phases of rolling their signing keys:
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zones use a Key Signing Key (KSK) and Zone Signing Key (ZSK),

except for the exanple.com and exanpl e. net zones which use a
Conbi ned Si gni ng Key (CSK).

The root and org zones are rolling their ZSK s.

The com and org zones are rolling their KSK s.

The test vectors are DNSSEC valid in the same period as the
certificate is valid, which is in between Novenber 3 2015 and
Novenber 28 2018, with the follow ng root trust anchor

IN DS ( 47005 13 2 2eb6e9f2480126691594d649a5a613de3052e37861634
641bb568746f 2f f c4d4 )
A 1. 443, tcp. ww. exanpl e.com

_443. tcp. ww. exanple.com 3600 IN TLSA ( 311

c66bef 6a5c1a3e78b82016e13f 314f 3cc5f a25ble52aab9adb9ec5989b165
ada )

_443. tcp.ww. exanple.com 3600 IN RRSIG ( TLSA 13 5 3600

exanpl

exanpl

20181128000000 20151103000000 1870 exanpl e.com
um 1DUj p5Rf r Xn9W uMKEQV+ygzr ONcuzsnyf OGSszwaDdk SQJ0Kndcf bb2lI
LUV04Z+VvA488+Sd1j r 7/ 21t sKA==

e.com 3600 IN DNSKEY ( 257 3 13
JnA1XgyJTZz+psWhbr f UALV6ULQql JyUS2CQdhUHIVK35bs| WeJpRzr | xCUs7s
| TsSf ZMaGWAVI sui enSnHcXzA== ) ; Key ID = 1870

e.com 3600 IN RRSIG ( DNSKEY 13 2 3600
20181128000000 20151103000000 1870 exanpl e.com
Huj A9vQrbCxMeaYj DOCFOf Yy Hhaj Tl 5xPzt r p5u6P2vYV8naYQLG3zUF1gaer
WBOagXXbl aSShYwB96LU3uSdg==

exanple.com 900 IN DS ( 1870 13 2 e9b533a049798e900b5c29c90cd25a

986e8a44f 319ac3cd302baf c08f 5b81el6 )

example.com 900 IN RRSIG ( DS 13 2 900 20181128000000

com

com

com

com

20151103000000 34327 com
1t ua9nt AQZvOnK5Uzt z1 j N38Bgs6mI8KAT7L4+AxevDL+z0Jft 7TRCL/ g6Qx fa
I nIwgF4U7Tv C8PYCODOU HYt wQE= )

900 |IN DNSKEY ( 256 3 13
71 1 E5Dol 8j SMJgHTvOO ZapdEbQwgRxFi / zQc Sduf UKLhpByvLpz SAQTqCW
3URI Z8L3Fa2gBLMOZUzZ1GQ0w== ) ; Key | D = 34327

900 IN DNSKEY ( 257 3 13
RbkcO+96XZmp8j YI uMdl r yAp3egQ SmBaSoi A7H76 TmDORLHPNPUxI VK +nQOf
I c31 8xf ZDNwWBWAOPe3/ g2QN w== ) ; Key ID = 18931

900 IN DNSKEY ( 257 3 13
szc7bi Lo5J40H kanlvZr F4aD4YYf +NHA/ GAqdNs| YOxxK9l zg68XHkqck 4Rt
D Vk371 NAQng S| Hbr GuOyOTkA== ; Key I D = 28809

900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
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20151103000000 18931 com
| ZmrBr f cRgVvbqHJI f CVr 6¢3HUDgYy 3M NSCSnr W2S5/ NnB3Zi FcvIl Dn0Oi gXPm
7YQ v W 6ut yxBu/ f SD6S1ARwW== )
com 900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
20151103000000 28809 com
8qZOVMAX8WG 5XPVWWGE2HOAFADEKVs5el hZzUz+7DVCr Z/ XMEVr M HenlQ+sqO0s
hmdcSi vK2BxOR4PHI X0ZN2Lw== )
com 86400 IN DS ( 18931 13 2 20f 7a9db42d0e2042f bbb9f 9ea015941202
f 9eabbh94487e658c188e7bch52115 )
com 86400 IN DS ( 28809 13 2 ad66b3276f 796223aa45eda773e92c6d98e
70643bbde681db342a9e5cf 2bb380 )
com 86400 IN RRSIG ( DS 13 1 86400 20181128000000
20151103000000 31918
5KQvaONP+6k 7VEGVITeky 2/ Y3wl GW7OFkmOvp5SNmMQBKPK8L1XMIPI t cJDWGEG ¢
EU3Uc4z2DUxzZyWJEDdr SCcdw== )
86400 |IN DNSKEY ( 256 3 13
zKz+DCVWKNA/ vuhei VPcGgsHA0UB4KZAI r MRl yozj OWHzf 8PsFp/ oR8j 8vnj j W
P98cbt e4d8NvI GLxzbUz03+FA== ; Key I D = 31918
86400 |IN DNSKEY ( 256 3 13
8wWzz4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr sAbPpi r eRW
xbVcd1Vt Or| FBcRDMINOROXEQ== ) ; Key ID = 2635
86400 |IN DNSKEY ( 257 3 13
YyVX+VNTUj xZi Gvt r 060hVbr PVOHG6r Vus @ F9I | xCFzbZQIx MBFnbql c8Xcl v
Q+gDOXnFOTsgs/ f r Miky GOt Rg== ; Key 1D = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20181128000000
20151103000000 47005
ehAzuzD3y TOpShXxkKavr Miz+DKvvFvbZ+s GRZ5i QIni +ul MzZxHQ@B+kSha65B
Y2Al Uphj yYW G 6VWP3Ne74i ZA==

A hex dunmp of the wire format data of this content is:

0000: 04 5f 34 34 33 04 5f 74 63 70 03 77 77 77 07 65
0010: 78 61 6d 70 6¢ 65 03 63 6f 6d 00 00 34 00 01 00
0020: 00 Oe 10 00 23 03 01 01 <c6 6b ef 6a 5¢c la 3e 78
0030: b8 20 16 el 3f 31 4f 3c c5 fa 25 bl e5 2a ab 9a
0040: db 9e c5 98 9b 16 5a da 04 5f 34 34 33 04 5f 74
0050: 63 70 03 77 77 77 07 65 78 61 6d 70 6¢ 65 03 63
0060: o6f 6d 00 00 2e 00 01 OO0 0O Oe 10 00 5f 00 34 od
0070: 05 00 00 Oe 10 5b fd da 80 56 37 f9 00 07 4e 07
0080: 65 78 61 6d 70 6¢ 65 03 63 6f 6d 00 ba 69 75 0d
0090: 48 e9 e5 17 eb 5e 7f 56 b6 e3 31 11 05 7e ca Oc
00a0: eb 38 d7 2e ce c9 f2 7¢c el 92 b3 3c l1la 0d d9 12
00b0: 38 9d 0Oa 9d d7 1f 6d bd 88 94 b5 15 d3 86 7e 57
00c0: 8f 3c f9 27 75 8e be ff db 5b 6¢c 28 07 65 78 61
00d0: 6d 70 6¢c 65 03 63 6f 6d 00 00 30 00 01 00 00 Oe
00e0: 10 00 44 01 01 03 0d 26 70 35 5e Oc 89 4d 9c fe
00f0: a6 c5 af 6e b7 d4 58 b5 7a 50 ba 88 27 25 12 d8
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0400: 71 38 ed b8 3c 72 57 al 93 76 2f 03 63 6f 6d 00
0410: 00 2b 00 01 00 01 51 80 00 24 49 f3 0d 02 20 f7
0420: a9 db 42 dO e2 04 2f bb b9 f9 ea 01 59 41 20 2f
0430: 9e ab b9 44 87 e6 58 c1 88 e7 bc b5 21 15 03 63
0440: o6f 6d 00 00 2b 00 01 00 01 51 80 00 24 70 89 0Od
0450: 02 ad 66 b3 27 6f 79 62 23 aa 45 ed a7 73 e9 2c
0460: 6d 98 e7 06 43 bb de 68 1d b3 42 a9 e5 cf 2b b3
0470: 80 03 63 6f 6d 00 00 2e 00 01 00 01 51 80 00 53
0480: 00 2b 0d 01 00 01 51 80 5b fd da 80 56 37 f9 00
0490: 7c ae 00 e4 a4 15 6b 43 4f fb a9 3b 54 41 8c 99
04a0: €9 32 db f6 37 cO 81 8¢c ef 41 64 9b 4b e9 e4 d9
04b0: 90 e8 a3 e4 f0O bd 57 30 93 e5 b5 c2 43 58 61 a3
04c0: 70 45 37 51 ce 33 d8 35 31 cd 9c 96 80 40 dd ad
04d0: 23 9¢c 77 00 00 30 00 01 OO0 01 51 80 00 44 01 00
04e0: 03 0d cc ac fe Oc 25 a4 34 Of ef ba 17 a2 54 7
04f0: 06 aa cl f8 dl 4f 38 29 90 25 ac c4 48 ca 8c e3
0500: f5 61 f3 7f c3 ec 16 9f €8 47 c8 fc be 68 e3 58
0510: ff 7c 71 bb 5e el df 0d be 51 8b c7 36 d4 ce 8d
0520: fe 14 00 00 30 00 01 OO 01 51 80 00 44 01 00 03
0530: 0d f3 03 19 67 89 73 1d dc 8a 67 87 ef f2 4c ac
0540: fe dd dO 32 58 2f 11 a7 5b bl bc aa 5a b3 21 ci1
0550: d7 52 5¢c 26 58 19 la ec 01 b3 e9 8a b7 91 5b 16
0560: d5 71 dd 55 b4 ea e5 14 17 11 Oc c4 cd d1 1d 17
0570: 11 00 00 30 00 01 00 01 51 80 00 44 01 01 03 od
0580: <ca f5 fe 54 d4 d4 8f 16 62 la fb 6b d3 ad 21 55
0590: ba cf 57 dl1 fa ad 5b ac 42 d1 7d 94 8c 42 17 36
05a0: d9 38 9c 4c 40 11 66 6e a9 5¢ f1 77 25 bd Of a0
05b0: Oc e5 e7 14 e4 ec 82 cf df ac c9 bl c8 63 ad 46
05c0: 00 00 2e 00 01 00 01 51 80 00 53 00 30 0d 00 00
05d0: 01 51 80 5b fd da 80 56 37 f9 00 b7 9d 00 7a 10
05e0: 33 b9 90 f7 c9 3d 29 4a 15 e4 29 ab eb 31 dc fe
05f0: Oc ab ef 16 f6 d9 fa cl 91 67 98 90 4e 78 be ba
0600: 53 33 67 11 dO e7 e9 12 85 ae b9 05 8d 80 21 4a
0610: 61 8f 25 9¢c la be 95 cO fd cd 7b be 22 64

A 2. _25. _tcp.exanmple.comw ldcard

_25. tcp.exanple.com 3600 IN TLSA ( 311
c66bef 6a5c1a3e78b82016e13f 314f 3cc5f a25ble52aab9adb9ec5989b165
ada )

_25. _tcp.exanple.com 3600 IN RRSIG ( TLSA 13 3 3600
20181128000000 20151103000000 1870 exanpl e.com
e7®L2x7Ca3SkSY6pR qgt RxKEN1uYUcgyM Pp6GAzxAZX00LY1v Ggx NdeNA
+yBnl USI JQ46KKVS5PC79Q pg==

*, _tcp.exanple.com 3600 IN NSEC (

_443. tcp. ww. exanpl e.com RRSI G NSEC TLSA )
*, _tcp.exanple.com 3600 IN RRSIG ( NSEC 13 3 3600
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20181128000000 20151103000000 1870 examnpl e.com
FI Tt PQEPUPAQozI bt 7bDOs2XI xdVPJI3nb+j K94Fxa2JsaZChHln/ Ds Yb5KS7J
G5GyubhMFTLel gwTngx6JCkt g==

exanple.com 3600 IN DNSKEY ( 257 3 13

JNALXgyJTZz+psWhbr f UNLVEULQql Jy US2CQdhUHOVK35bs| WeJpRzr | xCUs7s
| TsSf ZMaGMWVI sui eh5nHe Xz A== ; Key 1D = 1870

exanple.com 3600 IN RRSIG ( DNSKEY 13 2 3600

20181128000000 20151103000000 1870 exanpl e. com
Huj A9vQTbCxMeaYj DOCFOf YyHhaj Tl 5xPzt r p5u6P2vYV8naYQLG3z UFlgaer
VBOagXXbl aSShYwB96LU3uSdg== )

exanple.com 900 IN DS ( 1870 13 2 e9b533a049798e900b5c29c90cd25a

986e8a44f 319ac3cd302baf c08f 5b81el6 )

exanple.com 900 IN RRSIG ( DS 13 2 900 20181128000000

com

com

com

com

com

com

com

com

20151103000000 34327 com
1t ua9nt AQZvOnksUzt zI j N38Bgs6mI8KAT7L4+AxevDL+z0Jft 7RCL/ g6Qr f a
I NIwqF4U7TvC8PYCODOU HYt wQ@E== )

900 |IN DNSKEY ( 256 3 13
711 E5Dol 8] SMUgHTVOQ ZapdEb@wgRxFi / zQc Sduf UKLhpByvLpz SAQTqCW
3URI Z8L3Fa2gBLMZUzZ1GQ0ow== ) ; Key | D = 34327

900 IN DNSKEY ( 257 3 13
RbkcO+96XZmp8j YI uMdl r yAp3egQ SmBaSoi A7H76 TmORLHPNPUXI VKk+nQOf
| c3I 8xf ZDNwBWAOPe3/ g2QA w==) ; Key ID = 18931

900 IN DNSKEY ( 257 3 13
szc7bi Lo5J40H kanlvZr F4aD4YYf +NHA/ GAqdNs| YOxxK9l zg68XHkqck 4Rt
Di VK371 NAQmgSI Hor GuOy OTkA== ; Key ID = 28809

900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
20151103000000 18931 com
| ZmrBr f cRgVbqHJI f CVr 6¢3HUDgYy 3M NSCSnr VW2S5/ NnB3Zi Fcvl DnOi gXPm
7YQ v W 6ut yxBu/ f SD6S1ARW== )

900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
20151103000000 28809 com
8qZOVMAX8WG 5XPVWWG2HOAFADEKvVs5el hZUz+7DVCr Z/ XMEVr M HenlQ+sqO0s
hmicSi vK2Bx O024PHIX0ZN2Lw== )

86400 IN DS ( 18931 13 2 20f 7a9db42d0e2042f bbb9f 9ea015941202
f 9eabb94487e658c188e7bchb52115 )

86400 IN DS ( 28809 13 2 ad66b3276f 796223aa45eda773e92c6d98e
70643bbde681db342a9e5cf 2bb380 )

86400 IN RRSIG ( DS 13 1 86400 20181128000000
20151103000000 31918 .
5KQVaONP+6k 7VEGVTeky 2/ Y3w GV OFk mOvp5NnT6KPk8L1XMIPI t cJDWEG ¢
EU3Uc4z2DUxzZyWJEDdr SCcdw== )

86400 IN DNSKEY ( 256 3 13

zKz+DCVWNA/ vuhei VPcGgsHA0UB4KZAI r MRl yozj 9WHzf 8PsFp/ oR8j 8vnj j W
P98chbt e4d8NvI GLxzbUz03+FA== ; Key 1D = 31918

86400 |IN DNSKEY ( 256 3 13

8wWMZZ4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr s AbPpi r eRW
xbVecdiVvt Or | FBCRDMINOROXEQ== ) ; Key ID = 2635

86400 IN DNSKEY ( 257 3 13
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A 3.

yVvX+VNTU xZi Gvt r 060hVbr PVOH6r VusQt F9I | xCFzbZzQIx MBFbgl c8Xcl v
Q+gDOXnFOTsgs/ f r Miky GOt Rg== ; Key 1D = 47005

86400 IN RRSIG ( DNSKEY 13 0 86400 20181128000000

20151103000000 47005 .
ehAzuzD3y TOpShXxkKavr Miz+DKvvFvbZ+sGRZ5i QTni +ul MzZxHQ@G+kSha65B
Y2Al Uphj yW G 6VWP3Ne74i ZA==

_443. _tcp. ww. exanpl e. org CNAMVE

_443. tcp.ww. exanple.org. 3600 IN CNAME (

dane31l. exanpl e.org. )

_443. tcp. ww. exanple.org. 3600 IN RRSIG ( CNAME 13 5 3600

20181128000000 20151103000000 56566 exanpl e. org.
WL QYb RNV r XCD65GZJ qwws DOTDF2VQTkl BYdYCMb+J Tj qvZwlUFYneJ Xmad s L
KezLl zSdKW5j KOLMI3YUA3Bmw== )

dane31l. exanple.org. 3600 IN TLSA ( 311

c66bef 6a5c1a3e78b82016e13f 314f 3cchf a25ble52aab9adbh9ec5989b165
ada )

dane31l. exanple.org. 3600 IN RRSIG ( TLSA 13 3 3600

20181128000000 20151103000000 56566 exanpl e. org.
Al | KVcpLz/ 9vG@ xJ QFWMEKOcHbj 061 | 65ELWS0WkPvYJ508(nShRkzf CMAI Ts
094s5WzM.YI bSZ1TW2hcCdg==

exanple.org. 3600 IN DNSKEY ( 256 3 13

Nr bL6ut Ggl WLwr hhj eexdA6bMIDLI CLhj OFnpevaalAMy Y2uy83TnoGnRI96N
URSTI GAZh+YPbbrUl i xe4nS3w== ) ; Key |D = 56566

exanple.org. 3600 IN DNSKEY ( 257 3 13

uspaqpl7j sMIX6AWgnbog/ 3St t z+9ANFUW.N6qKUHr 0BOgRuChQW 8j y YUUr
WOt xxesNQPOMKOALUr Fght 1LQ== ) ; Key | D = 44384

exanple.org. 3600 IN RRSIG ( DNSKEY 13 2 3600

20181128000000 20151103000000 44384 exanpl e. org.
ZsW 2Zvof wbg7uYl vogEeq9byHbl 59Ap4EPXdB4PpnW2dJkl El gXCf | Lr U
EUCD1aKb2SoRZe18EJ8LM/Juw== )

exanple.org. 900 IN DS ( 44384 13 2 ec307e2efc8f0117ed96ab48a513c

8003e1d9121f 1f f 11a08b4cdd348d090aab )

exanple.org. 900 IN RRSIG ( DS 13 2 900 20181128000000

org.

org.

org.

Shor e,

20151103000000 9523 org.
15KUWAaNkJehAUdqmi6 Tde GgnmvimbbVKeaW.r 34FTJI f MV j +kmA6SM bZbq
kZBj t MAT55Xer sA+l | FONQ / Q== )

900 IN DNSKEY ( 256 3 13
f uLp60znhSSEr 9How LpTpyLKQIMsi xcgk TEOgqVdsLx+DSNHSc6906f LWC0e
Hf Wk7kz| BBoJBOvLrvsJt XJ6g== i Key ID = 47417

900 IN DNSKEY ( 256 3 13
zTHbb7JIM627Bj r 8CE0Oy SUar si c91xZU3vvLI5R] Vi x9YH6+i wpBXb6qf Hy QHy
m M AAcaoXh7BUKEBVgDVN8sQ== ) ; Key I D = 9523

900 IN DNSKEY ( 257 3 13
Uf 24Ey Nt 51DMeLV+dHPI nhSpnj PngAQNUTouW+SGLu+l FRRI Bet gwlbJUZNI 6
D ger OVITmOQuUX/ JVXcyGVGoQ== ) ; Key I D = 49352
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900 IN DNSKEY ( 257 3 13
0SZf oe8Yx+eoalgyAGEeJax/ ZBV1AuGH sncOgRm+F6doN gc3l ddcMLMbTvJ
HTj K6Fvy8WsyZ+cApt n8sCheg== ) ; Key ID = 12651
900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
20151103000000 12651 org.
&A1 7dl h5Zn2hBu8j hgnLDTXZUpnPRKOVHj | 1RcyHNbvJIGLI i aPRVt cIXVDVr +
ar ygWrs Hr Dg\Wz Ovw2Il XZr 3gKw== )
900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
20151103000000 49352 org.
i QMYWjudU07 Sywl Fqwx+8+hSkO0w06t CGrkwdppyx USFESUmEhk OXgOv6Nul En
eKj wM alLj 5HFB+OWhCkzgCGES Q== )
86400 IN DS ( 12651 13 2 3979ab51f 98bbf 219f caf 4a4176e766df a8f
9db5c24a75743eb1e704b97a9f abc )
86400 IN DS ( 49352 13 2 03dllalaall4abbb8f 708c3cOf f 0db765f e
f 4a2f 18920db5f 58710dd767¢c293b )
86400 IN RRSIG ( DS 13 1 86400 20181128000000
20151103000000 31918 .
JGPMEbf LOWNUELN/ 5¢j j dRZx2Cndi kbHUH6N 1Br x ACW Gy 05NuPvBPTEVOr
nPFf nb6SI MLLTWIxf OKOFsNHoQ== )
86400 |IN DNSKEY ( 256 3 13
zKz+DCVWkNA/ vuhei VPcGgsHA0UB4KZAI r MRl yozj 9WHzf 8PsFp/ oR8j 8vnj j W
P98cht e4d8NvI GLxzbUzo3+FA==) ; Key I D = 31918
86400 |IN DNSKEY ( 256 3 13
8wWWZzZ4| zHdyKz4f v8kys/ t 3QM gvEadbsbyqW MhwddSXCZYGRr s AbPpi r eRW
xbVcd1Vt Ol FBcRDMINOROXEQ== ) ; Key ID = 2635
86400 |IN DNSKEY ( 257 3 13
yVvX+VNTU xZi Gvt r 060hVbr PVOH6r VusQt FOI | xCFzbZQIx MBFnbqgl c8Xcl v
Q+gDOXnFOTsgs/ f r Miky GOt Rg== ; Key I D = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20181128000000
20151103000000 47005 .
ehAzuzD3y TOpShXkKavr Miz+DKvvFvbZ+sGRZ5i QIni +ul MzZxH@B+kSha65B
Y2Al Uphj yW G 6VWP3Ne74i ZA==

_443. tcp. ww. exanpl e. net DNAVE

exanple.net. 3600 IN DNAME exanple.com
exanmple.net. 3600 IN RRSIG ( DNAME 13 2 3600 20181128000000

_44

_44

44

Shor e,

20151103000000 48085 exanpl e. net.
+MJa5ZEmyh/ kHYChabF3i bf J5xhJDJAA76Sugce/ LFy TDIbmYW nl Yf 3XLdcDh
71 v6Nf CkPuv6eCkSFGnVWvr i A==

3. _tcp. ww. exanpl e.net. 3600 IN CNAME (
_443. _tcp. ww. exanpl e.com )

3. _tcp. ww. exanple.com 3600 IN TLSA ( 311
c66bef 6a5c1a3e78b82016e13f 314f 3cc5f a25ble52aab9adb9ec5989b165
ada )

3. _tcp.ww. exanple.com 3600 IN RRSIG ( TLSA 13 5 3600
20181128000000 20151103000000 1870 exanpl e.com
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um 1DUj p5Rf r Xn9W uMKEQV+ygzr ONcuzsnyf OGSszwaDdk SQJ0Kndcf bb2lI |
LUV04Z+VA488+Sdlj r 7/ 21t sKA==)

exanple.net. 3600 IN DNSKEY ( 257 3 13

X9GHpJc S7bgKVEsLi VAbddHUHTZqqgBbVa3nzl Qndp+5¢TIk 7gDazwH68Kt s8d
9IM/N55HddWjsneRhgzePz6hMy== ; Key I D = 48085

exanple.net. 3600 IN RRSIG ( DNSKEY 13 2 3600

20181128000000 20151103000000 48085 exanpl e. net.
Q7921 hegxAKGnchYSvQeJuXdnBj / +wJoEnmv67wenOUl 6qv WA 0535w+hguUV
mZm Wor p3gqWBGChLxxf gl K13g== )

exanple.net. 900 IN DS ( 48085 13 2 7c¢1998ce683df 60e2f a41460c453f

88f 463dac8cd5d074277b4a7c04502921be )

exanple.net. 900 IN RRSIG ( DS 13 2 900 20181128000000

net .

net .

net .

net .

net .

20151103000000 10713 net.
xx Sl 1 Il pOSnr UgwR++0s2SHTpRf 53SOO5GEFQy H5I Esl nTnbZoqOp/ Avr | B8q
QnM3gnBX] RWGNBVFbkV60/ t Wog==
900 IN DNSKEY ( 256 3 13
061E0s4sBcDsPi z17vt 4nFSALMXACGQuqLSt CesnKNCi mi 4/ | w/ vt yf qALULF
Ji Fj t CK3HWPi 8HQLj bGEWbGCA== ) ; Key ID = 10713
900 IN DNSKEY ( 257 3 13
LkNCPE+v3S4M/nsOgZFhn8n2NSwt LYQZLZj j gVs AKgu4XZncaDgqlR/ 7ZXR06
oVx2zt hxuu2i +mGRrycAaCvA== ) ; Key ID = 485
900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
20151103000000 485 net.
CC494b2Zr t BHXI nEZpe6E3h6NLORST RR/ MEUCLT 2sf C6/ dl G Rwej Cy9eOKnFL
ar 4Rxbpf 7dvEwgGHNTawEo6j w== )
86400 IN DS ( 485 13 2 ab25a2941aa7f 1eb8688bb783b25587515a0c
d8c247769b23adb13ca234d1c05 )
86400 IN RRSIG ( DS 13 1 86400 20181128000000
20151103000000 31918 .
q+&Al 97pYbFgAUhzzOWE+YoFi Jc50mUbe20H28 AMVHO x19BdGp/ 2XhKDQBF3
t UTNer Rkl zYm+7J/ Xt LpGXAw== )
86400 |IN DNSKEY ( 256 3 13
zKz+DCVWkNA/ vuhei VPcGgsHA0UB4KZAI r MRl yozj 9WHzf 8PsFp/ oR8j 8vnj j W
P98cht e4d8NvI GLxzbUzo3+FA==) ; Key I D = 31918
86400 |IN DNSKEY ( 256 3 13
8wWWzZz4| zHdyKz4f v8kys/ t 3QM gvEadbsbyqW MhwddSXCZYGRr s AbPpi r eRW
xbVecd1Vt O | FBcRDMINOROXEQ== ) ; Key ID = 2635
86400 |IN DNSKEY ( 257 3 13
yVvX+VNTU xZi Gvt r 060hVbr PVOH6r VusQt FOI | xCFzbZOQIx MBFnbgl c8Xcl v
Q+gDOXnFOTsgs/ f r Miky GOt Rg== ; Key ID = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20181128000000
20151103000000 47005 .
ehAzuzD3y TOpShXkKavr Miz+DKvvFvbZ+sGRZ5i QIni +ul MzZxH@B+kSha65B
Y2Al Uphj yW G 6VWP3Ne74i ZA==

exanple.com 3600 IN DNSKEY ( 257 3 13

JnALXgyJTZz+psWhbr f UALV6ULQql JyUS2CQdhUHIVK35bs| WeJpRzr | xCUs7s
| TsSf ZMaGMWNVI sui eh5nHe Xz A== ; Key ID = 1870

exanple.com 3600 IN RRSIG ( DNSKEY 13 2 3600
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20181128000000 20151103000000 1870 examnpl e.com
Huj A9vQTrbCxMeaYj DOCFOf Yy Hhaj Tl 5xPzt r p5u6P2vYV8naYQLG3zUF1gaer
WBOagXXbl aSSbYwB96LU3uSdg==

exanple.com 900 IN DS ( 1870 13 2 e9b533a049798e900b5c29c90cd25a

986e8a44f 319ac3cd302baf c08f 5b81el6 )

exanple.com 900 IN RRSIG ( DS 13 2 900 20181128000000

com

com

com

com

com

com

com

com

Aut hor s’

20151103000000 34327 com
1t ua9nt AQZvOnK5Uzt z1 j N38Bgs6ml8KAT7L4+AxevDL+z0Jft 7TRCL/ g6Qx fa
I nNIwqF4U7Tv C8PYCODOU HYt w@E= )

900 IN DNSKEY ( 256 3 13
711 E5Dol 8] SMUgHTVOQ ZapdEb@wgRxFi / zQc Sduf UKLhpByvLpz SAQTqCW
3URI Z8L3Fa2gBLMXZUzZ1GQ0w== ) ; Key | D = 34327

900 IN DNSKEY ( 257 3 13
RbkcO+96XZmp8j YI uMdl r yAp3egQ SmBaSoi A7H76 TmORLHPNPUXI Vk+nQOf
| c3I 8xf ZDNwBWAOPe3/ g2QA w==) ; Key ID = 18931

900 IN DNSKEY ( 257 3 13
szc7bi Lo5J40H kanlvZr F4aD4YYf +NHA/ GAqdNs| YOxxK9l zg68XHkqck 4Rt
Di Vk37] NAQngSI Hor GuOy OTkA== ; Key I D = 28809

900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
20151103000000 18931 com
| Zmr'Br f cRgVvbqHJI f CVr 6¢3HUDgY 3M NSCSnr W2S5/ NnB3Zi Fcvl DnOi gXPm
7YQ v W 6ut yxBu/ f SD6S1ARW== )

900 IN RRSIG ( DNSKEY 13 1 900 20181128000000
20151103000000 28809 com
89ZOVVEX8WE 5XPVWWE&HOAFAD6Kvs5el hZUz+7DVCr Z/ XMEVr M HemLlQtsq0s
hmicSi vK2Bx OO24PHIX0ZN2Lw== )

86400 IN DS ( 18931 13 2 20f 7a9db42d0e2042f bbb9f 9ea015941202
f 9eabb94487e658c188e7bch52115 )

86400 IN DS ( 28809 13 2 ad66b3276f 796223aa45eda773e92c6d98e
70643bbde681db342a9e5cf 2bb380 )

86400 IN RRSIG ( DS 13 1 86400 20181128000000
20151103000000 31918 .
5KQVaONP+6k 7VEGVTeky 2/ Y3w GW7 OFkmOvp5Nn6KPk8L1XMIPI t cJDWEG ¢
EU3Uc4z2DUxzZyWJEDdr SCcdw== )
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