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Abst r act

Thi s docunment describes an extension that allows for Exported
Aut henticators (EAs) to authenticate each other. The extension
includes a reference to a previous EA. An EA containing this
extension constitues an attestation of the authenticity of the
referenced EA

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 27, 2018.
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1. I nt roducti on

Exported Authenticators (EAs)[EA] provide a nethod for authenticating
one party of a Transport Layer Security (TLS) comrunication to the
other after the session has been established. EAs are defined for
TLS 1. 3[TLS13] and TLS 1.2 with extended master secret, RFC 7627

[ RFC7627]. Miltiple EAs sent on the same channel do not prove joint
aut hentication. They prove that the sender is individually
authoritative over each certificate, but not jointly authoritative
over all certificates. By including this extension a sender can
prove joint authentication. This extension can be included in
CertificateRequest nessages and Certificate nmessages

Joint authentication could be used, for exanple, to securely update
pinned certificates. Wien a client connects to a server for which it
has a pinned certificate, the server could send the new certificate
to be pinned, and then bind the previously pinned certificate to it.
This proves to the client that the server is jointly authoritative
over both certificates. To defeat this nechanisman attacker is
required to both conpronise the key of the old certificate and

i nproperly obtain a certificate fromthe PKI

Anot her potential use is to provide proof that a certificate has been
accepted. Because EAs do not have a response nechani sm the sender
of an EA does not know the receiver’s view of its authentication
status. By using this extension to reference EAs sent by its peer, a
party can prove to its peer that it has accepted a particul ar
certificate.

By constructing a chain of referenced EAs conpl ex joint
aut henti cation properties can be achi eved.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Extension Format
The "extension_data"” field of this extension SHALL contai n:

struct {
opaque prev_certificate_request context<0..2"8-1>
opaque bi ndi ng[ Hash. | engt h];

} Layer edEA;

where "prev_certificate request context" is the certificate request

context of the EA you are referencing, and "binding" is the Finished
message of that same EA. The hash used is that used in the exported
aut henticator, which is the hash function used by the TLS connecti on.

A party who wishes its peer to prove it is jointly authoritative over
multiple certificates can request a sequence of certificates, each
bound to its predecessor. Receipt of a series of EAs binding these
certificates into a chain proves the sender is jointly authoritative
over all those certificates.

A party who receives a CertificateRequest with this extension MJST
verify that it previously received or sent an EA with the appropriate
certificate request context and Finished message. |f so then the
party MAY respond with a Certificate fulfilling the request, or it
MAY choose to not fulfil the request.

A party who receives a request fromits peer for which it does not
recogni se the referenced certificate or does not want to link to the
referenced certificate for some other reason, but still w shes to
respond with an EA MAY send an EA onmitting the extension, or it MAY
choose to not fulfil the request. |If the peer receives an EA with
the extension omtted it proves the sender is authoritative over the
certificate in the EA, but nakes no clains about the previous EA
referenced in the request.

For spontaneous certificates The server MJST include a unique (within
the context of the connection) certificate_request_context for any EA
it my wish to bind to. To be able to verify bindings both parties
nmust keep a list of accepted EAs they are willing to bind to,
including certificate request contexts and Fini shed nmessages. A
client that receives a spontaneous EA with a
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certificate_request_context that it has already seen and for which it
iswilling to receive a binding MIST ignore it.

3. Acknow edgenents
4. | ANA Consi derations

Thi s docunment requests | ANA to update the TLS Extensi onsType
registry, defined in [TLS13], to include the
| ayered_exported _aut henticator extension

5. Security Considerations

For the authentication guarantees to apply, requests, and thus
responses, nust unanbi guously identify previous EAs. Because EAs do
not place a restriction on both parties to a connection using the
same certificate request _context, the certificate request _context is
not sufficient to unambiguously identify previous EAs. Because EAs
are unidirectional, and the Finished nessage i s dependent on the

| abel s used to enforce this, the Finished nmessage is sufficient to
identify previous EAS unanbi guously. In the case of spontaneous EAs
a malicious server or an attacker who had conpronmi sed the TLS channe
could send two identical spontaneous EAs. To nilitate against this a
client receiving such an EA MJUST check that it has not already
accepted an EA with the sanme certificate_request_context that it is

willing to bind to. |If it previously accepted such a certificate but
did not add it to the list of certificates which it was willing to
bind to, adding it to the list is still secure. The

certificate request_context is included in the request to ease
identification of the previous EA, but is not sufficient alone.

Both parties can be sure the Finished nmessages that are used to

ref erence previous EAs are unique. For requested EAs the inclusion
of the certificate request _context, which is generated by the
requestor, guarantees this is the case. For spontaneous certificates
the client may only accept EAs after checking it does not have any
EAs it is willing to bind to with the sane
certificate_request_context.

The Fini shed nessages anmount to channel bindings as defined in
RFC5056 [ RFC5056], and thus publication of them should not weaken the
security of either the referenced EA or the TLS channel

This extension only authenticates prior EAs. Thus, an attacker who
is able to conmprom se a TLS connection coul d append aut henticati ons
to the connection. Any attenpt to bind to these certificates by an
honest agent woul d not be accepted by the peer

Hoyl and Expi res Decenber 27, 2018 [ Page 4]



Internet-Draft Layered Exported Authenticators June 2018

6. References

6. 1. Nor mati ve Ref erences

[ EA] Sullivan, N., "Exported Authenticators in TLS", draft-
ietf-tls-exported-authenticator-07 (work in progress),
June 2018.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renent Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC7627] Bhargavan, K., Ed., Delignat-Lavaud, A, Pironti, A,
Langley, A, and M Ray, "Transport Layer Security (TLS)
Sessi on Hash and Extended Master Secret Extension",
RFC 7627, DO 10. 17487/ RFC7627, Septenber 2015,
<https://ww. rfc-editor.org/info/rfc7627>.

[ TLS13] Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", draft-ietf-tls-tlsl13-28 (work in progress),
March 2018.
6.2. Informative References

[ RFC5056] WIllianms, N, "On the Use of Channel Bindings to Secure
Channel s, RFC 5056, DO 10.17487/ RFC5056, Novenber 2007,
<https://ww. rfc-editor.org/info/rfc5056>.

Aut hor’ s Address
Jonat han Hoyl and (editor)
Royal Hol | oway, University of London
Egham
UK

Emai | : j onat han. hoyl and@nmai | . com

Hoyl and Expi res Decenber 27, 2018 [ Page 5]



