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1. Introduction

Certificate transparency (CT) is a set of mechani sns designed to
detect, deter, and facilitate renmediation of certificate mis-

i ssuance. The termcertificate ms-issuance is defined here to
enconpass violations of either semantic or syntactic constraints.
The fundanental semantic constraint for a certificate is that it was
issued to an entity that is authorized to represent the Subject (or
Subj ect Alternative) naned in the certificate. (It is also assuned
that the entity requested the certificate fromthe CA that issued
it.) Throughout the remainder of this document we refer to a
semantically ms-issued certificate as "bogus."

A certificate is characterized as syntactically mis-issued (aka
erroneous) if it violates syntax constraints associated with the
class of certificate that it purports to represent. Syntax
constraints for certificates are established by certificate profiles,
and typically are application-specific. For exanple, certificates
used in the Wb PKI environnment night be characterized as donain
validation (DV) or extended validation (EV) certificates.
Certificates used with applications such as IPsec or S/M ME have
different syntactic constraints fromthose in the Wb PKlI context.

There are three classes of beneficiaries of CT: certificate Subjects,
CAs, and relying parties (RPs). In the initial focus context of CT
the Web PKI, Subjects are web sites and RPs are browsers enpl oyi ng
HTTPS to access these web sites. The CAs that benefit are issuers of
certificates used to authenticate web sites.

A certificate Subject benefits from CT because CT hel ps detect
certificates that have been m s-issued in the nane of that Subject.

A Subject learns of a bogus certificate (issued in its nane), via the
Moni tor function of CT. The Mnitor function may be provided by the
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Subject itself, i.e., self-nmonitoring, or by a third party trusted by
the Subject. Wen a Subject is inforned of certificate nis-issuance
by a Monitor, the Subject is expected to request/demand revocati on of
the bogus certificate. Revocation of a bogus certificate is the
primary means of renedying ms-issuance

Certificate Revocations Lists (CRLs) [RFC5280] are the primary means
of certificate revocation established by | ETF standards.
Unfortunately, nost browsers do not make use of CRLs to check the
revocation status of certificates presented by a TLS Server
(Subject). Sonme browsers nake use of Online Certificate Status

Prot ocol (OCSP) data [ RFC6960] as a standards-based alternative to
CRLs. If a certificate contains an Authority Information Access
(Al'A) extension [RFC5280], it directs a relying party to an OCSP
server to which a request can be directed. The data fromthis
extension al so may be used by a browser to request OCSP responses
froma TLS server with which it is comrunicating [ RFC6066] [ RFC6961] .

RFC 5280 does not require inclusion of an AlA extension in
certificates, so a browser cannot assune that this extension will be
present. The Certification Authority and Browser Forum ( CABF)
basel i ne requi renents and extended validation guidelines do nandate
inclusion of this extension in EE certificates (in conjunction with
their certificate policies). (See cabforumorg [1] for the nost
recent versions of these policies.)

In addition to the revocation status data di ssem nati on mechani sns
specified by | ETF standards, nost browser vendors enploy proprietary
means of conveying certificate revocation status infornation to their
products, e.g., via a blacklist that enunerates revoked certificates
(EE or CA). Such capabilities enable a browser vendor to cause
browsers to reject any certificates on the blacklist. This approach
al so can be enployed to remedy m s-i ssuance. Throughout the

remai nder of this docunment references to certificate revocation as a
renedy enconpass this and anal ogous forns of browser behavior, if
avai l able. Note: there are no | ETF standards defining a browser

bl acklist capability.

Note that a Subject can benefit fromthe Mnitor function of CT even
if the Subject’s certificate has not been | ogged. Mbonitoring of |ogs
for certificates issued in the Subject’s nanme suffices to detect mis-
i ssuance targeting the Subject, if the bogus/erroneous certificate is
| ogged.

A relying party (e.g., browser) benefits fromCT if it rejects a
bogus certificate, i.e., treats it as invalid. An RP is protected
fromaccepting a bogus certificate if that certificate is revoked,
and if the RP checks the revocation status of the certificate. (An
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RP also is protected if a browser vendor "blacklists" a certificate
or places a CAon a "bad-CA-list", causing all certs issued by the CA
to be treated as invalid.) An RP also may benefit fromCT if the RP
val i dates an SCT associated with a certificate (see 8.1.3 in
[I-D.ietf-trans-rfc6962-hbis]), and rejects the certificate if the
Signed certificate Timestanp (SCT) [I-D.ietf-trans-rfc6962-bis] is
invalid. If an RP verified that a certificate that clains to have
been I ogged has a valid log entry, the RP probably would have a

hi gher degree of confidence that the certificate is genuine.

However, checking logs in this fashion i nposes a burden on RPs and on
| ogs. Mreover, the existence of a log entry does not ensure that
the certificate is not ms-issued. Unless the certificate Subject is
nmonitoring the log(s) in question, a bogus certificate will not be
detected by CT mechanisms. Finally, if an RP were to check |ogs for

i ndi vidual certificates, that would disclose to logs the identity of
web sites being visited by the RP, a privacy violation. Thus this
attack nodel does not assune that all RPs will check log entries.

A CA benefits from CT when it (acting as a Monitor for its clients)
detects a (ms-issued) certificate that represents the same Subject
nane as a legitimate certificate i ssued by the CA

Note that all RPs nmay benefit from CT even if they do nothing with
SCTs. |If Mnitors inform Subjects of ms-issuance, and if a CA
revokes a certificate in response to a request fromthe certificate's
legitimate Subject, then an RP benefits w thout having to inplenent
any CT-specific mechanisns.

Al so note that one proposal [I-D.ietf-trans-gossip] for distributing
Audit information (to detect m sbehaving logs) calls for a browser to
send SCTs it receives to the correspondi ng website when visited by
the browser. |If a website acquires an inclusion proof froma log for
each (unique) SCT it receives in this fashion, this would cause a
bogus SCT to be di scovered, and, presumably, trigger a revocation
request.

Logging [I-D.ietf-trans-rfc6962-bis] is the central elenment of CT.
Loggi ng enables a Mitor to detect a bogus certificate based on
reference information provided by the certificate Subject. Logging
of certificates is intended to deter ms-issuance, by creating a
publicly-accessible record that associates a CAwith any certificates
that it ms-issues. Logging does not renedy mi s-issuance; but it
does facilitate remedi ation by providing the information needed to
enabl e detection and subsequent revocation of bogus certificates in
some circunst ances

Auditing is a function enployed by CT to detect m sbhehavi or by |ogs
and to deter ms-issuance that is abetted by mi sbehaving | ogs.
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Audi ting detects several types of |og mnisbehavior, including failures
to adhere to the adverti sed Maxi num Merge Delay (MVD) and Signed Tree
Head (STH) frequency count [I-D.ietf-trans-rfc6962-bis] violating the
append-only property, and providing inconsistent views of the log to
different log clients. The first three of these are relatively easy
for an individual auditor to detect, but the last form of nisbehavior
requires comunication anong multiple log clients. Monitors ought

not trust logs that are detected m sbehaving. Thus the Audit
function does not detect m s-issuance per se. The CT design
identifies audit functions designed to detect several types of

m sbehavi or. However, nechanisns to detect sone forns of |og

m sbehavi or are not yet standardized.

Figure 1 (below) illustrates the data exchanges anong the major

el ements of the CT system based on the | og specification
[I-D.ietf-trans-rfc6962-hbis] and on the assuned behavi or of other CT
system el enents as descri bed above. This Figure does not include the
Audit function, because there is not yet agreenent on how t hat
function will work in a distributed, privacy-preserving fashion

Kent Expi res Novenber 30, 2018 [ Page 6]



Internet-Draft Attack Model for Certificate M s-issuance May 2018
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[ 2] accepted root certs

[ 3] Add chain to | og/add PreCertChain to | og

[ 4] scCT

[ 5] send cert + SCTs (or cert with enmbedded SCTs)

[ 6] Revocation request/response (in response to detected

m s-i ssuance)
7] cert + SCTs (or cert with enbedded SCTs)
Retrieve entries from Log
9] returned entries fromlog
[10] Retrieve latest STH
[11] returned STH
[12] bogus/erroneous cert notification

———
(o]
[

Figure 1: Data Exchanges Between Major El enents of the CT System

Certificate m s-issuance may arise in one of several ways. The ways
by which CT enables a Subject (or others) to detect and redress m s-
i ssuance depends on the context and the entities involved in the ms-
i ssuance. This attack nodel applies to use of CT in the Wb PKI

context. If CT is extended to apply to other contexts, each context
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will require its own attack nodel, although nost el ements of the
nmodel described here are likely to be applicable.

Because certificates are issued by CAs, the top level differentiation
in this analysis is whether the CA that mis-issued a certificate did
so maliciously or not. Next, for each scenario, the nodel considers
whet her or not the certificate was | ogged. Scenarios are further
differentiated based on whether the | ogs and nonitors are benign or
mal i ci ous and whether a certificate’'s Subject is self-nonitoring or
is using a third party Mnitoring service. Finally, the analysis
consi ders whether a browser is performng checking relevant to CT
The scenarios are organized as illustrated by the follow ng outline:

Web PKI CA - malicious vs non-malicious
Certificate - |ogged vs not |ogged
Log - benign vs nalicious
Third party Monitor - benign vs nalicious
Certificate's Subject - self-nonitoring (or not)
Browser - CT-supporting (or not)

The next section of the docunment briefly discusses threats.
Subsequent sections exani ne each of the cases described above. As
noted earlier, the focus here is on the Wb PKI context, although
nmost of the analysis is applicable to other PKI contexts.

1.1. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

2. Threats

A threat is defined, traditionally, as a notivated, capable
adversary. An adversary who is not notivated to attack a systemis
not a threat. An adversary who is notivated but not "capable" al so
is not a threat. Threats change over tinme; new classes of
adversaries may arise, new notivations may cone into play, and the
capabilities of adversaries may change. Nonetheless, it is useful to
docunent perceived threats against a systemto provide a context for
under st andi ng attacks (even though sone attacks may be the result of
errors, not threats). Even if the assunptions about adversaries
prove to be incorrect, docunenting the assunptions is val uable.

As noted above, the goals of CT are to deter, detect, and facilitate
remedi ati on of attacks that result in certificate ms-issuance in the
Web PKI. (CT also nay facilitate detection and renediation of errors
that result in certificate ms-issuance.) Such attacks can enable an
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attacker to spoof the identity of TLS-enabled web sites. Spoofing
enabl es an adversary to perform many types of attacks, e.g., delivery
of malware to a client, reporting bogus information, or acquiring
information that a client would not comunicate if the client were
aware of the spoofing. Such information may include persona
identification and authentication information and el ectroni c paynent
aut hori zation information. Because of the nature of the information
that may be divulged (or msinformation or mal ware that may be
delivered), the principal adversaries in the CT context are perceived
to be (cyber) crimnals and nation states. Both adversaries are
notivated to acquire personal identification and authentication
information. Crimnals are also notivated to acquire el ectronic
payment aut horization information.

To nmake use of bogus web site certificates, an adversary nust be able
to direct a TLS client to a spoofed web site, so that it can present
the bogus certificate during a TLS handshake. An adversary nay
achieve this in various ways, e.g., by manipulation of the DNS
response sent to a TLS client or via a man-in-the-niddle attack. The
former type of attack is well within the perceived capabilities of
both cl asses of adversary. The latter attack may be possible for
crimnals and is certainly a capability available to a nation state
within its borders. Nation states also nay be able to conproni se DNS
servers outside their own jurisdiction

The el enments of CT may thensel ves be targets of attacks, as described
below. A crimnal organization mght conpronise a CA and cause it to
i ssue bogus certificates, or it may exert influence over a CA (or CA
staff) to do so, e.g., through extortion or physical threat. A CA
may be the victimof social engineering, causing it to issue a
certificate to an inappropriate Subject. (Even though the CA is not
intentionally malicious in this case, the action is equivalent to a
mal i ci ous CA, hence the use of the term "bogus" here.) A nation
state may operate or influence a CAthat is part of the |arge set of
"root CAs" in browsers. A CA acting in this fashion, is terned a
"malicious" CA. A nation state also might conpronise a CA in another
country, to effect issuance of bogus certificates. 1In this case the
(non-mal i cious) CA, upon detecting the conpronise (perhaps because of
CT) is expected to work with Subjects to remedy the nis-issuance.

A log also nmight be conpronmi sed by a suitably sophisticated crim nal
organi zation or by a nation state. Conpronmising a |log would enable a
conmprom sed or rogue CA to acquire SCTs, but log entries would be
suppressed, either for all log clients or for targeted clients (e.qg.
to selected Monitors or Auditors). It seens unlikely that a

conprom sed, non-nalicious, |og would persist in presenting nultiple
views of its data, but a malicious |og would.
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3.

3.

3.

Finally, note that a browser trust store may include a CA that is
intended to issue certificates to enable nonitoring of encrypted
browser sessions. The inclusion of a trust anchor for such a CAis
intended to facilitate nonitoring encrypted content, via an

aut horized man-in-the-mddle (MTM attack. CT is not designed to
counter this type of locally-authorized interception

Semanti ¢ m s-i ssuance
1. Non-malicious Wb PKI CA context

In this section, we address the case where the CA has no intent to
i ssue a bogus certificate.

A CA may have nmis-issued a certificate as a result of an error or, in
the case of a bogus certificate, because it was the victimof a
soci al engineering or a technical attack. In the case of an error
the CA should have a record of the erroneous certificate and be
prepared to revoke this certificate once it has discovered and
confirmed the error. In the event of a technical attack, a CA may
have no record of a bogus certificate.

1.1. Certificate |ogged

3.1.1.1. Benign |log

The log (or logs) is benign and thus is presuned to provide
consi stent, accurate responses to requests fromall clients.

If a bogus (pre-)certificate has been submitted to one or nore | ogs
prior to issuance to acquire an enbedded SCT, or post-issuance to
acquire a standal one SCT, detection of this mis-issuance is the
responsibility of a Mnitor

3.1.1.1.1. Self-nonitoring Subject

If a Subject is tracking the log(s) to which a certificate was
submitted, and is performng self-nmonitoring, then it will be able to
detect a bogus (pre-)certificate and request revocation. |In this
case, the CA will nake use of the log entry (supplied by the Subject)
to determ ne the serial nunber of the bogus certificate, and

i nvestigate/revoke it. (See Sections 5.1, 5.2 and 5.3.)

3.1.1.1.2. Benign third party Monitor

If a benign third party nonitor is checking the logs to which a
certificate was subnmitted and is protecting the targeted Subject, it
will detect a bogus certificate and will alert the Subject. The
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Subject, in turn, will ask the CA to revoke the bogus certificate.
In this case, the CAwll nake use of the log entry (supplied by the
Subj ect) to determ ne the serial nunmber of the bogus certificate, and
revoke it (after investigation). (See Sections 5.1, 5.2 and 5.3.)

3.1.1.2. M shehaving | og

In this case, the bogus (pre-)certificate has been submtted to one
or nore | ogs, each of which generate an SCT for the submission. A

m sbehaving | og probably will suppress a bogus certificate |log entry,
or it may create an entry for the certificate but report it
selectively. (A nisbehaving log also could create and report entries
for bogus certificates that have not been issued by the indicated CA
(hereafter called "fake"). Unless a Mnitor validates the associated
certificate chains up to roots that it trusts, these fake bogus
certificates could cause the Monitors to report non-existent semantic
probl ens to the Subject who would in turn report themto the
purported issuing CA. This might cause the CA to do needl ess

i nvestigative work or perhaps incorrectly revoke and re-issue the
Subject’s real certificate. Note that for every certificate
submitted to a log, the log nmust verify a conplete certificate chain
up to one of the roots it accepts. So creating a log entry for a
fake bogus certificate marks the | og as ni sbehavi ng.

3.1.1.2.1. Self-nonitoring Subject & Benign third party Monitor

If a m sbehaving | og suppresses a bogus certificate log entry, a

Subj ect performing self-nonitoring will not detect the bogus
certificate. CT relies on an Audit mechanismto detect |og

ni sbehavior, as a deterrent. It is anticipated that |logs that are
identified as persistently misbehaving will cease to be trusted by
Monitors, non-malicious CAs, and by browser vendors. This assunption
forns the basis for the perceived deterrent. It is not clear if
mechani sns to detect this sort of |og msbehavior will be viable

Simlarly, when a nisbehaving | og suppresses a bogus certificate |og
entry (or report such entries inconsistently) a benign third party
Monitor that is protecting the targeted Subject also will not detect
a bogus certificate. In this scenario, CT relies on a distributed
Auditing mechanism[Il-D.ietf-trans-gossip] to detect |og m sbehavior
as a deterrent. (See Section 5.6 below.) However, a Monitor (third-
party or self) nust participate in the Audit mechanismin order to
beconme aware of |og nisbehavior.

If the m sbehaving | og has | ogged the bogus certificate when issuing
the associated SCT, it will try to hide this fromthe Subject (if
self-nmonitoring) or fromthe Monitor protecting the Subject. It does
so by presenting themwith a view of its log entries and STH t hat
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does not contain the bogus certificate. To other entities, the |og
presents log entries and an STH that include the bogus certificate.
Thi s discrepancy can be detected if there is an exchange of

i nformati on about the log entries and STH between the entities
receiving the view that excludes the bogus certificate and entities
that receive a view that includes it, i.e., a distributed Audit
mechani sm

If a malicious |og does not create an entry for a bogus certificate
(for which an SCT has been issued), then any Monitor/Auditor that
enrounters the bogus certificate (and SCT) will detect this when it
checks with the log for log entries and STH (see Section 3.1.2.)

3.1.1.3. Msbhehaving third party Monitor

A third party Mnitor that nisbehaves will not notify the targeted
Subj ect of a bogus certificate. This is true irrespective of whether
the Monitor checks the |logs or whether the |ogs are benign or

mal i ci ous/ conspi ri ng.

Not e that independent of any mis-issuance on the part of the CA a
m sbehavi ng Monitor could issue false warnings to a Subject that it
protects. These could cause the Subject to report non-existent
semantic problenms to the issuing CA and cause the CA to do needl ess
i nvestigative work or perhaps incorrectly revoke and re-issue the
Subj ect’s certificate.

3.1.2. Certificate not |ogged

If the CA does not subnit a pre-certificate to a |l og, whether a | og

i s benign or nisbehaving does not matter. The sanme is true if a
Subject is issued a certificate without an SCT and does not |og the
certificate itself, to acquire an SCI. Also, since there is no |log
entry in this scenario, there is no difference in outcone between a
beni gn and a m shehaving third party Monitor. |In both cases, no
Monitor (self or third-party) will detect a bogus certificate based
on Monitor functions and there will be no consequent reporting of the
problemto the Subject or by the Subject to the CA based on

exam nation of log entries.

3.1.2.1. CT-enabl ed browser

If a browser rejects certificates without SCTs (see Section 5.4), CAs
may be "encouraged" to log the certificates they issue. This, in
turn, would make it easier for Monitors to detect bogus certificates.
However, the CT architecture does not describe how such behavi or by
browsers can be deployed increnentally throughout the Internet. As a
result, this attack nodel does not assune that browsers will reject a
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certificate that is not acconpanied by an SCT. |In the CT
architecture certificates have to be |l ogged to enable Mnitors to
detect m s-issuance, and to trigger subsequent revocation. Thus the
effectiveness of CT is dimnished in this context.

3.2. Malicious Wb PKI CA context

In this section, we address the scenario in which the m s-issuance is
intentional, not due to error. The CAis not the victimbut the
at t acker.

3.2.1. Certificate | ogged
3.2.1.1. Benign log

A bogus (pre-)certificate may be submitted to one or nore benign | ogs
prior to issuance, to acquire an enbedded SCT, or post-issuance to
acquire a standalone SCT. The log (or logs) replies correctly to
requests fromclients.

3.2.1.1.1. Sel f-nonitoring Subject

If a Subject is checking the logs to which a certificate was
submitted and is performng self-nmonitoring, it will be able to
detect the bogus certificate and will request revocation. The CA may
refuse to revoke, or may substantially delay revoking, the bogus
certificate. For exanple, the CA could nake excuses about inadequate
proof that the certificate is bogus, or argue that it cannot quickly
revoke the certificate because of |egal concerns, etc. |In this case,
the CT nmechanisns will have detected m s-issuance, but the

i nformati on | ogged by CT may not suffice to renedy the problem (See
Sections 4 and 6.)

A malicious CA mght revoke a bogus certificate to avoid having
browser vendors take punitive action against the CA and/or to
persuade themto not enter the bogus certificate on a vendor-

mai nt ai ned bl acklist. However, the CA night provide a "good" OCSP
response (froma server it operates) to a targeted browser instance
as a way to circunvent the renedi ati on nonmnally offered by
revocation. No conponent of CT is tasked with detecting this sort of
m sbehavi or by a CA. (The mi sbehavior is analogous to a log offering
split views to different clients, as discussed later. The Audit
element of CT is tasked with detecting this sort of attack.)
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3.2.1.1.2. Benign third party Monitor

If a benign third party nmonitor is checking the logs to which a
certificate was subnmitted and is protecting the targeted Subject, it
will detect the bogus certificate and will alert the Subject. The
Subj ect will then ask the CA to revoke the bogus certificate. As in
3.2.1.1.1, the CA may or may not revoke the certificate and it might
revoke the certificate but provide "good" OCSP responses to a
targeted browser instance.

3.2.1.2. M shehaving | og

A bogus (pre-)certificate may have been subnitted to one or nore | ogs
that are m sbehaving, e.g., conspiring with an attacker. These |ogs

presumably issue SCTs, but will hide the log entries fromsone or al

Moni tors.

3.2.1.2.1. Mnitors - third party and self

If log entries are hidden froma Mnitor (third party or self), the
Monitor will not be able to detect issuance of a bogus certificate.

The Audit function of CT is intended to detect |ogs that conspire to
del ay or suppress log entries (potentially selectively), based on
consi stency checking of logs. (See 3.1.1.2.2.) |If a Mnitor |learns
of m sbehaving | og operation, it alerts the Subjects that it is
protecting, so that they no | onger acquire SCTs fromthat |og. The
Moni tor al so avoids relying upon such a log in the future. However,
unl ess a distributed Audit mechani sm proves effective in detecting
such m sbehavior, CT cannot be relied upon to detect this form of

nm s-issuance. (See Section 5.6 below)

3.2.1.3. Msbhehaving third party Monitor

If the third party Monitor that is "protecting" the targeted Subject
is misbehaving, then it will not notify the targeted Subject of any
nm s-i ssuance or of any nualfeasant |og behavior that it detects
irrespective of whether the logs it checks are benign or malicious/
conspiring. The CT architecture does not include any nmeasures to
detect m sbhehavior by third-party nonitors

3.2.2. Certificate not |ogged
Because the CAis presuned malicious, it may choose to not submit a

(pre-)certificate to a log. This means there is no SCT for the
certificate.
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When a CA does not subnit a certificate to a log, whether alog is

beni gn or ni sbehavi ng does not matter. Also, since there is no |og
entry, there is no difference in behavior between a benign and a

m shehaving third-party Monitor. Neither will report a problemto

t he Subj ect.

A bogus certificate would not be delivered to the legitimte Subject.
So the Subject, acting as a self-Mnitor, cannot detect the issuance
of a bogus certificate in this case

3.2.2.1. CT-aware browser

If careful browsers reject certificates w thout SCTs, CAs may be
"encouraged” to log certificates (see section 5.4.) However, the CT
architecture does not describe how such behavi or by browsers can be
depl oyed increnentally throughout the Internet. As a result, this
attack nodel does not assune that browsers will reject a certificate
that is not acconpanied by an SCT. Since certificates have to be

| ogged to enabl e detection of mis-issuance by Mnitors, and to
trigger subsequent revocation, the effectiveness of CT is dimnished
in this context.

3.3. Undetected Conpromi se of CAs or Logs

Sections 3.1 and 3.2 exanined attacks in the context of non-malicious
and malicious CAs, and benign and m sbehaving | ogs. Another class of
attacks m ght occur in the context of a non-malicious CA and/or a
benign log. Specifically these CT el enents nmight be conprom sed and
the conpromi se mght go undetected. Conpronise of CAs and | ogs was
noted in Section 2, as was coercion of a CA. As noted there, a
conmprom sed CA is al nbst equivalent to a malicious CA and thus the
di scussions in Section 3.2 are applicable. Section 3.4 explores the
undet ect ed conmprom se of a CAin the context of attacks designed to

i ssue a bogus certificate that nmight avoid revocati on (because the
certificate woul d appear on distinct certificate paths).

The section focuses on undetected conproni se of CAs. Such

conprom ses warrant sone additional discussion, since sone relying
parties may see signed objects issued by the legitimte (non-
mal i ci ous) CA, others may see signed objects fromits conpronised
counterpart, and sone nay see objects fromboth. In the case of a
comprom sed CA or |log the adversary may have access to the private
key used by a CAto sign certificates, or used by a log to sign SCTs
and STHs. (An attacker might not have access to a CA or log private
key per se. The attacker may be able to cause a CA to issue bogus
certificates, or a log to generate bogus objects, and not have a
record of them The DigiNotar [2] case is an exanple of this sort of
attack on a CA.) Because the conpronise is undetected, there will be
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no effort by a CAto have its certificate revoked or by a log to shut
down the | og.

3.3.1. Conprom sed CA Benign Log

In the case of a conprom sed (non-nalicious) CA an attacker uses the
purl oi ned private key to generate a bogus certificate (that the CA

woul d not knowi ngly issue). |If this certificate is submitted to a
(benign) log, then it subject to detection by a Mnitor, as discussed
in 3.1.1.1. |If the bogus certificate is submtted to a m sbehaving

| og, then an SCT can be generated, but there will be no entry for it,
as discussed in 3.1.1.2. |f the bogus certificate is not |ogged,
then there will be no SCT, and the inplications are as described in
3.1.2.

This sort of attack nmay be nost effective if the CAthat is the
victimof the attack has issued a certificate for the targeted
Subject. In this case the bogus certificate will then have the sane
certification path as the legitimate certificate, which may hel p hide
the bogus certificate. However, nmeans of renmedying the attack are

i ndependent of this aspect, i.e., revocation can be effected
irrespective of whether the targeted Subject received its certificate
fromthe conproni sed CA

A conprom sed (non-nalicious) CA may be able to revoke the bogus
certificate if it is detected by a Mdnitor, and the targeted Subject
has been notified. It can do so only when the serial nunber of the
bogus certificate is made known to this CA and assuming that the
bogus certificate was not issued with an Authority Information Access
(AIA) or CRL Distribution Point (CRL DP) extension that enables only
the malicious twin to revoke the certificate. (The Al A extension in
the bogus certificate could be used to direct relying parties to an
OCSP server controlled by the malicious twin. The CRL DP extension
could be used to direct relying parties to a CRL controlled by the
malicious twin.) |If the bogus certificate contains either extension
the conpromi sed CA cannot effectively revoke it. However, the
presence of either of these extensions provides sone evidence that an
entity other than the conprom sed CA issued the certificate in
question. (If the extensions differ fromthose in other certificates
i ssued by the conprom sed CA, that is suspicious.)

If the serial nunber of the bogus certificate is the sane as for a
valid, not-expired certificate issued by the CA (to the target or to
anot her Subject), then revocation poses a problem This is because
revocation of the bogus certificate will also invalidate a legitimte
certificate. This problemmy cause the conproni sed CA to del ay
revocation, thus allow ng the bogus certificate to renmain a danger
for a longer tine.
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The conpromised CA nay not realize that the bogus certificate was

i ssued by a malicious twin; one occurrence of this sort mght be
regarded as an error, and not cause the CAto transition to a new key
pair. (This assunes that the bogus certificate does not contain an
AlA or CRL DP extension that wests control of revocation fromthe
comprom sed CA.) |f the conpronised CA does determine that its
private key has been stolen, it probably will take sonme tine to
transition to a new key pair, and reissue certificates to all of its
legitimate Subjects. Thus an attack of this sort probably will take
a while to be renedied.

Al'so note that the nalicious twin of the conpromi sed CA nay be
capabl e of issuing its owm CRL or OCSP responses, w thout changing
any AlA/CRL DP data present in the targeted certificate. The
revocation status data fromthe evil twin will appear as valid as
those of the conpronised CA. |If the attacker has the ability to
control the sources of revocation status data available to a targeted
user (browser instance), then the user nmay not becone aware of the
att ack.

A bogus certificate issued by the malicious CAwll not match the SCT
for the legitimate certificate, since they are not identical, e.qg.

at a mninumthe private keys do not match. Thus a CT-aware browser
that rejects certificates without SCTs (see 3.1.2.2) will reject a
bogus certificate created under these circumstances if it is not

Il ogged. |If the bogus certificate is logged it is subject to
detection by Mnitors. Because the CAis presuned to be malicious
the CA may del ay revocation or try to suppress revocation status (see
Section 3.5) even when confronted with evidence of issuance of the
bogus certificate. |In this case, even browsers that require an SCT
will still accept the bogus certificate until they becone aware of
its revocation status.

3.3.2. Benign CA Conproni sed Log

A beni gn CA does not issue bogus certificates, except as a result of
an accident or attack. So, in norrmal operation, it is not clear what
behavi or by a conprom sed | og would yield an attack. |f a bogus
certificate is issued by a benign CA (under these circunstances) is
submitted to a conprom sed (non-nmalicious) log, then both an SCT and
alog entry will be created. Again, it is not clear what additiona
adverse actions the conpronised |og would performto further an
attack on CT.

It is worth noting that if a benign CA was attacked and thus issued
one or nore bogus certificates, then a nalicious | og mght provide
split views of its log to help conceal the bogus certificate from
targeted users. Specifically, the | og would show an accurate set of
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log entries (and STHs) to nost clients, but would maintain a separate
log view for targeted users. This sort of attack notivates the need
for Audit capabilities based on "gossiping” [I-D.ietf-trans-gossip].
However, even if such nechani sns are enpl oyed, they m ght be thwarted
if a user is unable to exchange log information with trustworthy
partners.

3.3.3. Comprom sed CA, Conprom sed Log

As noted in 3.4, an evil twin CA nmay issue a bogus certificate that
contains the same Subject name as a legitimate certificate issued by
the conpromised CA. Alternatively, the bogus certificate nmay contain
a different nane but reuse a serial nunber froma valid, not revoked
certificate issued by that CA

An attacker who conpronises a log might act in one of two ways. It
m ght use the private key of the log only to generate SCTs for a
malicious CA or the evil twin of a conpromised CA. |If a browser

checks the signature on an SCT but does not contact a log to verify
that the certificate appears in the log, then this is an effective
attack strategy. Alternatively, the attacker m ght not only generate
SCTs, but al so pose as the conpromised log, at least with regard to
requests fromtargeted users. In the latter case, this "evil twin"

|l og could respond to STH requests fromtargeted users, neking appear
that the conpromised |og was offering a split view (thus acting as a
malicious log). To detect this attack an Auditor needs to enploy a
gossi p mechanismthat is able to acquire CT data from di verse
sources, a feature not yet part of the base CT system

An evil twin CA mght subnit a bogus certificate to the evil tw n of
a conpromised log. (The sane adversary may be controlling both.)
The operator of the evil twin log can use the purloined private key
to generate SCTs for certificates that have not been | ogged by its
legitimate counterpart. These SCTs will appear valid relative to the
public key associated with the legitinmate 1 0og. However, an STH

i ssued by the legitimate log will not correspond to a tree

(mai ntai ned by the conprom sed | og) containing these SCIs. Thus
checking the SCTs issued by the evil twin | og against STHs fromthe
comprom sed log will identify this discrepancy. As noted above, if
an attacker uses the key to generate log entries and respond to | og
queries, the effect is analogous to a nmalicious |og.)

An Auditor checking for |og consistency and with access to bogus
SCTs, mi ght conclude that the conpromised log is acting maliciously,
and is presenting a split viewto its clients. |In this fashion the
conprom sed | og may be shunned and forced to shut down. However, if
an attacker targets a set of TLS clients that do not have access to
the legitimte log, they may not be able to detect this
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i nconsistency. In this case CT would need to rely on a distributed
gossi ping audit mechanismto detect the conpronise (see Section 5.6).

3.4. Attacks Based on Exploiting Multiple Certificate Chains

Section 3.2 exanm ned attacks in which a malicious CA issued a bogus
certificate and either tried to prevent the Subject from detecting
the bogus certificate, or reported the bogus certificate as valid, to
at least sonme relying parties, even if the Subject requested
revocation. These attacks are limted in that if the bogus
certificate is not subnmitted to a log, then it nmay not be accepted by
CT-aware browsers, and subnmitting the bogus certificate to a |og

i ncreases the chances that the CA's malicious behavior will be

det ect ed.

In general, if a CAis discovered to be acting naliciously, its
certificates will no longer be accepted, either because its parent
will revoke its CA certificate, its CA certificate will be added to
browsers’ blacklists, or both. However, a nmalicious CA nmay be able
to obtain an SCT for each bogus certificate that it issues and
continue to have those certificates accepted by relying parties even
after its malicious behavior has been detected. It can do this by
creating nore than one path validation chain for the certificates, as
shown in Figure 2.

) + ) +
| CA A | | CA B
S + S +
\ /
\ /
CA certificate 1\ | CA certificate 2
\ /
S +
| malicious CA |

Figure 2: Miultiple Certificate Chains for a Bogus Certificate

In Figure 2, the malicious CA has been issued CA certificates by two
different parent CAs. The parent CAs nay be two different trust
anchors, or one or both of themmay be an internediate CA (i.e., it
is subordinate to sone trust anchor). |If both parent CAs are
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i nternmedi ate CAs, they may be subordinate to the sane trust anchor or
to different trust anchors. The malicious CA nmay have obtai ned
certificates fromthe two parents by applying to themfor the
certificates, or by conprom sing the parent CAs and creating the
certificates without the know edge of the CAs. |If the malicious CA
applied for its certificates fromthese CAs, it may have presented
false information as input to the CA's normal issuance procedures,
with the result that the CAs do not realize that a certificate with
the sane subject nane and public key has been issued by another CA

Because there are two certificate path validation chains, the
mal i ci ous CA could provide the chain that includes CA A when
submitting a bogus certificate to one or nore logs, but an attacker
(colluding with the malicious CA) could provide the chain that
includes CA B to targeted browsers. |If the CA's nualicious behavior
is detected, then CA A and browser vendors may be alerted (e.g., via
the CT Monitor function) and revoke/ bl acklist CA certificate 1.
However, CA certificate 2 does not appear in any logs, and CA Ais
unaware that CA B has issued a certificate to the malicious CA. Thus
those who detected the malicious behavior nay not di scover the second
chain and so may not alert CA B or browser vendors of the need to
revoke/ bl acklist CA certificate 2. 1In this case, targeted browsers
woul d continue to accept the bogus certificates issued by the
mal i ci ous CA, since the certificate chain they are provided is valid
and because the SCT issued for the bogus certificate it the same
irrespective of which certificate chain is presented.

This sort of attack might be thwarted if all internediate (i.e., CA)
certificates had to be logged. |In that case CA certificate 2 night
be rejected by CT-aware browsers.

3.5. Attacks Related to Distribution of Revocati on Status

A bogus certificate that has been revoked may still appear valid to a
browser under certain circunstances. |In part this is because the
revocation information seen by a relying party is partly under the
control of the CA and/or the certificate subject. As a result,
different relying parties may be presented with different revocation
information. This is true irrespective of whether revocation is
effected via use of a CRL or OCSP. Additionally, an attacker can
steer a browser to specific revocation status data via various neans,
preventing a targeted browser from acquiring accurate revocation
status information for a bogus certificate.

The bogus certificate mght contain an Al A extension pointing to an
OCSP server controlled by the malicious CA (or the attacker). As
noted in Section 3.2.1.1.1, the nmalicious CA could send a "good" OCSP
response to a targeted browser instance, even if other parties are
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4.

provided with a "revoked" response. A TLS server can supply an OCSP
response to a browser as part of the TLS handshake [ RFC6961], if
requested by the browser. A TLS server posing as the entity named in
the bogus certificate also could acquire a "good" OCSP response from
the malicious CAto effect the attack. Only if the browser relies
upon a trusted, third-party OCSP responder, one not part of the
col l usion, would these OCSP-based attacks fail

The bogus certificate could contain a CRL distribution point
extension instead of an AlA extension. |In that case a site supplying
CRLs for the malicious CA could supply different CRLs to different
requestors, in an attenpt to hide the revocation status of the bogus
certificate fromtargeted browser instances. This is analogous to a
split-view attack effected by a CT log. However, as noted in
Section 3.2.1.1 and 3.2.1.1.1, no element of CT is responsible for
detecting inconsistent reporting of certificate revocation status
data. (Monitoring in the CT context tracks log entries nade by CAs
or Subjects. Auditing is designed to detect m sbehavior by |ogs, not
by CAs per se.)

The failure of a bogus certificate to be detected as revoked (by a
browser) is not the fault of CT. 1In the class of attacks described
above, CT achieves its goal of detecting the bogus certificate when
that certificate is | ogged and a Mnitor observes the log entry.
Detection is intended to trigger revocation, to effect renediation
the details of which are outside the scope of CI. However the SCT
mechanismis intended to assure a relying party that certificate has
been | ogged, is susceptible to being detected as bogus by a Mnitor
and presunably will be revoked if detected as such. In the context
of these attacks, because of the way revocation nay be inpl enented,
the assurance provided by the SCT nay not have the anticipated

ef fect.

This type of attack might be thwarted in several ways. |If a
mal i ci ous CA is discovered, a browser vendor mght blacklist it by
public key (not by its serial nunber and the name of the parent CA or
by a hash of the certificate). This approach to revocation woul d
cause CA certificate 2 to be rejected as well as CA certificate 1.
However none of these nmechanisns are part of the CT specification
[I-D.ietf-trans-rfc6962-his] nor general |IETF PKI standards (e.gqg.

[ RFC5280]) .

Syntactic m s-issuance
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4.1. Non-malicious Wb PKI CA cont ext

This section anal yzes the scenario in which the CA has no intent to
i ssue a syntactically incorrect certificate. As noted in Section 1,
we refer to a syntactically incorrect certificate as erroneous.

4.1.1. Certificate |ogged
4.1.1.1. Benign log

If a (pre )certificate is subnmtted to a benign log, syntactic m s-

i ssuance can (optionally) be detected, and noted. This will happen
only if the log perforns syntactic checks in general, and if the |og
is capabl e of perform ng the checks applicable to the subnmitted (pre
Jcertificate. (A (pre )certificate should be logged even if it fails
syntactic validation; |ogging takes precedence over detection of
syntactic ms-issuance.) |If syntactic validation fails, this can be
noted in an SCT extension returned to the subnitter

If the (pre )certificate is submtted by the non-malicious issuing
CA, then the CA should renedy the syntactic problem and re-subnit the

(pre )certificate to a log or logs. |If this is a pre-certificate
submitted prior to issuance, syntactic checking by a log could help a
CA detect and avoid issuance of an erroneous certificate. |If the CA

does not have a record of the certificate contents, then presunably
it was a bogus certificate and the CA should revoke it.

If acertificate is submtted by its Subject, and is deened
erroneous, then the Subject should contact the issuing CA and request
a new certificate. If the Subject is a legitinate subscriber of the
CA, then the CAwll either have a record of the certificate content
or can obtain a copy of the certificate fromthe Subject. The CA
will remedy the syntactic problemand either re-submt a corrected
(pre-)certificate to a log and send it to the Subject or the Subject
will re-submit it to a log. Here too syntactic checking by a |og
enables a Subject to be informed that its certificate is erroneous
and thus nmay hasten issuance of a replacenent certificate.

If acertificate is submtted by a third party, that party m ght
contact the Subject or the issuing CA but because the party is not
the Subject of the certificate it is not clear how the CA will
respond.

Thi s anal ysis suggests that syntactic m s-issuance of a certificate
can be avoided by a CAif it nmakes use of |ogs that are capabl e of
perform ng these checks for the types of certificates that are
subnmitted, and if the CA acts on the feedback it receives. |f a CA
uses a |l og that does not perform such checks, or if the CA requests
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checking relative to criteria not supported by the |og, then
syntactic ms-issuance will not be detected or avoided by this
mechanism Similarly, syntactic m s-issuance can be renmedied if a
Subj ect subnits a certificate to a log that perforns syntactic
checks, and if the Subject asks the issuing CA to fix problens
detected by the log. (The issuer is presuned to be willing to re-
issue the certificate, correcting any problens, because the issuing
CA is not malicious.)

4.1.1.2. M sbehaving log or third party Monitor

A log or Monitor that is conspiring with the attacker or is

i ndependently malicious, will either not performsyntactic checks,
even though it clains to do so, or sinply not report errors. The |og
entry and the SCT for an erroneous certificate will assert that the
certificate syntax was verified

As with detection of semantic mis-issuance, a distributed Audit
mechani sm could, in principle, detect misbhehavior by logs or Mnitors
with respect to syntactic checking. For exanple, if for a given
certificate, some logs (or Mnitors) are reporting syntactic errors
and sone that claimto do syntactic checking, are not reporting these
errors, this is indicative of m sbehavior by these | ogs and/or

Moni t ors.

Note that a malicious log (or Monitor) could report syntactic errors
for a syntactically valid certificate. This could result in
reporting of non-existent syntactic problens to the issuing CA which
m ght cause the CA to do needl ess investigative work or perhaps
incorrectly revoke and re-issue the Subject’s certificate.

4.1.2. Certificate not |ogged

If a CA does not subnmit a certificate to a log, there can be no
syntactic checking by the log. Detection of syntactic errors wll
depend on a Subject perfornming the requisite checks when it receives
its certificate froma CA. A Mnitor that perforns syntactic checks
on behal f of a Subject also could detect such problenms, but the CT
architecture does not require Munitors to perform such checks.

4.1.2.1. Self-nonitoring Subject

A Subj ect performng self-nmonitoring will be able to detect the lack
of an enbedded SCT in the certificate it received fromthe CA or the
| ack of an SCT supplied to the Subject via an out-of-band channel. A
Subj ect ought to notify the CAif the Subject expected that its
certificate was to be | ogged. (A Subject would expect its
certificate to be logged if there is an agreenent between the Subject
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and the CA to do so, or because the CA advertises that it logs all of
the certificates that it issues.) |If the certificate was supposed to
be | ogged, but was not, the CA can use the certificate supplied by
the Subject to investigate and renedy the problem In the context of
a benign CA, a failure to log the certificate mght be the result of
an operations error, or evidence of an attack on the CA

4.1.3. Situations |Independent of Certificate Logging
4.1.3.1. Self-nonitoring Subject and Benign third party Monitor

If a Subject or benign third party Monitor performs syntactic checks,
it will detect the erroneous certificate and the issuing CAwll be
notified (by the Subject). |If the Subject is a legitinmate subscriber
of the CA, then the CAwll either have a record of the certificate
content or can obtain a copy of the certificate fromthe Subject.

The CA SHOULD revoke the erroneous certificate (after investigation)
and renedy the syntactic problem The CA SHOULD either re-subnit the
corrected (pre )certificate to one or nore logs and then send the
result to the Subject, or send the corrected certificate to the

Subj ect, who will re-submit it to one or nore | ogs.

4.1.3.2. CT-enabl ed browser

If a browser rejects an erroneous certificate and notifies the

Subj ect and/or the issuing CA then syntactic nis-issuance will be
detected (see Section 5.) Unfortunately, experience suggests that
many browsers do not performthorough syntactic checks on
certificates, and so it seens unlikely that browsers will be a
reliable way to detect erroneous certificates. Mdreover, a protoco
used by a browser to notify a Subject and/or CA of an erroneous
certificate represents a DoS potential, and thus may not be
appropriate. Additionally, if a browser directly contacts a CA when
an erroneous certificate is detected, this is a potential privacy
violation, i.e., the CAlearns that the browser user is visiting the
web site in question. These observations argue for syntactic
checking to be performed by other elenments of the CT system e.g.

| ogs and/or Mbnitors.

4.2. Malicious Wb PKI CA cont ext
Thi s section anal yzes the scenario in which the CA's issuance of a
syntactically incorrect certificate is intentional, not due to error
The CAis not the victimbut the attacker.
Note that irrespective of whether syntactic checks are perforned by a

|l og, a nmalicious CA can acquire an enbedded SCT, or post-issuance
wi Il acquire a standalone SCT for an erroneous certificate. |If
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Subj ects or Mnitors performsyntactic checks that detect the
syntactic ms-issuance and report the problemto the CA a malicious
CA may do nothing or may delay the action(s) needed to renedy the
probl em

4.2.1. Certificate |ogged
4.2.1.1. Benign log

Because the CA is presuned to be malicious, the CA might cause the
log to not performchecks (if it had chosen to do so), in one of
several ways

1. The CA may assert that the certificate is being issued wo regard
to any guidelines (the "no guidelines"” reserved CCID).

2. The CA nmay assert a CCID that has not been registered, and thus
no log will be able to performa check

3. The CA may check to see which CCIDs a |l og declares it can check
and chose a registered CCID that is not checked by the log in
questi on.

4. The CA nmay submit a (pre-) certificate to a log that is known to
not perform any syntactic checks, and thus avoid syntactic
checki ng.

4.2.1.2. Msbehaving log or third party Monitor

A m sbehaving log or third party Monitor will either not perform
syntactic checks or not report any problens that it discovers. (See
4.1.1.2 for further problens). Also, as noted above, the CT
architecture includes no explicit provisions for detecting a

m sbehaving third-party Monitor

4.2.1.3. CT-enabl ed browser

As noted above (4.1.1.4), nost browsers fail to performthorough
syntax checks on certificates. Such browsers might benefit from
havi ng syntax checks perfornmed by a log and reported in the SCT

al t hough the pervasive nature of syntactically-defective certificates
may limt the utility of such checks. (Remenber, in this scenario,
the log is benign.) However, if a browser does not discrininate

agai nst certificates that do not contain SCTs (or that are not
acconpani ed by an SCT in the TLS handshake), only m nimal benefits

m ght accrue to the browser from syntax checks performby |ogs or

Moni tors
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4.

5.

5.

5.

If a browser accepts certificates that do not appear to have been
syntactically checked by a log (as indicated by the SCT), a malicious
CA need not worry about failing a | og-based check. Sinmlarly, if
there is no requirenent for a browser to reject a certificate that
was | ogged by an operator that does not perform syntactic checks, the
fourth attack noted in 4.2.1.1 will succeed as well. |f a browser
were configured to know which versions of certificate types are
applicable to its use of a certificate, the second and third attack
strategi es noted above could be thwarted.

2.2. Certificate is not |ogged

Since certificates are not logged in this scenario, a third-party
Moni t or cannot detect the issuance of an erroneous certificate based
on exam nation of log entries. However, if a Subject inforns a
Monitor of the syntactic criteria applicable to the certificate it is
suppl ying, the Monitor can performsyntactic checks on behalf of the
Subject. Thus there is no difference between a benign or a

mal i ci ous/ conspiring |1 og or a benign or conspiring/malicious Mnitor
(Al'so note that a Subject MAY detect a syntax error by exam ning the
certificate returned to it by the Issuer.) However, even if errors
are detected and reported to the CA a nmlicious/conspiring CA may do
nothing to fix the problemor nmay delay action

| ssues Applicable to Sections 3 and 4
1. How does a Subject know which Mnitor(s) to use?

If a CA submts a bogus certificate to one or nore | ogs, but these

| ogs are not tracked by a Monitor that is protecting the targeted
Subject, CT will not renedy this type of nis-issuance attack. |If
third-party Monitors advertise which | ogs they track, Subjects may be
able to use this information to sel ect an appropriate Mnitor (or set
thereof). Also, it is not clear whether every third-party Monitor
must offer to track every Subject that requests protection. |[If a
Subj ect acts as its own Monitor, this problemis solved for that

Subj ect .

2. How does a Mnitor discover new | ogs?

It is not clear how a (self-)Mnitor becones aware of all (rel evant)
logs, including newy created | ogs. The nmeans by which Mnitors
becone aware of new | ogs nust accommodate self-nonitoring by a
potentially very |large nunber of web site operators. |If there are
many logs, it may not be feasible for a (self-) Mnitor to track al
of them or to determ ne what set of |ogs suffice to ensure an
adequat e | evel of coverage
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5.3. CA response to report of a bogus or erroneous certificate

A CA being presented with evidence of a bogus or erroneous
certificate, supported by a log entry and/or SCT, will need to
examine its records to determne if it has know edge of the
certificate in question. It also will likely require the targeted
Subj ect to provide assurances that it is the authorized entity
representing the Subject name (subjectAltnanme) in question. Thus a
Subj ect shoul d not expect imedi ate revocation of a contested
certificate. The time frane in which a CAwll respond to a
revocation request usually is described in the CPS for the CA. (O her
certificate fields and extensions nmay be of interest for forensic
pur poses, but are not required to effect. The SCT and log entry,
because each contains a tinmestanp froma third party, is probably
val uabl e for forensic purposes (assumng a non-conspiring | og
operator).

5.4. Browser behavi or

If a browser is to reject a certificate that | acks an enbedded SCT,
or is not acconpani ed by an SCT transported via the TLS handshake,
this behavior needs to be defined in a way that is conpatible with
i ncrenental deploynent. |Issuing a warning to a (human) user is
probably insufficient, based on experience with warnings displayed
for expired certificates, lack of certificate revocation status
information, and simlar errors that violate RFC 5280 path validation
rules [RFC5280]. Unless a nmechanismis defined that accommodat es

i ncrenmental deploynment of this capability, attackers probably will
avoi d submitting bogus certificates to (benign) |ogs as a neans of
evadi ng detection.

5. 5. Renedi ation for a nmalicious CA

A targeted Subject nmight ask the parent of a nalicious CA to revoke
the certificate of the non-cooperative CA. However, a request of
this sort may be rejected, e.g., because of the potential for
significant collateral damage. A browser night be configured to
reject all certificates issued by the malicious CA e.g., using a
bad- CA-list distributed by a browser vendor. However, if the
mal i ci ous CA has a sufficient nunber of legitimate clients, treating
all of their certificates as bogus or erroneous still represents
serious collateral damage. |If this specification were to require
that a browser can be configured to reject a specific, bogus or
erroneous certificate identified by a Monitor, then the bogus or
erroneous certificate could be rejected in that fashion. This
renedi ati on strategy calls for comruni cati on between Mnitors and
browsers, or between Mnitors and browser vendors. Such

communi cati on has not been specified, i.e., there are no standard
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ways to configure a browser to reject individual bogus or erroneous
certificates based on information provided by an external entity such
as a Monitor. Moreover, the same or another malicious CA could issue
new bogus or erroneous certificates for the targeted Subject, which
woul d have to be detected and rejected in this (as yet unspecified)
fashion. Thus, for now, CT does not seemto provide a way to
facilitate renediation of this formof attack, even though it
provides a basis for detecting such attacks.

5.6. Auditing - detecting m sbehaving | ogs

The conbinati on of a malicious CA and one or nore conspiring |ogs
notivates the definition of an audit function, to detect conspiring
logs. |If a Mmitor protecting a Subject does not see bogus
certificates, it cannot alert the Subject. |If one or nore SCTs are
present in a certificate, or passed via the TLS handshake, a browser
has no way to know that the |ogged certificate is not visible to
Monitors. Only if Mnitors and browsers reject certificates that
contain SCTs from conspiring |ogs (based on information from an
auditor) will CT be able to detect and deter use of such logs. Thus
the means by which a Mnitor perfornmng an audit function detects
such logs, and inforns browsers nust be specified for CT to be
effective in the context of mi sbehaving | ogs.

Absent a well-defined mechani smthat enables Mnitors to verify that
data fromlogs are reported in a consistent fashion, CT cannot claim
to provide protection against logs that are malicious or nmay conspire
with, or are victinms of, attackers effecting certificate ms-

i ssuance. The nechani sm needs to protect the privacy of users with
respect to which web sites they visit. It needs to scale to
acconmodate a potentially |large nunmber of self-nonitoring Subjects
and a vast nunber of browsers, if browsers are part of the mechani sm
Even when an Audit mechanismis defined, it will be necessary to
descri be how the CT systemwi |l deal with a nmisbehaving or

conprom sed log. For exanple, will there be a nechanismto alert all
browsers to reject SCTs issued by such a | og? Absent a description
of a renmediation strategy to deal with nisbehaving or conproni sed

| ogs, CT cannot ensure detection of nis-issuance in a wi de range of
scenari 0s.

Monitors play a critical role in detecting semantic certificate ms-
i ssuance, for Subjects that have requested nonitoring of their
certificates. A monitor (including a Subject performnming self-

nmoni toring) exam nes logs for certificates associated with one or

nmore Subjects that are being "protected". A third-party Mnitor nust
obtain a list of valid certificates for the Subject being nonitored,
in a secure manner, to use as a reference. It also nmust be able to

identify and track a potentially |arge nunber of |ogs on behal f of
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its Subjects. This nay be a daunting task for Subjects that elect to
perform sel f-noni toring.

Note: A Mnitor should not rely on a CA or RA database for its
reference infornmation or use certificate discovery protocols; this

i nformati on shoul d be acquired by the Mnitor based on reference
certificates provided by a Subject. If a Mnitor were to rely on a
CA or RA database (for the CA that issued a targeted certificate),
the Monitor would not detect m s-issuance due to nal feasance on the
part of that CA or the RA, or due to conpronmise of the CA or the RA
If a CA or RA database is used, it would support detection of ms-

i ssuance by an unaut horized CA

As noted above, Mnitors represent another target for adversaries who
wish to effect certificate ms-issuance. |If a Mnitor is conpromn sed
by, or conspires with, an attacker, it will fail to alert a Subject
to a bogus or erroneous certificate targeting that Subject, as noted
above. It is suggested that a Subject request certificate nonitoring
frommultiple sources to guard against such failures. Operation of a
Monitor by a Subject, on its own behal f, avoids dependence on third
party Monitors. However, the burden of Mbonitor operation may be
viewed as too great for many web sites, and thus this node of
operation ought not be assuned to be universal when eval uating
protection agai nst Monitor conprom se.

6. Security Considerations

An attack and threat nodel is, by definition, a security-centric
docunent. Unlike a protocol description, a threat nodel does not
create security problens nor does it purport to address security
probl enms. This nodel postulates a set of threats (i.e., notivated
capabl e adversaries) and exam nes cl asses of attacks that these
threats are capable of effecting, based on the notivations ascribed
to the threats. It then analyses the ways in which the CT
architecture addresses these attacks.
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