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Abst ract

Thi s docunent introduces a new DNSKEY flag cal |l ed DELEGATI ON_ONLY
that indicates that the particular zone will never sign zone data
across a label. That is, every |label (dot) underneath is considered
a zone cut and must have its own (signed) del egation.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 31, 2018
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of

Wuters, et al. Expi res Decenber 31, 2018 [ Page 1]



Internet-Draft Del egati on Only DNSKEYs June 2018

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The DNS Security Extensions [DNSSEC] use public key cryptography to
create an hierarchical trust base with the DNSSEC root public keys at
the top, followed by Top Level donmain (TLD) keys one |eve

underneath. Wile the root and TLD zones are asunmed to be al nost
excl usively del egation-only zones, there is currently no nethod to
audit these zones to ensure they behave as a del egati on-only zone.
This creates an attractive target for malicious use of these zones -
either by their owners or through coercion. For exanple, the DNSSEC
root key could sinply sign an A record and TLSA record for

"www. exanpl e. cont, overriding the authority of "conm and
"exanple.com'. |f such a change is done in a targetted attack, the
attack woul d be near inpossible to detect wi thout prior know edge of
what zone contents are legitimate within a given zone. This docunent
defines a mechani smfor zone owners, at DNSKEY creation tine, to
indicate they will only del egate the remainder of the tree to | ower-
| evel zones, allowi ng easier |ogging and auditing of DNS responses
they serve

Thi s docunent introduces a new DNSKEY flag all owi ng zone owners to
commit that the zone will never sign any DNS data that traverses a
single label and if any such signed data is encountered by validating
resol vers, that this data should be interpreted as BOGUS
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2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. The Deep Link State problem

The hi erarchi cal nodel of DNS and DNSSEC ([ RFC4033], [RFC4034] and

[ RFC4035]) conmes with the property that a zone at one point in the

hi erarchy can define, and therefor override, everything in the DNS
tree fromtheir point and below. For exanple, the DNSSEC root key
could ignore the NS records for ".org" and "exanple.org" and coul d

pl ace a record "ww. exanpl e.org" directly into its own zone, with a
correspondi ng RRSI G signed by the root key itself. Even if resolvers
woul d defend against this attack by not allowing RRSIGs to span
across a potential zone cut, the zone operator (any |level higher in
the hierarchy than the target victinm could briefly renmove the NS and
DS records, and create a "legitinmate" DNS entry for

"www. exanpl e.org”, hiding the normal zonecuts. The attacker can then
publ i sh DNS addresses records (e.g. A and AAAA records), as well as
records used for authentication (e.g. TLSA, SM M, OPENPGPKEY, SSHP
or | PSECKEY records).

Exposi ng such targetted attacks requires a transparency audit setup
([ RFC6962]) that needs to log all signed DNS data to prove that data
signed by a parental DNSKEY was out of expected policy. The very

di stributed nature of DNS nakes such transparency |ogs prohibitively
expensi ve and nearly inpossible to operate. Additionally, it would
expose all zone data to any public | og operators, thereby exposing
all DNS data to a public archive. This data could then be used for
ot her malici ous purposes.

4, Linmting the scope of a DNSKEY RRset to just del egations

Thi s docunment introduces a new DNSKEY flag call ed DELEGATI ON_ONLY
When this flag is set on a DNSKEY with SEP bit set (KSK), the zone
owner commts to not sign any data that crosses a |abel down in the
hierarchy. This commits a parent in the DNS hierarchy to only sign
NS and DS records (i.e. all non-glue, delegation records) for its
child zones. It will no longer be able to ignore (or briefly delete
see below) a child delegation and publish data crossing zone | abels
by pretending the next label is not a zone cut.

For such a parent to take over data that belongs to its child zone,
it has two choices. It can (tenporarilly) renove its own DNSKEY
DELEGATI ON_ ONLY flag or it can replace the NS and DS records of its
child zone with its own data (destinations and key references) so it
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can sign DNS data that belongs to its own child zone. However, both
of these actions cannot be hidden, thus exposing such mali cious
behavi or when conbi ned with public transparency | ogs.

5. Parental Transparency

A parent zone, such as the root zone, a TLD or any public suffix list
del egation point, that has published a key with the DELEGATI ON_ONLY
flag can no | onger make an exception for a single del egated zone

wi t hout renoving the DELEGATI ON ONLY flag, switching off its
published policy. This action would be highly visible, and for sone
domai ns such as the root or TLDs, require human interaction to notify
the stake holders to prevent |oss of trust.

Renovi ng the DELEGATI ON_ONLY flag froma DNSKEY requires that the
zone signals a new DS record to its parent, as changi ng any DNSKEY
flag requires changes to the DS record data for that corresponds to
it.

In the case of the root key, it would require updating out- of - band
root key nmeta information and/or perform an [ RFC5011] style rollover
for the same key with updated DNSKEY flags. Due to the timngs of
such a rollover, it would take at |east 30 days for the first
validating resolvers to even pick this policy change. It would al so
be a highly visible event.

Repl acing the NS and DS records of a child zone can still be done in
a targetted attack node, but these events are sonething that can be
easilly tracked by a transparency infrastructure sinlar to what is
now in use for the WbPKI using [ RFC6962] (bis). Wth client

i mpl enent ati ons of transparency, all records would be | ogged and
becone visible to the owner of attacked child zones, exposing a
parent’s malicious actions.

6. Marking the root key DELEGATI ON_ONLY

Once the root key is marked with a DELEGATI ON_ONLY flag, and depl oyed
resol vers are configured with the new key, all TLDs will be ensured
that the root key can no |onger be abused to create "deep |ink" data.
Until the root key sets this bit, software MAY inply this bit is

al ways set, as this is the current expectation of the root zone.

7. Marking TLD keys DELEGATI ON_ONLY
Even before the root key has been nmarked with DELEGATI ON_ONLY, TLDs
can already signal their own willingness to commit being

DELEGATI ON_ONLY zones. Any changes of that state in a TLD DNSKEY
will require those TLDs to subnit a new DS record to the root.
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8. Mgrating to and from DELEGATI ON_ONLY

There nmight be nmultiple DNSKEYs with the SEP bit set in a zone. For
the purpose of delcaring a zone as DELEGATI ON_ ONLY, only those
DNSKEY' s that have a corresponding DS record at the parent MJST be
considered. If multiple DS records appear at the parent, sone of
whi ch point to DNSKEY's with and sonme of which point to DNSKEY s

wi t hout the DELEGATI ON_ONLY flag set, the zone MJUST be consi dered
DELEGATI ON_ONLY. This situation will occur when a zone is rolling
its DNSKEY key at the sane tinme as it is commiting to a

DELEGATI ON_ONLY zone (or the reverse).

9. Simlarities to the Public Suffix List

The DELEGATI ON_ONLY flag has a strong overlap in functionality with
the Public Suffix List; both signal a formal split of authority

bet ween parent and child. The DELEGATION ONLY flag allows zones to
formally state their intention

10. Operational Considerations

Setting or unsetting the DELEGATI ON ONLY flag nust be handl ed |ike
any other Key Signing Key rollover procedure, with the appropriate
wait tinmes to give resolvers the chance to update their caches

Somre TLDs offer a service where snmall domains can be hosted in-zone
at the TLD zone itself. |In that case, the TLD MJST NOT set the
DELEGATI ON_ONLY flag. Another solution for such TLDs is to create
del egations for these child zones with the sane or different DNSKEY
as used in the parent zone itself.

If a zone is publishing glue records for a number of zones, and the
zone that contains the authoritative records for this glue is

del eted, a resigning of the zone will nake this orphaned gl ue
authoritative within the zone. However, with the DELEGATI ON_ ONLY bit
set, this (signed) DNSSEC data will be considered BOGUS as it
violations the commitnent to only delegate. This nay inpact donains
that depended on this unsigned gl ue.

For exanple, if "exanple.cont and "exanple.net" use NS records
pointing to "ns.exanple.net", then if "exanple.net" is deleted from
the ".net" zone, and the previously unsigned glue of "ns.exanple.net"
is now signed by the ".net" zone, the "exanple.cont zone will |ose
its NS records and fail to resolve.

The bind DNS software has an option called "del egati on_only zones"
which is an option that neans sonething conpletely different. It
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refers to ignoring wildcard records in specified zones that are
deened del egati on-only zones.

11. Security Considerations

There are no negative security inpacts of using the DELEGATI ON ONLY
bit?

12. | ANA Consi der ations

Thi s docunent defines a new DNSKEY flag, the DELEGATI ON ONLY fl ag,
whose val ue [ TBD] has been allocated by | ANA fromthe DNSKEY FLAGS
registry.
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