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Abst r act

Thi s docunent defines the wire inage, an abstraction of the
information available to an on-path non-participant in a networking
protocol. This abstraction is intended to shed light on the

i mplications on increased encryption has for network functions that
use the wire inmge
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1.

I nt roducti on

A protocol specification defines a set of behaviors for each
participant in the protocol: which |ower-layer protocols are used for
whi ch services, how nessages are formatted and protected, which
partici pant sends which nessage when, how each participant shoul d
respond to each nessage, and so on

Implicit in a protocol specification is the information the protoco
radi ates toward nonpartici pant observers of the nessages sent anong
participants, often including participants in |ower |ayer protocols.
Any information that has a clear definition in the protocol’s nessage
format(s), or is inplied by that definition, and is not
cryptographically confidentiality-protected can be unanbi guously
interpreted by those observers.

This information conprises the protocol’s wire inage, which we define

and discuss in this document. It is the wire inmage, not the
protocol s specification, that determ nes how third parties on the
net wor k pat hs anobng protocol participants will interact with that
pr ot ocol

Several docunents currently under discussion in | ETF working groups
and the | ETF in general, for exanple [ QU C MANAGEABI LI TY]

[ EFFECT- ENCRYPT], and [ TRANSPORT- ENCRYPT], discuss in part inpacts on
the third-party use of wire images caused by a migration from

prot ocol s whose wire imges are largely not confidentiality protected
(e.g. HITP over TCP) to protocols whose wire i mages are
confidentiality protected (e.g. H2 over QU QO

Thi s docunment presents the wire inmage abstraction with the hope that
it can shed sone light on these discussions.

Definition

More fornmally, the wire inmage of a protocol consists of the sequence
of messages sent by each participant in the protocol, each expressed
as a sequence of bits with an associated arbitrary-precision tinme at
which it was sent.

Di scussi on
This definition is so vague as to be difficult to apply to protoco
analysis, but it does illustrate sone inportant properties of the

Wi re imge.

Key is that the wire inmage is not limted to nmerely "the unencrypted
bits in the header". |In particular, interpacket timng, packet size,
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and nessage sequence information can be used to infer other
paraneters of the behavior of the protocol, or to fingerprint
protocol s and/or specific inplenmentations of the protocol; see
Section 3.1.

An inportant inplication of this property is that a protocol which
uses confidentiality protection for the headers it needs to operate
can be deliberately designed to have a specified wire imge that is
separate fromthat machinery; see Section 3.3. Note that this is a
capability unique to encrypted protocols. Parts of a wire inmage nay
al so be nmade visible to devices on path, but inmutable through end-
to-end integrity protection; see Section 3.2.

Portions of the wire image of a protocol that are neither
confidentiality-protected nor integrity-protected are witable by
devices on the path(s) between the endpoints using the protocol. A
protocol with a wire image that is largely witable operating over a
path with devices that understand the semantics of the protocol’s
wire image can nodify it, in order to induce behaviors at the
protocol’s participants. This is the case with TCP in the current

I nternet.

Note also that the wire inmage is nmultidinmensional. This inplies that
the nane "inage" is not nerely nmetaphorical, and that general inage
recogni tion techni ques nmay be applicable to extracting patterns and
information fromit.

From the point of view of a passive observer, the wire inage of a
single protocol is rarely seen in isolation. The dynam cs of the
application and network stacks on each endpoint use multiple
protocol s for any higher level task. Mst protocols involving user
content, for exanple, are often seen on the wire together with DNS
traffic; the information fromthese two wire inmages can be correl ated
to infer information about the dynanics of the overlying application

3.1. (Obscuring timng and sizing information

Crypt ography can protect the confidentiality of a protocol’s headers,
to the extent that forwardi ng devices do not need the
confidentiality-protected information for basic forwarding
operations. However, it cannot be applied to protecting non-header
information in the wire image. O particular interest is the
sequence of packet sizes and the sequence of packet times. These are
characteristic of the operation of the protocol. While packets
cannot be made smaller than their information content, nor sent
faster than processing tine requirenents at the sender allow, a
sender may use padding to increase the size of packets, and add del ay
to transm ssion scheduling in order to increase interpacket delay.
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However, it does this as the expense of bandwi dth efficiency and
| atency, so this technique is limted to the application’s tol erance
for | atency and bandw dth inefficiency.

3.2. Integrity Protection of the Wre | nage

Addi ng end-to-end integrity protection to portions of the wire inmage
makes it inpossible for on-path devices to nodify them w t hout
detection by the endpoints, which can then take action in response to
those nodifications, nmaking these portions of the wire i nage
effectively i mutable. However, they can still be observed by
devices on path. This allows the creation of signals intended by the
endpoints solely for the consunption of these on-path devices.

Integrity protection can only practically be applied to the sequence
of bits in each packet, which inplies that a protocol’s visible wire
i mge cannot be nade conpletely immtable in a packet-sw tched
network. Interarrival timngs, for instance, cannot be easily
protected, as the observabl e delay sequence is nodified as packets
move t hrough the network and experience different delays on different
links. Message sequences are also not practically protectable, as
packets may be dropped or reordered at any point in the network, as a
consequence of the network’s operation. Internediate systens with
know edge of the protocol semantics in the readable portion of the
wire inmage can al so purposely delay or drop packets in order to

af fect the protocol’s operation.

3.3. Engineering the Wre | mage

Understanding the nature of a protocol’s wire inage allows it to be
engi neered. The general principle at work here, observed through
experience with deployability and non-depl oyability of protocols at
the network and transport layers in the Internet, is that al
observabl e parts of a protocol’s wire inmage will eventually be used
by devices on path; consequently, changes or future extensions that
af fect the observable part of the wire inage becone difficult or

i npossi bl e to depl oy.

A network function which serves a purpose useful to its deployer will
use the information it needs fromthe wire inage, and will tend to
get that information fromthe wire inmage in the sinplest way
possi bl e.

For exanpl e, consider the case of the ubiquitous TCP [ RFC0793]
transport protocol. As described in [ PATH SI GNALS], several key in-
networ k functions have evolved to take advantage of inplicit signals
in TCPs wire inage, which, as TCP provides neither integrity or
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confidentiality protection for its headers, is inseparable fromits
i nternal operation. Sone of these include:

0 Determining return routability and consent: For exanple, TCP's
Wi re inage contains both an inplicit indication that the sender of
a packet is at least on the path toward its source address (in the
acknow edgenment number during the handshake), as well as an
inmplicit indication that a receiving device consents to continue
communi cati on. These are used by stateful network firewalls.

0 Measuring loss and | atency: For exanple, exam ning the sequence of
TCP' s sequence and acknow edgenment nunbers, as well as the ECN
[ RFC3168] control bits allows the inference of congestion, |oss
and retransm ssion along the path. The sequence and
acknow edgenent numbers together with the timestanp option
[ RFC7323] allow the neasurenent of application-experienced
| at ency.

During the design of a protocol, the utility of features such as
these shoud be considered, and the protocol’s wire i mage shoul d
therefore be designed to explicitly expose information to those
networ k functions deened i nportant by the designers in an obvious
way. The wire inmage shoul d expose as little other information as
possi bl e.

However, even when information is explicitly provided to the network,
any information that is exposed by the wire inage, even that

i nformati on not intended to be consuned by an observer, nust be
designed carefully as it mght ossify, nmaking it immutable for future
versions of the protocol. For exanple, information needed to support
decryption by the receiving endpoint (cryptographi c handshakes,
sequence numbers, and so on) may be used by devices along the path
for their own purposes.

3.3.1. Declaring Protocol Invariants

One approach to reduce the extent of the wire inmage that will be used
by devices on the path is to define a set of invariants for a
protocol during its devel opnent. Declaring a protocol’s invariants
represents a pronise nade by the protocol’s devel opers that certain
bits in the wire i mage, and behavi ors observable in the wire inage,
will be preserved through the specification of all future versions of
the protocol. QU C s invariants [QUI C | NVARIANTS] are an initia
attenpt to apply this approach to QU C

While static aspects of the wire inmage - bits with sinple semantics

at fixed positions in protocol headers - can easily be nade
invariant, different aspects of the wire inmage may be nore or |ess
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appropriate to define as invariants. For a protocol with a version
and/ or extension negotiation mechanism the bits in the header and
behaviors tied to those bits which inplenment version negotiation
shoul d be nmade invariant. Mre fluid aspects of the wire i nage and
behavi ors which are not necessary for interoperability are not
appropriate as invariants.

Parts of a protocol’s wire i mge not declared invariant but intended
to be visible to devices on path should be protected agai nst
"accidental invariance": the deploynent of on-path devices over tine
that make sinplifying assunptions about the behavior of those parts
of the wire image, making new behaviors not neeting those assunptions
difficult to deploy. Integrity protection of the wire inage nmay
itself help protect against accidental invariance, because read-only
wire images invite less neddling than path-witable wire inmages. The
techni ques discussed in [USE-IT] may al so be useful in further
preventing accidental invariance and ossification

Li kewi se, parts of a protocol’s wire inmage not declared invariant and
not intended to be visible to the path should be encrypted to protect
their confidentiality. Wen confidentiality protection is either not
possi ble or not practical, then, as above, the approaches discussed
in [USE-1T] may be useful in ossification prevention

3.3.2. Trustworthiness of Engineered Signals

Since they are separate fromthe signals that drive an encrypted
protocol's nechani sns, the veracity of integrity-protected signals in
an engineered wire image intended for consunption by the path may not
be verifiable by on-path devices; see [ PATH SI GNALS]. | ndeed, any
two endpoints with a secret channel between them (in this case, the
encrypted protocol itself) may collude to change the semantics and

i nformati on content of these signals. This is an unavoidable
consequence of the separation of the wire inage fromthe protocol’s
operation afforded by confidentiality protection of the protocol’s
headers.
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