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Overview

Document is a work in progress - currently an IETF Internet Draft

Document Goals:

1. Operational, policy and security considerations for DNS
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Current Deployed
DNS Privacy Services

* Quad9 (9.9.9.9)

e 20 test servers
|+ Cloudflare (1.1.1.1)
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https://dnsprivacy.org/wiki/display/DP/DNS+Privacy+Test+Servers
https://www.quad9.net/
https://developers.cloudflare.com/1.1.1.1/dns-over-tls/
https://github.com/curl/curl/wiki/DNS-over-HTTPS#publicly-available-servers
https://developers.cloudflare.com/1.1.1.1/dns-over-https/

T'his presentation

e [ atest revision of document based on feedback from this
WG and RIPE BCOP (fairly big changes)
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Document Updates

 Added Document section for reference (Appendix)

e Significantly re-framed Recommendations section:

* Threats (RFC7626/RFC6973) vs mitigations
 Onthe wire
* Inthe server




Document Updates

* Mitigations actions separated into 3 categories
« ‘SHOULD do (if applicable)’

~ » Mitigations (minimal compliance)




Definitions

* Privacy-enabling DNS server (from RFC8310):

* A DNS server that implements DOT —

* DoT server that can be authenticated (Cert or SPKI)




On the wire

 TJransport (DoT and/or DoH)




At rest on the server

Viinimisation

 Transient data (real-time monitoring)




At rest on the server

Viinimisation

 Review current technigues for data minimisation




Data sent upstream

» Protocol (QNAME min, ECS, local root)




Policy comparisons

* Tryto analyse Google/Cloudflare/Quad9/OpenDNS using the
framework of the suggested DPPPS

 Tryto reduce lots of text to easier to inspect tables (needs work)
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Feedback & Open Questions

e Recommendations: Does the new structure address
previous comments?

~ ¢ Feedback on new content




