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Overview

RFC7626 originally published in August 2015 (first DPRIVE
document)

~Abstract: "This document describes the privacy issues




Why a bis”

Before any new DPRIVE standards & DoH, only discusses
cleartext - things have changed!

Best Current Practices for DNS Privacy operators - latest version

IS based on threats/mitigations



https://datatracker.ietf.org/doc/draft-dickinson-dprive-bcp-op/

What’s new?”

« Updates:
 Mention new work (DoT(D)/DoH), standards and deployment.

 Update many references.

 Add section: DNS payload content (ECS, DNS Cookies, etc.)
e Attacks on encrypted transports, potential for tracking

~|In the server: analysis of bol and DoH (headers)




