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Why Did We Do this Project? J

<+ |2NSF: Use NETCONF/RESTCONF & YANG Data Models
= IS I2NSF good for the automatic management of
network security functions (NSFs)?
= Can we implement I2NSF using open source
software?

< This work isS a student project!

= 7 graduate students (Sungkyunkwan Univ.) and
2 graduate students (Soongsil Univ.)

= 3 professors (Sungkyunkwan Univ. and Chosun Univ.)

= 3 researchers (ETRI, KT, and Alaxala Networks
Corporation)

= Source Code on Github
= https://dithub.com/Kimjinyong/i2nsf-

framework/tree/master/Hackathon-102
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Where to get code
» Github - Source cade

IZNSF User (Weh)
¥ https://github.com/kimjinyong/nsi-framework

What to pull down to set-up environment
0S: Ubuntu 14.04TL

Confd for NETCONF: 6.2 Version

Apache2: 2.4.7 Version

- MySQL: 14.14 Verslon
ecurity PHP: 5.5.9 Version
Controller Mininet: 2.2.1 Version

OpenDaylight: Distributicn-karaf-0.4.3-Berylllum-SR3
Jetconf: Python Open APl for RESTCONF

Security Controller M0.0.0.1,
Rule 1 0%:00 1300 10.0.03]  [Google] True True

towieved | | [ Rule | [ start | | Ena | [ scurce |[ Userpetned || tog | [ Drer
P ' a €

R e e e Manual for Operation Process
: =  Detailed descriptions about operation process in
................... README .txt (can be found in the VM image])
A e U /7 Contents of Implementation
= cisuee = I2NSF Framework for provisioning Network Security
o~ = Functions [NSFs})

v Consumer-Facing Interface via RESTCONF/YANG
v NSF-Facing Interface via NETCONF/YANG
v" Registration Interface via NETCONF/YANG
(New Feature)
Network Security Functions
¥ Firewall using SDN and Suricata
v" Web filter using Suricata
¥ Mail filter using Suricata {New Feature}
*  Advanced Functions
v NSF-triggered Traffic Steering using SFC
{(New Feature)
v Seourity Policy Translation (New Feature)
¥ 12NSF Policy Provisioning {New Feature)
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Network Security Functions (NSF) -Triggered Steering
Security Controller
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Cloud for
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Goal of I2NSF Project @ -

1.

NETCONF Support for Registration
Interface according to the Capability YANG
Data Model.

I2NSF Security Policy Translation from a
high-level security policy to a low-level
security policy using automata.

Automatic Policy Provisioning to
appropriate NSFs using the Capability of
NSFs.
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NETCONF Support for Registration fiterface_

I2NSF User

YANG Data Model for
| oot moaes oo
draft-hyun-i2nsf-registration-interface—dm-04

|
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NETCONF Support for Registration Ifiterface

I2NSF User

Security
Controller

ConfD

®Register the NSF

Instance Management Regunest
+——rw iZ2nsf-instance-mgnt-regq
4+——1rw redg-—lewvel mintlée
4+——rw reg—id nintéed
+——1TwW (reg—type) ?
+——rw (Instanciation-regunest)
+——rw in—nsf-capability-—-information
1 n=ses iZ2nsf-nsf-capability—information
+——rw (deinstanciation-—-regoest)
+——rw de—-nsf-access—-info
1 n=e=s iZ2nsf-nsf-acces=s-info
(mpdating-regonest)
+——rw npdate-nsf-capability-information
1 n=se=s iZ2nsf-nsf-capability-information

+——1Tw

HSF Capability Information
+——rw iZ2n=s=f-nsf-capability-information
+——rw iZ2nsf-capability
1 n=ses ietf-iZnsf-capability
+——1rw performance—capalbility
1 nses i2nsfnsf-performance—caps
HSF Access Information
+——rw iZ2nsf-nsf-access—info
+——1rw nEf-address=s inet:ipvd-—-addre=ss=s
+——1rw nesf-port—address inet:port-nomb>er
HSF Performance Capalbility
+——rw iZ2n=sf-nsf-performance—caps
4+——rw processing
1 +——rw processing—average mintloe
1 +——rw processing-peak mintlé
+——1rw bandwidth
1 +——rw ontbonand
1 1 4+——rw ontboond-—average Qintlé
1 1 4+ ——rw ontboond-peak mintlés
1 +——rw inbouand
1 1 4+——rw iIinbound-—average aintlée
1 1 +——rw inbound-peak mintls
Bole—-Based ACL
+——rw role-based—acl
nses ietf-netmod-acl-model




I2NSF Security Policy Translatiol
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Automatic Policy Provisioning ® =

Generator
Security Controller [10.0.0.1,
Rule1  09:00 13:00 10.0.0.3] [Google] True True
Low-Level Rule Start End Source || User-Defined Log Drop
Policy Data Name Time Time IPv4 URL Category || Action Action
i i,
Capabilitieg#T NSF 1 . Capabilities\gf NSF 2
Rule Start End Source Log Rule Source User-Defined Drop
Name Time Time IP Action Name IP URL Category Action
\/ ! ’ ‘ v jr
Time Condition Action Condition Action
Information Clause Clause Cla§e Clause
Rule Rule
Clause Clause
Low-Level Low-Level
Policy for Policy for
Firewall Web Filter




Security Controller

NSF1 NSF2 NSF3 NSF4
_ _ (Time-based o
(Firewall) (Web Filter) Firewall) (Mail Filter)

SDN Network

O
Gateway
(NAT)

Network Configuration for Hackatho® =
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VPN Enterprises
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Hackathon Development

Build Environment

1. 0S

= Ubuntu 14.04TL
Apache

SOFTWARE FOUNDATION

2. GConfD
= 6.2 Version

3. Apache2
= 2.4.7 Version

4. MysSQL
= 14.14 Version

0. PHP
= 5.5.9 Version

rrrrrrrrrrr

switches

. Mininet
= 2.2.1 Version

. OpenDaylight
Distribution—karaf-0.4.3-
Beryllium-SR3

Suricata
= 3.2.1 RELEASE

8. Jetconf

= Python Open API for RESTCONF

. OPEN

}

ubuntu SURICATA .




Open-Source Project for I2NSF Frafhework _

Github for I2NSF Framework Project

> Documents and Source Code
https://github.com/kKimjinyong/i2nsf-framework/tree/master/

Hackathon-102

LI kimjinyong / i2nsf-framework © Unwatch v 2  %Star 1 Fork 1
<> Code ssues 0 Pull requests 0 Projects 0 Wiki nsights
Branch: master~  i2nsf-framework / Hakcathon-102 / Create new file =~ Upload files = Find file = History
kimjinyong Add file
7 3"ui|\r
[E) README.tx
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Youtube of 2NSF Hackathon Projeét

Youtube for I2NSF Framework Project

> https://www.voutube.com/watch?v=txkCmigUvpcé&feature=yo
utu.be

- BTR &4 @
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Lessons from the Implementation @'Hackathon

» Proof of Concept (POC) of I2NSF Framework

» YANG Data Models for I2NSF Interfaces
= Registration Interface

» I2NSF Security Policy Translation
= Security Policy Translator
" Automatic Policy Provisioning

» Open Source-Based I2NSF Framework

=  Contd for NSF-Facing and Registration Interfaces
JetConf for Consumer-Facing Interface

Suricata for NSFs (i.e., Firewall, Web/Mail Filters)
OpenDaylight for SDN Switch Controller

Mininet for SDN Network
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