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I2NSF: Use NETCONF/RESTCONF & YANG Data Models 
 Is I2NSF good for the automatic management of 

network security functions (NSFs)?
 Can we implement I2NSF using open source 

software? 

This work is a student project!! 
 7 graduate students (Sungkyunkwan Univ.) and

2 graduate students (Soongsil Univ.)
 3 professors (Sungkyunkwan Univ. and Chosun Univ.)
 3 researchers (ETRI, KT, and Alaxala Networks 

Corporation)  
 Source Code on Github
 https://github.com/kimjinyong/i2nsf-

framework/tree/master/Hackathon-102

Why Did We Do this Project?
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1. NETCONF Support for Registration 

Interface according to the Capability YANG 
Data Model.

2. I2NSF Security Policy Translation from a 
high-level security policy to a low-level 
security policy using automata.

3. Automatic Policy Provisioning to 
appropriate NSFs using the Capability of 
NSFs.

Goal of I2NSF Project
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Generator

Automatic Policy Provisioning



마스터 제목 스타일 편집Network Configuration for Hackathon

Security Controller

NSF2
(Web Filter)

VPN

SDN Network

Internet

Switch Switch Switch Switch

Switch Switch

NSF1
(Firewall)

Gateway
(NAT)

NSF4
(Mail Filter)

NSF3
(Time-based

Firewall)

Small and
Medium-Sized

Enterprises

Malicious Websites

Malicious Emails



마스터 제목 스타일 편집Hackathon Development
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Build Environment

1. OS
 Ubuntu 14.04TL

2. ConfD
 6.2 Version

3. Apache2
 2.4.7 Version

4. MySQL
 14.14 Version

5. PHP
 5.5.9 Version

5. Mininet
 2.2.1 Version

6. OpenDaylight
 Distribution-karaf-0.4.3-

Beryllium-SR3

7. Suricata
 3.2.1 RELEASE

8. Jetconf
 Python Open API for RESTCONF
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Github for I2NSF Framework Project
 Documents and Source Code

https://github.com/kimjinyong/i2nsf-framework/tree/master/ 
Hackathon-102
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마스터 제목 스타일 편집Youtube of I2NSF Hackathon Project

Youtube for I2NSF Framework Project
 https://www.youtube.com/watch?v=txkCmlgUvpc&feature=yo

utu.be
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 Proof of Concept (POC) of I2NSF Framework

 YANG Data Models for I2NSF Interfaces
 Registration Interface

 I2NSF Security Policy Translation
 Security Policy Translator
 Automatic Policy Provisioning 

 Open Source-Based I2NSF Framework
 Confd for NSF-Facing and Registration Interfaces
 JetConf for Consumer-Facing Interface
 Suricata for NSFs (i.e., Firewall, Web/Mail Filters)
 OpenDaylight for SDN Switch Controller
 Mininet for SDN Network

Lessons from the Implementation @ Hackathon
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