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• *if a link has significant buffering
• *if the public IP address is associated only with that link
• *if the public IP address responds to ICMP Echo Request
• *and if the Echo Request/Reply share the buffered queue
• ****these conditions hold for one in seven networks we examined
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Privacy and RTT-based 
geolocation

How did we get here?
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• Internet RTT is the sum of delays at each hop, some terms of which are variable:

• Distance can be derived only when queueing, stack, and application delay are held to zero:

• When target address is redacted, the risk is entirely dependent on  
how close the known address is to the unknown address: 
• 1ms RTT → <100km distance
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and back, including acknowledgment delay [8] when tra�c is unidirectional), and
Dapp is application delay at that endpoint.

RTTobs =
fX

n=0

(Dpropn!n+1 +Dqueuen +Dprocn)+

rX

m=0

(Dpropm!m+1 +Dqueuem +Dprocm)+

Dstack +Dapp

(1)

This equation illustrates the confounding e↵ect of end-to-end RTT measure-
ment, which we will explore in more detail later. Each potential threat to privacy
uses only one component of delay measured in the observable RTT, but all com-
ponents are mixed together in a given RTT sample. The challenge in exploiting
this information is then to reduce the irrelevant components to a known constant.
For example, in the geolocation case, the desired RTT would be (a) perfectly
symmetric and (b) made up of only propagation delay (c) in a straight line be-
tween endpoints, which would allow a distance measurement as in equation 2,
where cinternet is the speed of light in the Internet, assuming a known and con-
stant factor for refraction in optical fiber and/or propagation in other physical
media. dist is an inequality because even in an ideal case (c) does not hold:
the light path following the great circle between two points and the light path
actually followed by physical Internet infrastructure di↵er.

dist <

Pf
n=0 Dpropn!n+1 +

Pr
m=0 Dpropm!m+1

2
⇥ cinternet (2)

On the flip side, if light distance could be known, and processing and queueing
delay were zero, these terms could be subtracted out from yielding only stack
and application delay, turning RTT observations into “load” observations as in
equation 3.

load / Dstack +Dapp (3)

The utility of RTT measurements to various geolocation and activity finger-
printing tasks, then, is directly related to the separability of these terms. This
is the question we address in the rest of this work.

3 Latency and Geoprivacy

We first examine the geoprivacy question. The threat model here is one of an
attacker armed with RTTmeasurements between a target with unknown location
and distributed vantage points with known location, who wants to know the
location of the target with arbitrary accuracy.

There is a wide array of recent literature related to this subject. Much of
this focuses on “exclusion” based approaches, which uses assumptions about
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• Distance can be derived only when queueing, stack, and application delay are held to zero:

• When target address is redacted, the risk is entirely dependent on  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Sometimes the answer  
is another question....

• We were concerned about the geoprivacy implications  
of passive observation of RTT

• (which turns out not to be all that scary)


• But does active observation of RTT pose a problem?

• What else can we extract from RTT data?
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RTT-based load telemetry
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• Can a remote entity armed only with ping extract 
information about the operation of machines on my 
network?
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brian internet

eve

brian's

cheap

router
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client-side JS

ping serveraccess 

router

(public IP)

internet

http://github.com/mami-project/pingme
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client-side JS

ping request

download content

ping serveraccess 

router

(public IP)

retrieve results

internet

ping agent

result store

http://github.com/mami-project/pingme


Is Bufferbloat A Privacy Issue? MAPRG 102 Montreal

measurement

Results

• 106 measurements 
from 66 networks

• 33 (50%) networks always 

block ICMP

• (7/8 definitely-mobile 

networks block ICMP)

• On 24 (33%) networks, no 

indication of load-dependent 
RTT


• Remote load telemetry might 
work on 9 (14%) networks
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Recommendations

• Remote load telemetry allows anyone who can ping you to 
measure your network activity.

• Why this is bad is left as an exercise to the audience.


• Good advice: de-bloat all the buffers, deploy AQM/ECN.


• Bad advice: roll out CGN everywhere, block ICMP.

�12


