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Solution 1 of 4 –
Connection Logging 
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Solution 2 of 4 –
IPv6
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Solution 3 of 4 –
Don’t use Carrier-Grade NAT
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Solution 4 of 4 –
Source Port Logging



Log Source Port: Challenges
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Further Reading
“Approaches to Address the Availability of 

Information in Criminal Investigations Involving 
Large-Scape IP Address Sharing Technologies.”

https://tools.ietf.org/html/draft-daveor-cgn-logging-04

Also:
• https://www.ftrsolutions.com/index.php/resources/carrier-grade-nat
• https://www.ftrsolutions.com/index.php/resources



Thank You!  Any Questions?
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