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Abst ract

Thi s docunment defines |IPv6 packet truncation procedures. These
procedures nake Path MIU Di scovery (PMIUD) nore reliable. Upper-
| ayer protocols can | everage these procedures in order to take
advant age of |arge MrUs.
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1. I nt

roducti on

OO NOOGIUIN

An Internet path connects a source node to a destination node. A
path can contain |links and routers.

Each link is constrained by the nunber of bytes that

it can convey in

a single I P packet. This constraint is called the Iink Maximum
Transmi ssion Unit (MIU). |Pv6 [RFC8200] requires every link to have
an MIU of 1280 bytes or greater. This value is called |IPv6 mininum
link MU

Li kewi se, each Internet path is constrained by the nunber of bytes
that it can convey in a single | P packet. This constraint is called
the Path MU (PMIU). For any given path, the PMIU is equal to the
smal l est of its link MIUs.

I Pv6 allows fragnentation at the source node only.

If an | Pv6 source

node sends a packet whose | ength exceeds the PMIU, an internediate

node will discard the packet. 1In order to prevent this,

can
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0 Refrain from sending packets whose | ength exceeds the | Pv6 m ni num
l'i nk MTU.

0 Mintain a running estimate of the PMIU and refrain from sending
packets whose | ength exceeds that estinmate.

In order to maintain a running estimate of the PMIU, |Pv6 nodes can
execute Path MIU Di scovery (PMIUD) [ RFC8201] procedures. In these
procedures, the source node produces an initial PMIU estimate. This
initial estimate equals the MIU of the first link along the path to
the destination. It can be greater than the actual PMIU

Havi ng produced an initial PMIU estinmate, the source node sends
packets to the destination node. |f one of these packets is |arger
than the actual PMIU, an internmedi ate node will not be able to
forward the packet through the next link along the path. Therefore,
the internedi ate node di scards the packet and sends an Internet
Control Message Protocol (1CWP) [RFC4443] Packet Too Big (PTB)
message to the source node. The |ICWP PTB nessage indicates the MU
of the Iink through which the packet could not be forwarded. The
source node uses this information to refine its PMIU esti mate.

PMIUD relies on the network to deliver | CVWP PTB nessages fromthe

i ntermedi ate node to the source node. |If the network cannot deliver
these nessages, a persistent black hole can develop. |In this
scenari o, the source node sends a packet whose |ength exceeds the
PMIU. An internedi ate node discards the packet and sends an | CVP PTB
message to the source. However, the network cannot deliver the | CW
PTB nessage to the source. Therefore, the source node does not
update its PMIU estinmate and it continues to send packets whose

| engt h exceeds the PMIU. The internedi ate node di scards these
packets and sends nore | CMP PTB nessages to the source. These | CW
PTB nessages are |ost, exactly as previous | CVP PTB nessages were

| ost.

In sone operational scenarios (Section 3), networks cannot deliver
| CMP PTB nessages from an internmedi ate node to the source node
Ther ef ore, enhanced procedures are required.

Thi s docunment defines |IPv6 packet truncation procedures. Wen an
| Pv6 source node originates a packet, it executes the follow ng
procedur e:

o Mark the packet as being eligible for truncation

0 Forward the packet towards its destination

Leddy, et al. Expires April 15, 2019 [ Page 3]



Internet-Draft | Pv6 Packet Truncation Cct ober 2018

If an internmedi ate node cannot forward the packet because of an MIU
issue, it executes the follow ng procedure:

0 Detect that the packet is eligible for truncation

o0 Send an | CMP PTB nessage to the source node, with the MU field
i ndi cating the MIU of the Iink through which the packet could not
be forwarded.

0 Truncate the packet.

o Mark the packet as being truncated.

0 Update the packet’s upper-layer checksum (if possible).
0 Forward the packet towards its destination

When the destinati on node receives the packet, it executes the
foll owi ng procedure:

0 Detect that the packet has been truncated.

0 Send an | CMP PTB nessage to the source node, with the MU field
i ndicating the length of the truncated packet.

o Discard the packet.

Both | CvP PTB nessages, nentioned above, contain MIU information that
the source node can use to refine its PMIU esti nate.

The procedures described herein prevent inconplete (i.e., truncated)
data from being delivered to upper-layer protocols. VWhile |IPv6
packet truncation may facilitate new upper-|ayer procedures, upper-
| ayer procedures are beyond the scope of this docunent.

The procedures described herein nake PMIUD nore reliable by

i ncreasing the probability that the source node will receive | CVWP PTB
feedback from a downstream device. Even when the network cannot
deliver ICMP PTB nessages froman internmediate router to a source
node, it may be able to deliver an | CMP PTB nessages fromthe
destination node to the source node.

However, the procedures described herein do not nmake PMIUD one
hundred per cent reliable. In sone operational scenarios, the
networ k cannot deliver any | CMP nessages to the source node,
regardl ess of their origin.
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2

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Oper ati onal Consi derations

The packet truncation procedures described herein nake PMIUD nore
resilient when:

o The network can deliver |CVMP nessages fromthe destination node to
t he source node.

0 The network cannot deliver |ICMP nessages froman internedi ate node
to the source node.

The followi ng are common operational scenarios in which packet
truncati on procedures can make PMIUD nore resilient:

o The destination node has a viable route to the source node, but
the internedi ate node does not.

0 The source node is protected by a firewall that adm nistratively
bl ocks all packets except for those from specified subnetworks.
The destinati on node resides in one of the specified subnetworks,
but the intermedi ate node does not.

0 The source address of the original packet (i.e., the packet that
elicited the | CMP nmessage) was an anycast address. Therefore, the
destination address of the |ICVMP nessage is the sanme anycast
address. In this case, an | CWP nessage fromthe destinati on node
is likely to be delivered to the correct anycast instance. By
contrast, an | CVWP nessage froman internediate node is less likely
to be delivered to the correct anycast instance.

Packet truncation procedures do not nmake PMIUD nore resilient when
the network cannot reliably deliver any | CMP nessages to the source
node. The follow ng are operational scenarios where the network
cannot reliably deliver any | CMP PTB nessages to the source node:

0 The source node is protected by a firewall that adm nistratively
bl ocks all | CMP nessages.
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0 The source node is an anycast instance served by a | oad-bal ancer
as defined in [ RFC7690]. The | oad-bal ancer does not inplenment the
mtigations defined in [ RFC7690].

4. | Pv6 Destination Options
Thi s docunent defines the followi ng | Pv6 Destination options:

4.1. The Truncation Eligible Option
The Truncation Eligible option indicates that the packet is eligible
for truncation. It also indicates that the packet has not been
truncat ed.

The Truncation Eligible option contains the follow ng fields:

0 Option Type - Truncation Eligible option. Value TBD by | ANA. See
Not es bel ow.

0 Opt Data Len - Length of Option Data, neasured in bytes. MJST be
equal to O.

| Pv6 packets that include the Fragnent header MJUST NOT i nclude the
Truncation Eligible option.

| Pv6 packets whose length is less than the I Pv6 mininumlink MIU
SHOULD NOT include the Truncation Eligible option.

The |1 Pv6 Hop-by-hop Options header SHOULD NOT include the Truncation
El i gi bl e option.

The 1 Pv6 Destination Options header:
0 MAY include a single instance of the Truncation Eligible option.

0 SHOULD NOT include nultiple instances of the Truncation Eligible
option.

0 MJST NOT include both the Truncation Eligible option and the
Truncat ed Packet option (Section 4.2).

NOTE 1: According to [ RFC8200], the highest-order two bits of the
Option Type (i.e., the "act" bits) specify the action taken by a
processi ng node that does not recognize Option Type. The required
action is skip over this option and continue processing the header.
Therefore, I1ANA is requested to assign this Option Type with "act"
bits "00".
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NOTE 2: According to [ RFC8200], the third-highest-order bit (i.e.
the "chg" bit) of the Option Type specifies whether Option Data can
change on route to the packet’s destination. Because this option
contains no Option Data, | ANA can assign this Option Type without
regard to the "chg" bit.

4.2. The Truncated Packet Option

The Truncated Packet option indicates that the packet has been
truncated and is eligible for further truncation.

The Truncated Packet option contains the follow ng fields:

o0 Option Type - Truncated Packet option. Value TBD by | ANA.  See
Not es bel ow.

0 Opt Data Len - Length of Option Data, neasured in bytes. MJST be
equal to O.

| Pv6 packets that include the Fragnent header MJUST NOT i nclude the
Truncat ed Packet option

| Pv6 packets whose length is less than the IPv6 mninumlink MU MJST
NOT include the Truncated Packet option

The 1 Pv6 Hop-by-hop Options header SHOULD NOT include the Truncated
Packet option.

The |1 Pv6 Destination Options:
0 MAY include a single instance of the Truncated Packet option

0 SHOULD NOT include nultiple instances of the Truncated Packet
option.

0 MJST NOT include both the Truncated Packet option and the
Truncation Eligible option.

NOTE 1: According to [ RFC8200], the highest-order two bits of the
Option Type (i.e., the "act" bits) specify the action taken by a
processi ng node that does not recognize Option Type. The required
action is to discard the packet and send an | CVP Paraneter Problem
Code 2, message to the packet’s Source Address, pointing to the
unrecogni zed Option Type. Therefore, IANA is requested to assign
this Option Type with "act” bits "10".

NOTE 2: According to [ RFC8200], the third-highest-order bit (i.e.
the "chg" bit) of the Option Type specifies whether Option Data of
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that option can change on route to the packet’'s destination. Because
this option contains no Option Data, | ANA can assign this Option Type
wi thout regard to the "chg" bit.

5. Reference Topol ogy

I | Upper | I I I I | Upper

I | Layer | I I I I | Layer

I I I I I I I

|I I P | <-------- >| I P | <-------- >| I P | <-------- >| I P

|I Layer | MIU | Layer | MIU | Layer | MIU | Layer

! ---------- 9000 @ ----------- 4000 @ ----------- 1500 @ ----------
- Sour ce Router 1 Router 2 Desti nati
o Node Node

Figure 1: Reference Topol ogy

Figure 1 depicts a network that contains a Source Node, internediate
nodes (i.e., Router 1, Router 2), and a Destination Node. The link
that connects the Source Node to Router 1 has an MIU of 9000 bytes.
The link that connects Router 1 to Router 2 has an MIU of 4000 bytes,
and the link that connects Router 2 to the Destination Node has an
MIU of 1500 bytes. The PMIU between the Source Node and the
Destination Node is 1500 bytes.

This topology is used in exanples throughout the docunent.
6. Truncation Procedures

In the Reference Topology (Figure 1), the Source Node produces an
initial estimate of the PMIU between itself and the Destination Node.
This initial estimate equals the MIU of the first Iink on the path to
the Destination Node (e.g., 9000 bytes).

The Source Node refrains from sendi ng packets whose | ength exceeds

t he above-nentioned estimate. However, the above-nentioned estimate
is significantly larger than the actual PMIU (1500 bytes).

Therefore, the Source Node nay send packets whose | ength exceeds the
actual PMIU.

At sonme tinme in the future, an upper-|ayer protocol on the Source
Node causes the IP layer to enmit a packet. The packet contains a
Destination Options header and the Destination Options header
contains a Truncation Eligible option. The total packet |ength,
including all headers and the payload, is 1350 bytes. Because the
total packet length is less than the actual PMIU, this packet can be
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delivered to the Destination Node wi thout encountering any MU
i ssues.

The 1P layer on the Source Node forwards the packet to the Router 1,
Router 1 forwards the packet to Router 2, and the Router 2 forwards
the packet to the Destination Node. The IP layer on the Destination
Node exani nes the Destination Options header and finds the Truncation
Eligible option. The Truncation Eligible option requires no action
by the Destination Node. Therefore, the Destination Node processes
the next header and delivers the packet to an upper-I|ayer protocol

Subsequently, the sane upper-layer protocol on the Source Node causes
the 1P layer to emt another packet. This packet is identical to the
first, except that the total packet length is 2000 bytes. Because
the packet length is greater than the actual PMIU, this packet cannot
be delivered w thout encountering an MIU i ssue.

The I P layer on the source node forwards the packet to Router 1.
Router 1 forwards the packet to Router 2, but the Router 2 cannot
forward the packet because its length exceeds the MIU of the next
link in the path (i.e., 1500 bytes). Because an MIU i ssue has been
encountered, Router 2 exanines the Destination Options header
searching for either a Truncation Eligible option or a Truncated
Packet option. (Normally, the Router 2 would ignore the Destination
Opti ons header).

Because Router 2 finds one of the above-nentioned options, it:

0 Sends an |ICWMP PTB nessage to the Source Node. The | CvP PTB
nmessage contains an MU field indicating the MU of the next link
in the path (i.e. 1500 bytes).

0 Truncates the packet, so that its total length equals the MIU of
the next link in the path.

0 Updates the I Pv6 Payl oad Length.

0o Overwites all instances of the Truncation Eligible option with a
Truncat ed Packet option

o0 Updates the upper-layer checksum (if possible)
o0 Forwards the packet to the Destination Node.
The 1P layer on the Destination Node receives the packet and exam nes

the Destination Options header. Because it finds the Truncated
Packet option, it discards the packet and sends an | CMP PTB nessage
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to the Source Node. The MIU field in the |ICMP PTB nessage represents
the I ength of the received packet.

When the Source Node receives the |CMP PTB nessage, it updates its
PMIU estinmate, as per [RFC8201].

7. Additional Truncation Consi derations

A packet can be truncated multiple tines. 1In the Reference Topol ogy
(Figure 1), assune that the Source Node sends a 5000 byte packet to
the Destination Node. Using the procedures described in Section 6,
Router 1 truncates this packet to 4000 bytes and Router 2 truncates
it again, to 1500 bytes.

A truncated packet MJST contain the basic |Pv6 header, all extension
headers and the first upper-layer header. Wen an internedi ate node
cannot forward a packet due to MIU issues, and the total |ength of
the basic | Pv6 header, all extension headers, and first upper-Iayer
header exceeds the MIU of the next link in the path, the internediate
node MJST di scard the packet and send and | CVP PTB nessage to the
source node. It MJST NOT truncate the packet.

A truncated packet MJUST NOT include the Fragment header. Wen an

i ntermedi at e node cannot forward a packet due to MIU i ssues, and the
packet contains a Fragment header, the internedi ate node MJST discard
t he packet and send and | CMP PTB nessage to the source node. It MJIST
NOT truncate the packet.

A truncated packet nust have a total length that is greater than or
equal to the IPv6 mininmumlink MIU

8. Backwards Conpatibility

Section 6 of this docunent assunes that all nodes recognize the
Truncation Eligible and Truncated Packet options. This section
expl ores backwards conpatibility issues, where one or nore nodes do
not recogni ze the above-nenti oned opti ons.

An internedi ate node that does not recognize the above-nentioned
options behaves exactly as described in [ RFC8200]. Wen it receives
a packet that does not cause an MIU i ssue, it processes the packet.
When it receives a packet that causes an MIU issue, it discards the
packet and sends an | CMP PTB nessage to the source node. |n neither
case does the internedi ate node exam ne the Destination Options
header or truncate the packet.

A destination node that does not recognize the Truncation Eligible
option al so behaves exactly as described in [RFC8200]. Wen it
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10.

recei ves a packet that contains the Truncation Eligible option, its
behavior is determ ned by the highest-order two bits of the Option
Type (i.e., the "act" bits). Because the "act" bits are equal to
"00", the destination node skips over the option and continues to
process the packet. This is exactly what the destination node woul d
have done if it had recognized the Truncation Eligible option

A destination node that does not recognize the Truncated Packet
option al so behaves exactly as described in [RFC8200]. Wen it
recei ves a packet that contains the Truncated Packet option, its
behavior is determ ned by the highest-order two bits of the Option
Type (i.e., the "act" bits). Because the "act" bits are equal to
"10", the destination node discards the packet and sends an | CWP
Par anet er Problem Code 2, message to the packet’s Source Address,
pointing to the Truncated Packet option. The destination node does
not emt an | CVP PTB nessage.

The source node takes appropriate action when it receives the | CW
Par anet er Probl em nessage.

Checksum Consi der ati ons
When an internedi ate node truncates a packet, it SHOULD update the
upper -1l ayer checksum if possible. This is desirable because it

i ncreases the probability that the truncated packet will be delivered
to the destination node.

M ddl eboxes resi di ng downstream of the internedi ate node may attenpt
to validate the upper-layer checksum |f validation fails, they may
di scard the packet without sending an | CMP nessage.
I nvalid Packet Types

The followi ng packet types are invalid:

0 Packets that contain the Fragnent header and the Truncation
El i gi bl e option

0 Packets that contain the Fragnent header and the Packet Truncated
option.

0 Packets that contain the Truncation Eligible option and the Packet
Truncat ed option

0 Packets that specify an Option Data Length greater than O in the
Truncation Eligible option

Leddy, et al. Expires April 15, 2019 [ Page 11]



Internet-Draft | Pv6 Packet Truncation Cct ober 2018

11.

12.

0 Packets that specify an Option Data Length greater than 0 in the
Truncat ed Packet option.

0 Packets that have a total length less than the IPv6 m nimumlink
MIU and contain the Packet Truncated option

If an intermedi ate node cannot forward one of the above-nentioned
packets because of an MIU i ssue, its behavior is as described in

[ RFC8200]. The intermedi ate node di scards the packet and sends an

| CMP PTB nessage to the source node. It does not truncate or forward
t he packet.

When t he destination node receives one of the above-nentioned
packets, it MJST:

o Discard the packet

o0 Send an | CWP Paraneter Problem Code 2, nessage to the packet’s
Source Address, pointing to the first invalid option

The destinati on node MJUST NOT send an | CMP PTB nessage.
Net wor k Consi derati ons
The procedures described herein rely upon the networks ability:

0 To convey packets that contain destination options fromthe source
node to the destinati on node.

0 To convey | CMP Paraneter Problem nmessages in the reverse
direction.

Oper ati onal experience [RFC7872] reveals that a significant number of
net wor ks drop packets that contain |Pv6 destination options.
Li kewi se, many networks drop | CMP Paraneter Probl em nessages.

[I-D. boni ca- 6man- unr ecogni zed- opt] descri bes procedures that upper-
| ayer protocols can execute to verify that the above-nentioned
requirenents are satisfied. Upper-layer protocols can execute these
procedures before emtting packets that contain the Truncation
Eligible option

Encapsul ating Security Payl oad Consi derati ons
An | Pv6 packet can contain both

0 An Encapsulating Security Payload (ESP) [ RFC4303] header
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13.

14.

0 Truncation options (i.e., the Truncation Eligible or Truncated
Packet options).

In this case, the packet MJST contain a Destination Options header
that precedes the ESP. That Destination Options header contains the
truncation options and is not protected by the ESP. The packet MAY
al so contain another Destination Options header the follows the ESP
That Destination Options header is protected by the ESP and MJST NOT
contain the truncation options.

As per RFC 4303, a packet can contain two Destination Options headers
one preceding the ESP and one followi ng the ESP

Ext ensi on Header Consi derati ons

According to [ RFC8200], the follow ng | Pv6 extension headers can
contain options:

0 The Hop-by-hop Options header
o The Destination Options header

The Hop-by-hop option can be exanm ned by each node along the path to
a packet’s destination. Destination options are exanined by the
destination node only. However, [RFC2473] provides a precedent for

i nternmedi at e nodes exam ning the Destination options on an exception
basis. (See the Tunnel Encapsulation Limt.)

The truncation options described herein are exam ned by:

0 Internedi ate nodes, on an exception basis (i.e, when the packet
cannot be forwarded due to MIU issues).

o0 The Destinati on node.

Theref ore, the above-nenti oned options can be processed nost
efficiently when they are contained by the Destination Option header
When contai ned by the Destination Options header, the above-nentioned
options are exam ned by internedi ate nodes on an exception basis,
only when they are relevant. |f contained by the Hop-by-hop Options
header, they are always exami ned by internedi ate nodes, even when
they are irrel evant.

Security Considerations

PMIUD is vulnerable to ICVP PTB forgery attacks. The procedures
descri bed herein do nothing to mtigate that vulnerability.
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15.

16.

17.

17.

The procedures described herein are susceptible to a new variation on
that attack, in which an attacker forges a truncated packet. |In this
case, the attackers cause the Destination Node to produce an | CMP PTB
message on their behalf. To sone degree, this vulnerability is
mtigated, because the Destination Node will not enit an | CVMP PTB
message in response to a truncated packet whose length is |less than
the 1Pv6 minimumlink MU

In order to mitigate denial of service attacks, intermedi ate nodes
MUST rate limt the nunber of packets that they truncate per second.

| ANA Consi der ati ons

I ANA is requested to allocate the foll owi ng codepoints fromthe
Destination Options and Hop-by-hop Options registry
(https://ww. i ana. org/ assi gnnent s/ i pv6- par anet er s/

i pv6- par anet er s. xht ml #i pv6- par anet er s- 2) .

0 Truncation Eligible ("act-bits" are "00. "chg-bit" can be either 0
or 1.)

0 Truncated Packet ("act-bits" are "10". "chg-but can be either 0 or
1.)
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