| NTERNET- DRAFT T. Herbert
I ntended Status: Standard Quant oni um
Expires: July 2018

January 15, 2018

| CMPv6 errors for discarding packets due to processing limts
draft-herbert-6man-icnp-limts-03

Abst ract

Net wor k nodes may di scard packets if they are unable to process

prot ocol headers of packets due to processing constraints or limts.
When such packets are dropped, the sender receives no indication so
it cannot take action to address the cause of discarded packets. This
docunment defines ICVMPv6 errors that can be sent by a node that

di scards packets because it is unable to process the protoco

headers. A node that receives such an |CMPv6 error may be able to
modi fy what it sends in future packets to avoid subsequent packet

di scards.

Status of this Meno

This Internet-Draft is submtted to | ETF in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/lid-abstracts. htni

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow. ht m
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docunment authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this document. Code Components extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.
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1 Introduction

Thi s docunment specifies |ICMPv6 errors that can be sent when a node
di scards a packet due to it being unable to process the necessary

protocol headers because of processing constraints or limts. New
| CMPv6 code points are defined as an update to [ RFC4443].

Four of the errors are specific to processing linmts of extension
headers; another error is used when the aggregate protocol headers in
a packet exceed the processing limts of a node.

1.1 Extension header limts

Wth | Pv6, optional internet-layer information is carried in one or
more | Pv6 Extension Headers [ RFC8200]. Extension Headers are placed
bet ween the | Pv6 header and t he Upper-Layer Header in a packet. The
term "Header Chain" refers collectively to the | Pv6 header, Extension
Headers, and Upper-Layer Headers occurring in a packet. |ndividua
extensi on headers may have a length of 2048 and nust fit into one
MIU. Destination Options and Hop by Hop Options contain a |ist
options in Type-length-value (TLV) format. Each option includes a

Il ength of the data field in octets, and the ninimum size of an option
(non-pad type) is two bytes and the naxi mumlength is 257 bytes. The
nunber of options in an extension header is only limted by the

I ength of the extension header and MIU. Options may al so be ski pped
over by a receiver if they are unknown and the Option Type indicates
to skip (first two bits are 00).

Per [ RFC8200], except for Hop by Hop options, extension headers are
not exam ned or processed by internedi ate nodes. Many internediate
nodes, however, do exam ne extension header for various purposes. For
i nstance, a node may exanine all extension headers to |ocate the
transport header of packet in order to inplenment transport |ayer
filtering or to track connections to inplenent a stateful firewall.

Destination hosts are expected to process all extensions headers and
options in Hop-by-Hop and Destination Options.

Due to the variable lengths, high limts of |engths of extension
headers, or potential for Denial of Service attack; many devices

i npose operational limts of extension headers in packets they can
process. [RFC7045] discusses the requirenents of intermedi ate nodes
that discard packets because of unrecogni zed extensi on headers. Wen
alimt is exceeded, the typical behavior is to silently discard a
packet. The limits are non-standard and may be confi gurabl e per

i npl ementation. Both internmedi ate nodes and end hosts nmay institute
such limts on extension header processing.
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Thi s docunent defines three Paranmeter Problem codes and extends the
appl i cably of an existing code that are sent by a node that discards
a packet due to processing limts of extension headers being
exceeded. A source host that receives an ICMPv6 error can nodify the
use of extension headers in subsequent packets to the destination in
order to avoid further occurrences of packets being di scarded.

1.2 Aggregate header limts

Many hardware devices inplenent a parsing buffer of a fixed sized to
process packets. The parsing buffer is expected to contain all the
headers (often up to a transport |ayer header for filtering) that a
devi ce needs to exanine. Parsing buffers have been inplenented with
various sizes (512 bytes is common, some devices have snaller sizes).

When the aggregate | ength of headers in a packet exceeds the size of
the parsing buffer, a device will typically either discard the packet
or defer processing to a software slow path. In either case, no

i ndication of a problemis sent back to the sender

Thi s docunment defines one code for | CWMPv6 Destination Unreachabl e
that is sent by a node that is unable to process the headers of a
packet due to the aggregate size of the packet headers exceeding a
processing limt (e.g. exceeding the size of a parsing buffer). A
source host that receives an | CMPv6 error can nodify the headers used
i n subsequent packets to try to avoid further occurrences of packets
bei ng di scarded or relegated to a sl ow path.

2 |ICWPv6 errors for extension header linmts

Three new codes are defined for Paraneter Problemtype and
applicability of one existing code is extended for |ICMPv6 errors for
ext ensi on header limts.

2.1 Format

The format of the | CMPv6 nessage for an extension header linmt
exceeded error is:

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
| Type | Code | Checksum |
B i s T T S T et S S T S I T s sl s ol ST S S S
| Poi nt er |
B T i S S i S T h T i S S S S e
| As much of invoking packet |
+ as possible without the | CMPv6 packet +
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[ exceeding the mninumI|Pve MIU [| Pv6] [
| Pv6 Fi el ds:

Destinati on Address
Copied fromthe Source Address field of the invoking packet.

| CMPv6 Fi el ds:

Type
4 (Paraneter Problemtype)

Code (pertinent to this specification)

1 - Unrecogni zed Next Header type encountered

4 - Extension header too big

5 - Extension header chain too |ong

6 - Too many options in extension header
Poi nt er

Identifies the octet offset within the invoking packet where
the probl em occurred.

The pointer will point beyond the end of the | CMPv6 packet if
the field having a problemis beyond what can fit in the
maxi mum si ze of an | CMPv6 error nessage.

2.2 Unrecogni zed Next Header type encountered (code 1)

[ RFC8200] specifies that a destination host should send an
"unrecogni zed next header type" when a Next Header value is
unrecogni zed in a packet. This docunent extends this to allow

i nternmedi ate nodes to send this same error for a packet that is
di scarded because a node does not recognize a Next Header type.

This code SHOULD be sent by an internedi ate node that discards a
packet because it encounters a Next Header type that is unknown in
its exam nation. The |CMPv6 Pointer field is set to the offset of the
unrecogni zed value within the original packet.

Not e that when the original sender receives the ICVMPv6 error it can
differentiate between the nessage being sent by a destination host,
per [RFC4443], and an error sent by an intermedi ate host based on
mat chi ng the source address of the | CMPv6 packet and the destination
address of the packet in the | CMPv6 dat a.

2.3 Extension header too big (code 4)

An | CMPv6 Paranmeter Problemwi th code for "extension header too big"

T. Herbert Expires July 19, 2018 [ Page 5]



| NTERNET DRAFT draft-herbert-6man-icnp-limts-03 January 15, 2018

SHOULD be sent when a node discards a packet because the size of an
ext ensi on header exceeds its processing limt. The | CMPv6 Pointer
field is set to the offset of the first octet in the extension header
that exceeds the lint.

2.4 Extension header chain too |ong (code 5)

An | CWPv6 Paraneter Problemw th code for "extension header chain too
| ong” SHOULD be sent when a node discards a packet with an extension

header chai n because an extensi on header chains exceeds it processing
limt.

There are two different linmits that might be applied: a linit on the
total size in octets of the header chain, and a limt on the nunber
of extension headers in the chain. This error code is used in both
cases. In the case that the a size |limt is exceeded, the | CVMPv6
Pointer is set to first octet beyond the linit. In the case that the
nunber of extension headers is exceeded, the |CMPv6 Pointer is set to
the offset of first octet of the first extension header that is
beyond the linmt.

2.5 Too nmany options in extension header (code 6)

An | CMPv6 Paraneter Problemwi th code for "too many options in

ext ensi on header" SHOULD be sent when a node discards a packet with
an extension header that has a nunber of options that exceed the
processing limts of the node. This code is applicable for
Destination options or Hop-by-Hop options. The | CMPv6 Pointer field
is set to the first octet of the first option that exceeds the lint.

3 1CGwv6 error for aggregate header linmits

One code is defined for Destination Unreach type for aggregate header
limts.

3.1 Format
The error for aggregate header linmts enploys a nmulti-part | CVPv6
message format as defined in [RFC4884]. The extended structure
contains a pointer to the octet beyond the limt.

The format of the | CMPv6 nessage for an aggregate header linmit
exceeded i s:
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| Pv6 Fi el ds:

Destinati on Address
Copi ed fromthe Source Address field of the invoking packet.

| CWPv6 Fi el ds:

Type
1 (Destination Unreachabl e type)

Code (pertinent to this specification)
8 - Headers too |ong

Length
Length of the "original datagram' neasured in 64 bit words

Poi nt er
Identifies the octet offset within the invoking packet where a
limt was exceeded.

The pointer will point beyond the end of the original datagram
if the field exceeding the limt is beyond what can fit in the
maxi mum si ze of an | CMPv6 error nessage.

3.2 Usage

An | CMPv6 Destination Unreachable error with code for "headers too
| ong" SHOULD be sent when a node di scards a packet because the
aggregate length of headers in the packet exceeds the processing
limts of the node. The Pointer in the extended | CMPv6 structure is
set to the offset of the first octet that exceeds the limt.
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4 (Qperation

Nodes that send or receive |ICVWPv6 errors due to header processing
limts MUST generally conply with | CVMPv6 processing as specified in
[ RFC4443] .

4.1 Priority of reporting
More than one |1 CVMPv6 error may be applicable to report for a packet.
For instance, the nunber of extension headers in a packet night
exceed a limt, and the aggregate |length of protocol headers m ght
al so exceed a limt. Only one |CMPv6 error should be sent for a
packet, so a priority is defined to determ ne which error to report.

The reporting priority of 1CMPv6 errors for processing limts is from
hi ghest to |lowest priority:

1) Real error (existing codes)

2) Unrecogni zed Next Header type encountered by an internediate
node

3) Too many options in an extension header
4) Extension header too big

5) Extension header chain too long for number of extension headers
limt exceeded

6) Extension header chain too long for size of the extension
header chain exceeding a linit

7) Headers too |ong
4.2 Host response

When a source host receives an | CMPv6 error for a processing limt
bei ng exceeded, it SHOULD verify the ICMPv6 error is valid and take
an appropriate action

The 1 QvwPv6 error SHOULD be | ogged with sufficient detail for
debuggi ng packet loss. The details of the error, including the
addresses and the of fendi ng extensi on header or data, should be
retained. This would be useful for instance to debug when a node is
m s- confi gured and unexpectedly di scardi ng packets, or when a new
ext ensi on header is being depl oyed.

A host MAY nodify its usage of protocol headers in subsequent packets
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to avoid repeated occurrences of the sane error
For 1 CMPv6 errors cause by extension header limits being exceeded:

* An error SHOULD be reported to an application if the application
enabl ed extension headers for its traffic. The application MAY
either term nate a connection if extension headers are required,
stop using extension headers in packets to the destination
i ndicated in packet of the ICMPv6 error, or attenpt nodify its
use of extension headers or headers to avoid the packet drop

* A host system SHOULD take action if it is automatically
i nserting extension headers into packets unbeknownst to the
application. The host system SHOULD either stop using extension
headers or nodify its used of extension headers for subsequent
packets sent to the destination indicated in the packet of the
| CMPv6 error

5 Security Considerations

Thi s docunment does not introduce any new security concerns for use of
| CMPv6 errors. The security considerations for |CMPv6 described in
[ RFC4443] are applicabl e.
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6 | ANA Consi derations
6.1 Paraneter Probl em codes

I ANA is requested to assign the following codes for | CMPv6 type 4
"Paranet er Problen':

4 - Extension header too big

5 - Extension header chain too |ong

6 - Too many options in extension header
6.2 Destination Unreachabl e codes

I ANA is requested to assign the following codes for |CVMPv6 type 1
"Destination Unreachabl e":

8 - Headers too |ong
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