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Abst ract

There is a noticeable trend towards network requirements, behaviours
and semantics that are specific to a limted region of the Internet
and a particular set of requirenments. Policies, default paraneters,
the options supported, the style of network managenent and security
requirenents may vary. This docunent reviews exanpl es of such
limted donmains and energing sol utions, and devel ops a rel ated
taxonony. It then briefly discusses the standardization of protocols
for limted domains. Finally, it shows the needs for a precise
definition of limted domain menbership and for nechanisns to allow
nodes to join a domain securely and to find other nenbers, including
boundary nodes.
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1. Introduction

As the Internet continues to grow and diversify, with a realistic
prospect of tens of billions of nodes being connected directly and
indirectly, there is a noticeable trend towards |ocal requirenents,
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behavi ours and semantics. The word "l ocal"” should be understood in a

speci al sense, however. 1In sone cases it may refer to geographica
and physical locality - all the nodes in a single building, on a
single canpus, or in a given vehicle. |In other cases it may refer

a defined set of users or nodes distributed over a much wi der area

to

but drawn together by a single virtual network over the Internet, or

a single physical network running partially in parallel with the
Internet. W expand on these possibilities below. To capture the
topic, this docunent refers to such networks as "limted domai ns".
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Sone peopl e have concerns about splintering of the Internet along
political or linguistic boundaries by nechanisns that block the free
flow of information across the network. That is not the topic of
this docunment, which does not discuss filtering nmechani sns and does
not apply to protocols that are designed for use across the whol e
Internet. It is only concerned with donains that have specific
techni cal requirenents.

The word "domai n" in this document does not refer to nam ng domains
in the DNS, although in sonme cases a |linited domain night
incidentally be congruent with a DNS donai n.

The requirenents of linmted domains will be different in different
scenarios. Policies, default paranmeters, and the options supported
may vary. Also, the style of network managenent nmay vary, between a
conpl etely unmanaged network, one with fully autonom ¢ nanagenent,
one with traditional central managenent, and m xtures of the above.
Finally, the requirements and solutions for security and privacy nmay
vary.

Thi s docunments anal yses and di scusses sone of the consequences of
this trend, and how it inpacts the idea of universal interoperability
inthe Internet. Firstly we list exanples of |limted domain
scenarios and of technical solutions for linmted domains, with the
mai n focus being the Internet |ayer of the protocol stack. Then we
devel op a taxonony of the features to be found in limted domains.
Wth this background, we discuss the resulting challenge to the
notion that all Internet standards nust be universal in scope and
applicability. To the contrary, we assert that sone protocols need
to be specifically limted in their applicability. This inplies that
the concepts of a limted domain, and of its nenbership, need to be
formali sed and supported by secure nechanisnms. Wile this docunent
does not propose a design for such nechanisns, it does outline some
resulting functional requirenents.

2. Failure Mddes in Today's Internet

Today, the Internet does not have a well-defined concept of linited
domains. One result of this is that certain protocols and features
fail on certain paths. Previously, this has been analysed in terns
of transparency [RFC2775], [RFC4924] or of intrusive m ddl eboxes

[ RFC3234], [RFC7663], [I-D.dol son-plus-m ddl ebox-benefits].
Unfortunately the problens persist, both in application protocols,
and even in very fundanental mechanisns. For exanple, the Internet
is not transparent to | Pv6 extension headers [RFC7872], and Path MIuU
Di scovery has been unreliable for nany years [ RFC2923], [RFC4821].
IP fragnmentation is also unreliable
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[1-D.bonica-intarea-frag-fragile], and problenms in TCP MSS
negoti ati on have been reported [I|-D. andrews-tcp-and-i pv6-use-m nntu].

On the security side, the widespread insertion of firewalls at donain
boundari es that are perceived by humans but unknown to protocols
results in arbitrary failure nodes as far as the application layer is
concer ned.

This situation is not acceptable, so it seens that a new approach is
needed.

3. Exanples of Limted Donmain Requirenents

This section describes various exanples where linited domain
requirenents can easily be identified, either based on an application
scenario or on a technical inperative. It is of course not a
complete list, and it is presented in an arbitrary order, |oosely
fromsnaller to bigger.

1. A home network. It will be unmanaged, constructed by a non-
specialist, and will possibly include wiring errors such as
physical loops. It nust work with devices "out of the box" as

shi pped by their nmanufacturers and nust create adequate security
by default. Renpte access may be required. The requirenents
and applicable principles are summari sed in [RFC7368].

2. A small office network. This is sometines very sinmlar to a
hone network, if whoever is in charge has little or no
speci al i st know edge, but nmay have differing security and
privacy requirenents. In other cases it nay be professionally
constructed using reconended products and configurations, but
operate unmanaged. Renote access may be required.

3. A vehicle network. This will be designed by the vehicle
manuf acturer but may include devices added by the vehicle's
owner or operator. Parts of the network will have denandi ng
performance and reliability requirenents with inplications for
human safety. Renote access may be required to certain
functions, but absolutely forbidden for others. Comunication
with other vehicles, roadside infrastructure, and external data
sources will be required. See
[I-D.ietf-ipwave-vehicul ar-networking] for a survey of use
cases.

4. Supervi sory Control And Data Acquisition (SCADA) networks, and
other hard real tine networks. These will exhibit specific
techni cal requirenments, including tough real-tine perfornmance
targets. See for exanple [I-D.ietf-detnet-use-cases] for
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10.

numer ous use cases. An exanple is a building services network.
This will be designed specifically for a particular building,
but using standard components. Additional devices may need to
be added at any tinme. Parts of the network may have denmandi ng
reliability requirenents with inplications for hunan safety.
Renote access may be required to certain functions, but

absol utely forbidden for others.

Sensor networks. The two preceding cases will all include
sensors, but some networks may be specifically limted to
sensors and the collection and processing of sensor data. They
may be in remote or technically challenging |ocations and
installed by non-specialists.

Internet of Things (10T) networks. While this termis very
flexible and covers nmany innovative types of network, including
ad hoc networks that are formed spontaneously, it seens
reasonabl e to expect that 10T edge networks will have speci al
requi renents and protocols that are useful only within a
specific domain, and that these protocols cannot, and for
security reasons should not, run over the Internet as a whole.

An i nmportant subclass of 10T networks consists of constrained
net works [RFC7228] in which the nodes are linited in power
consunption and comuni cati ons bandw dth, and are therefore
limted to using very frugal protocols.

Del ay tol erant networks may consist of domains that are
relatively isolated and constrained in power (e.g. deep space
networ ks) and are connected only intermttently to the outside,
with a very long | atency on such connections [ RFC4838]. dearly
the protocol requirenments and possibilities are very specialised
i n such networKks.

"Traditional" enterprise and canpus networks, which nmay be
spread over many kil onmetres and over nultiple separate sites,
with multiple connections to the Internet. Interestingly, the
| ETF appears never to have anal ysed this |ong-established class
of networks in a general way, except in connection with I Pv6
depl oynent (e.g. [RFC7381]).

Data centres and hosting centres, or distributed services acting
as such centres. These will have high perfornmance, security and
privacy requirenents and will typically include |arge nunbers of
i ndependent "tenant" networks overlaid on shared infrastructure.
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11. Content Delivery Networks (CDNs), conprising distributed data
centres and the paths between them spanning thousands of
kil onetres, wi th numerous connections to the Internet.

12. Massive Wb Service Provider Networks. This is a small class of
networks with well known trademarked nanes, conbining aspects of
distributed enterprise networks, data centres and CDNs. They
have their own international networks bypassing the generic
carriers. Like CDNs, they have numerous connections to the
Internet, typically offering a tailored service in each econony.

Three other aspects, while not tied to specific network types, also
strongly depend on the concept of |inmted domains:

1. Intent Based Networking. |In this concept, a network domain is
configured and nmanaged in accordance with an abstract policy
known as "Intent", to ensure that the network perforns as
requi red [I-D. moul chan- nnr g- net wor k-i ntent-concepts]. \Watever
technol ogi es are used to support this, they will be applied
wi thin the domain boundary.

2. Many of the above types of network may be extended throughout the
Internet by a variety of virtual private network (VPN)
techni ques. Therefore we may argue that |inited domains nay
overlap each other in an arbitrary fashi on by use of
virtualization techniques.

3. Network Slicing. A network slice is a virtual network that
consi sts of a nmanaged set of resources carved off froma |arger
network [I|-D.geng-netslices-architecture]. Whatever technol ogies
are used to support slicing, they will require a clear definition
of the boundary of a given slice.

While it is clearly desirable to use comobn solutions, and therefore
common standards, wherever possible, it is increasingly difficult to
do so while satisfying the widely varying requirenments outlined
above. However, there is a tendency when new protocols and protoco
ext ensi ons are proposed to always ask the question "How will this
work across the open Internet?" This docunent suggests that this is
not always the right question. There are protocols and extensions
that are not intended to work across the open Internet. On the
contrary, their requirenments and semantics are specifically limted
(in the sense defined above).

A common argunent is that if a protocol is intended for limted use
the chances are very high that it will in fact be used (or m sused)
in other scenarios including the so-called open Internet. This is
undoubtedly true and neans that limted use is not an excuse for bad
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design or poor security. |In fact, alinmted use requirenent
potentially adds conplexity to both the protocol and its security
design, as discussed |ater

Nevert hel ess, because of the diversity of limted environnents wth
specific requirements that is now energing, specific standards wl|
necessarily emerge. There will be attenpts to capture each market
sector, but the market will denand standardised limted sol utions.
However, the "open Internet” nust remain as the universal nethod of

i nterconnection. Reconciling these two aspects is a major chall enge.

4. Exanples of Linmited Domai n Sol utions

This section lists various exanples of specific linted domain
solutions that have been proposed or defined. It intentionally does
not include Layer 2 technol ogy sol utions, which by definition apply
to limted domains.

1. Differentiated Services. This nechanism][RFC2474] allows a
network to assign locally significant values to the 6-bit
Differentiated Services Code Point field in any |IP packet.

Al t hough there are sone recommended codepoi nt val ues for

speci fic per-hop queue managenent behavi ours, these are
specifically intended to be donai n-specific codepoints with
traffic being classified, conditioned and re-narked at domain
boundaries (unless there is an inter-domain agreenent that nakes
re-mar ki ng unnecessary).

2. Networ k function virtualisation. As described in
[I-D.irtf-nfvrg-gaps-network-virtualization], this genera
concept is an open research topic, in which virtual network
functions are orchestrated as part of a distributed system
Inevitably such orchestration applies to an administrative
domai n of sone kind, even though cross-domain orchestration is
al so a research area

3. Servi ce Function Chaining (SFC). This technique [ RFC7665]
assunes that services within a network are constructed as
sequences of individual functions within a specific SFC enabl ed
domain. As that RFC states: "Specific features nay need to be
enforced at the boundaries of an SFC-enabl ed donmi n, for exanple
to avoid | eaking SFC information". A Network Service Header
(NSH) [RFCB300] is used to encapsul ate packets flow ng through
the service function chain: "The intended scope of the NSH is
for use within a single provider’s operational domain."

4, Firewal | and Service Tickets (FAST). Such tickets would
acconpany a packet to claimthe right to traverse a network or
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request a specific network service [I-D. herbert-fast]". They
woul d only be valid within a particul ar domain.

5. Data Centre Network Virtualization Overlays. A conmmon
requirenent in data centres that host many tenants (clients) is
to provide each one with a secure private network, all running
over the same physical infrastructure. [RFC8151] descri bes
various use cases for this, and specifications are under
devel opment. These include use cases in which the tenant
network is physically split over several data centres, but which
must appear to the user as a single secure donain.

6. Segnent Routing. This is a technique which "steers a packet
through an ordered list of instructions, called segnents"”
[I-D.ietf-spring-segnent-routing]. The semantics of these
instructions are explicitly local to a segnent routing donmain or
even to a single node. Technically, these segnents or
instructions are represented as an MPLS | abel or an | Pv6
address, which clearly adds a semantic interpretation to them
wi thin the domain.

7. Autononi ¢ Networking. As explained in
[I-D.ietf-anim-reference-nodel], an autononmc network is also a
security domain within which an autonom c control plane
[I-D.ietf-ani ma-autonom c-control -plane] is used by service
agents. These service agents nanage techni cal objectives, which
may be |ocally defined, subject to domain-wi de policy. Thus the
domai n boundary is inportant for both security and protoco
pur poses.

8. Honenet. As shown in [RFC7368], a hone networ ki ng domain has
specific protocol needs that differ fromthose in an enterprise
network or the Internet as a whole. These include the Hone
Net wor k Control Protocol (HNCP) [RFC7788] and a nam ng and
di scovery solution [I-D.ietf-honmenet-sinple-naning].

9. Creative uses of I Pv6 features. As |IPv6 enters nore genera
use, engineers notice that it has much nore flexibility than
I Pv4. Innovative suggestions have been made for

* The flow |l abel, e.g. [RFC6294],
[I1-D.fioccol a-v6ops-i pv6-al t-mark].

* Extension headers, e.g. for segnent routing
[I-D.ietf-6man-segnent -routing-header].

* Meani ngful address bits, e.g. [I-D.jiang-senmantic-prefix].
Al so, segnent routing uses |Pv6 addresses as segnent
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identifiers with specific |ocal neanings

[I-D.ietf-spring-segnent-routing].

Al'l of these suggestions are only viable within a specified

domai n. The case of the extension header
interesting, since its existence has been
point" for IPv6, but it is notorious that
are virtually inpossible to depl oy across
[ RFC7045], [RFC7872]. 1t is worth noting

is particularly

a major "selling

new ext ensi on headers
t he whol e | nternet

t hat extensi on header

filtering is considered as an inportant security issue
[I-D.ietf-opsec-ipv6-eh-filtering]. There is considerable
appetite anmong vendors or operators to have flexibility in
defining extension headers for use in linited or specialised
domains, e.g. [I|-D.voyer-6nan-extension-header-insertion] and

[BIG P].

Determ nistic Networking (DetNet). The Deterministic Networking
Architecture [I-D.ietf-detnet-architecture] and encapsul ati on
[I-D.ietf-detnet-dp-sol] aimto support flows with extrenely |ow
data | oss rates and bounded | atency, but only within a part of

the network that is "Det Net aware". Thus,

as for differentiated

services above, the concept of a domain is fundanental

Provi si oni ng Dormains (PvDs). An architecture for Miultiple
Provi si oni ng Domai ns has been defined [ RFC7556] to allow hosts
attached to nultiple networks to learn explicit details about
the services provided by each of those networKks.

5.  Taxonony of Linited Donains

This section devel ops a taxonomy for describing Iimted donains.

Several major aspects are considered in this taxonony:
0 The donmin as a whol e.

0 The individual nodes.

o The donai n boundary.

o The domain’s topol ogy.

0 The domain’s technol ogy.

0 How the domain connects to the Internet.

0 The security, trust and privacy nodel.

0 COperations.
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The followi ng sub-sections anal yse each of these aspects.

5. 1.

(0]

5. 2.

5.83.

The Donmmin as a Wol e

Why does the donmin exist? (e.g., human choice, adm nistrative
policy, orchestration requirenments, technical requirenments)

If there are special requirenments, are they at Layer 2, Layer 3 or
an upper |ayer?

I's the donmai n managed by humans or fully autonom c?

I f managed, what style of nanagenent applies? (Manua
configuration, automated configuration, orchestration?)

Is there a policy nodel? (Intent, configuration policies?)
Does the domain provide controlled or paid service or open access?
I ndi vi dual Nodes

Is a domain menber a conplete node, or only one interface of a
node?

Are nodes permanent nenbers of a given dormain, or are join and
| eave operations possible?

Are nodes physical or virtual devices?

Are virtual nodes general -purpose, or linited to specific
functions, applications or users?

Are nodes constrained (by battery etc)?

Are devices installed "out of the box" or pre-configured?
The Donai n Boundary

How i s the domain boundary identified or defined?

I's the donmin boundary fixed or dynam c?

Are boundary nodes special? O can any node be at the boundary?
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5. 4.

5.

5.

5.

6

Topol ogy
Is the domain a subset of a layer 2 or 3 connectivity domai n?

In I P addressing ternms, is the domain Link-local, Site-local, or
d obal ?

Does the domain overlap other domains? (In other words, a node
may or may not be allowed to be a menber of nultiple domains.)

Does the domain natch physical topology, or does it have a virtua
(overlay) topol ogy?

Is the domain in a single building, vehicle or canpus? O is it
di stri buted?

If distributed, are the interconnections private or over the
I nternet?

In I P addressing terms, is the domain Link-local, Site-local, or
d obal ?

Technol ogy

In routing ternms, what routing protocol (s) are used, or even
di fferent forwarding nmechani sms (MPLS or other non-1P nmechanism?

In an overlay domain, what overlay technique is used (L2VPN
L3VPN, ...)?

Are there specific QoS requirenments?
Link latency - normal or long |latency |inks?
Mobility - are nodes nobile? |s the whole network nobile?

Whi ch specific technol ogi es, such as those in Section 4, are
appl i cabl e?

Connection to the Internet

Is the Internet connection permanent or intermttent? (Never
connected is out of scope.)

What traffic is bl ocked, in and out?

What traffic is allowed, in and out?
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5.

5.

5.

7

8.

9.

o What traffic is transformed, in and out?

0 |Is secure and privileged renote access needed?

0 Does the domain allow unprivil eged renote sessions?
Security, Trust and Privacy Model

o Mist domai n menbers be authorized?

0 Are all nodes in the domain at the sanme trust |evel?
o Is traffic authenticated?

o Is traffic encrypted?

o Wat is hidden fromthe outside?

Qper ati ons
o Safety level - does the domain have a critical (human) safety
rol e?

0 Reliability requirenent - normal or 99.999% ?

o Environment - hazardous conditions?

o Installation - are specialists needed?

0 Service visits - easy, difficult, inpossible?

o Software/firmvare updates - possible or inpossible?

Maki ng use of this taxonony

Thi s taxonony could be used to design or analyse a specific type of
limted domain. For the present docunent, it is intended to forma
background to the following two sections, concerning the scope of
protocols used in limted domains, and mechani sms reuqgired to
securely define domai n nmenbership and properties

The Scope of Protocols in Linited Domai ns

One consequence of the deployment of linmited domains in the |Internet
is that sone protocols will be designed, extended or configured so
that they only work correctly between end systens in such domains.

This is to sone extent encouraged by sonme existing standards and by
t he assignnment of code points for local or experinental use. In any
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case it cannot be prevented. Also, by endorsing efforts such as
Service Function Chai ning, Segnent Routing and Determnistic

Net working, the IETF is in effect encouragi ng such depl oynents.
Furthernore, it seens inevitable, if the "Internet of Things" becones
reality, that mllions of edge networks containing conpletely nove
types of node will be connected to the Internet; each one of these
edge networks will be a linited domain.

It is therefore appropriate to di scuss whet her protocols or protoco
ext ensi ons shoul d sonetines be standardised to interoperate only
within a Limted Donmain Boundary. Such protocols would not be
required to interoperate across the Internet as a whole. Severa
possi bly overl appi ng scenarios could then arise:

A If alimted domain is split into two parts connected over the
Internet directly at the IP layer (i.e. with no tunne
encapsul ati ng the packets), a |imted-donmain protocol could be
operated between those two parts regardl ess of its special nature,
as long as it respects standard IP formats and is not arbitrarily
bl ocked by firewalls. A sinple exanple is any protocol using a
port nunber assigned to a specific non-1ETF protocol

Such a protocol could reasonably be described as an "inter-donain"
protocol because the Internet is transparent to it, even if it is
meani ngl ess except in the two parts of the limted domain. This
is of course nothing newin the Internet architecture.

B. If alimted-domain protocol does not respect standard IP
formats (for exanple, if it includes a non-standard | Pv6 extension
header), it could not be operated between two parts of a domain
split at the IP Ilayer.

Such a protocol could reasonably be described as an "intra-donain"
protocol, and the Internet is opaque to it.

C If alinted-donmain protocol is clearly specified to be
invalid outside its domain of origin, neither scenario A nor B
applies. The two domains need to be unified as a single virtua
domai n. For exanple, an encapsul ating tunnel between the parts of
the split domamin could be used. Also, nodes at the donmin
boundary nust drop all packets using the |imted-donmain protocol

D. If alimited-domain protocol has dommin-specific variants,
such that inplementations in different domains could not
interoperate if those domains were unified by some nechanism the
protocol is not interoperable in the normal sense. |f two domains
using it were nmerged, the protocol might fail unpredictably. A
sinmpl e exanple is any protocol using a port nunber assigned for
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experinental use. Such a protocol usually also falls into
scenario C.

To provide an existing exanple, consider Differentiated Services

[ RFC2474]. A packet containing any val ue whatever in the 6 bits of
the Differentiated Service Code Point (DSCP) is well-formed and falls
into scenario A. However, because the semantics of DSCP val ues are

I ocally significant, the packet also falls into scenario D. |In fact,
differentiated services are only interoperabl e across domain
boundaries if there is a correspondi ng agreenent between the
operators; otherwi se a specific gateway function is required for

meani ngful interoperability. Mich nore detailed discussion is to be
found in [RFC2474] and [ RFC8100].

To provide a provocative exanpl e, consider the proposal in

[1-D. voyer-6man-ext ensi on-header-insertion] that the restrictions in
[ RFC8200] should be relaxed to allow | Pv6 extension headers to be
inserted on the fly in I Pv6 packets. |If this is done in such a way
that the affected packets can never |eave the specific limted domain
in which they were nodified, scenario C applies. |If the senmantic
content of the inserted headers is locally defined, scenario D al so
applies. In neither case is the Internet disturbed.

We conclude that it is reasonable to explicitly define |inited-donmain
protocol s, either as standards or as proprietary nechani sns, as |ong
as they describe which of the above scenarios apply and they clarify
how the domain is defined. As long as all relevant standards are
respected outside the donmain boundary, a well-specified linted-
domai n protocol is not harnful to the Internet. However, as
described in the next section, mechani sns are needed to support
domai n nmenber shi p operations.

7. Functional Requirenents of Limted Domains

As the precedi ng taxonony shows, there are very nunerous aspects to a
domain, so the comon features are not inmrediately obvious. It would
be possible, but tedious, to apply the taxonony to each of the domain
types described in Section 3. However, we can deduce sone generally
required features and functions w thout doing so.

Firstly, if we drew a topology map, any donmain -- virtual or physica
-- will have a well defined boundary between "inside" and "outside"
However, that boundary in itself has no technical mneaning. What
matters in reality is whether a node is a nmenber of the domain, and
whether it is at the boundary between the domain and the rest of the
Internet. Thus the boundary in itself does not need to be
identified. However, a sending node needs to know whether it is
sending to an inside or outside destination; a receiving node needs
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to know whet her a packet originated inside or outside; and a boundary
node needs to know which of its interfaces are inward-facing or
outward-facing. It is irrelevant whether the interfaces involved are
physi cal or virtual

Wth this perspective, we can |ist sone general functiona

requi renents. An underlying assunption here is that domain
menber shi p operations shoul d be cryptographically secured; a domain
wi t hout such security cannot be reliably protected from attack.

1. Domain ldentity. A donmain nust have a unique and verifiable
identifier; effectively this should be a public key for the
domain. Wthout this, there is no way to secure donmain
operations and domai n nenbership. The hol der of the
correspondi ng private key becones the trust anchor for the
donai n.

2. Node Eligibility. It must be possible for a node to determ ne
whi ch domain(s) it can potentially join, and on which
interface(s).

3. Secure Enrolnment. A node nust be able to enrol in a given donain
via secure node identfication and to acquire rel evant security
credentials (authorization) for operations within the domain. |f
a node has multiple physical or virtual interfaces, they may
require to be individually enrolled

4, Wthdrawal. A node nust be able to cancel enrolnment in a given
domai n.

5. Dynanic Menbership. Optionally, a node should be able
tenporarily leave or rejoin a domain (i.e. enrolment is
persi stent but nenbership is intermttent).

6. Role, inplying authorization to performa certain set of actions.

A node nust have a verifiable role. In the sinplest case, the
choices of role are "interior node" and "boundary node". 1In a
boundary node, individual interfaces may have different roles,
e.g. "inward facing" and "outward facing"

7. Verify Peer. A node nust be able to verify whether another node
is a nmenber of the donain.

8. Verify Role. A node nust be able to learn the verified role of

anot her node. In particular, it nmust be possible for a node to
find boundary nodes (interfacing to the Internet).
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10.

11.

12.

9. Domain Data. |In a domain with nanagenment requirenents, it nust
be possible for a node to acquire domain policy and/or domain
configuration data. This would include, for exanple, filtering
policy to ensure that inappropriate packets do not |eave the
domai n.

These requirenents could formthe basis for further analysis and
sol ution design.

Security Considerations

Clearly, the boundary of a limted domain will alnbst always al so act
as a security boundary. In particular, it will serve as a trust
boundary, and as a boundary of authority for defining capabilities.
Wthin the boundary, |imted-domain protocols or protocol features
will be useful, but they will be neaningless if they enter or |eave

t he domai n.

The security nodel for a linited-scope protocol nust allow for the
boundary, and in particular for a trust nodel that changes at the
boundary. Typically, credentials will need to be signed by a domain-
specific authority.
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