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Abst ract

Segment Routing (SR) is applicable to both Miltiprotocol Labe
Switching (SR-MPLS) and | Pv6 (SRv6) data planes. This docunent
speci fies procedures for using UDP path for sending and processing

i n-band probe query and response nessages for Perfornmance
Measurement. The procedure uses the RFC 6374 defined nechanisns for
Del ay and Loss perfornmance measurenent. The procedure specified is
applicable to SR-MPLS and SRv6 data planes for both |inks and
end-to-end neasurenent for SR Policies. This docunent also defines
mechani sns for handling Equal Cost Miltipaths (ECWPs) for SR
Policies. In addition, this docunment defines Return Path Segnent
Li st TLV for two-way performance measurenent and Bl ock Number TLV for
| oss neasurenent .

Status of This Meno

This Internet-Draft is submitted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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1. Introduction

Segnment Routing (SR) technology greatly sinplifies network operations
for Software Defined Networks (SDNs). SR is applicable to both

Mul tiprotocol Label Switching (SR-MPLS) and | Pv6 (SRv6) data pl anes.
SR t akes advant age of the Equal - Cost Miltipaths (ECMPs) between
source, transit and destination nodes. SR Policies as defined in
[1-D. spring-segnent-routing-policy] are used to steer traffic through
a specific, user-defined path using a stack of Segments. Built-in SR
Per f ormance Measurement (PM is one of the essential requirenents to
provi de Service Level Agreements (SLAs).

The One-\Way Active Measurenent Protocol (OMM) defined in [ RFC4656]
and Two-\Way Active Measurenent Protocol (TWAMP) defined in [ RFC5357]
provi de capabilities for the nmeasurenent of various perfornmance
metrics in I P networks. These protocols rely on control channel
signaling to establish a test channel over an UDP path. These
protocol s | ack support for |EEE 1588 timestanp [l EEE1588] format and
di rect-node Loss Measurenent (LM, which are required in SR networks
[ RFC6374]. The Sinple Two-way Active Measurenent Protocol (STAWP)
[1-D.ippmstanp] alleviates the control channel signaling by using
configuration data nodel to provision test channels. 1In addition
the STAMP supports | EEE 1588 tinmestanp format for Del ay Measurenent
(DM . The TWAMP Light from broadband forum [ BBF. TR-390] provides
sinmplified mechanisns for active perfornmance neasurenent in Custoner
Edge | P networks.

[ RFC6374] specifies protocol nmechanisnms to enable the efficient and
accurate neasurenment of performance nmetrics and can be used in SR
networks with MPLS data plane [I-D.spring-sr-npls-pm. [RFC6374]
addresses the limtations of the I P based performance neasurenent
protocols as specified in Section 1 of [RFC6374]. The [RFC6374]
requires data plane to support MPLS Generic Associ ated Channel Labe
(GAL) and Generic Associ ated Channel (G Ach), which may not be
supported on all nodes in the network.

[ RFC7876] specifies the procedures to be used when sendi ng and

processi ng out-of -band perfornmance neasurenent probe response
nmessages over an UDP return path for RFC 6374 based probe queri es.
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[ RFC7876] can be used to send out-of -band PM probe responses in both
SR-MPLS and SRv6 networks for one-way performance nmeasurenent.

For SR Policies, there are ECMPs between the source and transit
nodes, between transit nodes and between transit and destination
nodes. Existing PMprotocols (e.g. RFC 6374) do not define handling
for ECVP forwarding paths in SR networks.

For two-way neasurements for SR Policies, there is a need to specify
a return path in the formof a Segment List in PM probe query
messages without requiring any SR Policy state on the destination
node. Exiting protocols do not have such mechani sms to specify
return path in the PM probe query nessages.

Thi s docunment specifies a procedure for using UDP path for sending
and processing in-band probe query and response nessages for

Per f ormance Measurenent that does not require to bootstrap PM
sessions. The procedure uses RFC 6374 defined mechani sms for Del ay
and Loss PM and unl ess otherw se specified, the procedures from RFC
6374 are not nodified. The procedure specified is applicable to both
SR- MPLS and SRv6 data planes. The procedure does not require to
bootstrap PM sessions and can be used for both SR links and
end-to-end perfornance neasurenent for SR Policies. This docunent

al so defines nmechani sns for handling Equal Cost Miltipaths (ECWVPS)
for SR Policies. 1In addition, this document defines Return Path
Segment List (RPSL) TLV for two-way performance neasurenment and Bl ock
Nunmber TLV for |oss nmeasuremnent.

2. Conventions Used in This Docunent

2.1. Requirements Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.

2.2. Abbreviations
ACH: Associ ated Channel Header
BSI D: Bi ndi ng Segnent | D.
DFLag: Data Format Fl ag.

DM Del ay Measurenent.
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ECVMP: Equal Cost Ml ti - Path.

G ACh: Ceneric Associ ated Channel (G ACh).
GAL: Generic Associ ated Channel (G ACh) Label
LM Loss Measurenent.

MPLS: Mul tiprotocol Label Swi tching.

NTP: Network Time Protocol.

OMAMP:  One-WVay Active Measurenment Protocol.
PM Performance Measurenent.

PTP: Precision Tine Protocol

RPSL: Return Path Segnent List.

SID: Segnent | D.

SL: Segnent List.

SR Segnent Routi ng.

SR- MPLS: Segnent Routing with MPLS data pl ane
SRv6: Segnment Routing with | Pv6 data pl ane.
STAMP: Sinpl e Two-way Active Measurenent Protocol
TC. Traffic d ass.

TWAMP: Two- WAy Active Measurenent Protocol

URO UDP Return Object.

2.3. Reference Topol ogy

In the reference topol ogy, the querier node RL initiates a probe
query for performance neasurenment and the responder node R5 sends a
probe response for the query message received. The probe response
may be sent to the querier node RlL or to a controller node RL00. The
nodes RL and R5 nmay be directly connected via a link enabled with
Segnent Routing or there exists a Point-to-Point (P2P) SR Policy
[1-D.spring-segnent-routing-policy] on node RL with destination to
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node R5. In case of Point-to-Miltipoint (P2MP), SR Policy
originating fromsource node RL may ternminate on multiple destination
| eaf nodes [I-D.spring-sr-p2np-policy].

| RLOO|
SR
| Response
I
RS, + Query RS, +
| | - |
I | R
| < -] |
R Ry + Response R Ry +

Ref erence Topol ogy

Bot h Del ay and Loss perfornance nmeasurenent is performed in-band for
the traffic traversing between node Rl and node R5. One-way del ay
and two-way del ay nmeasurenents are defined in Section 2.4 of

[ RFC6374]. Transnmit and Receive packet |oss neasurenents are defined
in Section 2.2 and Section 2.6 of [RFC6374]. One-way | oss

measur enent provi des receive packet | oss whereas two-way | oss

nmeasur enent provides both transnmit and recei ve packet |oss.

3. Probe Messages
3.1. Probe Query Message

In this docunment, UDP path is defined for sending and processi ng PM
probe query nessages for Delay and Loss neasurenments for SR |Iinks and
end-to-end SR Policies as described in the followi ng Sections. As
wel | -known UDP port is used for identifying PM probe packets,
boot st rappi ng of the PM session [RFC5357] is not required. The TTL /
Hop Linmit field of the IP header MJUST be set to 1.

3.1.1. Delay Measurenent Probe Query Message

The nmessage content for Del ay Measurenent probe query nessage using
UDP header [RFC768] is shown in Figure 1. As shown, the DM probe
query nessage is sent with Destination UDP port nunber TBAl defi ned
in this docunent. The Source UDP port may optionally be set to TBAl
for two-way del ay nmeasurenment. The DM probe query nessage contains
the payl oad for delay nmeasurenent defined in Section 3.2 of

[ RFCB374] .
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| I'P Header

. Source | P Address = Querier I1Pv4 or |Pv6 Address
Destination | P Address = Responder |Pv4 or |Pv6 Address
Prot ocol = UDP
IPTTL =1
Router Alert Option Not Set

| UDP Header
Source Port = As chosen by Querier
Destination Port = TBAl1 by | ANA for Delay Measurenent

| Payl oad = Message as specified in Section 3.2 of RFC 6374

Figure 1: DM Probe Query Message
3.1.2. Loss Measurenment Probe Query Message

The nmessage content for Loss neasurenent probe query nessage using
UDP header [RFC768] is shown in Figure 2. As shown, the LM probe
query nessage is sent with Destination UDP port nunber TBA2 defi ned
in this docunent. The Source UDP port may optionally be set to TBA2
for two-way | oss nmeasurenent. The LM probe query nessage contains
the payload for | oss neasurenent defined in Section 3.1 of [RFC6374].

| I'P Header

. Source | P Address = Querier I1Pv4 or |Pv6 Address
Destination | P Address = Responder |Pv4 or |Pv6 Address
Prot ocol = UDP
IPTTL =1
Router Alert Option Not Set

| UDP Header
Source Port = As chosen by Querier
Destination Port = TBA2 by | ANA for Loss Measurenent
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Figure 2: LM Probe Query Message

The path segment identifier [I-D.spring-npls-path-segnent]
[1-D. pce-sr-path-segnent] of the SR Policy is required for accounting
received traffic on the egress node for |oss neasurenent.

3.1.2. 1. Bl ock Nunmber TLV

The Loss Measurenent using Alternate-Marking nethod defined in
[ RFC8321] requires to identify the Bl ock Nunber (color) of the
traffic counters carried by the probe query and response nessages.
Probe query and response nessages specified in [ RFC6374] for Loss
Measurement do not define any neans to carry the Bl ock Number.

[ RFC6374] defines probe query and response nessages that can include
one or nore optional TLVs. New TLV Type (value TBA8) is defined in
this docunment to carry Block Number (32-bit) for the traffic counters
in the probe query and response nessages for |oss neasurenent. The
format of the Block Nunmber TLV is shown in Figure 11

0 1 2 3
01234567890123456789012345678901
T o i I S i S S S I  h i e s
| Type TBA8 | Length | Reserved |
T T i i T S S T i i S S S S
| Bl ock Nunber |
B i S S T s i S T st i S S S S S S S S i

Figure 11: Bl ock Nunmber TLV

The Bl ock Number TLV is optional. The PM querier node SHOULD only
insert one Block Nunmber TLV in the probe query message and the
responder node in the probe response nessage SHOULD return the first
Bl ock Nunber TLV fromthe probe query nessages and ignore other Bl ock
Nunber TLVs if present. |n both probe query and response nessages,
the counters MJUST belong to the sane Bl ock Nunber.

3.1.3. In-band Probe Query for SR Links
The probe query nessage as defined in Figure 1 is sent in-band for
Del ay neasurenent. The probe query nessage as defined in Figure 2 is
sent in-band for Loss neasurenent.

3.1.4. In-band Probe Query for End-to-end Measurenent of SR Policy

3.1.4.1. In-band Probe Query Message for SR-MPLS Policy

The nmessage content for in-band probe query nessage usi ng UDP header
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for end-to-end performance neasurenent of SR-MPLS Policy is shown in
Fi gure 3.

0 1 2 3
01234567890123456789012345678901
ik i ik EIE I S R S e el S e i I i el I Sl S e S S aai sl S
[ Segnent Li st(O) | EXP |9 TTL |
B R i ks i i T o ST B SR SR SR SR S R T S R e it R S e e e e 5
:1--+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ S T R e i R R R i e +
[ Segnent List(n) | EXP |9 TTL |
B i sl o e S e e S S T sl st it S SRR R R S SR o S S it S SR
| Message as shown in Figure 1 for DMor Figure 2 for LM |
e e e +

Figure 3: In-band Probe Query Message for SR MPLS Policy

The Segnment List (SL) can be enpty to indicate Inplicit NULL | abel
case.

3.1.4.2. In-band Probe Query Message for SRv6 Policy

The in-band probe query nessages using UDP header for end-to-end
performance neasurenent of an SRv6 Policy is sent using SRv6 Segnent
Routi ng Header (SRH) and Segnent List of the SRv6 Policy as defined
in [I-D. 6man-segnent -routing-header] and is shown in Figure 4.

1
+or
1
+ow

2
234567829 12345678901234567829 1
T S S 3 B S I i S S S S S i 3 +
S

- -+
RH [

" —+o0o0
+H

I S S T S s e SUp S S

+-+
| Message as shown in Figure 1 for DMor Figure 2 for LM |

Figure 4: In-band Probe Query Message for SRv6 Policy
3.2. Probe Response Message
When the received probe query nessage does not contain any UDP Return

bj ect (URO TLV [ RFC7876], the probe response nessage i s sent using
the I1P/UDP information fromthe probe query nessage. The content of
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the probe response nessage is shown in Figure 5.

| 1P Header

. Source | P Address = Responder |Pv4 or |Pv6 Address
Destination | P Address = Source | P Address from Query
Prot ocol = UDP
Router Alert Option Not Set

| UDP Header
Source Port = As chosen by Responder
Destination Port = Source Port from Query

| Message as specified in Section 3.2 of RFC 6374 for DM or [
Message as specified in Section 3.1 of RFC 6374 for LM

Figure 5: Probe Response Message

When t he received probe query nmessage contains UDP Return Object
(URO TLV [RFC7876], the probe response nessage the nmessage uses the
| P/UDP information fromthe URO in the probe query nessage. The
content of the probe response nessage is shown in Figure 6.

| I'P Header

. Source | P Address = Responder |Pv4 or |Pv6 Address
Destination | P Address = URO Address
Prot ocol = UDP
Router Alert Option Not Set

| UDP Header
Source Port = As chosen by Responder
Destination Port = URO UDP-Destination-Port

| Message as specified in Section 3.2 of RFC 6374 for DM or |
Message as specified in Section 3.1 of RFC 6374 for LM

Fi gure 6: Probe Response Message Using URO from Probe Query Message

3.2.1. One-way Measurement for SR Link and end-to-end SR Policy
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For one-way performance neasurement, the probe response nessage as
defined in Figure 5 or Figure 6 is sent out-of-band for both SR |inks
and SR Policies.

The PM querier node can receive probe response nessage back by
properly setting its own | P address as Source Address of the header
or by adding URO TLV in the probe query nessage and setting its own

I P address in the IP Address in the URO TLV (Type=131) [RFC7876]. In
addition, the "control code" in the probe query nessage is set to
"out - of - band response requested”. The "Source Address" TLV (Type
130), and "Return Address" TLV (Type 1), if present in the probe
query nessage, are not used to send probe response nessage.

3.2.1.1. Probe Response Message to Controller

As shown in the Reference Topology, if the querier node requires the
probe response nessage to be sent to the controller R100, it adds URO
TLV in the probe query nessage and sets the I P address of R100 in the
| P Address field and UDP port TBAl for DM and TBA2 for LMin the

UDP- Destination-Port field of the URO TLV (Type=131) [ RFC7876].

3.2.2. Two-way Measurenent for SR Links

For two-way perfornmance nmeasurenent, when using a bidirectiona
channel , the probe response nessage as defined in Figure 5 or Figure
6 is sent back in-band to the querier node for SRlinks. |In this
case, the "control code" in the probe query message is set to
"in-band response requested" [RFC6374].

3.2.3. Two-way End-to-end Measurenent of SR Policy

For two-way perfornmance measurenent, when using a bidirectiona
channel , the probe response message is sent back in-band to the
querier node for end-to-end neasurenent of SR Policies. 1In this
case, the "control code" in the probe query nmessage is set to
"in-band response requested" [RFC6374].

The path segnment identifier [I-D.spring-npls-path-segnent]

[1-D. pce-sr-path-segnent] of the forward SR Policy can be used to
find the reverse SR Policy to send the probe response nessage in the
absence of RPSL TLV defined in the follow ng Section

3.2.3.1. Return Path Segment List TLV
For two-way perfornmance neasurenent, the responder node needs to send
t he probe response nessage in-band on a specific reverse SR path.

This way the destination node does not require any additional SR
Policy state. The querier node can request in the probe query
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message to the responder node to send a response back on a given
reverse path (typically co-routed path for two-way measuremnent).

[ RFC6374] defines DM and LM probe query nessages that can include one
or nore optional TLVs. New TLV Types are defined in this docunent
for Return Path Segnent List (RPSL) to carry reverse SR path for
probe response nessages. The format of the RPSL TLV is shown in
Figure 7:

Segment Li st (0)

0 1 2 3
01234567890123456789012345678901
B E e r e s i s i o T T s S S S S 2
[ RPSL Type [ Length [ Reserved [
B i s T T S T et S S T S I T s sl s ol ST S S S
| |

T I I S i T i T S S e It L i T S A s

B i S S T s i S T st i S S S S S S S S i
Segnent List(n)

e e e e e e e e e e e e e e e e e b e e e e e e e e e e e e e et
Figure 7: Return Path Segnment List TLV
The RPSL can be one of follow ng Types:

0 RPSL Type (value TBA3): SR-MPLS Label Stack of the Reverse SR
Pol i cy

0 RPSL Type (value TBA4): SRv6 Segnent List of the Reverse SR Policy

0 RPSL Type (value TBA5): SR-MPLS Binding SID
[I-D. pce-binding-1abel -sid] of the Reverse SR Policy

0 RPSL Type (value TBA6): SRv6 Binding SID
[1-D. pce-binding-1abel -sid] of the Reverse SR Policy

The Segment List(0) can be used by the responder node to conpute the
next - hop | P address and outgoing interface to send the probe response
nessages.

The RPSL TLV is optional. The PM querier node MJST only insert one

RPSL TLV in the probe query nessage and the responder node MJUST only
process the first RPSL TLV in the probe query nessage and ignore
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other RPSL TLVs if present. The responder node MJST send probe
response nmessage back on the reverse path specified in the RPSL TLV
and MUST NOT add RPSL TLV in the probe response nessage.

3.2.3.2. In-band Probe Response Message for SR-MPLS Policy

The message content for sending probe response nmessage i n-band using
UDP header for two-way end-to-end performance neasurenent of an
SR-MPLS Policy is shown in Figure 8. The SR-MPLS | abel stack in the
packet header is built using the Segnent List received in the RPSL
TLV in the probe query nessage.

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Segnent List(0) | EXP | S TTL [
B e i i e o e e S T S e e s i i TR S

+ B T ol S S S S

[ Segnent List(n) | EXP | S TTL [

B s i T o e T i e S B e o o o

| Message as shown in Figure 5 or 6 |
IPTTL =1

Fi gure 8: In-band Probe Response Message for SR-MPLS Policy
3.2.3.3. In-band Probe Response Message for SRv6 Policy

The message content for sending probe response nessage in-band using
UDP header for two-way end-to-end perfornmance neasurenent of an SRv6
Policy is shown in Figure 9. For SRv6 Policy, the SRv6 SID list in
the SRH of the probe response nmessage is built using the SRv6 Segnent
List received in the RPSL TLV in the probe query nessage.

+opR

1234567829
i SR S

+ O w

2
12345678901234567289
i S i S

1
-4

SRH

— + OO

+
I

B T T i I T T o S S S e b S S S
| Message as shown in Figure 5 or 6 |
IPTTL = 1
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Figure 9: In-band Probe Response Message for SRv6 Policy
4. Performance Measurenent for P2MP SR Poli ci es

The procedures for delay and | oss neasurenent described in this
docunment for Point-to-Point (P2P) SR-MPLS Policies are also equally
applicable to the Point-to-Miltipoint (P2MP) SR Policies.

5. ECWP Support

An SR Policy can have ECMPs between the source and transit nodes,
between transit nodes and between transit and destinati on nodes. The
PM probe nessages can be sent to traverse different ECMP paths to
measur e performance of an SR Policy.

Forwar di ng pl ane has various hashing functions available to forward
packets on specific ECMP paths. Followi ng nechanisns can be used in
PM probe nessages to take advantage of the hashing function in
forwardi ng plane to influence the path taken by them

0 The mechani sns described in [ RFC8029] [ RFC5884] for handling ECMPs
are also applicable to the perfornmance neasurenent. In the | P/ UDP
header of the PM probe nessages, Destination Addresses in 127/8
range for |Pv4 or 0:0:0:0:0: FFFF: 7F00/ 104 range for |1Pv6 can be
used to exercise a particular ECMP path. 1In addition, different
Sour ce Addresses or different Source UDP ports can be used for
this purpose. As specified in [RFC6437], 3-tuple of Flow Label
Source Address and Destination Address fields in the | Pv6 header
can al so be used.

o For SR-MPLS, entropy |abel [RFC6790] in the PM probe nessages can
be used.

o0 For SRv6, Flow Label in SRH [I-D. 6man-segnent-routi ng- header] of
the PM probe nessages can be used.

6. Sequence Nunber TLV

The nmessage formats for DM and LM [ RFC6374] do not contain sequence
nunber for probe query packets. Sequence nunbers can be useful when
some probe query nessages are |lost or they arrive out of order

[ RFC6374] defines DM and LM probe query and response nessages t hat

can include one or nore optional TLVs. New TLV Type (value TBA7) is
defined in this docunent to carry sequence nunber for probe query and
response nessages for delay and | oss neasurenent. The format of the
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Sequence Nunber TLV is shown in Figure 10:

Sequence Number

0 1 2 3
01234567890123456789012345678901
B i i S S i I e i S S R L e e e e
| Type TBA7 | Length | Reserved |
R R e R e s s e o S S e R e o o
I I

B T i S S i S T h T i S S S S e
Fi gure 10: Sequence Nunber TLV

The sequence nunbers start with O and are increnented by one for each
subsequent probe query packet. The sequence nunber can be of any
| ength determ ned by the querier node. The Sequence Nunber TLV is
optional. The PM querier node SHOULD only insert one Sequence Number
TLV in the probe query nessage and the responder node in the probe
response nmessage SHOULD return the first Sequence Number TLV fromthe
probe query nessage and ignore other Sequence Number TLVs if present.

7. Security Considerations
The performance measurenment is intended for deploynent in
wel | - managed private and service provider networks. The security
consi derations described in Section 8 of [RFC6374] are applicable to
this specification, and particular attention should be paid to the
| ast two paragraphs. Cryptographic neasures may be enhanced by the
correct configuration of access-control lists and firewalls.

8. | ANA Consi der ations

I ANA is requested to allocate follow ng UDP ports for perfornmance
neasur enent s:

o UDP Port TBAl: Del ay Perfornmance Measurenent

o UDP Port TBA2: Loss Perfornmance Measurenent
I ANA is al so requested to allocate values for the followi ng Return
Pat h Segnent List TLV Types for RFC 6374 to be carried in PM probe

query messages

0 Type TBA3: SR-MPLS Label Stack of the Reverse SR Policy
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o0 Type TBA4: SRv6 Segnent List of the Reverse SR Policy

0 Type TBA5: SR-MPLS Binding SID of the Reverse SR Policy

0 Type TBA6: SRv6 Binding SID of the Reverse SR Policy
I ANA is also requested to allocate a value for the foll ow ng Sequence
Nunmber TLV Type for RFC 6374 to be carried in the PM probe query and
response nessages for delay and | oss neasurenent:

o Type TBA7: Sequence Nunber TLV
I ANA is also requested to allocate a value for the foll ow ng Bl ock
Nunmber TLV Type for RFC 6374 to be carried in the PM probe query and

response nessages for | oss neasurenent:

o Type TBA8: Bl ock Nunber TLV
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