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Abstract

Thi s docunent provides a RESTCONF bi nding to the dynam c subscription
capability of both subscribed notifications and YANG Push

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 22, 2019.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of

Voit, et al. Expires April 22, 2019 [ Page 1]



Internet-Draft RESTCONF- Not i f Cct ober 2018
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Mechani sns t o support event subscription and push are defined in
[I-D.draft-ietf-netconf-subscribed-notifications]. Enhancenents to
[I-D.draft-ietf-netconf-subscribed-notifications] which enabl e YANG
dat astore subscription and push are defined in
[I-D.ietf-netconf-yang-push]. This docunment provides a transport
specification for dynam c subscriptions over RESTCONF [ RFC8040] .
Driving these requirenents is [ RFC7923].
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The streami ng of notifications encapsulating the resulting
i nformati on push is done via the nechani smdescribed in section 6.3
of [ RFC8040].

2. Term nol ogy

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The following terns use the definitions from
[I-D.draft-ietf-netconf-subscribed-notifications]: dynanic
subscription, event stream notification nessage, publisher
recei ver, subscriber, and subscription

O her terns reused include datastore, which is defined in [ RFC8342],
and HTTP2 stream which maps to the definition of "stream within
[ RFC7540], Section 2.

[ note to the RFC Editor - please replace XXXX within this docunent
with the nunber of this docunent ]

3. Dynanmic Subscriptions

This section provides specifics on howto establish and maintain
dynani ¢ subscriptions over RESTCONF [ RFC8040]. Subscribing to event
streanms is acconplished in this way via RPCs defined within
[I-D.draft-ietf-netconf-subscribed-notifications] Section 2.4, the
RPCs are done via RESTCONF POSTs. YANG datastore subscription is
acconpl i shed via augnentations to
[I-D.draft-ietf-netconf-subscribed-notifications] as described within
[I-D.ietf-netconf-yang-push] Section 4.4.

As described in [ RFC8040] Section 6.3, a CET needs to be nmade agai nst
a specific URI on the publisher. Subscribers cannot pre-determn ne
the URI against which a subscription night exist on a publisher, as
the URI will only exist after the "establish-subscription" RPC has
been accepted. Therefore, the POST for the "establish-subscription”
RPC repl aces the CGET request for the "location" |eaf which is used in
[ RFC8040] to obtain the URI. The subscription URI will be determ ned
and sent as part of the response to the "establish-subscription" RPC
and a subsequent GET to this URI will be done in order to start the
flow of notification nessages back to the subscriber. A subscription
does not nove to the active state as per Section 2.4.1. of
[I-D.draft-ietf-netconf-subscribed-notifications] until the GET is
received.
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3.1. Transport Connectivity

For a dynam c subscription, where a RESTCONF sessi on doesn’t already
exist, a new RESTCONF session is initiated fromthe subscriber

As stated in Section 2.1 of [RFC8040], a subscriber MJST establish
the HTTP session over TLS [ RFC5246] in order to secure the content in
transit.

W thout the involvenent of additional protocols, HTTP sessions by
t hensel ves do not allow for a quick recognition of when the
conmmuni cation path has been lost with the publisher. Where quick
recognition of the loss of a publisher is required, a subscriber
SHOULD use a TLS heartbeat [RFC6520], just fromreceiver to
publisher, to track HTTP session continuity.

Loss of the heartbeat MJST result in any subscription related TCP
sessi ons between those endpoints being torn down. A subscriber can
then attenpt to re-establish the dynam ¢ subscription by using the
procedure described in Section 3.

3.2. Discovery

Subscri bers can | earn what event streams a RESTCONF server supports
by querying the "streans" container of ietf-subscribed-
notification.yang in
[I-D.draft-ietf-netconf-subscribed-notifications]. Support for the
"streans" container of ietf-restconf-nonitoring.yang in [ RFC8040] is
not required.

Subscribers can | earn what datastores a RESTCONF server supports by
following [I-D.draft-ietf-netconf-nnda-restconf].

3.3. RESTCONF RPCs and HTTP Status Codes

Speci fic HTTP responses codes as defined in [ RFC7231] section 6 will
indicate the result of RESTCONF RPC requests with publisher. An HITP
status code of 200 is the proper response to any successful RPC
defined within [I-D.draft-ietf-netconf-subscribed-notifications] or
[1-D.ietf-netconf-yang-push].

If a publisher fails to serve the RPC request for one of the reasons
indicated in [I-D.draft-ietf-netconf-subscribed-notifications]
Section 2.4.6 or [I-D.ietf-netconf-yang-push] Appendix A this wll
be indicated by "406" status code transported in the HTTP response.
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When a "406" status code is returned, the RPC reply MJST include an
"rpc-error" element per [RFC3040] Section 7.1 with the follow ng
par anet er val ues

0 an "error-type" node of "application"
0 an "error-tag" node of "operation-fail ed"

0 an "error-app-tag” node with the value being a string that
corresponds to an identity associated with the error, as defined
in [I-D.draft-ietf-netconf-subscribed-notifications] section 2.4.6
for general subscriptions, and [I-D.ietf-netconf-yang-push]
Appendi x A 1, for datastore subscriptions. The tag to use depends
on the RPC for which the error occurred. Viable errors for
different RPCs are as foll ows:

RPC select an identity with a base

establ i sh-subscription establish-subscription-error

nmodi f y- subscri ption nmodi f y- subscri ption-error
del et e-subscription del et e-subscription-error
kill-subscription kill-subscription-error

resynch-subscri ption resynch-subscri ption-error

Each error identity will be inserted as the "error-app-tag" using
JSON encodi ng followi ng the form <nbdul enane>: <i dentitynanme>. An
exanpl e of such as valid encoding would be "ietf-subscribed-
notifications: no-such-subscription”

In case of error responses to an "establish-subscription" or "nodify-
subscription" request there is the option of including an "error-

i nfo" node. This node may contain hints for paraneter settings that
m ght |lead to successful RPC requests in the future. Following are
the yang-data structures which nmay be returned:

Voit, et al. Expires April 22, 2019 [ Page 5]



Internet-Draft RESTCONF- Not i f Cct ober 2018

establ i sh-subscription returns hints in yang-data structure
target: event stream establish-subscription-streamerror-info
target: datastore est abl i sh-subscription-datastore-error-info

nodi fy-subscription returns hints in yang-data structure
target: event stream nodify-subscription-streamerror-info
target: datastore nmodi f y- subscri pti on-datastore-error-info

The yang-data included within "error-info" SHOULD NOT include the
optional |eaf "error-reason", as such a | eaf would be redundant
with information that is already placed within the
"“error-app-tag".

In case of an rpc error as a result of a "del ete-subscription", a
"Kkill-subscription", or a "resynch-subscription" request, no
"error-info" needs to be included, as the "subscription-id" is
the only RPC input paraneter and no hints regarding this RPC input
paraneters need to be provided.

Note that "error-path" [ RFC8040] does not need to be included with
the "rpc-error" elenent, as subscription errors are generally
associ ated with the choice of RPC input paraneters.

3.4. Call Flow for Server-Sent Events (SSE)

The call flowis defined in Figure 1. The |ogical connections
denoted by (a) and (b) can be a TCP connection or an HTTP2 stream
(rmultiple HITP2 streanms can be carried in one TCP connection).
Requests to [I-D.draft-ietf-netconf-subscribed-notifications] or
[1-D.ietf-netconf-yang-push] augnmented RPCs are sent on a connection
indicated by (a). A successful "establish-subscription" will result
in an RPC response returned with both a subscription identifier which
uniquely identifies a subscription, as well as a URl which uniquely
identifies the |ocation of subscription on the publisher (b). This
URI is defined via the "uri" |eaf the Data Mbddel in Section 7.

An HTTP GET is then sent on a separate |ogical connection (b) to the
URI on the publisher. This initiates the publisher to initiate the
flow of notification nessages which are sent in SSE [ WBC-20150203] as
a response to the CET.
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Figure 1: Dynamic with server-sent events

Addi tional requirenments for dynam c subscriptions over SSE include:

(0]

Voi t,

Al'l subscription state notifications froma publisher MIST be
returned in a separate SSE message used by the subscription to
whi ch the state change refers.

Subscription RPCs MUST NOT use the connection currently providing
notification messages for that subscription

In addition to an RPC response for a "nodify-subscription" RPC
traveling over (a), a "subscription-nodified" state change
notification nust be sent within (b). This allows the receiver to
know exactly when the new terns of the subscription have been
applied to the notification nmessages. See arrow (c).
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A publisher MJST terminate a subscription in the follow ng cases:

0 Receipt of a "delete-subscription” or a "kill-subscription" RPC
for that subscription.

0 Loss of TLS heartbeat

A publisher MAY terninate a subscription at any tine as stated in
[I-D.draft-ietf-netconf-subscribed-notifications] Section 1.3

4. QoS Treat nment

To neet subscription quality of service pronises, the publisher MJST
take any existing subscription "dscp" and apply it to the DSCP
marking in the | P header

In addition, where HTTP2 transport is available to a notification
message queued for transport to a receiver, the publisher MJST:

0 take any existing subscription "priority", as specified by the
"dscp” leaf node in
[I-D.draft-ietf-netconf-subscribed-notifications], and copy it
into the HTTP2 streampriority, [RFC7540] section 5.3, and

o take any existing subscription "dependency", as specified by the
"dependency" | eaf node in
[I-D.draft-ietf-netconf-subscribed-notifications], and use the
HTTP2 stream for the parent subscription as the HITP2 stream
dependency, [RFC7540] section 5.3.1, of the dependent
subscri pti on.

5. Notification Messages

Notification nessages transported over RESTCONF wi Il be encoded
according to [ RFC8040], section 6.4.

6. YANG Tree
The YANG nodel defined in Section 7 has one | eaf augnmented into four
pl aces of [I-D.draft-ietf-netconf-subscribed-notifications], plus two
identities. As the resulting full tree is large, it will only be
inserted at |ater stages of this docunent.

7. YANG nodul e

Thi s nodul e references
[I-D.draft-ietf-netconf-subscribed-notifications].
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<CODE BEG NS> file "ietf-restconf-subscribed-notificati ons@018-10-19.yang"
nmodul e ietf-restconf-subscribed-notifications {
yang-version 1.1;
namespace
"urn:ietf:parans: xn :ns:yang:ietf-restconf-subscribed-notifications"

prefix rsn;

i mport ietf-subscribed-notifications {
prefix sn;

}

inmport ietf-inet-types {
prefix inet;

}

organi zation "I ETF NETCONF ( Networ k Configuration) Wrking G oup"
cont act

"WG Web: <http:/tools.ietf.org/wg/ netconf/>

WG List: <mailto:netconf@etf.org>

Edi t or: Eric Voit
<mai | t o: evoi t @i sco. con®

Edi t or: Al exander C emm
<mai |l to: | udwi g@l emm or g>

Edi t or: Reshad Rahman
<mai | t o: rrahman@i sco. conp";

description
"Defines RESTCONF as a supported transport for subscribed
event notifications.

Copyright (c) 2018 | ETF Trust and the persons identified as authors
of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or wthout

nmodi fication, is permtted pursuant to, and subject to the license

terns contained in, the Sinplified BSD License set forth in Section
4.c of the IETF Trust's Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the RFC
itself for full legal notices.";

revision 2018-10-19 {

description
"Initial version";
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reference
"RFC XXXX: RESTCONF Transport for Event Notifications”
}

groupi ng uri {
description
"Provides a reusable description of a URI.";
| eaf uri {
type inet:uri;
config fal se
description
"Location of a subscription specific URI on the publisher."
}
}

augrment "/sn:establish-subscription/sn:output” {
description
"This augnentation all ows RESTCONF specific paraneters for a
response to a publisher’s subscription request.”
uses uri;

}

augrment "/sn:subscriptions/sn:subscription" {
description
"This augnentation all ows RESTCONF specific paraneters to be
exposed for a subscription.”;
uses uri;

}

augrment "/sn:subscription-nodified" {
description
"This augnentation all ows RESTCONF specific paraneters to be included
part of the notification that a subscription has been nodified."
uses uri;

}

}
<CODE ENDS>

8.

| ANA Consi der ations

This docunent registers the follow ng nanespace URI in the "I ETF XM
Regi stry" [ RFC3688]:

URI: urn:ietf:parans: xm:ns:yang:ietf-restconf-subscribed-
notifications

Regi strant Contact: The | ESG

XM.: N A, the requested URI is an XM. nanespace.
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10.

11.

11.

Thi s docunent registers the follow ng YANG nodul e in the "YANG Mdul e
Nanmes" registry [ RFC6020]:

Nanme: ietf-restconf-subscribed-notifications

Nanespace: urn:ietf:parans:xm:ns:yang:ietf-restconf-subscribed-
notifications

Prefix: rsn

Ref erence: RFC XXXX: RESTCONF Transport for Event Notifications

Security Considerations

The YANG nodul e specified in this document defines a schema for data
that is designed to be accessed via network managenent transports
such as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF
|l ayer is the secure transport |ayer, and the mandatory-to-inpl ement
secure transport is Secure Shell (SSH) [RFC6242]. The | owest
RESTCONF | ayer is HTTPS, and the mandatory-to-inplenent secure
transport is TLS [ RFC5246].

The one new data node introduced in this YANG nodul e may be

consi dered sensitive or vulnerable in sone network environnents. It
is thus inportant to control read access (e.g., via get, get-config,
or notification) to this data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

Cont ai ner: "/subscriptions"

o "uri": leaf will show where subscribed resources might be |ocated
on a publisher. Access control nust be set so that only soneone
with proper access pernissions, and perhaps even HTTP session has
the ability to access this resource.
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Appendi x A, Exanpl es

This section is non-normative. To allow easy conparison, this
section nmirrors the functional exanples shown wi th NETCONF over XM
within [I-D.draft-ietf-netconf-netconf-event-notifications]. In
addition, HITP2 vs HITP1.1 headers are not shown as the contents of
the JSON encoded objects are identical within.

A. 1. Dynamnic Subscriptions

A.1.1. Establishing Dynam c Subscriptions
The following figure shows two successful "establish-subscription”
RPC requests as per
[I-D.draft-ietf-netconf-subscribed-notifications]. The first request

is given a subscription identifier of 22, the second, an identifier
of 23.
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[ HTTP 200 OK, id#22, URI#1
R | (b)
| GET (URI #1) |
—————————————————————————————— > (c)
| HTTP 200 OK, notif-nmesg (id#22)|

| <o |

I I

I _ o I

| est abl i sh-subscription |
| >|

[ HTTP 200 OK, i d#23, URI #2|

| S |

| GET (URI #2) |

R RREEREEEEEEEEEEE >|

I I

I _ _ I

| notif-mesg (id#22)|

I

| HTTP 200 CK, notif-nesg (id#23)]|

I

I

Figure 2: Miultiple subscriptions over RESTCONF/ HTTP

To provide exanpl es of the information being transported, exanple
messages for interactions in Figure 2 are detail ed bel ow

PCST /restconf/operations/ietf-subscribed-notifications:establish-subscription

{
"ietf-subscribed-notifications:input": {
"streani: "NETCONF",
"stream xpath-filter": "/exanpl e-nodul e: foo/",
"dscp": "10"

Figure 3: establish-subscription request (a)
As publisher was able to fully satisfy the request, the publisher

sends the subscription identifier of the accepted subscription, and
the URI:
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HTTP status code - 200

t .
"idU: 22",
"uri": "https://exanple.conirestconf/subscriptions/22"

Figure 4: establish-subscription success (b)

Upon recei pt of the successful response, the subscriber does a GET
the provided URI to start the flow of notification nmessages. Wen
the publisher receives this, the subscription is noved to the active
state (c).

GET /restconf/subscriptions/22

Fi gure 5: establish-subscription subsequent POST

VWil e not shown in Figure 2, if the publisher had not been able to
fully satisfy the request, or subscriber has no authorization to
establish the subscription, the publisher woul d have sent an RPC
error response. For instance, if the "dscp" value of 10 asserted by
the subscriber in Figure 3 proved unacceptable, the publisher may
have returned:

HTTP status code - 406

{ "ietf-restconf:errors" : {
"error" : |
{
"error-type": "application",
"error-tag": "operation-failed",
“error-severity": "error",
"error-app-tag":
"ietf-subscribed-notifications:dscp-unavail abl e"

Fi gure 6: an unsuccessful establish subscription

The subscriber can use this information in future attenpts to
establish a subscription.
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A.1.2. Modifying Dynanic Subscriptions

An exi sting subscription may be nodified. The follow ng exchange
shows a negotiation of such a nodification via several exchanges

bet ween a subscri ber and a publisher. This negotiation consists of a
fail ed RPC nodification request/response, followed by a successfu
one.

P r i > (d)
(e)

N
1
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[

Figure 7: Interaction nodel for successful subscription nodification

If the subscription being nodified in Figure 7 is a datastore
subscription as per [I-D.ietf-netconf-yang-push], the nodification
request made in (d) may look like that showmn in Figure 8. As can be
seen, the nodifications being attenpted are the application of a new
xpath filter as well as the setting of a new periodic tinme interval
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POST /restconf/operations/ietf-subscribed-notifications:nodify-subscription

"ietf-subscribed-notifications:input": {

"idUr "23",
"ietf-yang-push: datastore-xpath-filter": "/exanple-nodul e: f oo/ exanpl e- nodul e
tbar",
"ietf-yang-push:periodic": {
"i etf-yang-push: period": "500"
}
}
}

Fi gure 8: Subscription nodification request (c)

If the publisher can satisfy both changes, the publisher sends a
positive result for the RPC. If the publisher cannot satisfy either
of the proposed changes, the publisher sends an RPC error response
(e). The following is an exanple RPC error response for (e) which
includes a hint. This hint is an alternative tinme period val ue which
m ght have resulted in a successful nodification

HTTP status code - 406

{ "ietf-restconf:errors" : {
"error” : [
"error-type": "application",
"error-tag": "operation-failed",
“error-severity": "error",
“error-app-tag": "ietf-yang-push: peri od-unsupported"

"error-info": {
"ietf-yang-push":
"nmodi fy-subscription-datastore-error-info": {
"period-hint": "3000"

Figure 9: Mdify subscription failure with Hint (e)
A.1.3. Deleting Dynam ¢ Subscriptions

The follow ng denonstrates del eting a subscription. This
subscription nmay have been to either a streamor a datastore.
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POST /restconf/operations/ietf-subscribed-notifications:delete-subscription

"del et e-subscription": {
n i dll : n 22"
}

}

Fi gure 10: Del ete subscription

If the publisher can satisfy the request, the publisher replies with
success to the RPC request.

If the publisher cannot satisfy the request, the publisher sends an
error-rpc elenment indicating the nodification didn’t work. Figure 11
shows a valid response for existing valid subscription identifier

but that subscription identifier was created on a different transport
sessi on:

HTTP status code - 406

"ietf-restconf:errors" : {
“error" : [
"error-type": "application",
"error-tag": "operation-failed",
"error-severity": "error",
"“error-app-tag":
"ietf-subscribed-notifications:no-such-subscription”

Figure 11: Unsuccessful del ete subscription
A. 2. Subscription State Notifications
A publisher will send subscription state notifications according to
the definitions within
[I-D.draft-ietf-netconf-subscribed-notifications]).

A.2.1. subscription-nodified

A "subscription-nodified" encoded in JSON woul d | ook Iike:
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{
"ietf-restconf:notification”
"event Ti ne": "2007-09-01T10: 00: 00Z"
"ietf-subscribed-notifications:subscription-nodified': {
"id": "39",
"uri": "https://exanple.conlrestconf/subscriptions/22"
"stream xpath-filter": "/exanpl e-nodul e: f 00"
"streant: {
"ietf-netconf-subscribed-notifications” : "NETCONF"
}
}
}
}

Figure 12: subscription-nodified subscription state notification

A.2.2. subscription-conpl eted, subscription-resuned, and repl ay-
conpl ete

A "subscription-conpl eted" would | ook like:

{
"ietf-restconf:notification”
"event Ti me": "2007-09-01T10: 00: 00Z"
"ietf-subscribed-notifications:subscription-conpleted": {
"id": "39",
}
}
}

Fi gure 13: subscription-conpleted notification in JSON
The "subscription-resuned" and "repl ay-conplete" are virtually
identical, with "subscription-conpleted" sinply being replaced by
"subscri ption-resuned" and "repl ay-conpl ete".

A.2.3. subscription-term nated and subscri ption-suspended

A "subscription-ternm nated" would | ook |ike:
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{
"ietf-restconf:notification”
"event Ti ne": "2007-09-01T10: 00: 00Z"
"ietf-subscribed-notifications:subscription-termnated": {
"id": "39",
"error-id": "suspension-tinmeout"
}
}
}

Fi gure 14: subscription-terninated subscription state notification

The "subscription-suspended" is virtually identical, with
"subscription-ternm nated" sinply being replaced by "subscription-
suspended”.

A 3. Filter Exanple

Thi s section provides an exanple which illustrate the method of
filtering event record contents. The exanple is based on the YANG
notification "vrrp-protocol-error-event"” as defined per the ietf-
vrrp.yang nodule within [ RFC8347]. Event records based on this
specification which are generated by the publisher mght appear as:

data: {

dat a: "ietf-restconf:notification" : {

dat a: "event Ti me" : "2018-09-14T08: 22: 33. 44Z"

dat a: "ietf-vrrp:vrrp-protocol -error-event" : {
dat a: "protocol -error-reason" : "checksumerror"
dat a: }

dat a: }

data: }

Fi gure 15: RFC 8347 (VRRP) - Exanple Notification

Suppose a subscriber wanted to establish a subscription which only
passes instances of event records where there is a "checksumerror"
as part of a VRRP protocol event. Also assunme the publisher places
such event records into the NETCONF stream To get a continuous
series of matching event records, the subscriber m ght request the
application of an XPath filter against the NETCONF stream An
"establish-subscription" RPC to neet this objective night be:
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POST /restconf/operations/ietf-subscribed-notifications:establish-subscription

"ietf-subscribed-notifications:input": {
"streant: "NETCONF",
"stream xpath-filter": "/ietf-vrrp:vrrp-protocol-error-event[protocol-erro
r-reason='checksumerror’]/",

}
}
Fi gure 16: Establishing a subscription error reason via XPath
For nore exanples of XPath filters, see [ XPATH .
Suppose the "establish-subscription” in Figure 16 was accepted. And
suppose | ater a subscriber decided they wanted to broaden this
subscription cover to all VRRP protocol events (i.e., not just those
with a "checksumerror"). The subscriber mght attenpt to nodify the
subscription in a way which replaces the XPath filter with a subtree
filter which sends all VRRP protocol events to a subscriber. Such a
"nodi fy-subscription” RPC might |ook |ike:
PCST /restconf/operations/ietf-subscribed-notifications:nodify-subscription
{
"ietf-subscribed-notifications:input": {
"streant: "NETCONF',

"streamsubtree-filter": {
"/ietf-vrrp:vrrp-protocol -error-event” : {}

}

Fi gure 17

For nore exanples of subtree filters, see [ RFC6241], section 6.4.
Appendi x B. Changes between revisions

(To be removed by RFC editor prior to publication)

v08 - vO09

0 Addressed comments received during WELC.

v07 - vO08

o Aligned with RESTCONF nechani sm

0 YANG nodel : renoved augnent of subscription-started, added
restconf transport.
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0 Tweaked Appendix A 1 to match draft-ietf-netconf-netconf-event-
notifications-13.
0 Added Appendix A 3 for filter exanple.
v06 - vO07
0 Renoved configured subscriptions.
0 Subscription identifier renaned to id.
v05 - v06
0 JSON exanpl es updated by Reshad.
v04 - vO05
o0 Error nechani sns updated to match enbedded RESTCONF nechani sns
0 Restructured format and sections of document.
0 Added a YANG data nodel for HTTP specific paranmeters

0 Mrrored the exanples fromthe NETCONF transport draft to allow
easy conpari son.

v03 - v04

o Draft not fully synched to new version of subscribed-notifications
yet.

0 References updated

v02 - vO03

o Event notification refraned to notification nessage

0 Tweaks to wording/capitalization/fornmat.

v0l - vO02

0 Renoved sections now redundant with
[I-D.draft-ietf-netconf-subscribed-notifications] and
[1-D.ietf-netconf-yang-push] such as: mechanisns for subscription

mai nt enance, term nol ogy definitions, stream discovery.

o 3rd party subscriptions are out-of-scope.
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0 SSE only used with RESTCONF and HTTP1l.1 dynami c subscriptions

o Timeframes for event tagging are self-defined.

0 Cean-up of wording, references to term nol ogy, section nunbers.

v00 - vO01

0 Renoved the ability for nore than one subscription to go to a
single HITP2 stream

0 Updated call flows. Extensively.

0 SSE only used with RESTCONF and HTTP1.1 dynami ¢ subscriptions

0 HITP is not used to determ ne that a receiver has gone silent and
is not Receiving Event Notifications

o Many cl ean-ups of wording and term nol ogy
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