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1. Introduction

This specification enables QAuth 2.0 [ RFC6749] inplenentations to
apply Token Binding (TLS Extension for Token Binding Protoco
Negoti ati on [ RFC8472], The Token Bi nding Protocol Version 1.0

[ RFC8471] and Token Bi nding over HITP [ RFC8473]) to Access Tokens,
Aut hori zati on Codes, Refresh Tokens, JW Authorization Gants, and
JWI Cient Authentication. This cryptographically binds these tokens
to a client’s Token Binding key pair, possession of which is proven
on the TLS connections over which the tokens are intended to be used.
This use of Token Binding protects these tokens from nman-in-the-

m ddl e and token export and replay attacks.

1.1. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

1.2. Termnol ogy

This specification uses the ternms "Access Token", "Authorization
Code", "Authorization Endpoint”, "Authorization Server", "Cient"
"Protected Resource”, "Refresh Token", and "Token Endpoi nt" defined
by QAuth 2.0 [RFC6749], the terns "Caint and "JSON Wb Token (JWI)"
defined by JSON Wb Token (JWI) [JWI], the term "User Agent" defined
by RFC 7230 [ RFC7230], and the ternms "Provided", "Referred", "Token
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Bi ndi ng" and "Token Binding I D' defined by Token Binding over HITP
[ RFC8473] .

2. Token Binding for Refresh Tokens

Token Binding of refresh tokens is a straightforward first-party
scenario, applying term"first-party" as used in Token Bindi ng over
HTTP [ RFC8473]. It cryptographically binds the refresh token to the
client’s Token Bi nding key pair, possession of which is proven on the
TLS connections between the client and the token endpoint. This case
is straightforward because the refresh token is both retrieved by the
client fromthe token endpoint and sent by the client to the token
endpoint. Unlike the federation use cases described in Token Binding
over HTTP [RFC8473], Section 4, and the access token case descri bed
in the next section, only a single TLS connection is involved in the
refresh token case.

Token Binding a refresh token requires that the authorization server
do two things. First, when refresh token is sent to the client, the
aut hori zati on server needs to renenber the Provided Token Binding ID
and renenber its association with the issued refresh token. Second,
when a token request containing a refresh token is received at the

t oken endpoint, the authorization server needs to verify that the
Provi ded Token Binding ID for the request matches the renenbered
Token Binding ID associated with the refresh token. |If the Token

Bi nding I Ds do not match, the authorization server should return an
error in response to the request.

How t he authorization server remenbers the association between the
refresh token and the Token Binding IDis an inplenmentation detai

that beyond the scope of this specification. Sonme authorization
servers will choose to store the Token Binding ID (or a cryptographic
hash of it, such a SHA-256 hash [SHS]) in the refresh token itself,
provided it is integrity-protected, thus reducing the anount of state
to be kept by the server. Oher authorization servers will add the
Token Binding ID value (or a hash of it) to an internal data
structure al so containing other information about the refresh token
such as grant type information. These choices nmake no difference to
the client, since the refresh token is opaque to it.

2.1. Exanple Token Binding for Refresh Tokens

Thi s section provides an exanple of what the interactions around a
Token Bound refresh token might ook like, along with some details of
the invol ved processing. Token Binding of refresh tokens is nost
useful for native application clients so the exanple has protoco

el ements typical of a native client flow Extra line breaks in all
exanpl es are for display purposes only.
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A native application client makes the foll owi ng access token request
with an authorization code using a TLS connecti on where Token Bindi ng
has been negotiated. A PKCE "code_verifier” is included because use
of PKCE is considered best practice for native application clients
[BCP212]. The base64url -encoded representation of the exported
keying material (EKM fromthat TLS connection is

"p6ZuSwf | 6pl e8es5KyeV76T4swZmpO0_awd27j Hf r bo", which is needed to
val i date the Token Bi ndi ng Message.

POST /as/token. oauth2 HTTP/ 1.1

Host: server. exanpl e.com

Cont ent - Type: application/ x-ww«+form url encoded

Sec- Token- Bi ndi ng: Al kAAgBBQG 07hHRROY5nk ONgc OKNF wW@SdEFNSI _t CZ_Cb
7LW t 6Xj p3Dbj i DJavGFi KP2HV_2J SE42Vz mKOVWW8n7 eqAAQOKI DK1O 0z6v4X5B
P7ucOpFest VZ42TTOdImoHpj i 06Qq3j sC CRSIx9ck2f W Yx8t LVXRZPATB3x6c24
aYOZEAAA

grant type=aut hori zati on_code&code=4bwcZesc7Xacc330!l t c66VWKk8EAf P9j 2
&code_verifier=2x6_yl S390- 8V7j aT9wj . 8qPI9nKn¥YCf . V-rDOOAr _1
&client i d=exanpl e-native-client-id

Figure 1: Initial Request with Code

A refresh token is issued in response to the prior request. Although
it looks like a typical response to the client, the authorization
server has bound the refresh token to the Provided Token Binding ID
fromthe encoded Token Bindi ng nessage in the "Sec-Token-Bi ndi ng"
header of the request. |In this exanple, that binding is done by
saving the Token Binding ID al ongsi de other information about the
refresh token in sone server side persistent storage. The base64url -
encoded representation of that Token Binding ID is "AgBBQ& 07hHRROY5n
kONcOKNF WOS5dEFNSI _t CZ_Cbl 7LW t 6Xj p3Dbj i DJavGFi KP2HV_2JSE42Vz mKOVWV8
n/eqA".

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control: no-cache, no-store

{
"access_token":"EdRs7gqM Lb167Z9f V2dcwoLTC"

"refresh_token":"ACO ZEl QTj W9ar T9GQI GCd 7 Q\NwqOvhUYf sJTi v8hi s4"
"token_type":"Bearer",

"expires_in":3600
}

Fi gure 2: Successful Response
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When the access token expires, the client requests a newone with a
refresh request to the token endpoint. |In this exanple, the request
is made on a new TLS connection so the EKM (base64url -encoded: "va-
84UkwdZgf d7uMX Fr Alda96WwgbdaPDX2knoQO AE") and signature in the Token
Bi ndi ng Message are different than in the initial request.

POST /as/token. oauth2 HTTP/ 1.1

Host: server. exanpl e. com

Cont ent - Type: application/x-wwform url encoded

Sec- Token- Bi ndi ng: Al kAAgBBQG 07hHRROY5nk ONc OKNf WB5dEFNSI _t CZ Cb
7LW t 6Xj p3Dbj i DJavGFi KP2HV_2JSE42VznKOVWVBn7eqAAQCPGhaG_YRf 27q0r a
LOUT4f sKKj L6PukuOT00qzamAXxCOg7m i d7GnLpnb_sM7kwSxLi 7i NHzz DgCAKP
t 31 HWAAA

ref resh_t oken=ACC ZEI QTj Wpar T9GOJ GGd 7 Q\Nwg OMTUYT sJTi v8hi s4
&grant _type=refresh_token&client id=exanple-native-client-id

Fi gure 3: Refresh Request

However, because the Token Binding IDis long-lived and may span

mul tiple TLS sessions and connections, it is the sane as in the
initial request. That Token Binding IDis what the refresh token is
bound to, so the authorization server is able to verify it and issue
a new access token.

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_t oken": " bwc ESOWC4yOC(Bi Psgcn117k7",
"token_type":"Bearer",
"expires_in":3600

}

Fi gure 4: Successful Response
3. Token Binding for Access Tokens

Token Binding for access tokens cryptographically binds the access
token to the client’s Token Binding key pair, possession of which is
proven on the TLS connections between the client and the protected
resource. Token Binding is applied to access tokens in a sinilar
manner to that described in Token Bi nding over HTITP [ RFC8473],
Section 4 (Federation Use Cases). It also builds upon the nechanisns
for Token Binding of ID Tokens defined in Openl D Connect Token Bound
Aut hentication 1.0 [ Openl D. TokenBi ndi ng] .
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In the Openl D Connect [OpenlD. Core] use case, HITP redirects are used
to pass information between the identity provider and the relying
party; this HITP redirect makes the Token Binding ID of the relying
party available to the identity provider as the Referred Token
Binding 1D, information about which is then added to the I D Token

No such redirect occurs between the authorization server and the
protected resource in the access token case; therefore, information
about the Token Binding ID for the TLS connecti on between the client
and the protected resource needs to be explicitly comunicated by the
client to the authorization server to achi eve Token Binding of the
access token.

This information is passed to the authorization server using the

Ref erred Token Binding ID, just as in the ID Token case. The only
difference is that the client needs to explicitly comunicate the
Token Binding ID of the TLS connection between the client and the
protected resource to the Token Binding inplenentation so that it is
sent as the Referred Token Binding IDin the request to the

aut hori zation server. This functionality provided by Token Bi ndi ng
i mpl ementations is described in |Inplementation Considerations of
Token Bi ndi ng over HITP [ RFC8473], Section 6.

Note that to obtain this Token Binding ID, the client may need to
establish a TLS connection between itself and the protected resource
prior to making the request to the authorization server so that the
Provi ded Token Binding ID for the TLS connection to the protected
resource can be obtained. How the client retrieves this Token
Binding ID fromthe underlying Token Binding APl is inplenentation
and operating systemspecific. An alternative, if supported, is for
the client to generate a Token Binding key to use for the protected
resource, use the Token Binding ID for that key, and then later use
that key when the TLS connection to the protected resource is

est abl i shed.

3.1. Access Tokens Issued fromthe Authorization Endpoint

For access tokens returned directly fromthe authorization endpoint,
such as with the inplicit grant defined in QAuth 2.0 [ RFC6749],
Section 4.2, the Token Binding ID of the client’s TLS channel to the
protected resource is sent with the authorization request as the

Ref erred Token Binding IDin the "Sec-Token-Bi ndi ng" header, and is
used to Token Bind the access token

Upon receiving the Referred Token Binding ID in an authorization
request, the authorization server associates (Token Binds) the ID
with the access token in a way that can be accessed by the protected
resource. Such nethods include enbedding the Referred Token Binding
ID (or a cryptographic hash of it) in the issued access token itself,
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possi bly using the syntax described in Section 3.4, or through token
i ntrospection as described in Section 3.5. The method for
associating the referred token binding IDw th the access token is
determ ned by the authorization server and the protected resource,
and is beyond the scope for this specification.

3.1.1. Exanple Access Token |Issued fromthe Authorization Endpoi nt

This section provides an exanple of what the interactions around a
Token Bound access token issued fromthe authorization endpoint night
| ook Iike, along with sone details of the involved processing. Extra
line breaks in all exanples are for display purposes only.

The client directs the user-agent to nake the follow ng HTTP request
to the authorization endpoint. 1t is a typical authorization request
that, because Token Bi nding was negoti ated on the underlying TLS
connection and the user-agent was signaled to reveal the Referred
Token Bindi ng, also includes the "Sec-Token-Bindi ng" header with a
Token Bi ndi ng Message that contains both a Provided and Referred
Token Bi nding. The base64url-encoded EKM fromthe TLS connection
over which the request was nade is

"j I 5UAyj s5XCPI SUGQ wgc Sr O VI Wj4f hLVI FTQ4nLxc" .

GET /as/aut hori zati on. oaut h2?r esponse_t ype=t oken
&client i d=exanpl e-client-id&state=rMpzZxGlc3gKy6r EbsD8s
& edirect _uri=https¥BAYRF¥2Fcl i ent %2Eexanpl e%2Eor g¥%@2Fcb HTTP/ 1.1

Host: server. exanpl e.com

Sec- Token- Bi ndi ng: ARI AAgBBQ EE8nSM Dy2dj 9EEBdXaQT9VWBRq1NS- j WVBebPoF
6FyLOj | f ATVES5zI i rcgOTZnEglxel r C3DsGegwj s4bhwl4AQGKDI AXFFMy Gk ZegC
W bTI gX3F9HTt - | IXFU_pi 16ezka7qVRCpSFOBQLf Sql sxMoYf SSCIX1BDt r | L7PX
j __f UAAAECAEFALBNUNP3t e5W W Ewi ej Ez0OpesnC5PElI W 7kZ5n] LSqQTj 1ci |l p
5v@BOLLUCYM a2BYTUPKt d5EdS- Pal T4t 6ABADgei zRa5Nk TMuX4z OdC- RAcLNWV
@Bl Lu2Psko- UILR_XAHAQOH7- mD_nQR1zBN78nYMKPv Hs z8L 3z \WKRVy XEgAA

Fi gure 5: Authorization Request
The aut hori zation server issues an access token and delivers it to
the client by redirecting the user-agent with the foll owi ng HTTP
response:
HTTP/ 1.1 302 Found
Location: https://client.exanple.org/cbh#state=r MpZxGLc3gKy6r EbsD8s
&expi res_i n=3600&t oken_t ype=Bear er
&access_t oken=eyJhbCGeci G JFUzI[...omitted for brevity...]8xy5WssQ

Figure 6: Authorization Response
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The access token is bound to the Referred Token Binding ID fromthe
aut hori zati on request, which when represented as a JWI, as described
in Section 3.4, contains the SHA-256 hash of the Token Binding ID as
the value of the "tbh" (token binding hash) nenber of the "cnf"
(confirmation) claim The confirmation claimportion of the JW
Clainms Set is shown in the follow ng figure.

{
...other clains omtted for brevity..
"enf":{
"tbh": "vowQESa_MgbGIW XaFm BTN2QDPwh8PhuBm Et UAgxc"
}
}

Figure 7: Confirmation O aim
3.2. Access Tokens Issued fromthe Token Endpoi nt

For access tokens returned fromthe token endpoint, the Token Bi ndi ng
ID of the client’s TLS channel to the protected resource is sent as
the Referred Token Binding IDin the "Sec-Token-Bi ndi ng" header, and
is used to Token Bind the access token. This applies to all the
grant types from QAuth 2.0 [ RFC6749] using the token endpoint,
including, but not linted to the refresh and authorizati on code
token requests, as well as sone extension grants, such as JW
assertion authorization grants [RFC7523].

Upon receiving the Referred Token Binding IDin a token request, the
aut hori zati on server associates (Token Binds) the IDwth the access
token in a way that can be accessed by the protected resource. Such
nmet hods i ncl ude enbeddi ng the Referred Token Binding ID (or a
cryptographic hash of it) in the issued access token itself, possibly
usi ng the syntax described in Section 3.4, or through token

i ntrospection as described in Section 3.5. The nmethod for
associating the referred token binding IDwth the access token is
determi ned by the authorization server and the protected resource,
and is beyond the scope for this specification.

Note that if the request results in a new refresh token being
generated, it can be Token bound using the Provi ded Token Binding ID
per Section 2.

3.2.1. Exanple Access Token |Issued fromthe Token Endpoi nt
This section provides an exanple of what the interactions around a
Token Bound access token issued fromthe token endpoint mght | ook

like, along with sone details of the involved processing. Extra |line
breaks in all exanples are for display purposes only.
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The client nakes an access token request to the token endpoint and

i ncl udes the "Sec-Token-Bi ndi ng" header with a Token Bindi ng Message
that contains both Provided and Referred Token Binding IDs. The
Provi ded Token Binding IDis used to validate the token binding of
the refresh token in the request (and to Token Bind a new refresh
token, if one is issued), and the Referred Token Binding IDis used
to Token Bind the access token that is generated. The base64url -
encoded EKM fromthe TLS connection over which the access token
request was nmade is "4j TcbelQ@ocgPTZ5I 6j sh6pRP18l FKdwwPvasYj n1- E"

POST /as/token. oauth2 HTTP/ 1.1

Host: server. exanpl e.com

Cont ent - Type: application/ x-wmwform url encoded

Sec- Token- Bi ndi ng: ARl AAgBBQIFXJi r 2w4dgbJ7gr BxOuTYW r s9V50- PWIZi j egQ
OLUM _bGnGT6DI zxUK- mbn3dQUI keH7ybn6wbh1C5dGyV_| AAQDDFToFr Ht 41Zppq7
u_SEMF_E- Ki mAB- HewW 2MyZz AQOQKoW JCLFi CKj gt r 1Rr A2- j aJvoB8051DTGXQ
ydWrk AAAECAEFAUCLA YU83r qTGHEauloqvNwyOf DsdXzl yT_4x1Fcl dsMkj FkJac
| BJFGuYcccvnCak_duFi 3QKFENuwxgl - HHABAMcU71 j JOUA4I yE6YOECT z9BMPQOw
MbMBhwa RZNQA58f sTCCs| QE_NmNCl 9J Xy 4Nkdk EZBxqvZGPr 0y 8QZ_bmAwWAA

ref resh_t oken=gZR_ZI 8EAhLgWR- gWBi mhgZRZi _ 8EAhLgWRgVWBi nbf
&grant _type=refresh_token&client id=exanple-client-id

Fi gure 8: Access Token Request

The aut horization server issues an access token bound to the Referred
Token Binding ID and delivers it in a response the client.

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control: no-cache, no-store

{
"access_token":"eyJhbGeci G JFUzI INi I slmtp[...omtted...]1cs29j 5¢c3",
"token_type":"Bearer",

"expires_in": 3600

}

Fi gure 9: Response

The access token is bound to the Referred Token Binding ID of the
access token request, which when represented as a JWI, as descri bed
in Section 3.4, contains the SHA-256 hash of the Token Binding ID as
the value of the "tbh" (token binding hash) nmenmber of the "cnf"
(confirmation) claim The confirmation claimportion of the JW
Clains Set of the access token is shown in the follow ng figure.
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{
...other clains omtted for brevity..
"cnf":{
"tbh": "7NRBu9i DdJI YCTOgyeYuLxXvObl EA- yTpn& r AwKAws "
}
}

Figure 10: Confirmation Cl aim
Prot ect ed Resource Token Binding Validation

Upon receiving a token bound access token, the protected resource
val i dates the binding by conparing the Provided Token Binding ID to
the Token Binding ID for the access token. Alternatively,

crypt ographi ¢ hashes of these Token Binding |ID val ues can be
conpared. |f the values do not match, the resource access attenpt
MUST be rejected with an error.

1. Exanple Protected Resource Request

For exanple, a protected resource request using the access token from
Section 3.2.1 would | ook sonething like the followi ng. The

base64url| -encoded EKM from the TLS connecti on over which the request
was made is "7LsNP3BTlaHHdXdk6nmeEW t Ski PVLb7YS6i Hp- IXnuE". The
protected resource validates the binding by conparing the Provided
Token Binding ID fromthe "Sec-Token-Bi ndi ng" header to the token

bi ndi ng hash confirmation of the access token. Extra |line breaks in
the exanpl e are for display purposes only.

GET /api/stuff HITP/ 1.1

Host: resource. exanple.org

Aut hori zation: Bearer eyJhbGci O JFUzI INiIsI[...onmtted...]1cs29j5c3

Sec- Token- Bi ndi ng: Al kAAgBBQLgt RoWFPN66kxhx Gt aKr zcM Hw7HV8y Mk _- MIR
XJI XbDMYx ZCWh CASRRr mHHHL5wmpP3bhYt 0ChRDbs Mapf h_QAQN1He3Ft j 4Wa_S fz
ZVns4salfj 6aBoVsQWbr Ls191 1 vHze7Lr G Ky Cf PTKX| aj ebxp- TLPFZCc0JTqTY5
O0MBAAAA

Figure 11: Protected Resource Request
Representing Token Binding in JW Access Tokens

If the access token is represented as a JWI, the token binding

i nformati on SHOULD be represented in the sane way that it is in token
bound Openl D Connect | D Tokens [ Openl D. TokenBi ndi ng]. That
specification defines the new JW Confirmation Method RFC 7800

[ RFC7800] nenber "tbh" (token binding hash) to represent the SHA-256
hash of a Token Binding IDin an ID Token. The value of the "tbh"
menber is the base64url encoding of the SHA-256 hash of the Token
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Binding ID. Al trailing pad =" characters are onitted fromthe
encoded val ue and no |ine breaks, whitespace, or other additiona
characters are included.

The followi ng exanpl e denpbnstrates the JWI Clainms Set of an access
t oken containi ng the base64url encodi ng of the SHA-256 hash of a
Token Binding ID as the value of the "tbh" (token binding hash)
element in the "cnf" (confirmation) claim

{

"iss": "https://server.exanple.cont,
"aud": "https://resource. exanple.org"
"sub": "brian@xanpl e. cont
"iat": 1467324320,
"exp": 1467324920,
"enf":{
"tbh": "7NRBu9i DdJI YCTOgyeYuLxXvObl EA- yTpnd r AWKAws "

}
}

Figure 12: JW with Token Bi nding Hash Confirmation C aim
3.5. Representing Token Binding in |Introspecti on Responses

QAuth 2.0 Token Introspection [ RFC7662] defines a method for a
protected resource to query an authorization server about the active
state of an access token as well as to determ ne neta-information
about the token.

For a token bound access token, the hash of the Token Binding ID to
whi ch the token is bound is conveyed to the protected resource as
meta-information in a token introspection response. The hash is
conveyed using sane structure as the token binding hash confirmation
met hod, described in Section 3.4, as a top-level nenber of the

i ntrospection response JSON. The protected resource conpares that

t oken binding hash to a hash of the provided Token Binding |ID and
rejects the request, if they do not natch.

The following is an exanple of an introspection response for an

active token bound access token with a "tbh" token bindi ng hash
confirmati on nethod.
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HTTP/ 1.1 200 K
Cont ent - Type: application/json

{
"active": true,
"iss": "https://server.exanple.cont,
"aud": "https://resource. exanple.org"
"sub": "brian@xanpl e. cont
"iat": 1467324320,
"exp": 1467324920,
"enf":{
"tbh": "7NRBu9i DdJl YCTOgyeYuLxXvObl EA- yTpmd r AwKAws "
}
}
Figure 13: Exanple Introspection Response for a Token Bound Access

Token
4. Token Bi ndi ng Met adata
4.1. Token Binding Cient Mtadata

Clients supporting Token Binding that also support the QAuth 2.0
Dynamic dient Registration Protocol [RFC7591] use these netadata
val ues to declare their support for Token Binding of access tokens
and refresh tokens:

client_access_token_token_bindi ng_supported
OPTI ONAL. Bool ean val ue specifying whether the client supports
Token Bindi ng of access tokens. |If onmtted, the default value is
"fal se".

client_refresh_t oken_t oken_bi ndi ng_support ed
OPTI ONAL. Bool ean val ue specifying whether the client supports
Token Binding of refresh tokens. |If omtted, the default value is
"fal se". Authorization servers MIST NOT Token Bind refresh tokens
issued to a client that does not support Token Bi ndi ng of refresh
tokens, but MAY reject requests conpletely fromsuch clients if
token binding is required by authorization server policy by
returning an QAuth error response.

4.2. Token Binding Authorization Server Metadata
Aut hori zation servers supporting Token Binding that al so support
QAuth 2.0 Authorization Server Metadata [ RFC8414] use these netadata

val ues to declare their support for Token Binding of access tokens
and refresh tokens:
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as_access_t oken_t oken_bi ndi ng_support ed
OPTI ONAL.  Bool ean val ue speci fyi ng whet her the authorization
server supports Token Bi nding of access tokens. |If omtted, the
default value is "fal se".

as_refresh_token_t oken_bi ndi ng_supported
OPTI ONAL.  Bool ean val ue specifying whether the authorization
server supports Token Binding of refresh tokens. |If omitted, the
default value is "fal se"

5. Token Binding for Authorization Codes

There are two variations for Token Binding of an authorization code.
One is appropriate for native application clients and the other for
web server clients. The nature of where the various conponents
reside for the different client types demands different nethods of
Token Binding the authorization code so that it is bound to a Token
Bi nding key on the end user’s device. This ensures that a |ost or
stol en authorization code cannot be successfully utilized froma
different device. For native application clients, the code is bound
to a Token Binding key pair that the native client itself possesses.
For web server clients, the code is bound to a Token Bi nding key pair
on the end user’s browser. Both variations utilize the extensible
framewor k of Proof Key for Code Exchange (PKCE) [ RFC7636], which
enables the client to show possession of a certain key when
exchangi ng the authorization code for tokens. The follow ng
subsections individually describe each of the two PKCE net hods
respectively.

5.1. Native Application Cients

This section describes a PKCE nethod suitable for native application
clients that cryptographically binds the authorization code to a
Token Binding key pair on the client, which the client proves
possession of on the TLS connection during the access token request
contai ning the authorization code. The authorization code is bound
to the Token Binding ID that the native application client uses to
resol ve the authorization code at the token endpoint. This binding
ensures that the client that made the authorization request is the
same client that is presenting the authorization code.

5.1.1. Code Chall enge
As defined in Proof Key for Code Exchange [ RFC7636], the client sends
the code challenge as part of the QAuth 2.0 authorization request

with the two additional paraneters: "code chall enge" and
"code_chal | enge_net hod".
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For this Token Binding nmethod of PKCE, "TB-S256" is used as the value
of the "code_chal | enge_met hod" paraneter.

The val ue of the "code _chall enge" paraneter is the base64url encoding
(per Section 5 of [RFC4648] with all trailing padding (' =)
characters onitted and without the inclusion of any line breaks or
whi t espace) of the SHA-256 hash of the Provided Token Binding ID that
the client will use when calling the authorization server’s token
endpoint. Note that, prior to making the authorization request, the
client may need to establish a TLS connection between itself and the
aut hori zation server’s token endpoint in order to establish the
appropriate Token Bi nding | D.

When the authorization server issues the authorization code in the
aut hori zati on response, it associates the code chal |l enge and net hod
values with the authorization code so they can be verified | ater when
the authorization code is presented in the access token request.

5.1.1.1. Exanple Code Chall enge

For exanple, a native application client sends an authorization
request by sending the user’s browser to the authorization endpoint.
The resulting HTTP request | ooks sonething like the following (with
extra line breaks for display purposes only).

GET /as/ aut hori zati on. oaut h2?r esponse_t ype=code
&cl i ent i d=exanpl e-nati ve-client-id&state=o0UC2j yYt zRCr \yW VnG
&code_chal | enge=r Bl gOyMY4t ei uJVDgOnkr psAj Pyl 07D2WEM dng6eE
&code_chal | enge_net hod=TB- S256 HTTP/ 1. 1

Host: server. exanpl e.com

Figure 14: Authorization Request with PKCE Chal |l enge
5.1.2. Code Verifier

Upon recei pt of the authorization code, the client sends the access
token request to the token endpoint. The Token Bi ndi ng Protoco

[ RFC8471] is negotiated on the TLS connecti on between the client and
the aut horization server and the "Sec-Token-Bi ndi ng" header, as
defined in Token Binding over HITP [ RFC8473], is included in the
access token request. The authorization server extracts the Provided
Token Binding ID fromthe header value, hashes it w th SHA-256, and
compares it to the "code_chall enge" val ue previously associated with
the authorization code. |If the values match, the token endpoint
continues processing as nornmal (as defined by QAuth 2.0 [ RFC6749]).
If the values do not natch, an error response indicating

"invalid grant"” MJST be returned.

Jones, et al. Expires April 22, 2019 [ Page 15]



Internet-Draft QAuth 2.0 Token Bi ndi ng Cct ober 2018

The " Sec- Token-Bi ndi ng" header contains sufficient information for
verification of the authorization code and its association to the
original authorization request. However, PKCE [RFC7636] requires
that a "code verifier" parameter be sent with the access token
request, so the static value "provided tb" is used to neet that
requi renent and indicate that the Provided Token Binding ID is used
for the verification.

5.1.2.1. Exanple Code Verifier

An exanpl e access token request, correlating to the authorization
request in the previous exanple, to the token endpoint over a TLS
connection for which Token Bi ndi ng has been negoti ated woul d | ook
like the following (with extra |ine breaks for display purposes
only). The base64url -encoded EKM from the TLS connecti on over which
the request was nade is

" pNVKt PUQFvyl NYNnOO0QowwW QKoeMke X9H32hVuU71Bs" .

POST /as/token. oauth2 HTTP/ 1.1

Host: server. exanpl e. com

Cont ent - Type: application/x-wwform url encoded

Sec- Token- Bi ndi ng: Al kAAgBBQEOO GRFP- LMDhoVW6- 2i 318BsuuUunbAL8bt 1sz
| r LEFf p5DMXM\MBOBW ¢l Xr 2DKJnl 4xnuGs E6 GywQd9RbDOAQI Db3xyo9PBxj 8MBY
j Lt - 60CaxgDkyoBoTkyr nNbLc8t JQO0Jt XonKzBbj 5gPt HDduXc6xz_| zvNpx SPxi 42
87wk AAA

grant _type=aut hori zati on_code&code=mJAReTVKX7z| 30HUNd403PeNgNgxKGp6
&code_verifier=provided tb&client id=exanple-native-client-id

Fi gure 15: Token Request with PKCE Verifier
5.2. Wb Server Cients

Thi s section describes a PKCE nethod suitable for web server clients,
whi ch cryptographi cally binds the authorization code to a Token

Bi nding key pair on the browser. The authorization code is bound to
the Token Binding ID that the browser uses to deliver the

aut hori zation code to a web server client, which is sent to the

aut hori zation server as the Referred Token Binding ID during the

aut hori zation request. The web server client conveys the Token
Binding IDto the authorization server when naking the access token
request containing the authorization code. This binding ensures that
the aut horization code cannot successfully be played or replayed to
the web server client froma different browser than the one that nmade
the aut horization request.
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5.2.1. Code Chall enge

As defined in Proof Key for Code Exchange [ RFC7636], the client sends
the code challenge as part of the QAuth 2.0 Authorization Request
with the two additional paraneters: "code_chall enge" and
"code_chal | enge_net hod".

The client nust send the authorization request through the browser
such that the Token Binding ID established between the browser and
itself is revealed to the authorization server’s authorization
endpoint as the Referred Token Binding ID. Typically, this is done
with an HTTP redirection response and the "I ncl ude- Ref err ed- Token-
Bi ndi ng-1 D' header, as defined in Token Bi nding over HTTP [ RFC8473],
Section 5. 3.

For this Token Binding nethod of PKCE, "referred tb" is used for the
val ue of the "code _chal |l enge_net hod" paraneter.

The val ue of the "code_chall enge" parameter is "referred_tb". The
static value for the required PKCE paraneter indicates that the

aut hori zation code is to be bound to the Referred Token Binding ID
fromthe Token Binding Message sent in the "Sec-Token-Bi ndi ng" header
of the authorization request.

When the authorization server issues the authorization code in the
aut hori zati on response, it associates the Token Binding ID (or hash
thereof) and code chall enge nmethod with the authorization code so
they can be verified |ater when the authorization code is presented
in the access token request.

5.2.1.1. Exanple Code Chall enge

For exanple, the web server client sends the authorization request by
redirecting the browser to the authorization endpoint. That HTTP
redirection response | ooks like the following (with extra |ine breaks
for display purposes only).

HTTP/ 1.1 302 Found

Location: https://server.exanpl e.con?response_t ype=code
&cl i ent i d=exanpl e-web-client-id&st at e=P4FUFqYzslij 3f f sYCP34d3
& edi rect _uri=https¥BAYRFY2Fcl i ent ¥%2Eexanpl e%2Eor g%2Fcb
&code_chal | enge=referred_t b&code chal |l enge_net hod=referred _tb

I ncl ude- Ref err ed- Token- Bi ndi ng-1 D: true

Figure 16: Redirect the Browser

The redirect includes the "Include-Referred-Token-Bi ndi ng-1D"
response header field that signals to the user-agent that it should
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reveal, to the authorization server, the Token Binding |ID used on the
connection to the web server client. The resulting HTTP request to
the aut horization server |ooks something like the following (with
extra line breaks for display purposes only). The base64url-encoded
EKM from the TLS connection over which the request was nade is

" 7g0dRzMnPeO 1YWZGmVHy ReNsvd2CxcsRBN69Ue4cl

GET /as/ aut hori zati on. oaut h2?r esponse_t ype=code
&cl i ent _i d=exanpl e-web-cl i ent-i d&st at e=dr yo8YFpWacbUPj hBf 4Nvt 51
& edi rect _uri=https¥BAYRFY2Fcl i ent ¥%2Eexanpl e%2Eor g%2Fcb
&code_chal | enge=referred_th
&code_chal | enge_nethod=referred tb HITP/ 1.1

Host: server. exanpl e.com

Sec- Token- Bi ndi ng: ARl AAgBBQB- XOPf 5ePI f 7i kATi AFEGOS503I1 PnRf kyy e dWv
HCxI Onj j xC3DOE_OVf BNgr | Qxz | f kF7t Woy 2Zf yaE6XpwTs AQBYghFX78vMOgDX_F
d_b2dl HyH Mkl z8i MVBY_r eMd8QUaJFz51 B7PGANZ11j 58LoG5ChmQol INXYKt KZ
RXxr YAAAECAEFAdUFTnf QADkn1uDbQnvJEKk60@38L92¢gv- KO gl YadLoDl Ke2h53
hSi KWl P98i Rj _unedkNkAMyg9e2nmy4CGp7VWvBAe DUONaSXNz 1e6gKohwiN4A SAZ5e Ny x
45Mh8VI 4woL 1Bi pLoqgr JRoK6dx FKWJHRMUBROC LG 5Pi CoxybQH_TonBgAA

Figure 17: Authorization Request
5.2.2. Code Verifier

The web server client receives the authorization code fromthe
browser and extracts the Provi ded Token Binding ID fromthe "Sec-
Token- Bi ndi ng" header of the request. The client sends the
base64url| -encoded (per Section 5 of [RFC4648] with all trailing
padding ('=") characters onmtted and without the inclusion of any

I ine breaks or whitespace) Provided Token Binding ID as the val ue of
the "code_verifier" paraneter in the access token request to the

aut hori zati on server’s token endpoint. The authorization server
compares the value of the "code_verifier" paraneter to the Token

Bi nding 1D val ue previously associated with the authorization code.
If the values match, the token endpoint continues processing as
normal (as defined by QAuth 2.0 [RFC6749]). |If the val ues do not
mat ch, an error response indicating "invalid_grant” MJST be returned.

5.2.2.1. Exanple Code Verifier

Continuing the exanple fromthe previous section, the authorization
server sends the code to the web server client by redirecting the
browser to the client’s "redirect_uri", which results in the browser
maki ng a request like the following (wth extra line breaks for

di spl ay purposes only) to the web server client over a TLS channe
for which Token Bi ndi ng has been established. The base64url -encoded
EKM from the TLS connection over which the request was nade is
"EzWs0vyl Nosb_t aj t 8i j 3t V6cwy2KH i 8BAEMYXcNnO"
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GET /cb?st at e=dr yo8YFpWacbUPj hBf 4Nvt 51&code=j wbD30Ca5cQvvLc81lbwe4CMvv

Host: client.exanple.org

Sec- Token- Bi ndi ng: Al kAAgBBQHVBU530AA5J9bg20J7yRICJELN_C doL_ij vqpW
GnS6AyCnt oed4Uoi sCD f 1 kY_7p3nZDZADMoPXt pnmOBgels AQEwWgC9Zpg7QFCDBI b
6d Zki 3VhH32KNf Lef LIc1vRIXE8I 70M PLZHP2Woxh6r Et ngBc AABUbEb Tz 7nmuN
Ln8uoAAA

Figure 18: Authorization Response to Wb Server Cient

The web server client takes the Provided Token Binding ID fromthe
above request fromthe browser and sends it, base64url encoded, to
the aut hori zation server in the "code_verifier" parameter of the
aut hori zati on code grant type request. Extra line breaks in the
exanpl e request are for display purposes only.

POST /as/token. oauth2 HTTP/ 1.1

Host: server.exanpl e.com

Cont ent - Type: application/ x-ww«+form url encoded

Aut hori zation: Basic b3JnLmVAYWLwbGUuY2xpZWs00m | dGY50CGNoaVWhZ28=

grant _type=aut hori zati on_code&code=j wbD300a5cQvvLc81lbwc4CMn
& edi rect _uri=https¥BAYRFY2Fcl i ent ¥%2Eexanpl e%2Eor g%2Fcb
&client id=exanpl e-web-client-id
&code_veri fi er =AgBBQHVBU530AA5J9bg20J7yRIOCJELN_C dolL_ijvVv
gqpVGenS6Ay Cnt oed4Uoi sCD_f | kY_7p3nZDZADMbPXt pnOBgels

Fi gure 19: Exchange Authorizati on Code
6. Token Binding JW Authorization Grants and Client Authentication

The JWI Profile for QAuth 2.0 Client Authentication and Authori zation
G ants [ RFC7523] defines the use of bearer JW's as a nmeans for
requesting an QAuth 2.0 access token as well as for client

aut hentication. This section describes extensions to that
specification enabling the application of Token Binding to JW client
aut henti cation and JWI aut horization grants.

6.1. JWI Format and Processing Requirenents

In addition the requirenents set forth in Section 3 of RFC 7523
[ RFC7523], the following criteria nust also be net for token bound
JWI's used as authorization grants or for client authentication

o The JWI MUST contain a "cnf" (confirmation) claimwith a "tbh"
(token bi ndi ng hash) menber identifying the Token Binding |ID of
the Provided Token Bi nding used by the client on the TLS
connection to the authorization server. The authorization server
MUST reject any JW that has a token binding hash confirmation
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that does not match the correspondi ng hash of the Provided Token
Binding ID fromthe "Sec-Token-Bi ndi ng" header of the request.

6.2. Token Bound JWIs for Cient Authentication

To use a token bound JWI for client authentication, the client uses
the paraneter values and encodi ngs from Section 2.2 of RFC 7523

[ RFC7523] with one exception: the value of the
"client_assertion_type" is "urn:ietf:parans:oauth:client-assertion-
type:jwt-token-bound".

The "QAut h Token Endpoi nt Aut hentication Methods" registry

[ 1 ANA. QAut h. Par anet ers] contains val ues, each of which specify a

met hod of authenticating a client to the authorization server. The
val ues are used to indicated supported and utilized client

aut hentication methods in authorization server metadata, such as

[ Openl D. Di scovery] and [ RFC8414], and in QAuth 2.0 Dynanic dient
Regi stration Protocol [RFC7591]. The values "private key jw" and
"client_secret_jw" are designated by Openl D Connect [OpenlD. Core] as
aut henti cation nmethod val ues for bearer JW client authentication
using asymetric and symmetric JW5 [ RFC7515] al gorithnms respectively.
For Token Bound JWI for client authentication, this specification
defines and registers the follow ng authentication nethod val ues.

private_key_token_bound_jwt
Indicates that client authentication to the authorization server
will occur with a Token Bound JWI, which is signed with a client’s
private key.

client_secret token_bound jwt
Indicates that client authentication to the authorization server
will occur with a Token Bound JWI, which is integrity protected
with a MAC using the octets of the UTF-8 representation of the
client secret as the shared key.

Note that just as with the "private key jw" and "client_secret jwt"
aut henti cati on met hods, the "token_endpoi nt_auth_signing_alg" client
registration paraneter nmay be used to indicate the JW5 al gorithm used
for signing the client authentication JW for the authentication

net hods defined above.

6.3. Token Bound JWs for as Authorization Gants
To use a token bound JWI for an authorization grant, the client uses
the paraneter values and encodings from Section 2.1 of RFC 7523

[ RFC7523] with one exception: the value of the "grant type" is
"urn:ietf:parans: oaut h: grant-type:jwt-token-bound"
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7. Security Considerations
7.1. Phasing in Token Bi nding

Many QAut h inplenentations will be deployed in situations in which
not all participants support Token Binding. Any of conbination of
the client, the authorization server, the protected resource, and the
user agent may not yet support Token Binding, in which case it wll
not work end-t o-end.

It is a context-dependent depl oynent choice whether to all ow
interactions to proceed in which Token Binding is not supported or
whether to treat the om ssion of Token Binding at any step as a fata
error. Particularly in dynam c depl oynent environnents in which End
Users have choices of clients, authorization servers, protected
resources, and/or user agents, it is recommended that, for sone
reasonabl e period of tine during which Token Binding technology is
bei ng adopted, authorizations using one or nore conponents that do
not inplement Token Binding be allowed to successfully proceed. This
enabl es different conponents to be upgraded to supporting Token
Binding at different tines, providing a snooth transition path for
phasing in Token Bi nding. However, when Token Bi ndi ng has been
perfornmed, any Token Bi nding key m snatches MJST be treated as fata
errors.

In nore controll ed depl oynment environnments where the participants in
an authorization interaction are known or expected to support Token
Bi nding and yet one or nore of them does not use it, the

aut hori zati on SHOULD be aborted with an error. For instance, an

aut hori zati on server should reject a token request that does not

i nclude the "Sec- Token-Bi ndi ng" header, if the request is froma
client known to support Token Binding (via configuration or the
"client_access_t oken_t oken_bi ndi ng_supported” netadata paraneter).

7.2. Binding of Refresh Tokens

Section 6 of RFC 6749 [RFC6749] requires that a refresh token be
bound to the client to which it was issued and that, if the client
type is confidential or the client was issued client credentials (or
assi gned other authentication requirenents), the client nust
authenticate with the authorization server when presenting the
refresh token. As a result, for non-public clients, refresh tokens
are indirectly bound to the client’s credentials and cannot be used
wi t hout the associated client authentication. Non-public clients
then are afforded protections (equivalent to the strength of their
aut hentication credential s) agai nst unauthorized replay of refresh
tokens and it is reasonable to not Token Bind refresh tokens for such
clients while still Toking Binding the issued access tokens. Refresh
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tokens issued to public clients, however, do not have the benefit of
such protections and authorization servers MAY el ect to disall ow
public clients fromregistering or establishing configuration that
woul d al |l ow Token Bound access tokens but unbound refresh tokens.

Sone web-based confidential clients inplenented as distributed nodes
may be perfectly capable of inplenenting access token binding (if the
access token remains on the node it was bound to, the token binding
keys woul d be locally available for that node to prove possession),
but may struggle with refresh token binding due to an inability to
share token binding key material between nodes. As confidentia
clients already have credentials which are required to use the
refresh token, and those credentials should only ever be sent over
TLS server-to-server between the client and the Token Endpoint, there
is still value in token binding access tokens w thout token binding
refresh tokens. Authorization servers SHOULD consi der supporting
access token binding without refresh token binding for confidenti al
web clients as there are still security benefits to do so.

Clients MJST declare through dynam c (Section 4.1) or static
registration informati on what types of token bound tokens they
support to enable the server to bind tokens accordingly, taking into
account any phase-in policies. Authorization servers MAY reject
requests fromany client who does not support token binding (by
returning an QAuth error response) per their own security policies.

8. | ANA Consi derations
8.1. (QAuth Dynamic Client Registration Metadata Registration

This specification registers the following client netadata
definitions in the | ANA "QAuth Dynami c Cient Registration Mtadata"
registry [I ANA QAut h. Par aneters] established by [ RFC7591]:

8.1.1. Registry Contents

o Cient Metadata Nane:
"client_access_t oken_t oken_bi ndi ng_supported”

o Cdient Metadata Description: Bool ean val ue specifying whether the
client supports Token Bi nding of access tokens

0 Change Controller: |ESG

0 Specification Docunment(s): Section 4.1 of [[ this specification ]]

o Cient Mtadata Nane:
"client_refresh_token_token_bi ndi ng_supported”

0o Cdient Metadata Description: Bool ean val ue specifying whether the
client supports Token Bi nding of refresh tokens

o Change Controller: |IESG
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0 Specification Docunment(s): Section 4.1 of [[ this specification ]]
8.2. (QAuth Authorization Server Metadata Regi stration

This specification registers the follow ng netadata definitions in
the 1 ANA "QAuth Authorization Server Metadata" registry
[  ANA. QAut h. Par anmet ers] established by [ RFC8414]:

8.2.1. Registry Contents

o0 Metadata Nane: "as_access_t oken_token_bi ndi ng_supported”
0 Metadata Description: Bool ean val ue specifying whether the
aut hori zati on server supports Token Bi nding of access tokens
0 Change Controller: |IESG
0 Specification Docunent(s): Section 4.2 of [[ this specification ]]

0 Metadata Nane: "as_refresh_token_t oken_bindi ng_supported"
0 Metadata Description: Bool ean val ue specifying whether the
aut hori zati on server supports Token Binding of refresh tokens
0 Change Controller: |IESG
0 Specification Docunent(s): Section 4.2 of [[ this specification ]]

8.3. PKCE Code Chall enge Met hod Regi stration

This specification requests registration of the follow ng Code
Chal | enge Met hod Parameter Names in the | ANA "PKCE Code Chall enge
Met hods” registry [1ANA. QAut h. Paraneters] established by [ RFC7636].

8.3.1. Registry Contents

0 Code Chal |l enge Met hod Paraneter Nane: TB-S256
Change controller: |ESG
0 Specification docunent(s): Section 5.1.1 of [[ this specification

1]

0 Code Chall enge Method Paraneter Nanme: referred tb
Change controller: |ESG
0 Specification docunment(s): Section 5.2.1 of [[ this specification

1]

9. Token Endpoint Authentication Method Registration

o

o

This specification requests registration of the followi ng values in
the 1 ANA "QAut h Token Endpoi nt Aut hentication Methods" registry
[ ANA. QAut h. Par amet ers] established by [ RFC7591].
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9.1. Registry Contents

o Token Endpoi nt Authentication Method Nane:
"client_secret_token _bound jw"
0 Change Controller: |IESG
0 Specification Document(s): Section 6 of [[ this specification ]]

0 Token Endpoi nt Authentication Method Nane:
"private_key token_bound_jw"
0 Change Controller: |ESG
o0 Specification Docunent(s): Section 6 of [[ this specification ]]

10. Sub- Namespace Registrations
This specification requests registration of the follow ng values in
the 1ANA "QAuth URI" registry [IANA QAut h. Paranmeters] established in
An | ETF URN Sub- Nanmespace for QAuth [ RFC6755].

10.1. Registry Contents

0o URN wurn:ietf:parans: oauth: grant-type:jw -token-bound

0 Common Nane: Token Bound JWI Grant Type for QAuth 2.0

0 Change controller: |ESG

0 Specification Document: Section 6 of [[ this specification ]]

0o URN wurn:ietf:paranms: oauth:client-assertion-type:jw-token-bound
0 Comon Nanme: Token Bound JWI for QAuth 2.0 Client Authentication
0 Change controller: |ESG

0 Specification Docunent: Section 6 of [[ this specification ]]
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i x B. Docunment History

to be renoved by the RFC Editor before publication as an RFC ]]

Update reference to -03 of openid-connect-token-bound-
aut henti cati on.

Update the references to the core token binding specs, which are
now RFCs 8471, 8472, and 8473.

Update reference to AS netadata, which is now RFC 8414.

Add chairs and ADs to the Acknow edgenents.

Explicitly state that the base64url encodi ng of the tbh val ue
doesn’t include any trailing pad characters, |ine breaks,
whi t espace, etc.

Update to | atest references for tokbind drafts and draft-ietf-
oaut h-di scovery.

Update reference to Inplenentation Considerations in draft-ietf-
t okbi nd-https, which is section 6 rather than 5.

Try to tweak text that references specific sections in other
docunents so that the HTM. generated by the ietf tools doesn't
link to the current docunment (based on old suggestion fromBarry
https://ww.ietf.org/ mail-archive/web/josel/current/nsg04571. htnl).
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0 Use the boilerplate from RFC 8174.

0 Update reference for draft-ietf-tokbind-https to -12 and draft-
i etf-oauth-discovery to -09.

o Mnor editorial fixes.
-05

0 State that authorization servers should not token bind refresh
tokens issued to a client that doesn't support bound refresh
t okens, which can be indicated by the
"client_refresh_token_token_bi ndi ng_supported” client netadata
par anet er .

0 Add Token Binding for JW Authorization Gants and JW dient
Aut henti cation

0 Adjust the | anguage around aborting authorizations in Phasing in
Token Binding to be somewhat nore general and not only about
downgr ades.

0 Renove reference to, and usage of, 'QAuth 2.0 Protected Resource
Met adata’, which is no |onger a going concern

o Mved "Token Bindi ng Metadata" section before "Token Bi nding for
Aut hori zation Codes" to be closer to the "Token Binding for Access
Tokens" and "Token Binding for Refresh Tokens", to which it is
nore cl osely rel ated.

0 Update references for draft-ietf-tokbind- negotiation(-10),
protocol (-16), and https(-10), as well as draft-ietf-oauth-
di scovery(-07), and BCP212/ RFC8252 QAuth 2.0 for Native Apps.

- 04

o Define how to convey token binding information of an access token
via RFC 7662 QAuth 2.0 Token Introspection (note that the
I ntrospecti on Response Registration request for cnf/Confirmation
isin https://tools.ietf.org/htm/draft-ietf-oauth-ntls-
02#section-4.3 which will likely be published and registered prior
to this docunent).

o Mnor editorial fixes.
0 Added an open issue about needing to allow for web server clients

to opt-out of having refresh tokens bound while still allow ng for
bi ndi ng of access tokens (following frommention of the problemon
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slide 16 of the presentation from Chi cago
https://ww.ietf.org/proceedi ngs/98/slides/slides-98-o0aut h-sessb-
t oken- bi ndi ng- 00. pdf).

-03

o Fix a few nistakes in and around the exanples that were noticed
preparing the slides for | ETF 98 Chi cago.

-02

0 Added a section on Token Binding for authorization codes with one
variation for native clients and one for web server clients.

0 Updated | anguage to reflect that the binding is to the token
bi ndi ng key pair and that proof-of-possession of that key is done
on the TLS connection

0 Added a bunch of exanpl es.

0 Added a few Qpen Issues so they are tracked in the docunent.

0 Updated the Token Binding and QAuth Met adata references.

0 Added WIIliam Denniss as an aut hor

-01

0 Changed Token Binding for access tokens to use the Referred Token
Binding I D, now that the Inplenentation Considerations in the
Token Bi ndi ng HTTPS specification make it clear that
i mpl ementations will enable using the Referred Token Binding | D.

o Defined Protected Resource Metadata val ue.

0 Changed to use the nore specific term"protected resource" instead
of "resource server".

-00

0 Created the initial working group version fromdraft-jones-oauth-
t oken- bi ndi ng- 00.
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