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Abst ract

The Distributed QAuth profile enables an QAuth client to discover
what aut horization server or servers may be used to obtain access
tokens for a given resource, and what paraneter values to provide in
the access token request.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 14, 2018
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

I ntroduction

In [RFC6749], there is a single resource server and authorization
server. In nore conplex and distributed systens, a clients may
access many different resource servers, which have different

aut hori zati on servers nmanagi ng access. For exanple, a client may be
accessing two different resources that provides simlar
functionality, but each is in a different geopolitical region, which
requi res authorization from authorization servers |ocated in each
geopolitical region.

A priori know edge by the client of the rel ationships between
resource servers and authorizations servers is not practical as the
nunber of resource servers and authorization servers scales up. The
client needs to discover on-demand whi ch authorization server to
request authorization for a given resource, and what paraneters to
pass. Being able to discover how to access a protected resource al so
enabl es nore flexible software devel opnent as changes to the scopes,
real ns and aut horization servers can happen dynamically with no
change to client code

1. Notational Conventions

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14,

[ RFC2119] .

2. Term nol ogy

I ssuer: the party issuing the access token, also known as the
aut hori zation server.

Al'l other terns are as defined in [ RFC6749] and [ RFC6750]
3. Protocol Overview

Figure 1 shows an abstract flow of distributed QAuth.
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Figure 1: Abstract Protocol Flow
There are three steps where there are changes fromthe QAuth flow

1) A discovery request (A) and discovery response (B) where the
client discovers what is required to nmake an authenticated request.
The client nakes a request to the protected resource w thout

suppl ying the Authorization header, or supplying an invalid access
token. The resource server responds with a HTTP 401 response code
and links of relation types "resource_uri" and the

"oaut h_server_netadata_uri". The client confirnms the "host" val ue
fromthe TLS connection is contained in the resource URI, and fetches
each QAuth Server Metadata URI and per [QASM discovers one or nore
aut hori zati on server end point URIs.

The client then obtains an authorization grant per one of the grant
types in [ RFC6749] section 4.

2) An authorization request (C) to an authorization server and
includes the "resource uri" link. The authorization servers provides
an access token that is associated to the "resource_uri" val ue.

3) An authenticated request (E) to the resource server that confirns
the "resource_uri" linked to the access token mat ches expected val ue.

Hardt, et al. Expi res Decenber 14, 2018 [ Page 3]



Internet-Draft Di stributed QAuth June 2018

2

Aut hori zation Server Discovery
Figure 1, step (A

To access a protected resource, the client needs to learn the

aut hori zation servers or issuers that can issue access tokens that
are acceptable to the protected resource. There nmay be one or nore
i ssuers that can issue access tokens for the protected resource. To
di scover the issuers, the client attenpts to nake a call to the
protected resource URI as defined in [RFC6750] section 2.1, except
with an invalid access token or no HTTP "Authorization" request
header field. The client notes the hostnanme of the protected
resource that was confirmed by the TLS connection, and saves it as
the "host" attribute.

Figure 1, step (B)

The resource server responds with the "WNWV Aut henti cate" HTTP header
that includes the "error" attribute with a value of "invalid_token"
and MAY al so include the "scope" and "realnm attribute per [ RFC6750]
section 3, and a "Link" HTTP Header per [RFC8288] that MJST i ncl ude
one link of relation type "resource_uri" and one or nore |inks of
type "oauth_server_netadata_uri"

For exanple (with extra spaces and line breaks for display purposes
only):

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cat e: Bearer real n="exanpl e_real ni',
scope="exanpl e_scope",
error="invalid_token"

Li nk: <https://api.exanple.confresource">; rel ="resource_uri"

<https://as. exanpl e. com . wel | - known/ oaut h- aut hori zati on- server>

oaut h_server _netadata uri"

The client MJUST confirmthe host portion of the resource URI, as
specified in the "resource_uri" link, contains the "host" attribute
obt ai ned fromthe TLS connection in step (A). The client MIJST
confirmthe resource URI is contained in the protected resource UR
where access was attenpted. The client then retrieves one or nore of
the QAuth Server Metadata URIs to learn howto interact with the
associ ated authorization server per [OASM and create a |list of one
or nore authorization server token endpoint URLs.

Aut hori zati on G ant

The client obtains an authorization grant per any of the nechanisns
in [ RFC6749] section 4.
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4.

Access Token Request
Figure 1, step (O

The client nakes an access token request to the authorization server
t oken endpoint URL, or if nore than URL is available, a randonly
selected URL fromthe list. |If the client is unable to connect to
the URL, then the client MAY try to connect to another URL fromthe
list.

The client SHOULD authenticate to the issuer using a proof of
possessi on nechani sm such as nutual TLS or a signed token containing
the issuer as the audience.

Dependi ng on the authorization grant nechani smused per [RFC6749]
section 4, the client nakes the access token request and MJST i ncl ude
"resource" as an additional paraneter with the value of the resource
URI. For exanple, if using the [ RFC6749] section 4.4, dient
Credentials Gant, the request would be (with extra spaces and line
breaks for display purposes only):

POST /token HTTP/ 1.1

Host: i ssuer. exanpl e. com

Aut hori zation: Basic czZCaGRSa3FOMzpnWDFnTnFOM2IW
Cont ent - Type: application/ x-wmwform url encoded

grant _type=client_credentials
&scope=exanpl e_scope
& esour ce=htt ps¥8AWRFY2Fapi . exanpl e. con2Fr esour ce

Figure 1, step (D)

The aut horization server MJST associate the resource URI with the

i ssued access token in a way that can be accessed and verified by the
protected resource. For JW [RFC7519] fornmatted access tokens, the
"aud" claim MJST be used to convey the resource URI. Wen Token

I ntrospection [RFC7662] is used, the introspection response MJST
contai ne the "aud" nmenber with the resource URI as its val ue.

Accessi ng Protected Resource

Figure 1, step (E)

The client accesses the protected resource per [RFC6750] section 2.1
The Distributed QAuth Profile MJST only use the authorization request

header field for passing the access token

Figure 1, step (F)
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The protected resource MIUST verify the resource URI in or referenced
by the access token is the protected resource’ s resource URI

6. Security Considerations

Three new threats energe when the client is dynanically discovering
the aut horization server and the request attributes: access token
reuse, resource server inpersonation, and malicious issuer.

6.1. Access Token Reuse

A malicious resource server inpersonates the client and reuses the
access token provided by the client to the nualicious resource server
wi th anot her resource server.

This is mtigated by constraining the access token to a specific
audi ence, or to a specific client.

Audi ence restricting the access token is described in this docunent
where the the resource URI is associated to the access token by
inclusion or reference, so that only access tokens with the correct
resource URI are accepted at a resource server

Sender constrai ning the access token can be done through [ MILS],
[ CATB], or any other mechanismthat the resource can use to associate
the access token with the client.

6.2. Resource Server |npersonation

A malicious resource server tells a client to obtain an access token
that can be used at a different resource server. Wen the client
presents the access token, the malicious resource server uses the
access token to access anot her resource server.

This is mtigated by the client obtaining the "host" value fromthe
TLS certificate of the resource server, and the client verifying the
"host" value is contained in the host portion of the resource URl,
rather than the resource URI being any val ue decl ared by the resource
server.

6.3. Malicious |Issuer
A malicious resource server could redirect the client to a nalicious
i ssuer, or the issuer may be malicious. The malicious issuer may

replay the client credentials with a valid issuer and obtain a valid
access token for a protected resource.
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This attack is mitigated by the client using a proof of possession
aut henti cati on mechanismw th the issuer such as [MILS] or a signed
token containing the issuer as the audi ence.

7. | ANA Consi derations

Pursuant to [ RFC5988], the following link type registrations will be
registered by mail to link-relations@etf.org.

0 Relation Nane: oauth_server _netadata_uri

0 Description: An QAuth 2.0 Server Metadata URI.
0 Reference: This specification

0 Relation Nane: resource_uri

0 Description: An QAuth 2.0 Resource Endpoint specified in [ RFC6750]
section 3. 2.

0 Reference: This specification
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Appendi x A.  Document Hi story

Al
o]

A 2.

Har dt ,

dr af t - har dt - oaut h-di stri but ed- 00
Initial version.
draf t - har dt - oaut h-di stri but ed-01

resource identity expanded fromjust a hostnane "host",
that contains the hostnane "resource UR"

to a UR

use oaut h di scovery document to obtain token endpoint rather than

explicitly returning token endpoint
use [ RFC8288] to provide resource and di scovery URIs

al | ow any aut horization grant type be used to obtain an
aut hori zati on grant

change attribute "host” to "resource"

require linking resource URI to access token
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0 add client restriction to mtigate access token reuse
0 added Nat and Brian as authors
Aut hors’ Addresses

Di ck Hardt
Amazon

Enmai | : di ck. hardt @nai | . com

Bri an Canpbel |

Ping Identity

Emai | : brian. d. canpbel | @nmail . com
Nat Saki nura

NRI

Enmai | : n-sakinura@ri.co.jp

Hardt, et al. Expi res Decenber 14, 2018 [ Page 9]



