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Abstract

This document describes an Extensible Provisioning Protocol (EPP)
extension for including a verification code for marking the data for
a transform command as being verified by a 3rd party, which is
referred to as the Verification Service Provider (VSP). The
verification code is digitally signed by the VSP using XML Signature
and is "base64" encoded. The XML Signature includes the VSP signer
certificate, so the server can verify that the verification code
originated from the VSP.
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to this document. Code Components extracted from this document must
include Simplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Simplified BSD License.
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1. Introduction

This document describes an extension mapping for version 1.0 of the
Extensible Provisioning Protocol (EPP) [RFC5730]. This mapping, an
extension to EPP object mappings like the EPP domain name mapping
[RFC5731], EPP host mapping [RFC5732], and EPP contact mapping
[RFC5733], can be used to pass a verification code to one of the EPP
transform commands. The domain name object is used for examples in
the document. The verification code is signed using XML Signature
[W3C.CR-xmldsig-core2-20120124] and is "base64" encoded. The
"baseb64" encoded text of the verification code MUST conform to
[RFC2045]. The verification code demonstrates that verification was
done by a Verification Service Provider (VSP).

The Verification Service Provider (VSP) is a certified party to
verify that data is in compliance with the policies of a locality. A
locality MAY require the client to have data verified in accordance
with local regulations or laws utilizing data sources not available
to the server. The VSP has access to the local data sources and is
authorized to verify the data. Examples include verifying that the
domain name is not prohibited and verifying that the domain name
registrant is a valid individual, organization, or business in the
locality. The data verified, and the objects and operations that
require the verification code to be passed to the server, is up to
the policies of the locality. The verification code represents a
marker that the verification was completed. The signer certificate
and the digital signature of the verification code MUST be verified
by the server.

1.1. Conventions Used in This Document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

XML is case sensitive. Unless stated otherwise, XML specifications
and examples provided in this document MUST be interpreted in the
character case presented in order to develop a conforming

implementation.
In examples, "C:" represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
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white space in examples are provided only to illustrate element
relationships and are not a REQUIRED feature of this protocol.

"verificationCode-1.0" is used as an abbreviation for
"urn:ietf:params:xml:ns:verificationCode-1.0". The XML namespace
prefix "verificationCode" is used, but implementations MUST NOT
depend on it and instead employ a proper namespace—-aware XML parser
and serializer to interpret and output the XML documents.

2. Object Attributes

This extension adds additional elements to EPP object mappings like
the EPP domain name mapping [RFC5731], EPP host mapping [RFC5732],
and EPP contact mapping [RFC5733]. Only those new elements are
described here.

2.1. Verification Code

The Verification Code is a formatted token, referred to as the
Verification Code Token, that is digitally signed by a Verification
Service Provider (VSP) using XML Signature
[W3C.CR-xmldsig—core2-20120124], using the process described in
Section 2.1.1, and is then "base64" encoded, as defined in

Section 2.1.2. The Verification Code Token syntax is specified using
Augmented Backus—-Naur Form (ABNF) grammar [RFC5234] as follows:

Verification Code Token ABNF

token = vsp—id "-" verification-id ; Verification Code Token
vsp—-id = 1*DIGIT ; VSP Identifier
verification-id = 1*(DIGIT / ALPHA) ; Verification Identifier

For a VSP given VSP Identifier "1" and with a Verification Identifier
of "abcl23", the resulting Verification Code Token is "l-abcl23".

The Verification Identifier MUST be unique within a VSP and the VSP
Identifier MUST be unique across supporting VSP’s, so the
Verification Code Token MUST be unique to an individual verification.
The VSP Identifiers MAY require registration within an IANA registry.

2.1.1. Signed Code

The <verificationCode:signedCode> is the fragment of XML that is
digitally signed using XML Signature [W3C.CR-xmldsig-core2-20120124].
The <verificationCode:signedCode> element includes a required "id"
attribute of type XSD ID for use with an IDREF URI from the Signature
element. The certificate of the issuer MUST be included with the
Signature so it can be chained with the issuer’s certificate by the
validating client.
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The <verificationCode:signedCode> element includes a REQUIRED "type"
attribute for use in defining the type of the signed code. It is up
to the VSP and the server to define the valid values for the "type"
attribute. Examples of possible "type" attribute wvalues include
"domain" for verification of the domain name, "registrant" for
verification of the registrant contact, or "domain-registrant" for
verification of both the domain name and the registrant. The typed
signed code is used to indicate the verifications that are done by
the VSP. The "type" attribute values MAY require registration within
an IANA registry.

A <verificationCode:signedCode> element substitutes for the
<verificationCode:abstractSignedCode> abstract element to define a
concrete definition of a signed code. The
<verificationCode:abstractSignedCode> element can be replaced by
other signed code definitions using the XML schema substitution
groups feature.

The child elements of the <verificationCode:signedCode> element
include:

<verificationCode:code> Contains the Verification Code Token as
defined by the ABNF in Section 2.1.

<Signature> XML Signature [W3C.CR-xmldsig-core2-20120124] for the
<verificationCode:signedCode>. Use of a namespace prefix, like
"dsig", is recommended for the XML Signature
[W3C.CR-xmldsig—core2-20120124] elements.

Example of a "domain" typed signed code using the
<verificationCode:signedCode> element and XML Signature
[W3C.CR-xmldsig-core2-20120124]:

<verificationCode:signedCode
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0"
id="signedCode">
<verificationCode:code type="domain">1l-abclll
</verificationCode:code>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc—cl4n#" />
<SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-moref#rsa-sha256" />
<Reference URI="#signedCode">
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
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</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>wgyW3nZPoEfppt LhRILKNOQnbdtU6ArM7ShrAfHgDFg=
</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>
IJMu4PfyQGiJBFOGWSEPFCJ jmywCEQR2h4LD+ge6XQ+JIJnmKFFCuCZS/3SLKAXOL1w
QDF02e0Y69k2G7/LGE37X3vOflobFMloGwja8+GMVraoto5xAd4/AF7eHukgAymD
09tox0a2h0yV4A4PmXzsU6S86XtCcUE+S/WM72nyn47z0oUCzzPKHZBRyeWehVEQ+
JYRMIAMzMS57HHQA+6eaXefRvtPETgUO4aVvVIVSugc4OUAZZWbYcZrCowOaQqqgAZi
30aPOBYbAVHMSmMWSS+hFkbshomJfHxb97TD2gr 1YNrQI zgXk 7TWoHWy2SYdA+sI/Z
ipJsXNa6osTUwlCzA7jfwA==
</SignatureValue>
<KeyInfo>
<X509Data>
<X509Certificate>
MITESTCCAzGgAwIBAgIBAjANBgkghkiGO9wOBAQsSFADBiMQswCQYDVQQGEwWJVUZEL
MAkKkGA1UECBMCQOExFDASBgNVBACTCOxvcyBBbmdlbGVzMRMWEQYDVQQKEwWPJQOFO
TiBUTUNIMRswWGQYDVQODExJJQOFOTiBUTUNIIFRFU1QgQOEWHhcNMTMwMjA4MDAW
MDAWWhcNMTgwMJA3MIJM1O0TUSWjBsMQOswCQYDVQQGEwWJVUzZELMAkKkGA1IUECBMCQOEx
FDASBgNVBACTCOxvcyBBbmdlbGVzMRcwEFQYDVQQKEWSWYWxpZGF0b3IgVE1IDSDEQ
MB8GA1lUEAXMYVmMF saWRhdGO9yIFRNQOggVEVIVCBDRVJUMIIBI jANBgkghkiG9w0B
AQEFAAOCAQB8AMIIBCGKCAQEAO/cwvXhbVY10RDWWvoyeZpETVZVVcMCovUVNgG/sw
WinuMgEWgVQFrz0xAO04pEhXCFVv4evbUpekISbuqUlgmQyOsCKQLIhOHTJP jvkC5u
pDga51F1k0TMaMkIQjs7aUKCmA4RGAtTTGK/EjR1ix8/D0gHYVR1dy1YPrMP+ou7
5bOVnIos+HifrAtrIv4gEqwLL4AFTZAUpaCa2BmgXfy2CSRQbxD50rlgcSa3vurhb
SPMCNxgaXmIXmQipS+DuEBqMM8t1daN7RYo JUEKrGVsNk5i9y2/7sjnlzyyUP£f7v
L4GgDYghJYWV61DnXgx/Jd6CWxvsnDF6scscQzUTEL+hywIDAQABo4H/MIHSMAWG
A1UJEWEB/wQCMAAWHQYDVROOBBYEFPZEcIQcD/Bj2IFz/LERuU02ADJIviMIGMBgNV
HSMEgYQwgYGAFO0/7kEh3FuEKS+Q/kYHaD/W6wihoWakZDBiMQswCQYDVQQGEwWJIV
UzELMAkKGA1UECBMCQOEXFDASBgNVBAcCTCOxvcyBBbmdlbGVzMRMWEQYDVQQKEwpPJ
QOFOTiBUTUNIMRswGQYDVQQODExJJQOFOTiBUTUNIIFRFU1QgQOGCAQEWDgYDVROP
AQH/BAQDAgeAMC4GA1UdHWONMCUWI 6AhoB+GHWhOdHAG6LY 9 jcmwuaWNhbm4ub3Jn
L3RtY2guY3JsMAOGCSgGSIb3DQEBCWUAA4IBAQR2gSy7ui+43cebKUKwWPrzz9y/
TkrMeJGKjo40n+9uekaw3DJ5EqiOf/gZ4p jBD++0R6BICb6NQUQOKwnoAz51E4Ssu
y5+1930T3HfyVc4gNMIoHm1PS1917DBKrbwbzAea /0 jKWVzrvmV7TBEf jxD3AQ01R
bUSdBr6IjbdLF1n05x0G0mrG7x50UPuurihyi URpFDpwHSKAH1wMcCpXGXFRtGKk
wydgyVYAtyT7otkl/z3bZkCVT34gPvF70sR6+QxUy8ul0LzF5A/beYaZpxSYG3lamL
AdXitTWFipalGea9lEGFMOL9+Bg7XzNn4nVLXokyEB3bgS4scG6QznX23FGk
</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</verificationCode:signedCode>
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2.1.2. Encoded Signed Code

The <verificationCode:encodedSignedCode> element contains one or more
encoded form of the digitally signed <verificationCode:signedCode>
element, described in Section 2.1.1.

The child elements of the <verificationCode:encodedSignedCode>
element include:

<verificationCode:code> One or more <verificationCode:code> elements
that is an encoded form of the digitally signed
<verificationCode:signedCode> element, described in
Section 2.1.1, with the encoding defined by the "encoding"
attribute with the default "encoding" wvalue of "base64". The
"baseb64" encoded text of the <verificationCode:code> element MUST
conform to [RFC2045].

Example <verificationCode:encodedSignedCode> element that contains
one "base64" encoded <verificationCode:signedCode> contained in the
<verificationCode:code> element:

<verificationCode:encodedSignedCode
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:code>

ICAgICAgPHZ1lcmlmaWNhdGlvbkNvZGU6c21nbmVkQ29kZQogICAgICAgIHhtbG52z
OnZlcmlmaWNhdGlvbkNvZGUOCiAgICAgICAgICAIdXJuOmlldGY6cGFyYW1z0Onht
bDpuczp2ZXJpZml jYXRpb25Db2R1ILTEUMCIKICAGICAgICAgIGlkPSJzaWduZWRD
b2R1Ij4KICAGCQk8dmVyaWZpY2F0aW9uQ29kZTp jb2R1P JELYWIJMTIZzPC92ZXJIp
ZmljYXRpb25Db2R10mMNvZGU+CiAgPFNpZ25hdHVyZSB4bWxucz0iaHROcDovL3d3
dy53My5vemcvMjAwWMC8wOS94bWxkc21nIyI+CiAgIDxTaWduZWRIbmZvPgogICAg
PENhbm9uaWNhbG1l 6YXRpb25NZXRob2QKIEFsZ29yaXRobT0iaHROcDovL3d3dy53
My5vcmcevM jAwWMS8xMC94bWwt ZXh JLWMxNG4 jI18+CiAgICA8U21nbmF0dXJ1TWVO
aG9kCiBBbGdvcml0aG09Imh0dHA6LYy93d3cudzMub3JdnLzIwMDEVMDQveGlsZHNp
Zyltb3J1I3JzYS1zaGEyNTYiLz4KICAgIDXSZWZ1lcmVuY2UgVVJJPSI jc21lnbmVk
Q29kZSI+CiAgICAgPFRyYW5zZmOybXM+CiAgICAgIDxUcmFuc2ZvcmOKIEFsZ29y
aXRobT0iaHROcDovL3d3dy53My5S5vemcvMjAWMC8wOS94bWxkc21nI2VudmVsb3Bl
ZClzaWdu¥YXR1cmUiLz4KICAgICAS8LIRyYW5zZmOybXM+CiAgICAgPERpZ2VzdELlL
dGhvZAogQWxnb3JpdGht PSJodHRwWOi1i8vd3d3LnczLm9yZy8yMDAxLzAOL3htbGVu
YyNzaGEyNTYiLz4KIDXEaWd1lc3RWYWx1Z2T53Z231XM25aUG9F ZnBwdGxoUk1MS25P
UW51iZHRVNkFyTTdTaHIBZKhnREZNPTwvRG1nZXNOVmMEF sdWU+CiAgICA8L1J1ZmVy
ZW5JZT4KICAGPCO9TaWduZWRIbmZvPgogICA8U21nbmF0dXJ1VmF sdWU+CiBgTXUO
UGZ5UUdpSkIGMEAXUOVQRkNKaml 5d0NFcVIyaDRMRCtnZTZYUStKbml LRk ZDdUNa
Uy8zU0xLOXgwTDF3CiBRREZPMmMUWWTY5azJHNy 9MROUzN1gzdk 9mbG9iRk0xb0d3
amE4K0dNVnJhb3RVNXhBZDQvQUY3ZUhla2dBeWlECiBvOXRveGo9hMmgweVYOQTRQ
bVh6clU2Uzg2WHRDY1VFK1IMvV003Mm55bjQ3em9VQ3p6UELt INkISeWVXZWhWR1Er
CiBgWVJINSUFNek 01NOhIUUErNmVhWGVMUNnZO0UEVUZ1VPNGFWSVZTdWd jNE 9VQVpa
d2JZY1pyQzZ3T2FRcXFxQVppCiAzMGFQTO0JZYkF2SE1TbVdTUytoRmtic2hvbUpm
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SHhiOTdURDINcmxZTnJRSXpxWGs3V2JIV3kyUl1lkQStzSS9aCiBpcEpzWES5hNm9z
VEV3MUN6QTAgZndBPTOKICAGPCOTaWduYXR1cmVWYWx1ZT4KICAgPEt1leUluZm8+
CiAgICA8WDUWOURhAGE+CiAgICAS8WDUWOUNlcnRpZml jYXR1PgogTULJRVNUQONB
ekdnQXdJQkFnSUJBakFOQmdrcWhraUc5dzBCQVFEF zRKFEQmINUXN3Q1FZRFZRUUJF
dOpWVXpFTA0gTUFrROExXVUVDQk1DUTBFeEZEQVNCZ05WQkF jVEMweHZ jeUJCYmlk
bGJIJHVnpNUk13RVFZRFZRUUtFA3BKUTBGTwogVG1CVVRVTk1INUnNnN3R1FZRFZRUURF
eEpKUTBGT1RpQ1VUVUSJSUZSRIUXUWARMEV3SGhjTk1UTXdNakEOTURBAwogTURB
d1ldoYO5NVGA3TWpBMO1gTTFPVFU1V2pCc01Rc3dDUVIEVIFRROV3S1Z2VekVMTUF
ROExVUVDQk1DUTBFeAogRkRBUOINT1ZCQWNUQzB4dmN5QkJibWRsYkdWek1SY3dG
UV1EV1FRSOV3NVAZV3hwWkdGMGIzSWAWRTFEUORFaAogTUI4ROExVUVBeE1ZVm1G
C2FXUmhkRz15SUZST1EWZ2dWRVZUVKNCRFJWS1VNSULCSWpBTkJna3Foa21lHOXcw
QgogQVFFRKkFBTONBUThBTU1JQkNnSONBUUVBby 9 jd3ZYaGIWWWwwUKRXV3ZveWVa
cEVUV1pWVMNNQ292VVZ0Zy9zdwogV21ludUlnRVdAnV1FGcnoweEEWNHBFaFhDR1Z2
NGV2Y1VwZWtKNWJ1cVUxZ21ReU9zQ0tRbGhP SFRkUGp2a0M1dQogcERxXYTUXRmMxXr
MFRNYUlrSVFqczdhVUtDbUEQOUkcOdFRUROsVRWpSMW140C9EMGAIWVZSbGR5MV1Q
ck1QK291NwogNWJPVmM5Jb3MrSGlmckFO0ck12NHFFcXdMTDRGVEFpBVXBhQ2EyQmln
WGZ5MKNTU1IFieEQIT3IxZ2NTYTN2dXJoNQogclBNQOS54cWEFYbULYbVFpcFMrRHVE
ONFNTThObGRhT jdSWWIGVUVLckdWc05rNWk 5e TIvN3Ngb jF6eX1VUGY3dgogTDRH
ZORZcWhKWVAWNjFEb1lhneC9KZDZDV3h2c25ERjZzY3NjUXpVVEVsK2h5d01EQVEB
QOm80SCIONSUg4TUF3RwogQTFVZEV3RUIVA1FDTUFBAOhRWURWU jBPQk JZRUZQWKV ]
SVFJjRC9CajJJRnovTEVSdAW8yQURKAmINSUANOMAOVgogSENNRWAZUXdnWUJABRk 8w
LzdrRWgzRnVEFS1MrUS9rWUhhRCI9XNndpaGo9XYWt aREJpTVF zdONRWURWUVEFHRXdK
VgogVXpFTE1BaOdBMVVFQOJINQl1EWRXhGREFTQmdOVkJBY1RDMHh2Y31CQOmJt Z2Gxi
R1Z6TVINAOVRWURWUVFLRXdwSgogUTBGT1RpQ1VUVUSJITVIzdOdRWURWUVFERXhK
S1EwRk9UaUJVVEVOSULGUkZVMVENUTBHQOFRRXJEZ11EV1IwUA0gQVFILOJBUURB
Z2VBTUMOROEXVWRIA1IFuTUNVAOk2QWhvQitHSFAoMGRIQTZMeT1gY213dWFXTmhi
bTR1Y jNKbgogTDNSdAFkyZ3VZMOpzTUEWRONTCUATSWIzZRFFFQkN3VUFBNE1CQVFEC
MnFTeTdlaSsOM2N1YktVS3dXUHJ6e j15LwogSWtyTWVKROtgbzQwbis5dWVrYXcz
REO1RXFpT2YvcVo0cGpCRCsrblI2QkpDY jZOUXVRS3dub0F 6NWKFNFNzdQogeTUr
aTkzblQzSGZ5VMMOZOSNSWIIbTFQUzZESbDAEQktyYndiekF1YS8waktXVnpydmlW
N1RCZmp4RDNBUW8xUgogY1U1ZEJyNklgYmRMRmxuTzV4MEcwbXJHN3g1T1VQdXVy
aWh5aVVScEZEcCHAIOEtBSDF3TWNDcFhHWEZSJEdLawogd31kZ31WWUFO0eTdvdGts
L30zY1lprQlZUMzRnUHZGNzBzUjYrUXhVeThlMEx6RIVBL2J1WWFacHhTWUczMWEt
TA0gQWRYaXRUV0OZpcGFJR2VhOWXFROZNMEwWS5K0JnN1h6Tm40b1 ZMWG9reUVCM2Jn
UzRzY0c2UXpuWDIzRkdrCiAgIDwvWDUwOUNLlcnRpZml jYXR1PgogICA8L1g1MDLE
YXRhPgogICA8LOt1leUluZm8+CiAgPCOTaWduYXR1lcmU+CgkJPC92ZXJpZml jYXRp
b25Db2R10OnNNpZ251 ZENVZGU+Cg==
</verificationCode:code>
</verificationCode:encodedSignedCode>

Example <verificationCode:encodedSignedCode> element that contains
two <verificationCode:code> elements ;.

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
<command>
<create>
<domain:create
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xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:registrant>jdl234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:create>
</create>
<extension>
<verificationCode:encodedSignedCode
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:code>
ICAgICAgPHZ1lcmlmaWNhdGlvbkNvZGU6c21nbmVkQ29kZQogICAgICAgIHhtbG5z
OnZlcmlmaWNhdGlvbkNvZGUI9CiAgICAgICAgICAIdXJuOml1ldGY6cGFyYW1zOnht
bDpuczp2zXJpZml jYXRpb25Db2R1ILTEUMCIKICAGICAGICAGIG1kPSIZzaWduZWRD
b2R1Ij4KICAgGCQk8dmVyaWZpY2F0aW9uQ29kZTpjb2R1PJELYWIJMTIZPCO2ZXIp
ZmljYXRpb25Db2R10mMNvZGU+CiAgPFNpZ25hdHVyZSB4bWxucz0iaHROcDovL3d3
dy53My5vemcvMJAwWMC8wOS94bWxkc21nIyI+CiAgIDxTaWduZWRJIbmZvPgogICAg
PENhbm9uaWNhbG16YXRpb25NZXRob2QKIEFsZ29yaXRobT0iaHR0OcDovL3d3dy53
My5vemevMjAwMS 8xMC94bWwt ZXh JLWMxNG4 JI18+CiAgICA8U21nbmF0dXJLTWVO
aG9kCiBBbGdveml 0aG09Imh0dHAG6LY 93d3cudzMub3JInLzIwMDEVMDQveGlsZHNp
Zyltb3J113JzYS1zaGEYNTYiLz4KICAgIDXSZWZ1cmvuY2UgVVJIJPSI jc2lnbmVk
Q29kZSI+CiAgICAgPFRyYW5zZmOybXM+CiAgICAgIDxUcmFuc2ZvemOKIEFsZ29y
aXRobT0iaHROcDovL3d3dy53My5S5vemcvMjAWMC8wOS94bWxkc21nI2VudmVsb3Bl
ZClzaWdu¥YXR1cmUiLz4KICAgICASLIRyYW5zZmOybXM+CiAgICAGPERPZ2VzdELL
dGhvZAogQWxnb3JpdGhtPSJodHRwWO18vd3d3LnczLm9yZy8yMDAxLzAOL3htbGVu
YyNzaGEyNTYiLz4KIDXxEaWdlc3RWYWx1ZT53Z231XM25aUG9F ZnBwdGxoUk1MS25P
UWS51ZHRVNkFyTTdTaHIBZKkhnREZNPTwvRG1NnZXNOVME sdWU+CiAgICA8L1J1ZmVy
ZW5JZT4KICAgPCOTaWduZWRIbmZvPgogICA8U21nbmF0dXJ1VmEF sdWU+CiBgTXUO
UGZ5UUdpSkJGMEAXUOVQRkNKaml 5d0NFcVIyaDRMRCtnZTZYUStKbml LRkZDdUNa
Uy8zUOxXxLOXgwTDF3CiBRREZPMmMUWWTY5azJHNy9MROUzN1gzdk9mbG9iRk0xb0d3
amE4K0dNVnJhb3RvNXhBZDQvQUY3ZUhla2dBeWlECiBvOXRveGOhMmgweVYOQTRQ
bVh6clU2Uzg2WHRDY1VEFKIMvV003Mm55bjQ3em9VQ3p6UELt INkISeWVXZWhWR1Er
CiBgWVJINSUEFNekO1NOhIUUErNmVhWGVmMUNnZOUEVUZ1VPNGFWSVZTdWd JNE9VQVpa
d2JZ2Y1pyQzZ3T2FRcXFxQVppCiAzMGFQTO0JZYkF2SE1TbVAdTUytoRmt ic2hvbUpm
SHhiOTdURDIncmxZTnJRSXpxWGs3V2JIV3kyUl1lkQStzSS9%9aCiBpcEpzWEShNm9z
VEFV3MUN6QTAgZndBPTOKICAGPCOTaWduYXR1cmVWYWx1ZT4KICAgPEtleUluZm8+
CiAgICA8WDUWOURhJAGE+CiAgICASWDUWOUNlcnRpZml jYXR1PgogTULJRVNUQONB
ekdnQXdJQkFnSUJBakFOQmdrcWhralUc5dzBCQVEF zRKFEQmINUXN3Q1FZRFZRUUJF
dOpWVXpFTA0gTUFrROExVUVDQk1DUTBFeEZEQVNCZ05WQkF jVEMweHZ jeUJCYmlk
bGJIHVnpNUk13RVFZRFZRUUtFA3BKUTBGTwogVG1CVVRVTK1INUNN3R1FZRFZRUURF
eEpKUTBGT1RpQ1VUVUSJSUZSRIUXUWARMEV3SGhjTk1UTXdNakEOTURBAwogTURB
d1ldoYO5NVGA3TWpBMO1gTTFPVFU1V2pCc01Rc3dDUVIEV1IFRROV3S1ZVekVMTUF
ROExVUVDQk1DUTBFeA0ogRKRBUOJINT1ZCQWNUQzB4dmN5Qk JibWRsYkdWek1SY3dG
UV1EV1FRSOV3NVAZV3hwWkdGMGIzSWAWRTFEUORFaAogTUI4ROExXVUVBeE1ZVm1G

Gould Expires July 14, 2019 [Page 9]



Internet-Draft verificationCode January 2019

c2FXUmhkRz15SUZST1EWZ2dWRVZUVKNCRFJWS1VNSUICSWpBTkJna3Foa2l1HOXcw
QgogQVFFRkFBTONBUThBTU1JQkNnSONBUUVBbyY 9 jd3ZYaGIWWWwwUKRXV3ZveWVa
cEVUV1pWVmMNNQ292VVZ0Zy9zdwogV21udUlnRVdnV1FGcnoweEEWNHBFaFhDR1Z2
NGV2Y1VwZWtKNWJ1lcVUxZ21ReU9zQO0tRbGhPSFRkUGPp2a0M1dQogcERXYTUXRmMXr
MFRNYUlrSVFqczdhVUtDbUEQOUkcOdFRUROsVRWpSMW140C9EMGAIWVZSbGR5MV1Q
ck1lQK291NwogNWJPVmM5Jb3MrSGlmckF0ck12NHFFcXdMTDRGVEFpBVXBhQ2EyQOmln
WGZ5MKNTULIFieEQIT3IXZ2NTYTN2dXJoNQogclBNQOS4cWEFYbUlYbVEFpcFMrREHVE
ONFNTThObGRhT jdSWWIQVUVLckdWc05rNWk 5e TIvN3Ngb JF 6eX1VUGY3dgogTDRH
ZORZcWhKWVAWNjFEb1lhneCO9KZDZDV3h2c25ERjZzY3NjUXpVVEVsK2h5d01EQVFEB
Qm80SCIONSUg4TUF3RWogQTFVZEV3RUIVA1FDTUFBAOhRWURWU jBPQk JZRUZQWkKV j
SVF JjRC9CajJJRNovTEVSdW8yQURKAmM1INSUANQmMAOVgogSENNRWAZUXdAnWUdABRk 8w
LzdrRWgzRnVFS1IMrUS9rWUhhRCI9XNndpaGo9XYWt aREJpTVF zdONRWURWUVEFHRXdK
VgogVXpFTE1BaOdBMVVEQOJINQIEWRXhGREFTOmdOVkJBY1RDMHh2Y31COmJt ZGx1i
R1Z6TVINAOVRWURWUVFLRXdwSgogUTBGT1RpQ1VUVUS5JTVIZzd0dRWURWUVFERXOhK
S1EwRk9UaUJVVFVOSULlGUkZVMVENUTBHQOFRRXJAEZ11EV1IwUA0ogQVFILOJBUURB
Z2VBTUMOROEXVWRIA1IFuTUNVAOk2QWhvQit HSFAoMGRIQTZMeT1gY213dWFXTmhi
bTR1Y jNKbgogTDNSdAFkyZ3VZMOpzTUEWRONTcUdATSWIzZRFFFQkN3VUFBNE1CQVEC
MnFTeTdlaSsOM2N1YktVS3dXUHJ6ejl5LwogSWEtyTWVKROtgbzQwbis5dWvrYXcz
REO1IRXFpT2YvcVo0cGpCRCsrblI2QkpDYjZOUXVRS3dubOF 6NWxFNFNzdQogeTUr
aTkzblQzSGZ5VmMOZOSNSWIOIbTFQUzESbDAEQktyYndiekF1YS8waktXVnpydmlW
N1RCZmp4RDNBUW8xUgogY1lUlZEJyNk1lgYmRMRmxuTzV4AMEcwbXJHN3glT1VQdXVy
aWh5aVVScEZEcHAIOEtBSDF3TWNDcFhHWEZSdEdLawogd31kZ31WWUF OeTdvdGts
L30zY1lprQlZUMzRnUHZGNzBzUjYrUXhVeTh1MEX6RJVBL2J1WWFacHhTWUczMWEt
TA0OgQWRYaXRUV0OZpcGFJR2VhOWXFROZNMEwWS5K0JnN1h6Tm40b1 ZMWG9reUVCM2Jn
UzRzY0c2UXpuWDIzRkdrCiAgIDwvWDUwWOUNlcnRpZml jYXR1PgogICAS8L1glMD1E
YXRhPgogICA8LOt1leUluZm8+CiAgPCO9TaWduYXR1lcmU+CgkJPC92ZXJpZml jYXRp
b25Db2R10nNpZ251 ZENvZGU+Cg==
</verificationCode:code>
<verificationCode:code>

PD94bWwgdmVyc21lvbjO0iMS4wIiBlbmNvZGluZz0iVVRGLTgiPz48dmVyaWZpY2F0
awouQ29kZTpzaWduZWRDb2R1TIHhtbG5z0nZ1cmlmaWNhdGlvbkNvZGUIInVyb jpp
ZXRmOnBhcmFtczp4bWwebnM6dmVyaWZpY2F 0aWouQ29kZS0xLjAiIG1kPSJzaWdu
ZWRDb2R1IiB0eXB1PSJyZWdpc3RyYW50Ij48dmVyaWZpY2F0aWouQ29kZTpjb2R1
PIELYWJIJMIIyPC9I2ZXIpZml jYXRpb25Db2R10MNVZGU+PGRzaWc 6U21nbmF 0dXJ1
IHhtbG5z0mRzaWc9ImhO0dHA6LYy93d3cudzMub3JdnLzIwMDAvMDkveGlsZHNpZyMi
Pjxkc21lnOlNpZ251ZEluZm8+PGRzaWc6Q2Fub25pY2FsaXphdGlvbk1l1dGhvZCBB
bGdvecml0aG09ImhO0dHA6LY93d3cudzMub3JnL1RSLzIwMDEvUkVDLXhtbC1 JjMTRu
LTIWMDEwWMzE1I1dpdGhDb21tZW50cyIvP jxkc21n0O1lNpZ25hdHVyZUl11dGhvZCBB
bGdvecml0aG09Imh0dHAG6LY93d3cudzMub3JInLzIwMDAVMDkveGlsZHNpZyNyc2Et
c2hhMSIvP jxkc21n01J1ZmVyZW5jZ2SBVUkk9IiNzaWduZWRDb2R1Ij48ZHNpZzpU
cmFuc2ZvemlzP jxkc21nO1lRyYW5zZm9ybSBBbGdveml 0aG09Imh0dHAG6LYy 93d3cu
dzMub3JnLzIwMDAVMDkveGlsZHNpZyNlbnZlbGOwZWQtc21lnbmF0dXJ1Ii8+PC9k
c21nOlRyYW5zZm9ybXM+PGRzaWc6RGINZXNOTWV0aGOkIEFsZ29yaXRobT0iaHRO
cDovL3d3dy53My5vemcvMjAWMS8wNC94bWx1bmMjc2hhMjU2I18+PGRzaWc6RG1n
ZXNOVmME sdWU+SFg2TULIWUWdnSSt zNGO9tT3haYjBGTW1VS1BRAk15WmUybDVEdEhQh
Q1ZMNDO8L2RzaWc6RGINZXNOVMEF sdWU+PC9kc21n01J1ZmVyZW53jZT48L2RzaWc6
U21nbmVkSWombz48ZHNpZzpTaWduYXR1cmVWYWx1ZT5VOUhPNV1IYVWEOZUsyYXRz
UlRuQk1DU3dXMOdWUzZnUEtkaDBZT1ZicERud1d4blBtY1R2YkKVSNDE4ANF 1KZ3Uw
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WXB3RkROMmMZLY3JVCk1lYVOhncE56K00ycTh6MWpTcVIMUEWOUmMpnRWw0eGhiOX15
CExX0ZC8xQXJXRV1IhWWZEdUcC1S3FYVO5MRG5YVzJoQkEZKORS5Wk 82MFQKcTVPAORS
ZVFSVINPVWNXVEO9FOTJsS1724M014Q1V6dlhoL0ZOST1PbGtXK0ZPNVZNNTZ1TmZg
UEhkU1JVdjdzQzRmMONNWmEaSWEXNQp2RmJInTmJodFJVa0hsSVhnYVNGWDgvcEFdV
RXFIYOALTUxnNRUINbHBNQ3RtOF1IcXVagb0tXUkOyUDNiK2h3ZTRsUOhSWVRJKOpB
eEluClU4RDc1WnliWThnSWFuZUprS2dwVTk2TO0tJIJTGQ5L010UVhaeHZnPTO08L2Rz
aWc6U21nbmF0dXJ1VmEF sdWU+PGRzaWc63S2V5SWombz48ZHNpZzpYNTASRGFOYT48
ZHNpZzpYNTA5Q02VydGlmaWNhdGU+TUL1JRG1UQONBbkdnQXdJQkFnSUVmMcXE2SFRB
TkJna3Fo0a2lHOXcwQkFRcOZBREIXTVIJBAORNWURWUVFHRXAkVmJItdHViM2R1TVJB
dwpEZ11EV1FRSUV3ZFZibXR1Y jNkdU1SQXdEZ11EV1FRSEV3ZFZibXR1Y jNkdU1S
QOXdEZ11EV1FRSOV3ZFZibXR1Y jNkdU1SQXdEZ11EC1ZRUUXFd2RWYm1 0dWIzZHVN
Umt 3RNdZRFZRUURFeEIyW1hKcFptbGpZWFJwY JjI1RGIyUmxNQ jRYRFRFMU1EWXhO
VE14TURBeUlsbl1gKRFRNMUIEWXhNRE14TURBeUlsb3dkVEVRTUEOROEXVUVCaELT
V1clcmJtOTNiakVRTUEOROExVUVDQk1IV1clcemJtOTNiakVRTUEORwpBMVVEQNhN
SFZXNXJibTkzYmpFUU1BNEdBMVVEFQ2hNSFZXNXJibTkzYmpFUU1BNEdBMVVEQ3hN
SFZXNXJibTkzYmpFWk1CYOdBMVVEFCKF4TVFEkbVZ5YVdacFkyRjBhVz11UTI5alpU
QONBUOL13RFFZSktvilk1lodmNOQVFFQkJRQURNZOVQQURDQOFRbONNZ0OVCQUpjY2pY
cmsKUWFJL21HUEZ3WmVITJFnRFVhcT1tVndmQis2eWR50mdoc2FHVEZoaERIOFNO
TmtpamxIMkxCQ3J3TjhjVIihQZ1BPOXRWbGIrR2F5UwpxNktFaHZt Tk03bldszk5L
SkdSdGNidGMzTnJuYzhiUUJacUlxcFoOULNRTmh5QWh6Ri85UmErd3RFc0JWeGE 3
VDclL2J0SDZ1YytmClJOdESFcmhJdV1JUmMNOWTZIRmRaR3B1S3cxYnl1YKORsNkJP
L3ZLdnQ4ND11Y1R3aEZIcDUWWGh2NEFVTL0Z5aWVLaGs3dDdHRNIGR1IQKL2NCTGsy
WmxFallLcF1EU2d1c21seFg2QkpTZVAdCbXZLQz1TL2pBZDhNWmRHVUg2aHNHRXB1
UlBmZKkZQV3FWcX16V0p5bG910XF4ZQpnUTZ jOF0o2SVpXZ2kUzakxSOUVySDhzOTFEFD
MmlpTFZrQOF3RUFBYUloTUI4d0OhRWURWU jBPQkJZRUZIYOJLdAk03dmk3dUZNTUxS
ZEA3CmVGVXF2YzVVTUEWRONTCUATSWIzZRFFFQkN3VUFBNE1CQVFBVjB2cmlr SWRB
d214THZONUx5eXpTNFATU1d0dVIWL2JIQOMVg3NzVMRMYKSWh3a2xoMENidk5rYX1K
Tms2Tnp0eD1SclAWNWZndkxrZERINOV5cnRzY3TI1ZVAETG1IWMGtKMWE1IN1Z4bnJdh
aEdLTnM2Wit1Ui9pSApMaTIXb31iWEPFT2NONWtJSjFzL05CeUUrdkdGdjFoTmIz
dVVVUEVCYWVtaWpYUFROOWxxZE9uM1FIbktobXhsalczYS9Kbmht T20vCkRWYTEO
NDJXTVVUS1UyVF1WV1dtdUs2NFkwQXFrN2F1dzkvVzIzZEcrT2xhOWOVYnBrSXJr
dDRDN3hRa0d5SXN2eUo3bi910FhBRDIKbnolTlcvek5GWnlrZDAzT2N3M240NkZx
clIwVD1BbFBEWHQxUj1mMjZMd1l1xdjk3dWtVNECcrMVRINHOorVOF2TCtVRKk 9FVnNu
PC9%c21n01glMD1DZXJ0aWZpY2F0ZT48L2RzaWc6WDUwWOURhAGE+PC9kc21n0Okt1l
eUluZm8+PC9%kc21n01NpZ25hdHVyZT48L3Z1cmlmaWNhdGlvbkNvZGU6c21nbmVk
Q29kZT4=
</verificationCode:code>

</verificationCode:encodedSignedCode>

</extension>

<clTRID>ABC-12345</clTRID>

</command>

</epp>

2.2. Verification Profile
A Verification Profile defines the set of verification code types,

the commands that the verification code types are required,
supported, or not supported, and the grace period by which the
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verification code types MUST be set. It is up to server policy what
action to take if the verification code type is not set by the grace
period. A server MAY support many verification profiles, each with a
unique name and a unique verification policy that is implemented by
the server. Each client MAY have zero or more server assigned
verification profiles that will enforce the required verification
policies. Most likely a client will be assigned zero or one server
assigned verification profile, but overlapping profiles is possible.
Overlapping verification profiles MUST be treated as a logical "and"

of the policies by the server. If no verification profile is
assigned to the client, no additional verification is required by the
client.

3. EPP Command Mapping

A detailed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [RFC5730].

3.1. EPP Query Commands

EPP provides three commands to retrieve object information: <check>
to determine if an object is known to the server, <info> to retrieve
detailed information associated with an object, and <transfer> to
retrieve object transfer status information.

3.1.1. EPP <check> Command

This extension does not add any elements to the EPP <check> command
or <check> response described in the [RFC5730].

3.1.2. EPP <info> Command
This extension defines additional elements to extend the EPP <info>
command of an object mapping like the EPP domain name mapping
[RFC5731], EPP host mapping [RFC5732], and EPP contact mapping
[RFC5733].

The EPP <info> command is used to retrieve the verification

information. The verification information is based on the
verification profile, as defined in Section 2.2, set in the server
for the client. The <verificationCode:info> element is an empty

element that indicates that the client requests the verification
information. The OPTIONAL "profile" attribute can be used by the
client to explicitly specify a verification profile, as defined in
Section 2.2, to base the verification information on. It is up to
server policy on the set of verification profiles that the client is
allowed to explicitly specify, and if the client is not allowed, the
server MUST return the 2201 error response.
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Example <info> domain command with the <verificationCode:info>
extension to retrieve the verification information for the domain
"domain.example", using the profiles associated with the client:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

C: <command>

C: <info>

C: <domain:info

C: xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
C: <domain:name>domain.example</domain:name>

C: </domain:info>

C: </info>

C: <extension>

C: <verificationCode:info

C: xmlns:verificationCode=

C: "urn:ietf:params:xml:ns:verificationCode-1.0"/>
C: </extension>

C: <clTRID>ABC-12345</clTRID>

C: </command>

C:</epp>

Example <info> domain command with the <verificationCode:info>
extension to retrieve the verification information for the domain
"domain.example", using the profiles associated with the client and
with the authorization information to retrieve the verification codes
from the non-sponsoring client:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
C: <command>
<info>
<domain:info
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:info>
</info>
<extension>
<verificationCode:info
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0"/>
</extension>
<clTRID>ABC-12345</clTRID>
</command>
:</epp>

QOO0
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Example <info> domain command with the <verificationCode:info>
extension to retrieve the verification information for the domain
"domain.example", using the the "sample" profile:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

C: <command>

C: <info>

C: <domain:info

C: xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
C: <domain:name>domain.example</domain:name>

C: </domain:info>

C: </info>

C: <extension>

C: <verificationCode:info

C: xmlns:verificationCode=

C: "urn:ietf:params:xml:ns:verificationCode-1.0"
C: profile="sample" />

C: </extension>

C: <clTRID>ABC-12345</clTRID>

C: </command>

C:</epp>

If the query was successful, the server replies with a
<verificationCode:infData> element along with the regular EPP
<resData>. The <verificationCode:infData> element contains the
following child elements:

<verificationCode:status> The status of the verification for the
object, using all of the verification profiles assigned to the
client. There are four possible values for the status:

notApplicable The status is not applicable to the client since
there is no assigned verification profile.

nonCompliant The object is non-compliant according to the
verification profiles. If at least one of the profiles is
"nonCompliant", the object is "nonCompliant".

pendingCompliance The object is not in compliance with the
verification profiles, but has a grace period to set the
required set of verification codes, as reflected by the due
date of the verification code type. If at least one of the
profiles is "pendingCompliance" and none of the profiles is
"nonCompliant", the object is "pendingCompliance".

compliant The object is compliant with the verification
profiles. If All of the profiles for the object are
"compliant" or if the object has no assignd profiles, the
object is "compliant".
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<verificationCode:profile>
status of the object based
attribute defines the name
<verificationCode:profile>
elements:

<verificationCode:status>

object and the profile.

the status:

verificationCode January 2019

Zero or more OPTIONAL

elements that defines the verification
on the profile. The required "name"
of the profile. The

element contains the following child

The status of the verification for the
There are four possible values for

notApplicable The profile status is not applicable to the
client based on the assigned verification profiles or the

profile specified.

nonCompliant The object is non-compliant according to the
verification profile.

pendingCompliance The

object is not in compliance with the

verification profile, but has a grace period to set the
required set of verification codes, as reflected by the
due date of the verification code type.

compliant The object is compliant with the verification

profile.
<verificationCode:missing>

OPTIONAL list of missing verification

code types. The <verificationCode:missing> element is

returned only if there is at least one missing verification
code type and based on server policy. The
<verificationCode:missing> element contains the following
child elements:

<verificationCode:code> One or more <verificationCode:code>
elements that is empty with the REQUIRED "type" attribute
that indicates the verification code type and the
REQUIRED "due" attribute that indicates when the
verification code type was or is due. Past due
verification code types will result in the
<verificationCode:status> element being set to
"nonCompliant".

<verificationCode:set> OPTIONAL list of set verification codes.

The <verificationCode:set> element is returned only if there
is at least one set verification code. The
<verificationCode:set> element contains the following child
elements:
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<verificationCode:code> One or more <verificationCode:code>

elements containing the verification code with a REQUIRED
"type" attribute that indicates the code type and a
REQUIRED "date" attribute that indicates when the
verification code was set. The inclusion of the code
value is up server policy, so if the server determines
that the code value cannot be exposed to a non-sponsoring
client, the <verificationCode:code> element MUST be
empty.

Example <info> domain response using the <verificationCode:infData>
extension for a compliant domain using the "sample" profile, and with
the two verification codes, from the sponsoring or authorized client:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

S:

NN nnunonuhnnhhhnhhnhhnhnhhhhnhhnhnhhhnhhhnhnhnhhnhnhnn

Gould

<response>
<result code="1000">

<msg>Command completed successfully</msg>

</result>
<resData>

<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>
<domain:status s="ok"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY</domain:crID>
<domain:crDate>2010-04-03T22:00:00.02
</domain:crDate>
<domain:exDate>2015-04-03T22:00:00.02
</domain:exDate>
<domain:authInfo>

<domain:pw>2fooBAR</domain:pw>

</domain:authInfo>

</domain:infData>

</resData>
<extension>

<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:profile name="sample">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:set>
<verificationCode:code type="domain"
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date="2010-04-03T22:00:00.0Z">1-abc333
</verificationCode:code>
<verificationCode:code type="registrant"
date="2010-04-03T22:00:00.0Z2">1-abc444
</verificationCode:code>
</verificationCode:set>
</verificationCode:profile>
</verificationCode:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54322-XYZ</svTRID>
</trID>
</response>
:</epp>

N nNnNnOLWOn O hnhnh nhnn

Example <info> domain response using the <verificationCode:infData>
extension for a compliant domain using the "sample" profile, and with
the two verification codes, from the sponsoring or authorized client
that also includes codes set for the "sample2" profile:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
S: <response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>
<domain:status s="ok"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY</domain:crID>
<domain:crDate>2010-04-03T22:00:00.02
</domain:crDate>
<domain:exDate>2015-04-03T22:00:00.02
</domain:exDate>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:infData>
</resData>
<extension>
<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">

NN nunonhnnnhhhhnhnhhnhnhnhhh©hhnhnhnh nhnn
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<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:profile name="sample">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:set>
<verificationCode:code type="domain"
date="2010-04-03T22:00:00.0Z">1-abc333
</verificationCode:code>
<verificationCode:code type="registrant"
date="2010-04-03T22:00:00.0z2">1-abc444
</verificationCode:code>
</verificationCode:set>
</verificationCode:profile>
<verificationCode:profile name="sample2">
<verificationCode:status>notApplicable
</verificationCode:status>
<verificationCode:set>
<verificationCode:code type="domain"
date="2010-04-03T22:00:00.0Z">2-abc555
</verificationCode:code>
</verificationCode:set>
</verificationCode:profile>
</verificationCode:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54322-XYZ</svTRID>
</trID>
</response>
:</epp>

NN nunLn L hnhhhnhnhnnhhhhnhnhhhhhhhnhhhnhhn nn
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Example <info> domain response using the <verificationCode:infData>
extension for a compliant domain using the "sample" profile, and with
the two verification code types, from the non-sponsoring client:

S:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
S: <response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>
<domain:status s="ok"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY</domain:crID>
<domain:crDate>2010-04-03T22:00:00.02
</domain:crDate>
<domain:exDate>2015-04-03T22:00:00.02
</domain:exDate>
</domain:infData>
</resData>
<extension>
<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:profile name="sample">
<verificationCode:status>compliant
</verificationCode:status>
<verificationCode:set>
<verificationCode:code type="domain"
date="2010-04-03T22:00:00.0Z2"/>
<verificationCode:code type="registrant"
date="2010-04-03T22:00:00.0Z2"/>
</verificationCode:set>
</verificationCode:profile>
</verificationCode:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54322-XYZ</svTRID>
</triID>
</response>
:</epp>
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Example <info> domain response using the <verificationCode:infData>
extension for a non-compliant domain using the "sample" profile, and
with the verification code types missing along with their due dates:
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:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
<response>
<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>
<domain:status s="serverHold"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY</domain:crID>
<domain:crDate>2010-04-03T22:00:00.02
</domain:crDate>
<domain:exDate>2015-04-03T22:00:00.02Z
</domain:exDate>
</domain:infData>
</resData>
<extension>
<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:status>nonCompliant
</verificationCode:status>
<verificationCode:profile name="sample">
<verificationCode:status>nonCompliant
</verificationCode:status>
<verificationCode:missing>
<verificationCode:code
type="domain"
due="2010-04-03T22:00:00.02"/>
<verificationCode:code
type="registrant"
due="2010-04-08T22:00:00.0Z2" />
</verificationCode:missing>
</verificationCode:profile>
</verificationCode:infData>
</extension>
<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54322-XYZ</svTRID>
</triD>
</response>
:</epp>

NN nNunuonounoa MNnun NnNLNnLNLLNLLNNLNNNLNLNNLNNLNLNLNLNNLNnNLNLNLNLNnnNLnNNNnLNnnLnnn n nnn

Example <info> domain response using the <verificationCode:infData>
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extension for a pending compliance domain using the "sample" profile,
with the verification code type missing along with the due date, and
with set verification code:
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:<?xml version="1.0" encoding="UTF-8" standalone="no"?>
:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

<response>
<result code="1000">

<msg>Command completed successfully</msg>

</result>
<resData>
<domain:infData

January 2019

xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">

<domain:name>domain.example</domain:name>
<domain:roid>DOMAIN-REP</domain:roid>

<domain:status s="ok"/>
<domain:clID>ClientX</domain:clID>
<domain:crID>ClientY¥</domain:crID>

<domain:crDate>2010-04-03T22:00:00.0%Z

</domain:crDate>

<domain:exDate>2015-04-03T22:00:00.0Z

</domain:exDate>
</domain:infData>
</resData>
<extension>
<verificationCode:infData
xmlns:verificationCode=

"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:status>pendingCompliance

</verificationCode:status>

<verificationCode:profile name="sample">
<verificationCode:status>pendingCompliance

</verificationCode:status>
<verificationCode:missing>
<verificationCode:code
type="registrant"

due="2010-04-08T22:00:00.02"/>

</verificationCode:missing>
<verificationCode:set>

<verificationCode:code type="domain"
date="2010-04-03T22:00:00.0z2">1-abc333

</verificationCode:code>
</verificationCode:set>
</verificationCode:profile>

</verificationCode:infData>

</extension>

<trID>
<clTRID>ABC-12345</clTRID>
<svTRID>54322-XYZ</svTRID>

</trID>

</response>

:</epp>
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Example <info> domain response using the <verificationCode:infData>
extension for a client that does not have a verification profile

assigned:

S:<?xml version="1.0" encoding="UTF-8"
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

S: <response>

</result>
<resData>

<domain

</resData>
<extension>

<trID>

</trID>
</response>
:</epp>

NN NnLOLUnLnnNLnnLNnNLnLLNLnNLNNLNNLnNLNnNnNnLNnnLOnnn n n

<domain:
<domain:
<domain:
<domain:
<domain:

<domain:

<result code="1000">
<msg>Command completed successfully</msg>

<domain:infData
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
:name>domain.example</domain:name>

standalone="no"?>

roid>DOMAIN-REP</domain:roid>

status s="ok"/>

clID>ClientX</domain:
crID>ClientY</domain:
crDate>2010-04-03T22:
</domain:crDate>
exDate>2015-04-03T22:
</domain:exDate>
</domain:infData>

<verificationCode:infData
xmlns:verificationCode=
"urn:ietf:params:xml:ns
<verificationCode:status>notApplicable
</verificationCode:status>
</verificationCode:infData>
</extension>

<clTRID>ABC-12345</clTRID>
<svTRID>54322-XYZ</svIRID>

3.1.3. EPP <transfer> Command

clID>
crID>
00:00.0z

00:00.0z2

:verificationCode-1.0">

This extension does not add any elements to the EPP <transfer> query
command or <transfer> response described in the [RFC5730].

Gould
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3.2. EPP Transform Commands

EPP provides five commands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an
object, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change information associated with an object.

3.2.1. EPP <create> Command

This extension defines additional elements to extend the EPP <create>
command of an object mapping like the EPP domain name mapping
[REFC5731], EPP host mapping [RFC5732], and EPP contact mapping
[RFC5733].

The EPP <create> command provides a transform operation that allows a
client to create an object. 1In addition to the EPP command elements
described in an object mapping like [RFC5731], the command MAY
contain a child <verificationCode:encodedSignedCode> element, as
defined in Section 2.1.2, that identifies the extension namespace for
the client to provide proof of verification by a Verification Service
Provider (VSP). The server MAY support multiple policies for the
passing of the <verificationCode:encodedSignedCode> element based on
the client profile, which include:

required The client MUST pass a valid
<verificationCode:encodedSignedCode> element containing the
required set of verification codes. If a
<verificationCode:encodedSignedCode> element is not passed or the
required set of verification codes is not included, the server
MUST return an EPP error result code of 2306. If an invalid
<verificationCode:encodedSignedCode> element is passed, the
server MUST return an EPP error result code of 2005.

optional The client MAY pass a valid
<verificationCode:encodedSignedCode> element. If an invalid
<verificationCode:encodedSignedCode> element is passed, the
server MUST return an EPP error result code of 2005.

not supported The client MUST NOT pass a
<verificationCode:encodedSignedCode> element. If a
<verificationCode:encodedSignedCode> element is passed, the
server MUST return an EPP error result code of 2102.

Example <create> command to create a domain object with a
verification code:

C:<?xml version="1.0" encoding="UTF-8" standalone="no"?>

C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
C: <command>
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<create>
<domain:create
xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
<domain:name>domain.example</domain:name>
<domain:registrant>jdl234</domain:registrant>
<domain:contact type="admin">sh8013</domain:contact>
<domain:contact type="tech">sh8013</domain:contact>
<domain:authInfo>
<domain:pw>2fooBAR</domain:pw>
</domain:authInfo>
</domain:create>
</create>
<extension>
<verificationCode:encodedSignedCode
xmlns:verificationCode=
"urn:ietf:params:xml:ns:verificationCode-1.0">
<verificationCode:code>
:ICAgICAgPHZ1lcmlmaWNhdGlvbkNvZGU6c21nbmVkQ29kZQogICAgICAgIHhtbG52
:0nZlcmlmaWNhdGlvbkNvZGUICiAgICAgICAgICALIdXJuOml1dGY6cGFyYW1zOnht
:bDpuczp2Z2XJpZml JYXRpb25Db2R1LTEUMCIKICAgICAgICAgIG1kPSJzaWduZWRD
:b2R1Ij4KICAGCQk8dmVyaWZpY2F0aWouQ29kZTp jb2R1P JELYWI JMTIZPC92ZXIp
:Zml jJYXRpb25Db2R10mMNvZGU+CiAgPFNpZ25hdHVyZSB4bWxucz0iaHROcDovL3d3
:dy53My5vemcecvM JAWMC8wO0S 94bWxkc21nIyI+CiAgIDxTaWduZWRJIbmZvPgogICAg
:PENhbm9uaWNhbG1l 6YXRpb25NZXRob2QKIEFsZ29yaXRobT0iaHR0OcDovL3d3dy53
:My5vemcvMjAWMS 8xMC94bWwt ZXh JLWMxNG4 jIi8+CiAgICA8U21nbmF0dXJ1TWVO
:aG9kCiBBbGdveml 0aG09Imh0dHA6LY 93d3cudzMub3JnLzIwMDEVMDQveGlsZHNp
:2y1ltb3J113J2zYS1zaGEYNTYiLz4KICAgGIDXSZWZ1cmVuY2UgVVJJPSIjc21lnbmVk
:Q29kZSI+CiAgICAgPFRyYW5zZm9ybXM+CiAgICAgIDxUcmFuc2ZvcmOKIEFsZ29y
:aXRobT01iaHROcDovL3d3dy53My5vemcvM JAWMC8wOS94bWxkc21nI2VudmVsb3B1
:2C1zaWduYXR1cmUiLz4KICAGICASLIRYYW5zZm9ybXM+CiAgICAGPERPZ2VZdELL
:dGhvZAogQWxnb3JpdGhtPSJodHRwOi8vd3d3LnczLm9yZy8yMDAxLzAOL3htbGVu
:YyNzaGEyNTYi1Lz4KIDXEaWdlc3RWYWx1ZT53Z231XM25aUG9F ZnBwdGxoUk1MS25P
:UW5iZHRVNKFyTTdTaHIBZKhnREZNPTWwVvRG1INZXNOVMEF sdWU+CiAgICA8L1J1ZmVy
:ZW5JZT4KICAgPCOTaWduZWRIbmZvPgogICA8U21nbmF0dXJ1VmEF sdWU+CiBgTXUO
:UGZ5UUdpSkJIGMEAXUOVQRkNKaml 5d0ONFcVIyaDRMRCtnZTZYUStKbmlLRkZDdUNa
:Uy8zU0xLOXgwIDF3CiBRREZPMMUWWTY5azJHNy 9IMROUzZN1gzdk 9mbG9iRk0xb0d3
:amE4KO0dNVNJIhb3RvNXhBZDQvQUY3ZUhla2dBeWlECiBvOXRveGIhMmgweVYOQTRQ
:bVh6clU2Uzg2WHRDY1VFK1IMvVO003Mm55b3j03em9VQ3p6UELt IWKISeWVXZWhWR1Er
:CiBgQWVJINSUFNek 01NOhIUUErNmVhWGVmMUNnZOUEVUZ1VPNGFWSVZTdWd jNE9VQVpa
:d2JZY1pyQzZ3T2FRcXFxQVppCiAzMGFQTO0JZYkF2SE1TbVdTUytoRmtic2hvbUpm
:SHhiOTdURDINcmxZTnJRSXpxWGs3V2JIV3kyUl1lkQStzSS9%9aCiBpcEpzWEShNm9z
:VEV3MUN6QTdAgZndBPTOKICAGPCOTaWduYXR1cmVWYWx1ZT4KICAgPEt1leUluZm8+
:CiAgICASWDUwWOURhAGE+CiAgICASWDUWOUNlcnRpZml jYXR1PgogTULJRVNUQONB
:ekdnQXdJQkFnSUJBakFOQmdrcWhraUc5dzBCQVFEF zRKFEQmINUXN3Q1FZRFZRUUJF
:dOpWVXpFTA0ogTUFrROExXVUVDQk1DUTBFeEZEQVNCZ05WQkKF jVEMweHZ jeUJCYmlk
:bGIJHVNnpNUk13RVFZRFZRUUtFd3BKUTBGTwogVG1CVVRVTk INUNN3R1FZRFZRUURF
:eEpKUTBGT1RpQ1VUVUS5JSUZSR1IUXUWARMEV3SGh jTk1UTXdNakEOTURBAwogTURB
:d1doYO05NVGA3TWpBMO1gTTFPVEFU1V2pCc01Rc3dDUVIEVIFRROV3S1ZVekVMTUF

QOO0
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:ROExVUVDQk1DUTBFeA0ogRkRBUOJINT1ZCQWNUQzB4dmN5Qk JibWRsYkdWek1SY3dG
:UV1IEV1IFRSOV3NVAZV3hwiWkdGMGIzSWAWRTFEUORFaAogTUI4R0EXVUVBeE1ZVm1G
:Cc2FXUmhkRz15SUZST1EWZ2dWRVZUVKNCRFJWS1VNSU1CSWpBTkJna3Foa2l1HOXcw
:QgogQVFFRKFBTONBUThBTUL1JQkNnSONBUUVBby9jd3Z2YaGIWWWwwUKRXV3ZveWVa
: cEVUV1pWVMNNQ292VVZ0Zy9zdwogV21udUlnRVdnV1FGcnoweEEWNHBFaFhDR1Z2
:NGV2Y1VWZWtKNWJI1cVUxZ21ReU9zQ0tRbGhPSFRkUGp2a0M1dQogcERXYTUXRmxXr
:MFRNYU1lrSVEqczdhVUtDbUEOUkcOdFRUROsVRWpSMW140CO9EMGAIWVZSbGR5MV1Q
:ck1QK291NwogNWJIPVmMS5Jb3MrSGlmckF0ck12NHFFcXdMTDRGVFpBVXBhQ2EyQmln
:WGZ5MKNTULFieEQIT3IxZ2NTYTN2dXJoNQogclBNQOS54cWFYbUlYbVEFpcFMrRHVE
:ONFNTThObGRhT jdSWWOqVUVLckdWcO5rNWk5eTIVvN3Ngb jF6eX1VUGY3dgogTDRH
: ZORZcWhKWVAWN jFEb1hneC9KZDZDV3h2c25ERjJZzY3NjUXpVVEVsK2h5d01EQVFB
:Qm80SCIONSUg4TUF3RwogQTFVZEV3RUIVA1IFDTUFBAOhRWURWU jBPQk JZRUZQWKV j
:SVFjRC9CajJIJRNovITEVSAW8yQURKAmM1INSUINQmMAOVgogSENNRWAZUXdAnWUdABRk 8w
:LzdrRWgzRNVEFS1IMrUS9rWUhhRCOXNndpaGo9XYWtaREJpTVE zdONRWURWUVEHRXdJK
:VgogVXpFTE1BaOdBMVVEFQOJINQlEWRXhGREFTQMAOVkJBY1RDMHh2Y31COmJt ZGxi
:R1Z6TVINAOVRWURWUVFLRXdwSgogUTBGT1RpQ1VUVUSJTVIzdO0dRWURWUVFERXhK
:S1EwRk9UaUJVVEVOSULGUKZVMVFNUTBHQOFRRXAEZ11EV1IwUA0gQVEFILOJBUURB
: Z2VBTUMOROEXVWRIAIFuTUNVAOk2QWhvQit HSFAoMGRIQTZMeT1gqY213dWFXTmhi
:bTR1YjNKbgogTIDNSAFkyZ3VZMOpzTUEWRONTcUdTSWIZzRFFFQkN3VUFBNE1CQVEC
:MnFTeTd1laSsOM2N1YktVS3dXUHJ6ej15LwogSWtyTWVKROtgbzQwbis5dWVrYXcz
:REOIRXFpT2YvcVo0cGpCRCsrblI2QkpDY jZOUXVRS3dubOF 6NWXENFNzdQogeTUr
:aTkzblQzSGZ5VmMMOZO5NSWIOIbTFQUzESbDAEQktyYndiekF1YS8waktXVnpydmlW
:N1RCZmp4RDNBUW8xUgogY1UlZEJyNk1gqYmRMRmMxuTzV4AMEcwbXJHN3glT1VQdXVy
:aWh5aVVScEZEcCHAIOEtBSDF3TWNDcFhHWEZSdEdLawogd31kZ31WWUFO0eTdvdGt s
:L30zY1prQlZUMzRNUHZGNzBzUjYrUXhVeTh1MEx6RJVBL2J1WWFacHhTWUCzMWEt
: TAOgQWRYaXRUVOZpcGFIJR2VhOWxFROZNMEWS5K0JnN1h6Tm4 0b1 ZMWGO9reUVCM2Jn
:UzRzY0c2UXpuWDIzRkdrCiAgIDwvIWDUwWOUNlcnRpZml jYXR1PgogICA8L1glMDI1E
:YXRhPgogICA8LOt1leUluZm8+CiAgPCOTaWduYXR1cmU+CgkJPC92ZXJIpZml jYXRp
:b25Db2R10nNpZ251 ZENVZGU+Cg==
</verificationCode:code>
</verificationCode:encodedSignedCode>
</extension>
<clTRID>ABC-12345</clTRID>
</command>
:</epp>

QOO0

This extension does not add any elements to the EPP <create> response
described in the [RFC5730].

3.2.2. EPP <delete> Command
This extension defines additional elements to extend the EPP <delete>

command and response in the same fashion as defined for the EPP
<create> Command (Section 3.2.1).
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3.2.3. EPP <renew> Command

This extension defines additional elements to extend the EPP <renew>
command and response in the same fashion as defined for the EPP
<create> Command (Section 3.2.1).

3.2.4. EPP <transfer> Command

This extension defines additional elements to extend the EPP
<transfer> command and response in the same fashion as defined for
the EPP <create> Command (Section 3.2.1).

3.2.5. EPP <update> Command

This extension defines additional elements to extend the EPP <update>
command and response in the same fashion as defined for the EPP
<create> Command (Section 3.2.1).

4. Formal Syntax

One schema is presented here that is the EPP Verification Code
Extension schema.

The formal syntax presented here is a complete schema representation
of the object mapping suitable for automated validation of EPP XML
instances. The BEGIN and END tags are not part of the schema; they
are used to note the beginning and ending of the schema for URI
registration purposes.

4.1. Verification Code Extension Schema

BEGIN
<?xml version="1.0" encoding="UTF-8"?>
<schema

targetNamespace=

"urn:ietf:params:xml:ns:verificationCode-1.0"
xmlns:verificationCode=

"urn:ietf:params:xml:ns:verificationCode-1.0"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xmlns="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified">

<annotation>
<documentation>
Extensible Provisioning Protocol v1.0
Verification Code Extension.
</documentation>
</annotation>
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<import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemalocation="xmldsig-core—-schema.xsd"/>

<!-— Abstract signed code for substitution -->

<element name="abstractSignedCode"
type="verificationCode:abstractSignedCodeType"
abstract="true"/>

<!-— Empty type for use in extending for a signed code -->
<complexType name="abstractSignedCodeType"/>

<!-— Definition of concrete signed code —-->

<element name="signedCode"
type="verificationCode:signedCodeType"
substitutionGroup="verificationCode:abstractSignedCode" />

<complexType name="signedCodeType">
<complexContent>
<extension base="verificationCode:abstractSignedCodeType">
<sequence>
<element name="code"
type="verificationCode:verificationCodeType"/>
<element ref="dsig:Signature"/>
</sequence>
<attribute name="id" type="ID" use="required"/>
</extension>
</complexContent>
</complexType>

<simpleType name="verificationCodeValueType">
<restriction base="token">
<pattern value="\d+-[A-Za-z0-9]+"/>
</restriction>
</simpleType>

<complexType name="verificationCodeType">
<simpleContent>
<extension base=
"verificationCode:verificationCodeValueType">
<attribute name="type" type="token"
use="required"/>
</extension>
</simpleContent>
</complexType>

<!-- Definition of an encoded signed code —--—>

<element name="encodedSignedCode"
type="verificationCode:encodedSignedCodeListType" />
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<complexType name="encodedSignedCodeListType">
<sequence>
<element name="code"
type="verificationCode:encodedSignedCodeType"
minOccurs="1" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="encodedSignedCodeType">
<simpleContent>
<extension base="token">
<attribute name="encoding"
type="token" default="base64"/>
</extension>
</simpleContent>
</complexType>

<!-- info command extension elements —-->
<element name="info" type="verificationCode:infoType"/>

<complexType name="infoType">
<simpleContent>
<extension base="token">
<attribute name="profile" type="token"/>
</extension>
</simpleContent>
</complexType>

<!—— info response extension elements —-—>
<element name="infData" type="verificationCode:infDataType"/>

<complexType name="infDataType">
<sequence>
<element name="status"
type="verificationCode:statusEnum" />
<element name="profile"
type="verificationCode:profileDataType"
minOccurs="0" maxOccurs="unbounded" />
</sequence>
</complexType>

<complexType name="profileDataType">
<sequence>
<element name="status"
type="verificationCode:statusEnum" />
<element name="missing"
type="verificationCode:missingCodes"
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minOccurs="0"/>
<element name="set"
type="verificationCode:codesType"
minOccurs="0"/>
</sequence>
<attribute name="name" type="token"/>
</complexType>

<simpleType name="statusEnum">
<restriction base="token">
<enumeration value="notApplicable"/>
<enumeration value="nonCompliant"/>
<enumeration value="pendingCompliance"/>
<enumeration value="compliant"/>
</restriction>
</simpleType>

<complexType name="missingVerificationCode">
<simpleContent>
<extension base="token">
<attribute name="type" type="token"
use="required"/>
<attribute name="due" type="dateTime"
use="required"/>
</extension>
</simpleContent>
</complexType>

<complexType name="missingCodes">
<sequence>
<element name="code"
type="verificationCode:missingVerificationCode"
minOccurs="1" maxOccurs="unbounded" />
</sequence>
</complexType>

<complexType name="infoVerificationCodeType">
<simpleContent>
<extension base="token">
<attribute name="type" type="token"
use="required"/>
<attribute name="date" type="dateTime"
use="required"/>
</extension>
</simpleContent>
</complexType>

<complexType name="codesType">
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<sequence>
<element name="code"
type="verificationCode:infoVerificationCodeType"
minOccurs="1" maxOccurs="unbounded" />
</sequence>
</complexType>

</schema>
END

5. IANA Considerations
5.1. XML Namespace

This document uses URNs to describe XML namespaces and XML schemas
conforming to a registry mechanism described in [RFC3688].

Registration request for the verificationCode namespace:
URI: ietf:params:xml:ns:verificationCode-1.0
Registrant Contact: IESG
XML: None. Namespace URIs do not represent an XML specification.
Registration request for the verificationCode XML schema:
URI: ietf:params:xml:ns:verificationCode-1.0
Registrant Contact: IESG
XML: See the "Formal Syntax" section of this document.
5.2. EPP Extension Registry
The EPP extension described in this document should be registered by
the IANA in the EPP Extension Registry described in [RFC7451]. The

details of the registration are as follows:

Name of Extension: "Verification Code Extension for the Extensible
Provisioning Protocol (EPP)"

Document status: Standards Track

Reference: (insert reference to RFC version of this document)
Registrant Name and Email Address: IESG, <iesg@ietf.org>
TLDs: Any

IPR Disclosure: None
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Status: Active
Notes: None
6. Implementation Status

Note to RFC Editor: Please remove this section and the reference to
REFC 7942 [RFC7942] before publication.

This section records the status of known implementations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942
[REC7942]. The description of implementations in this section is
intended to assist the IETF in its decision processes in progressing
drafts to RFCs. Please note that the listing of any individual
implementation here does not imply endorsement by the IETF.
Furthermore, no effort has been spent to verify the information
presented here that was supplied by IETF contributors. This is not
intended as, and must not be construed to be, a catalog of available
implementations or their features. Readers are advised to note that
other implementations may exist.

According to RFC 7942 [RFC7942], "this will allow reviewers and
working groups to assign due consideration to documents that have the
benefit of running code, which may serve as evidence of wvaluable
experimentation and feedback that have made the implemented protocols
more mature. It is up to the individual working groups to use this
information as they see fit".

6.1. Verisign EPP SDK
Organization: Verisign Inc.
Name: Verisign EPP SDK
Description: The Verisign EPP SDK includes both a full client
implementation and a full server stub implementation of draft-ietf-
regext-verificationcode.
Level of maturity: Production
Coverage: All aspects of the protocol are implemented.

Licensing: GNU Lesser General Public License

Contact: jgould@verisign.com
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URL: https://www.verisign.com/en_US/channel-resources/domain—
registry-products/epp-sdks

6.2. Net::DRI
Organization: Dot and Co
Name: Net::DRT

Description: Net::DRI implements the client-side of draft-ietf-
regext-verificationcode.

Level of maturity: Production
Coverage: All client-side aspects of the protocol are implemented.
Licensing: GNU Lesser General Public License
Contact: netdri@dotandco.com
7. Security Considerations

The mapping extension described in this document is based on the
security services described by EPP [RFC5730] and protocol layers used
by EPP. The security considerations described in these other
specifications apply to this specification as well.

XML Signature [W3C.CR-xmldsig-core2-20120124] is used in this
extension to verify that the Verification Code originated from a
trusted Verification Service Provider (VSP) and that it wasn’t
tampered with in transit from the VSP to the client to the server.
To support multiple VSP keys, the VSP certificate chain MUST be
included in the <X509Certificate> elements of the Signed Code
(Section 2.1.1) and MUST chain up and be verified by the server
against a set of trusted certificates.

It is RECOMMENDED that signed codes do not include white-spaces
between the XML elements in order to mitigate risks of invalidating
the digital signature when transferring of signed codes between
applications takes place.

Use of XML canonicalization SHOULD be used when generating the signed

code. SHA256/RSA-SHA256 SHOULD be used for digesting and signing.
The size of the RSA key SHOULD be at least 2048 bits.
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Appendix B. Change History

B.1. Change from 00 to 01

1. Fixed pendingComplaince and complaint to pendingCompliance and
compliant in text.
2. Fixed verificaton to verification.

B.2. Change from 01 to 02
1. Added support for the notApplicable status wvalue.
B.3. Change from 02 to 03

1. Added regular expression pattern for the format of the
verification code token value in the XML schema.

B.4. Change from 03 to 04

1. Ping update.
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B.5.

Gould

Change from 04 to REGEXT 00

Changed to regext working group draft by changing draft-gould-
eppext-verificationcode to draft-ietf-regext-verificationcode.

Change from REGEXT 00 to REGEXT 01
Ping update.
Change from REGEXT 01 to REGEXT 02
Ping update.
Change from REGEXT 02 to REGEXT 03

Moved RFC 7451 to an informational reference based on a check
done by the Idnits Tool.
Replaced the IANA Registrant Contact to be "IESG".

Change from REGEXT 03 to REGEXT 04

Added the Implementation Status section.

Revised the sentence "The data verified by the VSP MUST be stored
by the VSP along with the generated verification code to address
any compliance issues." to "The VSP MUST store the proof of
verification and the generated verification code; and MAY store
the verified data.", and added text to the Security
Considerations section associated with storing the verification
data, based on feedback from Gurshabad Grover.

Change from REGEXT 04 to REGEXT 05

Removed the "The Verification Service Provider (VSP) MUST store
the verification data in compliance with the applicable privacy
laws and regulations." sentence from the Security Considerations,
based on feedback from Rick Wilhelm and agreement from Gurshabad
Grover.

Added the sentence "It is up to server policy what action to take
if the verification code type is not set by the grace period." to
section 2.2 "Verification Profile", to clarify what happens when
the verification code grace period expires. This is based on an
issue raised by Gurshabad Grover at the IETF-103 REGEXT meeting.

Change from REGEXT 05 to REGEXT 06

Removed the "The VSP MUST store the proof of verification and the
generated verification code; and MAY store the verified data."
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sentence from the Introduction, based on feedback from John
Levine.
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