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1. Introduction

Thi s docunent describes an extensi on mapping for version 1.0 of the
Ext ensi bl e Provi sioning Protocol (EPP) [RFC5730]. This nmapping, an
extension to EPP object mappings |ike the EPP domai n name mappi ng

[ RFC5731], supports passing an Allocation Token as a credential that
aut horizes a client to request the allocation of a specific object
fromthe server, using one of the EPP transform commands i ncl udi ng
create and transfer.

Allocation is when a server assigns the sponsoring client of an

obj ect based on the use of an Allocation Token credential. Exanples
include allocating a registration based on a pre-eligibility

Al l ocation Token, allocating a prem um donain nanme registration based
on an auction Allocation Token, allocating a registration based on a
founders Allocation Token, and allocating an existing domai n nane
held by the server or by a different sponsoring client based on an
Al'l ocation Token passed with a transfer command.

Clients pass an Allocation Token to the server for validation, and
the server determines if the supplied Allocation Token is one
supported by the server. It is up to server policy which EPP
transf orm commands and whi ch objects require the Al ocation Token
The Allocation Token MAY be returned to an authorized client for
passing out-of-band to a client that uses it with an EPP transform
command.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here

XM. is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this document MJST be interpreted in the
character case presented in order to devel op a conform ng

i mpl enent ati on.
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In exanples, "C." represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in the exanples are provided only to illustrate el enent
rel ati onshi ps and are not REQUI RED in the protocol

The XML nanmespace prefix "allocationToken" is used for the nanespace
"urn:ietf:parans: xm :ns:allocationToken-1.0", but inplenmentations
MUST NOT depend on it and instead enpl oy a proper nanespace-aware XM
parser and serializer to interpret and output the XM. documents.

The "abc123" token value is used as a placehol der value in the
exanpl es. The server MJST support token values that follow the
Security Considerations (Section 7) section.

The domai n object attribute val ues, including the "2f 00BAR'
<donmi n: pw> val ue, in the exanples are provided for illustration
purposes only. Refer to [ RFC5731] for details on the domain object
attributes

2. (Object Attributes

This extension adds additional elenents to EPP object mappings |ike
the EPP domai n name mapping [ RFC5731]. Only those new el enents are
descri bed here.

2.1. Allocation Token

The Allocation Token is a sinple XM. "token" type. The exact format
of the Allocation Token is up to server policy. The server MAY have
the Allocation Token for each object to natch against the Allocation
Token passed by the client to authorize the allocation of the object.
The <al |l ocati onToken: al | ocati onToken> el enent is used for all of the
supported EPP commands as well as the info response. |If the supplied
Al'l ocati on Token passed to the server does not apply to the object,
the server MUST return an EPP error result code of 2201

Aut hori zation information, like what is defined in the EPP donmain
nane mappi ng [ RFC5731], is associated with objects to facilitate
transfer operations. The authorization information is assigned when
an object is created. The Allocation Token and the authorization
informati on are both credentials, but used for different purposes and
used in different ways. The Allocation Token is used to facilitate
the allocation of an object instead of transferring the sponsorship
of the object. The Allocation Token is not managed by the client,

but is validated by the server to authorize assigning the initia
sponsoring client of the object.
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An exanpl e <al | ocati onToken: al | ocati onToken> el ement with val ue of
"abcl123":

<al | ocati onToken: al | ocati onToken xnl ns: al | ocati onToken=
"urn:ietf:parans: xn:ns:allocationToken-1.0">
abc123
</ al | ocati onToken: al | ocati onToken>

3. EPP Command Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in the EPP core protocol specification [ RFC5730].

3.1. EPP Qery Commands

EPP provides three conmands to retrieve object information: <check>
to determine if an object can be provisioned, <info>to retrieve

i nformati on associated with an object, and <transfer> to retrieve
obj ect transfer status information.

3.1.1. EPP <check> Conmmand

Thi s extension defines additional elenments to extend the EPP <check>
conmand of an object mapping |ike [RFC5731].

This extension allows clients to check the availability of an object
with an Allocation Token, as described in Section 2.1. Cients can
check if an object can be created using the Allocation Token. The
Al'l ocation Token is applied to all object nanmes included in the EPP
<check> comand

Goul d & Feher Expires April 7, 2019 [ Page 5]
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Exanpl e <check> command for the allocation. exanpl e domai n nane usi ng
the <al | ocati onToken: al | ocati onToken> extension with the allocation
t oken of 'abcl123’

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">

C. <conmand>

C <check>

C <donwni n: check

C xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
C <donmi n: nane>al | ocati on. exanpl e</ domai n: nane>
C </ donmmi n: check>

C </ check>

C <ext ensi on>

C <al | ocati onToken: al | ocati onToken

C xm ns: al | ocati onToken=

C "urn:ietf:parans: xn:ns:allocationToken-1.0">
C abc123

C </ al | ocati onToken: al | ocati onToken>

C </ ext ensi on>

C <cl TRI D>ABC- 12345</ cl TRI D>

C. </ comand>

C. </ epp>

If the query was successful, the server replies with a <check>
response providing the availability status of the queried object
based on the follow ng Allocation Token cases, where the object is
ot herwi se avail abl e:

1. If an object requires an Allocation Token and the Allocation
Token does apply to the object, then the server MIST return the
availability status as available (e.g., "avail" attribute is "1"
or "true").

2. |If an object requires an Allocation Token and the Allocation
Token does not apply to the object, then the server SHOULD return
the availability status as unavailable (e.g., "avail" attribute
is "0" or "false").

3. If an object does not require an Allocation Token, the server NAY
return the availability status as available (e.g., "avail"

attribute is "1" or "true").
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Exanpl e <check> donmai n response for a <check> command usi ng the
<al | ocati onToken: al | ocati onToken> ext ensi on

S: <?xm version="1.0" encodi ng="UTF-8"?>
S: <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="1000">
<msg | ang="en- US">Conmmand conpl et ed successful |l y</ msg>
</result>
<r esDat a>
<domai n: chkDat a
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<dormai n: cd>
<domai n: nane avail ="1">al | ocati on. exanpl e</ domai n: nane>
</ domai n: cd>
</ domai n: chkDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- DEF- 12345</ cl TRI D>
<svTRI D>54321- XYZ</ svTRI D>
</trl|D>
</ response>
. </ epp>

DODOLDLODLDLODDUWWD®DN
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Exanpl e <check> command with the <allocationToken: al |l ocati onToken>
extension for the allocation.exanple and allocation2. exanpl e domai n
nanes. Availability of allocation.exanple and all ocation2. exanpl e
domai n nanmes are based on the Allocation Token ’'abcl23

C. <?xm version="1.0" encodi hg="UTF-8" ?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1.0">
C. <comand>
<check>
<domai n: check
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<domai n: nane>al | ocati on. exanpl e</ domai n: nanme>
<domai n: nane>al | ocati on2. exanpl e</ domai n: nane>
</ domai n: check>
</ check>
<ext ensi on>
<al | ocati onToken: al | ocati onToken
xm ns: al |l ocati onToken=
"urn:ietf:parans: xm :ns:allocationToken-1.0">
abc123
</ al | ocati onToken: al | ocati onToken>
</ ext ensi on>
<cl TRI D>ABC- DEF- 12345</ cl TRI D>
C. </ conmand>
C. </ epp>

000000000000 0O00
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Exanpl e <check> donmai n response for multiple donmain names in the
<check> conmand usi ng the <all ocati onToken: al | ocati onToken>

ext ensi on, where the Allocation Token 'abc123’ matches

al | ocati on. exanpl e but does not match all ocati on2. exanpl e:

S: <?xm version="1.0" encodi hg="UTF- 8" ?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0">
<r esponse>
<result code="1000">
<msg | ang="en- US">Command conpl et ed successful |l y</ nsg>
</result>
<r esDat a>
<donai n: chkDat a
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<donai n: cd>
<donmi n: nane avail ="1">al | ocati on. exanpl e</ donai n: nane>
</ domai n: cd>
<dormmai n: cd>
<domai n: nane avail ="0">al | ocati on2. exanpl e</ donai n: name>
<domai n: reason>Al | ocati on Token m smat ch</ domai n: r eason>
</ domai n: cd>
</ domai n: chkDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- DEF- 12345</ c|l TRI D>
<svTRI D>54321- XYZ</ svTRI D>
</tr|D>
</ response>
S: </ epp>

DODLDLODLLODDDLDDNDWNDN

Thi s extension does not add any el enents to the EPP <check> response
described in the [ RFC5730].

3.1.2. EPP <info> Command

This extension defines additional elenments to extend the EPP <info>
command of an object mapping |ike [RFC5731].

The EPP <info> command allows a client to request information
associated with an existing object. Authorized clients MAY retrieve
the Allocation Token (Section 2.1) along with the other object

i nformation by supplying the <allocationToken:info> elenent in the
command. The <all ocationToken:info> elenent is an enpty el enent that
serves as a marker to the server to return the

<al | ocati onToken: al | ocati onToken> el enent in the info response. |If
the client is not authorized to receive the Al location Token, the
server MJUST return an EPP error result code of 2201. |f the client
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is authorized to receive the Al location Token, but there is no

Al'l ocation Token associated with the object, the server MJST return
an EPP error result code of 2303. The authorization is subject to
server policy.

Exanpl e <i nfo> command with the all ocationToken:info extension for
the all ocation. exanpl e donmai n nane:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnl :ns: epp-1.0">
<conmmand>
<i nf 0>
<domai n: i nfo
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0"
xsi :schemalLocati on="urn:ietf:paranms: xm :ns:domain-1.0
domai n- 1. 0. xsd" >
<donmi n: nane>al | ocati on. exanpl e</ domai n: nane>
</ domai n: i nf 0>
</info>
<ext ensi on>
<al | ocati onToken:info
xm ns: al | ocati onToken=
"urn:ietf:parans: xnm:ns:allocationToken-1.0/>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
C. </ epp>

0000000000000 000

If the query was successful, the server replies with an

<al | ocati onToken: al | ocati onToken> el enment along with the regul ar EPP
<resData>. The <allocationToken: al |l ocati onToken> el ement is
described in Section 2.1.
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Exanpl e <i nfo> domai n response using the
<al | ocati onToken: al | ocati onToken> ext ensi on

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xnl :ns: epp-1.0">

<response>

</result>
<r esDat a>

<dommi
<domai
<donai
<dommai
<dommi
<dommi
<dommai
<domai
<donai
<dommai

<trl D>

</trl|D>
</ response>
: </ epp>

DODDDLDDDDDDDDLDDLDLDDDDDLDDDLDDUNWWL®

5 53335 3535 35 3535

<result code="1000">
<msg>Conmmand conpl et ed successful |l y</ msg>

<domai n: i nf Dat a
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
n
: roi d>EXAMPLEL- REP</ domai n: r oi d>
:status s="pendi ngCreate"/>
:regi strant>j d1234</ donmi n: regi strant >
:contact type="adni n">sh8013</donai n: cont act >
:contact type="tech">sh8013</donui n: cont act >
:cl 1 D>d i ent X</ domai n: cl | D>
crlD>dient Y</domai n:crl D>
: cr Dat e>2012- 04- 03T22: 00: 00. 0Z</ donwi n: cr Dat e>
:aut hl nf o>
<donmi n: pw>2f 00BAR</ donai n: pw>
</ domai n: aut hl nf o>
</ domai n: i nf Dat a>
</ resDat a>
<ext ensi on>
<al | ocati onToken: al | ocati onToken
xm ns: al | ocati onToken=
"urn:ietf:parans: xm :ns:allocationToken-1.0">
abc123
</ al | ocati onToken: al | ocati onToken>
</ ext ensi on>

nane>al | ocati on. exanpl e</ domai n: nanme>

<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- XYZ</ svTRI D>

3.1.3. EPP <transfer> Query Command

Thi s extension does not add any el enents to the EPP <transfer> query
command or <transfer> query response described in [ RFC5730].

Goul d & Feher
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3.2. EPP Transform Conmands

EPP provides five commands to transform objects: <create> to create
an instance of an object, <delete> to delete an instance of an

obj ect, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to
change informati on associ ated with an object.

3.2.1. EPP <creat e> Command

Thi s extension defines additional elenments to extend the EPP <create>
conmmand of an object mapping |ike [RFC5731].

The EPP <create> conmand provides a transform operation that allows a
client to create an instance of an object. 1In addition to the EPP
command el enents described in an object mapping |like [ RFC5731], the
command MJST contain a child <allocationToken: al | ocati onToken>
element for the client to be authorized to create and all ocate the
object. If the Allocation Token does not apply to the object, the
server MJST return an EPP error result code of 2201.

Goul d & Feher Expires April 7, 2019 [ Page 12]
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Exanpl e <create> command to create a donain object with an Al ocation
Token:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnl :ns: epp-1.0">
<conmand>
<creat e>
<donai n: create
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<donmi n: nane>al | ocati on. exanpl e</ domai n: nane>
<donmi n: regi strant >j d1234</ donmi n: regi strant >
<donmi n: cont act type="adni n">sh8013</donai n: cont act >
<dormmi n: cont act type="tech">sh8013</donuai n: cont act >
<donai n: aut hl nf o>
<domai n: pw>2f 00BAR</ domai n: pw>
</ domai n: aut hl nf o>
</ domai n: cr eat e>
</create>
<ext ensi on>
<al | ocati onToken: al | ocati onToken
xm ns: al | ocati onToken=
"urn:ietf:parans: xn:ns:allocationToken-1.0">
abc123
</ al |l ocati onToken: al | ocati onToken>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
C. </ epp>

SEONONONONONONONONONONONONORONONONONONONON S

Thi s extension does not add any el enents to the EPP <create> response
described in the [ RFC5730] .

3.2.2. EPP <del et e> Command

Thi s extension does not add any el enents to the EPP <del et e> command
or <del ete> response described in the [ RFC5730].

3.2.3. EPP <r enew> Conmand

Thi s extension does not add any el enents to the EPP <renew> conmmand
or <renew> response described in the [ RFC5730].

3.2.4. EPP <transfer> Command

Thi s extension defines additional elenents to extend the EPP
<transfer> request command of an object mapping |like [ RFC5731].
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The EPP <transfer> request command provi des a transform operation
that allows a client to request the transfer of an object. In
addition to the EPP conmand el enments described in an object mapping
i ke [ RFC5731], the comand MUST contain a child

<al | ocati onToken: al | ocati onToken> el ement for the client to be

aut horized to transfer and allocate the object. The authorization
associ ated with the Allocation Token is in addition to and does not
repl ace the authorization nmechani sm defined for the object’s
<transfer> request command. |If the Allocation Token is invalid or
not required for the object, the server MJST return an EPP error
result code of 2201.

Exanpl e <transfer> request conmand to all ocate the domain object with
the All ocation Token:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnl :ns: epp-1.0">
<conmand>
<transfer op="request">
<donai n: transf er
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<donai n: nane>exanpl el. t | d</ donai n: nane>
<donmi n: peri od unit="y">1</domai n: peri od>
<donmi n: aut hl nf o>
<domai n: pw>2f 00BAR</ donai n: pw>
</ domai n: aut hl nf 0>
</ domai n: transfer>
</transfer>
<ext ensi on>
<al | ocati onToken: al | ocati onToken
xm ns: al | ocati onToken=
"urn:ietf:parans: xm :ns:allocationToken-1.0">
abc123
</ al | ocati onToken: al | ocati onToken>
</ ext ensi on>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>
C. </ epp>

0000000000000 0O0O0000

Thi s extension does not add any el enents to the EPP <transfer>
response described in the [ RFC5730].

3.2.5. EPP <updat e> Command

Thi s extension does not add any el enents to the EPP <update> command
or <update> response described in the [ RFC5730].
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4.

4.

Formal Synt ax

One scherma is presented here that is the EPP All ocati on Token
Ext ensi on schema.

The formal syntax presented here is a conplete schema representation
of the object mapping suitable for automated validation of EPP XM
instances. The BEG N and END tags are not part of the schenmm; they
are used to note the beginning and ending of the schema for UR

regi stration purposes.

1. Allocation Token Extension Schema

BEG N
<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns="http://ww. w3. or g/ 2001/ XM_Scherma"
xm ns: al | ocati onToken="urn:ietf: parans: xm :ns:allocationToken-1.0"
t ar get Namespace="urn:ietf:parans: xnm : ns: al | ocati onToken-1. 0"
el ement For mDef aul t ="qual i fi ed">
<annot ati on>
<docunent at i on>
Ext ensi bl e Provi sioning Protocol v1.0
Al l ocation Token Extension
</ docunent ati on>
</ annot at i on>

<!-- Element used in info conmand to get allocation token. -->
<el ement nane="info">
<conpl exType>
<conpl exCont ent >
<restriction base="anyType" />
</ conpl exCont ent >
</ conpl exType>
</ el ement >

<!-- Allocation Token used in transform
commands and info response -->
<el ement nane="al | ocati onToken"
type="al | ocati onToken: al | ocati onTokenType" />
<si npl eType nane="al | ocati onTokenType" >
<restriction base="token">
<m nLengt h val ue="1" />
</restriction>
</ si npl eType>

<!-- End of schema. -->
</ schema>
END
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5. | ANA Consi derations
5.1. XM Nanespace

This docunent uses URNs to describe XM. nanespaces and XM. schenas
conforming to a registry mechani smdescribed in [ RFC3688].

Regi stration request for the allocati onToken nanespace:
URI: urn:ietf:parans:xn:ns:allocationToken-1.0
Regi strant Contact: |ESG
XM.: None. Nanespace URIs do not represent an XM. specification.
Regi stration request for the allocationToken XM. schema:
URI: urn:ietf:parans: xnl:schena:all ocati onToken-1.0
Regi strant Contact: |ESG
XM.: See the "Fornmal Syntax" section of this docunent.
5.2. EPP Extension Registry

The following registration of the EPP Extension Registry, described
in [ RFC7451], is requested:

Name of Extension: "Allocation Token Extension for the Extensible
Provi si oni ng Protocol (EPP)"

Document status: Standards Track
Ref erence: (insert reference to RFC version of this docunent)
Regi strant Nane and Email Address: |ESG <iesg@etf.org>
TLDs: Any
| PR Di scl osure: None
Status: Active
Not es: None
6. Inplenmentation Status

Note to RFC Editor: Please renpbve this section and the reference to
RFC 7942 [ RFC7942] before publication.

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
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Internet-Draft, and is based on a proposal described in RFC 7942

[ RFC7942]. The description of inplenentations in this section is
intended to assist the IETF in its decision processes in progressing
drafts to RFCs. Please note that the listing of any individua

i mpl ementati on here does not inply endorsenent by the | ETF.
Furthermore, no effort has been spent to verify the information
presented here that was supplied by I ETF contributors. This is not

i ntended as, and nust not be construed to be, a catal og of available
i npl ementations or their features. Readers are advised to note that
other inplenentations may exi st.

According to RFC 7942 [RFC7942], "this will allow reviewers and
wor ki ng groups to assign due consideration to docunments that have the
benefit of running code, which may serve as evidence of val uable
experinentation and feedback that have nmade the inplenented protocols
nmore mature. It is up to the individual working groups to use this
informati on as they see fit".

6.1. \Verisign EPP SDK
Organi zation: Verisign Inc.
Nane: Verisign EPP SDK
Description: The Verisign EPP SDK includes both a full client
i npl ementation and a full server stub inplenentation of draft-ietf-
regext-all ocation-token
Level of maturity: Production
Coverage: All aspects of the protocol are inplenented
Li censi ng: GNU Lesser General Public License

Contact: jgoul d@erisign.com

URL: https://wwmv. verisign.com en_US/ channel -resour ces/ domnai n-
regi stry-product s/ epp- sdks

6.2. Neustar EPP SDK
Organi sation: Neustar Inc.
Nanme: Neustar EPP SDK

Description: The Neustar EPP SDK includes a full client
i mpl ementation of draft-ietf-regext-allocation-token
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Level of maturity: Production
Coverage: All aspects of the protocol are inplenmented
Li censi ng: GNU Lesser General Public License
Cont act: quoc-anh. np@ eam neust ar
URL: http://registrytool kit. neustar
6.3. Neustar gTLD SRS
Organi sation: Neustar Inc.

Nane: Neustar generic Top Level Domain (gTLD) Shared Registry System
(SRS) .

Description: The Neustar gTLD SRS i npl enents the server side of
draft-ietf-regext-allocation-token for several Top Level Domains.

Level of maturity: Production
Coverage: All server side aspects of the protocol are inplenented
Li censing: Proprietary
Cont act: quoc-anh. np@ eam neust ar
6.4. Net::DR
Organi zation: Dot and Co
Name: Net:: DR

Description: Net::DRl inplements the client-side of draft-ietf-
regext-all ocation-token

Level of maturity: Production
Coverage: All client-side aspects of the protocol are inplenented
Li censing: CGNU Lesser General Public License

Cont act: netdri @ot andco. com
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7. Security Considerations

The mappi ng described in this docunment does not provide any security
servi ces beyond those described by EPP [ RFC5730] and protocol |ayers
used by EPP. The security considerations described in these other
specifications apply to this specification as well

The mapping acts as a conduit for the passing of Allocation Tokens
between a client and a server. The definition of the Allocation
Token SHOULD be defined outside of this nmapping. The follow ng are
security considerations in the definition and use of an Allocation
Token:

1. An Allocation Token should be considered secret information by
the client and SHOULD be protected at rest and MJST be protected
intransit.

2. An Allocation Token should be single use, neaning it should be
uni que per object and per allocation operation

3. An Allocation Token should have a linited life with sone form of
expiry in the Allocation Token if generated by a trusted 3rd
third party, or with a server-side expiry if generated by the
server.

4. An Allocation Token should use a strong randomvalue if it is
based on an unsigned code.

5. An Allocation Token should |l everage digital signatures to confirm
its authenticity if generated by a trusted 3rd party.

6. An Allocation Token that is signed XM. shoul d be encoded (e.qg.
base64 [ RFC4648]) to mtigate server validation issues.
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Appendi x A.  Change History
A.1. Change fromO00 to 01
1. Anended XM. Nanespace section of | ANA Consi derations, added EPP
Ext ensi on Regi stry section.
2. Myved Change History to the back section as an Appendi X.
A.2. Change fromO0l to 02

1. Ping update.
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A 3.

1.

Change from02 to 03

Pi ng updat e.

Change from03 to 04

Updated the authors for the draft.
Change from 04 to REGEXT 00

Changed to regext working group draft by changi ng draft-goul d-
al l ocation-token to draft-ietf-regext-allocation-token.

Change from REGEXT 00 to REGEXT 01

Pi ng update.

Change from REGEXT 01 to REGEXT 02

Added the Inplenmentation Status section.
Change from REGEXT 02 to REGEXT 03
Changed Neustar author to Kal Feher.
Change from REGEXT 03 to REGEXT 04

Added Neustar inplenentation to the Inplenentation Status
section.

Change from RECEXT 04 to REGEXT 05
Updat es based on feedback from Patrick Mevzek, that include:

1. Renopbve "or code" fromthe Abstract section.

2. Add a missing "to" in "an allocation token TO one of the
EPP..." in the Introduction section.

3. Reword the "The allocation token is known to the server..."
sentence in the Introduction section.

4. Modify the "The allocation token MAY be returned to an
aut hori zed client for passing out-of-band to a client that
uses it with an EPP transform comand" to clarify who the two
separate clients are.

5. Renoved an unneeded ":" fromthe EPP <transfer> Command and
EPP <updat e> Command secti ons.
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A.11. Change from REGEXT 05 to REGEXT 06

1. Fix description of Neustar gTLD SRS based on feedback from Rubens

Kuhl .

2. Updates based on feedback from Al exander Mayrhofer, that include:

1.

2

10.

11.

12.

13.

14.

Maki ng all references to Al ocation Token to use the upper
case form

Revi se the | anguage of the abstract to include "for

i ncluding an Allocation Token in query and transform
commands. The Allocation Token is used as a credential that
authorizes a client to request the allocation of a specific
object fromthe server, using one of the EPP transform
commands. .. "

Repl ace the title "EPP <transfer> Conmmand” with "EPP
<transfer> Query Conmmand" for section 3.1.3.

Revi se the second sentence of the Introduction to "The
mappi ng, ..., supports passing an Allocation Token..."
Change "support" to "require" in the Introduction sentence
"It is up to server policy which EPP transform comrmands and
whi ch obj ects support the Allocation Token."

Add the definition of Allocation to the Introduction
Renoved "transform from"all of the supported EPP transform
commands” in the "Allocation Token" section, since the

Al'l ocation Token can be used with the "check" command as
wel | .

Renove the word "same" from "The same

<al | ocati onToken: al | ocati onToken> el ement is used for
all..." in the "Allocation Token" section

Change the description of the use of the 2201 error in the
"All ocation Token" section, the "EPP <create> Comrmand"
section, the "EPP <transfer> Command" section, and the "EPP
<updat e> Command” section

Revi se "<check> to deternmine if an object is known to the
server..." to "<check> to determne if an object can be
provisioned..." and renove "detailed" in the description of
the <info> in the "EPP Query Conmmands" section

Add m ssing description of the expected <check> response
behavi or.

Repl aced the exanpl e reason "l nvalid donai n-token pair" with
"All ocation Token m smatch".

Repl ace "information on" with "information associated wth"
in the "EPP <info> Command" section

Renmoved the "that identifies the extension nanespace", the
", defined in...", the Allocation Token links fromthe error
response sentences, and the "object referencing the

<al | ocati onToken:info> element” in the "EPP <info> Command"
section.
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15.

16.

17.

18.

19.

20.

21.

22.

Added "The authorization is subject to server policy." to
the "EPP <info> Command" secti on.

Repl ace "or <transfer> response>" with "or <transfer> query
response>" in the EPP <transfer> Query Command" secti on.
Repl ace "create an object" with "create an instance of an
object” in the "EPP <create> Command" section.

Revi sed the sentence to include "the conmand MJUST contain a
child <all ocationToken: al | ocati onToken> el enent for the
client to be authorized to create and all ocate the object”
in the "EPP <create> Conmand" section.

Renoved the reference to section 2.1 and the nanespace
identification text in the "EPP <transfer> Conmand" secti on.
Added "The authorization associated with the Allocation
Token is in addition to and does not replace the

aut hori zati on nechani sm defined for the object’s <transfer>
request conmand."” to the "EPP <transfer> Command" section.
Modi fied the first sentence of the "EPP Extension Registry"
section to read "The followi ng registration of the EPP

Ext ensi on Regi stry, described in RFC7451, is requested"”
Renmoved support with using the Allocation Token with an
enpty extension of update (e.g., release conmand), based on
the confusion and | ack of known applicability.

3. Updates based on feedback from Scott Hol |l enbeck, that include:

1.

2.

3.

Revi sed XML schena to included a nmininmumlength of 1 for the
al | ocati onTokenType.

Revi sed the "I ANA Consi derations” section to include the
regi stration of the XML schena.

Revi sed the "Security Considerations" section to include
considerations for the definition of the Allocation Tokens.

A.12. Change from REGEXT 06 to REGEXT 07

1. Updates based on feedback from Patrick Mevzek:

1.
2.

Updat ed obsol eted RFC 7942 to RFC 7942.
Moved RFC 7451 to an informational reference.

A.13. Change from REGEXT 07 to REGEXT 08

wh e

Changed Kal Feher’s contact e-mail address.
Changed Neustar’s I nplenentation Status contact e-nmil address.
Added the Net:: DRl sub-section to the Inplenentation Status

secti on.
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A 14.

1.

A. 15.

Change from RECEXT 08 to REGEXT 09

Updat es based on the AD revi ew by Adam Roach, that include:

1. In "Abstract", set "query" and "transforn off in sone way
(e.g., using quotation narks)

2. In "Conventions Used in This Docunment", please update to use
the boilerplate from RFC 8174.

3. Renove "all ocati onToken-1.0" is used as an abbreviation for
"urn:ietf:parans: xn :ns:allocationToken-1.0".

4, In "All ocation Token", change "The server MJST have the
Al'l ocation Token" to "The server MAY have the All ocation
Token".

5. In "EPP <check> Command", change "This extension allow

clients” to "This extension allows clients”

6. Use dommi ns reserved by RFC 2026 for the exanples. The
exanpl e domai n "exanple.tld" was changed to
"al l ocation. exanmpl e" and the exanple dormain "exanpl e2.tld"
was changed to "all ocation2. exanpl e".

7. In "EPP <info> Cormand”, change "...the server MJST return
an EPP error result code of 2303 object referencing the
<al | ocati onToken:info> element." to "...the server MJST
return an EPP error result code of 2303."

8. In "EPP <transfer> Query Command", renpbve "the" before
"RFC5730".
9. In "EPP <transfer> Conmand", change "If the Allocation Token

does not apply to the object...” to "If the Allocation Token
is invalid or not required for the object...".

10. In "XM. Nanespace", renove the sentence "The follow ng UR
assignnent is requested of | ANA:"
11. In "Security Considerations”, change "An Al location Token

should is" to "An Allocation Token that is". Also

informatively cite RFC 4648 for the base64 reference
Change "ietf:parans: xm :ns:allocationToken-1.0" to
"ietf:parans: xm :schena: al | ocati onToken-1.0" for the XM. schenma
| ANA registration.

Change from REGEXT 09 to REGEXT 10

Changed "auhorization" to "authorization" in the "EPP <info>
Command" secti on.

Added 'If an object does not require an Allocation Token, the
server MAY return the availability status as avail able (e.qg.
"avail" attribute is "1" or "true").’ to the check response
cases, based on feedback by Mrja Kuehl ewi nd.

Changed the definition of the <info> elenent in the XML schema to
only allow an enpty el enent, based on | ANA's expert review
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A. 16.

Added normative | anguage to the storage and transport of the

Al'l ocation Token, in the "Security Considerations" section, based
on feedback fromEric Rescori a.

Changed "The definition of the Allocation Token is defined
outside of this mapping" to "The definition of the Allocation
Token SHOULD be defined outside of this mapping”, in the
"Security Considerations" section, based on feedback fromEric
Rescori a.

Added the missing "urn:" prefix with the  ANA URl registrations.
The URL for the BCP 14 was renpved based on feedback from Alissa
Cooper.

Updat es based on revi ew by Benjanm n Kaduk, that include:

1. Added the second paragraph to the "Allocation Token" section
to describe the difference (notivation) of using the
Al l ocation Token versus the EPP RFC aut hori zation nmechani sm

2. Added a paragraph to the "Conventions Used in This Docunent"”
section for the use of the "abcl23" token value and the use
of domai n object "2f00oBAR' password value in the exanples.

3. Changed the "A client MJST pass an Allocation Token known to
the server to be authorized to use one of the supported EPP
transform commands." sentence in the "lIntroduction" section
to "Clients pass an Allocation Token to the server for
validation, and the server deternmines if the supplied
Al'l ocation Token is one supported by the server."

4. Changed the "lIndentation and white space in the exanples are
provided only to illustrate el enment rel ationships and are not
REQUI RED in the protocol." sentence in the "Conventions Used
in This Docunent" section to "Indentation and white space in

the exanples are provided only to illustrate el enent
rel ati onships and are not REQU RED in the protocol."

5. Changed the "Authorized clients MAY retrieve..." sentence in
the "EPP <i nfo> Commuand” section

6. Changed the "If the query was successful..." sentence in the

"EPP <i nf o> Conmand"” section

7. Added "supplied" to the "If the supplied Al location Token
passed..." sentence in the "Allocation Token" section

8. Renobved an extra newine in the <annotation> elenent in the
"Al |l ocati on Token Extension Schema" section

Change from REGEXT 10 to REGEXT 11

Renmoved the old duplicate "Authorized clients MAY retrieve..."
sentence fromsection 3.1.2 "EPP <info> Command".
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A.17. Change from REGEXT 11 to REGEXT 12

1. Revised the exampl e <check> domain response to first include the
positive case for allocation.exanple, and to second include the
negative case for allocation2. exanple, based on feedback from Ben
Canpbell. The caption was revised for the exanple to include the

text ", where the Allocation Token 'abc123" natches
al | ocati on. exanpl e but does not match all ocation2. exanpl e".
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