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Abst ract

The Registration Data Access Protocol (RDAP) does not include core
functionality for clients to provide sorting and pagi ng paraneters
for control of large result sets. This onmission can lead to
unpredi ct abl e server processing of queries and client processing of
responses. This unpredictability can be greatly reduced if clients
can provide servers with their preferences for managi ng response
val ues. This docunment describes RDAP query extensions that allow
clients to specify their preferences for sorting and paging result
set s.
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(https://trustee.ietf.org/license-info) in effect on the date of

publication of this docunent. Please review these docunments

carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of

the Trust Legal Provisions and are provided without warranty as
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1. Introduction

The availability of functionality for result sorting and pagi ng

provi des benefits to both clients and servers in the inplenentation

of RESTful services [REST]. These benefits include:

0 reducing the server response bandw dth requirenents;

0 inproving server response tine;

0 inproving query precision and, consequently, obtaining nore
reliable results;

0 decreasing server query processing |oad;

0 reducing client response processing tine.
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Approaches to inplenmenting features for result sorting and pagi ng can
be grouped into two nain categories:

1. Sorting and paging are inplenmented through the introduction of
additional parameters in the query string (i.e. ODATA protocol
[ ODat a- Part1]);

2. Information related to the nunber of results and the specific
portion of the result set to be returned, in addition to a set of
ready-nmade links for the result set scrolling, are inserted in
the HTTP header of the request/response.

However, there are some drawbacks associated with use of the HITP
header. First, the header properties cannot be set directly froma
web browser. Myreover, in an HITP session, the information on the
status (i.e. the session identifier) is usually inserted in the
header or in the cookies, while the information on the resource
identification or the search type is included in the query string.
The second approach is therefore not conpliant with the HTTP standard
[RFC7230]. As a result, this docunent describes a specification
based on use of query parameters

Currently the RDAP protocol [RFC7482] defines two query types:

o lookup: the server returns only one object;
0 search: the server returns a collection of objects

Whil e the | ookup query does not raise issues in the managenent of
|large result sets, the search query can potentially generate a | arge
result set that could be truncated according to the Iimts of the
server. In addition, it is not possible to obtain the total nunber
of the objects found that m ght be returned in a search query
response [ RFC7483]. Lastly, there is no way to specify sort criteria
to return the nost relevant objects at the beginning of the result
set. Therefore, the client could traverse the whole result set to
find the rel evant objects or, due to truncation, could not find them
at all.

The protocol described in this specification extends RDAP query
capabilities to enable result sorting and pagi ng, by addi ng new query
paraneters that can be applied to RDAP search path segnents. The
service is inplenmented using the Hypertext Transfer Protocol (HTTP)

[ RFC7230] and the conventions described in RFC 7480 [ RFC7480].

The i npl ementation of these paraneters is technically feasible, as

operators for counting, sorting and paging rows are currently
supported by the naj or RDBMSs.
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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. RDAP Query Paraneter Specification

The new query paraneters are OPTI ONAL extensions of path segnments
defined in RFC 7482 [ RFC7482]. They are as follows:

o "count": a boolean value that allows a client to request the total
nunber of objects found (that due to truncation can be different
fromthe nunber of returned objects);

0 "sort": a string value that allows a client to request a specific
sort order for the result set;

o "limt" and "offset": numeric values that allow a client to
request a specific portion of the entire result set.

Augnent ed Backus- Naur Form (ABNF) [RFC5234] is used in the follow ng
sections to describe the formal syntax of these new paraneters.

2.1. Sorting and Pagi ng Met adat a

According to nost advanced principles in REST design, collectively
known as HATEOAS (Hypernedia as the Engi ne of Application State)
([HATEQAS] ), a client entering a REST application through an initial
URI shoul d use the server-provided links to dynam cally discover
avai l abl e actions and access the resources it needs. In this way,
the client is not requested to have prior know edge of the service
and, consequently, to hard code the URIs of different resources.

This would allow the server to nmake URI changes as the APl evol ves

wi thout breaking the clients. Definitively, a REST service should be
sel f-descriptive as nuch as possi bl e.

Therefore, the inplenmentation of the query paraneters described in
this specification recommends servers to provide additiona
information in their responses about both the avail able sorting
criteria and the possible pagination. Such information is collected
in two new data structures named, respectively, "sorting netadata"
and "pagi ng_net adat a".

bvi ously, both the new data structures are OPTI ONAL because their
presence in the response not only depends on the inpl enentation of
sorting and pagi ng query capabilities but also on sonme situations

related to the results. For exanple, it is quite natural to expect
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that the "paging_netadata" section will not be present at the |ast
result page when the server inplenents only the forward pagi nation

The "sorting netadata" structure contains the follow ng fields:

o "currentSort": the value of sort paraneter as specified in the
query string;

0 "availableSorts": an array of objects each one describing an
avai l abl e sorting criterion:

* "property": the nane that can be used by the client to request
the sorting criterion

* "jsonPath": the JSON Path of the RDAP field corresponding to
the property;
"default": whether the sorting criterion is applied by default;
"l'inks": an array of links as described in RFC 8288 [ RFC8288]
containing the query string that applies the sorting criterion

Both "currentSort" and "avail abl eSorts" are OPTIONAL fields of the
"sorting_netadata" structure. |In particular, the "currentSort" field
is provided when the query string contains a valid value for sort
paraneter, while the "avail abl eSorts" field SHOULD be provi ded when
the sort paraneter is missing in the query string or when it is
present and the server inplenents nore than a sorting criterion for
the RDAP object. At least the "property" field is REQURED in each
itemof the "avail abl eSorts" array while the other fields are
RECOMVENDED.

The "pagi ng_netadata" structure contains the follow ng fields

0 "total Count": a numeric value representing the total number of
obj ects found;

0 "pageCount": a nuneric value representing the nunber of objects
returned in the current page;

o "offset": a nuneric value identifying the start of current page in
the result set;

0 "nextOffset": a nuneric value identifying the start of the next
page in the result set or null if the result set has been
compl etely scrolled;

o "links": an array of links as described in RFC 8288 [ RFC3288]
containing the reference to next page.
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Only the "pageCount” field is REQU RED in the "pagi ng_net adata"

structure. The other fields appear when pagi nation occurs. In this
specification, only the forward pagination is dealt because it is
consi dered satisfactory in order to traverse the result set. If a

server should al so i npl enent backward pagi nation, an appropriate
field (e.g. "prevOfset") identifying the start of the previous page
is RECOMWENDED. Finally, the "total Count"” field is provided if the
query string contains the count paraneter.

FOR DI SCUSSI ON:  Shoul d the netadata described in this specification
be part of a nore general "netadata" section including other contents
(e.g rate linmts, informati on about the server, information about the
response, netadata information related to other paraneters)?

2. 2. "count" Paraneter

Currently the RDAP protocol does not allow a client to determine the
total nunber of the results in a query response when the result set
is truncated. This is rather inefficient because the user cannot
eval uate the query precision and, at the sane tine, cannot receive

i nformati on that could be rel evant.

The count paraneter provides additional functionality (Figure 1) that
allows a client to request information fromthe server that specifies
the total number of elenents matching a particular search pattern

htt ps:// exanpl e. coni rdap/ dormai ns?nanme=*nr. con&count =t r ue
Figure 1. Exanple of RDAP query reporting the count paraneter

The ABNF syntax is the follow ng:

count = "count" EQ ( trueValue / fal seVal ue )

truevValue = ("true" / "yes" [/ "1")

fal sevalue = ("false" / "no" / "0")

EQ = n :II
A trueVal ue nmeans that the server MJIST provide the total number of
the objects in the "total Count"” field of the "pagi ng_netadata"

section (Figure 2). A falseValue neans that the server MJUST NOT
provide this nunber.
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{

"rdapConf or mance": [
"rdap_| evel _0",
"pagi ng_|l evel 0"

;béging_netadath {

"total Count": 73

} L]

"domai nSear chResul ts": [

]

}

Figure 2: Exanpl e of RDAP response with "pagi ng_netadata" section
containing the "total Count"” field

2. 3. "sort" Paraneter

The RDAP protocol does not provide any capability to specify results
sort criteria. A server could inplement a default sorting schene
according to the object class, but this feature is not mandatory and
m ght not neet user requirenents. Sorting can be addressed by the
client, but this solution is rather inefficient. Sorting and paging
features provided by the RDAP server could help avoid truncation of
rel evant results and allow for scrolling the result set using
subsequent queri es.

The sort paraneter allows the client to ask the server to sort the
results according to the values of one or nore properties and
according to the sort direction of each property. The ABNF syntax is
the foll ow ng:

sort = "sort" EQsortltem*( "," sortltem)
sortltem= property-ref [":" ( "a" [ "d" ) ]
"a" neans that the ascending sort MJST be applied, "d" nmeans that the
descendi ng sort MJST be applied. |If the sort direction is absent, an
ascendi ng sort MJST be applied (Figure 3).

In the sort paraneter ABNF syntax, property-ref represents a
reference to a property of an RDAP object. Such a reference could be
expressed by using a JSON Path. The JSON Path in a JSON docunent

[ RFC8259] is equivalent to the XPath [WBC. CR-xpat h- 31-20161213] in a
XML docunent. For exanple, the JSON Path to select the value of the
ASCI | nane inside an RDAP donmain object is "$.1dhNane", where $
identifies the root of the docunent (DOM). Another way to select a
val ue inside a JSON docunent is the JSON Pointer [RFC6901]. Wile
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JSON Path or JSON Pointer are both standard ways to sel ect any val ue
inside JSON data, neither is particularly easy to use (e.qg.
"$.events[?(@event Action="registration')].eventDate" is the JSON
Pat h expression of the registration date in a RDAP donmi n object).

Therefore, this specification provides a definition of property-ref
in terms of RDAP properties. However, not all the RDAP properties
are suitable to be used in sort criteria, such as:

0 properties providing service information (e.g. links, notices,
remarks, etc.);

o multivalued properties (e.g. status, roles, variants, etc.);

0 properties nodeling relationships to other objects (e.qg.
entities).

On the contrary, sone properties expressed as val ues of other
properties (e.g. registration date) could be used in such a context.

In the following, a list of the proposed properties for sort criteria
is presented. The properties are divided in two groups: object
common properties and object specific properties.

0 Object conmon properties. Object common properties are derived
fromthe nerge of the "eventAction" and the "eventDate"
properties. The follow ng values of the sort paraneter are
defi ned:

regi strationDate
reregi strationbDate
| ast ChangedDat e
expi rati onDat e

del eti onDat e
reinstantiationDate
transferDate

| ockedDat e

unl ockedDat e

L S T

0 Object specific properties. Wth regard to the specific
properties, some of them are already defined anong the query
paths. In the following the list of the proposed sorting
properties, grouped by objects, is shown:

Domai n: | dhNanme
Naneserver: | dhNane, ipV4, ipV6e
* Entity: fn, handle, org, enmmil, voice, country, city.

In the follow ng, the correspondence between the sorting properties
and the RDAP fields is shown (Table 1):
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dommm e e - dommm e e - o m e oo e - dommm e e - dommm e e - +
| Object | Sorting | RDAP property | Reference | Reference |
| class | property | | in RFC | in RFC |
[ [ [ | 7483 | 6350 [
o e o e oo o e o e +
| Searchable | Common | event Action | 4.5 | |
| objects | properties | values | | |
| | | suffixed by | | |
I I | "Date” I I I
I I I I I I
| Donmin | I'dhNarme | I'dhNarme | 5.3. | |
I I I I I I
| Naneserver | | dhNane | 1 dhNane | 5.2 [ |
| | ipVva | v4 ipAddress | 5.2 | |
| | ipV6 | v6 ipAddress | 5.2 | |
I I I I I I
| Entity | bhandl e | bhandl e | 5.1 | |
| | fn | vcard fn | 5.1 | 6.2.1 |
| | org | vcard org | 5.1 | 6.6.4 |
| | voice | vcard tel | 5.1 | 6.4.1 |
I I | with , I I I
I I | type="voice" | I I
| | email | vcard enmil | 5.1. | 6.4.2 |
| | country | country nanme | 5.1. | 6.3.1 |
| | | in vcard adr | | |
| | city | locality in | 5.1 | 6.3.1 |
| | | vcard adr | | |
Fom e e o Fom e e o Fom e e e oo Fom e e o Fom e e o +

Table 1: Sorting properties definition

Wth regard to the definitions in Table 1, sone further
consi derati ons must be made to di sanbi guate cases where the RDAP
property is nultival ued:

o Even if a nameserver can have nultiple | Pv4 and | Pv6 addresses,
the most conmon configuration includes one address for each IP
version. Therefore, the assunption of having a single |Pv4 and/or
| Pv6 val ue for a nameserver cannot be considered too stringent.

0 Wth the exception of handl e values, all the sorting properties
defined for entity objects can be multival ued according to the
definition of vCard as given in RFC6350 [ RFC6350]. Wen nore than
a value is reported, sorting can be applied to the preferred val ue
identified by the paraneter pref="1".

Each RDAP provi der MAY define other sorting properties than those
shown in this docunent.

Lof fredo, et al. Expi res March 25, 2019 [ Page 9]



Internet-Draft RDAP Sorting and Pagi ng Sept enber 2018

The "jsonPath" field in the "sorting netadata" section is used to
clarify the RDAP field the sorting property refers to. 1In the
foll owi ng, the mapping between the sorting properties and the JSON
Pat hs of the RDAP fields is shown (Table 2). The JSON Paths are
provi ded according to the Goessner v.0.8.0 specification

([ GOESSNER- JSON- PATH] ) :

Fomm oo - o m e e oo o - Fom e m e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Objec | Sorting | JSON Path |
| t | property I I
| class | | |
Fom e e S o o e e e e e e e e e e e e e e e e e e e e meeeo— - +
| Searc | registratio | "$.domai nSearchResults[*].events[?(@eventA |
| hable | nDate | ction=="registration")].eventDate |
| objec | I I
| ts I I I
| | reregistrat | "$.domai nSearchResults[*].events[?(@eventA |
| | ionDate | ction=="reregistration")].eventDate |
| | lastChanged | "$. domai nSearchResul ts[*].events[?(@eventA |
| | Date | ction=="|ast Changed")]. eventDate |
| | expirationD | "$.domai nSearchResults[*].events[?(@eventA |
[ | ate | ction=="expiration")].eventDate [
| | deletionDat | "$.domai nSearchResults[*].events[?(@eventA |
| | e | ction=="deletion")].eventDate |
| | reinstantia | "$.domai nSearchResul ts[*].events[?(@eventA |
| | tionDate | ction=="reinstantiation")].eventDate |
| | transferDat | "$.domai nSearchResults[*].events[?(@eventA |
[ | e | ction=="transfer")].eventDate [
| | lockedDate | "$.domai nSearchResults[*].events[?(@eventA |
| | | ction=="I|ocked")].eventDate |
[ | unlockedDat | "$.dommi nSearchResults[*].events[?(@eventA |
| | e | ction=="unl ocked")].event Date |
I I I I
| Dommi | | dhNane | $.dommi nSearchResul ts[*]. | dhName [
o | |
| Nanes | | dhNane | $. nameserver Sear chResul t s[*] .| dhName [
| erver | | |
| | ipVa | $.nanmeserver Sear chResul ts[*].i pAddresses. v4 |
I I | [O] I
[ | ipV6 | $.nanmeserver Sear chResul ts[*].i pAddresses. v6 |
o | |
| Entit | handle | $.entitySearchResults[*]. handle |
|y I I I
[ | fn | $.entitySearchResults[*].vcardArray[1][?2(@ |
I I | 0]="fn")][3] I
| | org | $.entitySearchResults[*].vcardArray[1][?2(@ |
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0] ="org")][3]

I I I I
| | voice | $.entitySearchResults[*].vcardArray[1][?(@
| | | O]=="tel" && @1].type=="voice")][3] |
[ | enil | $.entitySearchResults[*].vcardArray[1][?(@
I I | O] =="email")][3] I
| | country | $.entitySearchResults[*].vcardArray[1][?(@
| | | 0]=="adr")][3][6] |
| | city | $.entitySearchResults[*].vcardArray[1][?(@
| | | O]=="adr")][3][3] |
Fom oo - e e e - Fomm o e e e e e e e e e e e e e e e e e me i eo - +

Table 2: Sorting properties - JSON Path Mappi ng

If the sort paranmeter reports an allowed sorting property, it MJIST be
provided in the "currentSort" field of the "sorting_netadata"
structure.
https://exanpl e. com r dap/ domai ns?nane=*nr. con&sort =| dhNanme
htt ps://exanpl e. conl r dap/ dormai ns?name=*nr. con&sort =regi strati onDate: d
htt ps:// exanpl e. coni rdap/ dormai ns?nanme=*nr. con&sort =l ockedDat e, | dhNane

Figure 3: Exanpl es of RDAP query reporting the sort paraneter

2.3.1. Representing Sorting Links

An RDAP server MAY use the "links" array of the "sorting netadata"
section to provide ready-nade references [ RFC8288] to the avail able

sort criteria (Figure 4). Each link represents a reference to an
alternate view of the results.
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{

"rdapConf or mance": [
"rdap_| evel _0",
"sorting | evel 0"

1.

"sorting_netadata": {
"currentSort": "|dhNane",
"avail abl eSorts": [
{
"property": "registrationDate",
"jsonPath": "$.domai nSearchResul ts[*].events[?( @ eventAction==\"registratio
n\")].event Dat e",
"default": fal se

"l'inks": [
{
"val ue": "https://exanple.conlrdap/ domai ns?nane=*nr.com
&sort =l dhNanme",
"rel": "alternate",
"href": "https://exanpl e. com rdap/ domai ns?nanme=*nr.com

&sort=regi strationDate",
"title": "Result Ascending Sort Link",

"type": "application/rdap+j son”

H

{

"val ue": "https://exanple.con rdap/ domai hs?nane=*nr.com
&sort =l dhNane",

"rel": "alternate",

"href": "https://exanpl e. com rdap/ donmai ns?nanme=*nr. com

&sort=regi strationbDate:d",
"title": "Result Descending Sort Link",
"type": "application/rdap+json”

]

omai nSear chResul ts": [

}

}
Figure 4: Exanple of a "sorting_netadata" instance to inplenent
result sorting
2.4, "limt" and "offset" Paraneters

An RDAP query could return a response wth hundreds of objects,
especially when partial matching is used. For that reason, two
paraneters addressing result pagination are defined to nmake responses
easi er to handl e:
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o "limt": means that the server MJUST return the first N objects of
the result set in the response;

o "offset”: means that the server MJST skip the first N objects and
MUST return objects starting from position N+1

The ABNF syntax is the follow ng:

EQ = "="
limt ="limt" EQ positive-nunber

of fset = "offset" EQ positive-nunber

positive-nunber = non-zero-digit *digit

non-zero-digit = "1" / "2" /[ "3 [ 4" [ "5" [ "6 [ "7" | "8" [
n 9"

digit ="0" / non-zero-digit

When linmt and offset are used together, they allow inplenentation of
result pagination. The follow ng exanples illustrate requests to
return, respectively, the first 5 objects, the set of objects
starting fromposition 6, and first 5 objects starting from position
11 of the result set (Figure 5).

htt ps:// exanpl e. coni rdap/ donmai ns?nanme=*nr. con®&l i mt=5

https://exanpl e. com r dap/ domai ns?nane=*nr. con&of f set =5

htt ps://exanpl e. coni r dap/ dormai ns?nanme=*nr. con& i m t =5&of f set =10

Fi gure 5: Exanpl es of RDAP query reporting the limt and of fset
par ameters

2.4.1. Representing Paging Links
An RDAP server MAY use the "links" array of the "pagi ng_netadata"
section to provide a ready-nmade reference [ RFC8288] to the next page

of the result set (Figure 6). Exanples of additional "rel" val ues
are "first", "last", "prev".
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{
"rdapConf or mance": [
"rdap_| evel _0",
"pagi ng_| evel _0"
"notices": |
{
"title": "Search query linmts"
"type": "result set truncated due to excessive | oad",
"description": [
"search results for donains are linmted to 10"
]
}
1,
"pagi ng_netadata": {
"total Count": 73,
"pageCount": 10,
"of fset": 10,
"nextOffset": 20,
"l'inks": [
{
"val ue": "https://exanpl e. confrdap/ domai ns?nane=*nr. cont',
"rel": "next",
"href": "https://exanple.conlrdap/domai ns?name=*nr.com& i mt=10
&of f set =10",
"title": "Result Pagination Link"
"type": "application/rdap+j son"
]
1
"domai nSear chResul ts": [
]
}

Figure 6: Exanple of a "pagi ng_netadata" instance to inplenent result
pagi nati on based on offset and limt

3. Negative Answers

The val ue constraints for the parameters are defined by their ABNF
syntax. Therefore, each request providing an invalid value for a
paranet er SHOULD obtain an HTTP 400 (Bad Request) response code. The
same response SHOULD be returned if the client provides an
unsupported value for the sort paraneter in both single and nulti
sort.
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The server can provide a different response when it supports the
limt and/or offset paraneters and the client subnits values that are
out of the valid ranges. The possible cases are:

o If the client subnmits a value for the Iimt paraneter that is
greater than the nunber of objects to be processed, it is
RECOMVENDED t hat server returns a response including only the
processed obj ects.

o If the client subnmts a value for the offset parameter that is
greater than the nunber of objects to be processed, it is
RECOMVENDED t hat server returns an HTTP 404 (Not Found) response
code.

Optionally, the response MAY include additional information regarding
the negative answer in the HITP entity body.

4, RDAP Conf or mance

Servers returning the "pagi ng_netadata" section in their responses
MUST i ncl ude "paging_level 0" in the rdapConformance array as well as
servers returning the "sorting_netadata" section MJST include

"sorting | evel 0".
5. Inplenmentation Considerations

The inplenmentation of the new paraneters is technically feasible, as

operators for counting, sorting and paging are currently supported by

the maj or RDBMSs.

In the follow ng, the match between the new defined paraneters and
the SQL operators is shown (Table 3):
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OFFSET m ROA5 (in Oracl e)

limt + offset limt n offset m(in MySgl and Post gres)

OFFSET m ROAS FETCH NEXT n ROAS ONLY (in Oracle)

o e oo o o m e e e e e e e e e e e e e e e e e e e e e maao o +
| New query | SQ. operator |
| parameter | |
e e e e o mm o e e e e e e e e e e e e e e e e e e e e e e e meeoo o +
| count | count(*) query without offset, linit and order |
I | by I
[ | [ MYSQL- COUNT], [ POSTGRES- COUNT] , [ ORACLE- COUNT] [
I I I
| sort | order by |
[ | [ MYSQL- SORT], [ POSTGRES- SORT] , [ ORACLE- SORT] [
I I I
| limt | limt n (in MySgl [MSQ.-LIMT] and Postgres |
[ | [POSTGRES-LIMT]) |
| | FETCH FIRST n ROA5 ONLY (in Oracle |
| | [ORACLE-LIMT]) |
I I I
| of fset | offset m(in Postgres) [
I I I
I I I
I I I
| | |

Tabl e 3: New query paranmeters vs. SQ operators

Wth regard to Oracle, Table 3 reports only one of the three nethods
that can be used to inplement Iimt and offset parameters. The
others are described in [ ORACLE- ROMNUM and [ ORACLE- ROW NUVBER] .

In addition, simlar operators are conpletely or partially supported
by the npst known NoSQ. dat abases (MyngoDB, CouchDB, HBase,
Cassandra, Hadoop) so the inplenentation of the new paraneters seens
to be practicable by servers working without the use of an RDBMS

5.1. Considerations about Paging | nplenentation

The use of limt and offset operators represents the nbpst comopn way
to implenent results pagination. However, when offset has a high
val ue, scrolling the result set could take sone tine. |In addition
of fset pagination may return inconsistent pages when data are
frequently updated (i.e. real-tine data) but this is not the case of
registration data. An alternative approach to offset pagination is
t he keyset pagination, a.k.a. seek-method [ SEEK] or cursor based
pagi nation. This nethod has been taken as the basis for the

i mpl ementation of a cursor paraneter [CURSOR] by sone REST AP
providers (e.g. [CURSOR-API1],[CURSOR-API2]). The cursor paraneter
is an opaque URL-safe string representing a |logical pointer to the
first result of the next page (Figure 7).
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{
"rdapConf or mance": [
"rdap_| evel _0",
"pagi ng_|l evel 0"
"notices": |
{
"title": "Search query linmts"
"type": "result set truncated due to excessive | oad",
"description": [
"search results for domains are limted to 10"
]
}
1,
"pagi ng_netadata": {
"total Count": 73,
"pageCount": 10,
"links": [
"val ue": "https://exanpl e.conirdap/ domai ns?name=*nr. cont,
"rel": "next",
"href": "https://exanpl e.conl rdap/ domai ns?nane=*nr.con®&l i nit=10
&cur sor =wJ| CDLI | 6KTWpN7T6vcOnVENEYe99Hj f 1XY1xngV- M=",
"title": "Result Pagination Link",
"type": "application/rdap+json”
}
]
},
"domai nSear chResul ts": [
]
}

Figure 7: Exanple of a "paging netadata" instance to inplenent keyset
pagi nati on

But keyset pagi nation raises sone drawbacks with respect to offset
pagi nati on:

0 it needs at |east one key field;

0 it does not allowto sort by any field and paginate the results
because sorting has to be nmade on the key field;

o it does not allow to skip pages because they have to be scrolled
in sequential order starting fromthe initial page;

o0 it makes very hard the navigation of the result set in both
directions because all conparison and sort operations have to be
reversed.
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Furthernore, in the RDAP context, sone additional considerations can
be nmde:

0 an RDAP object is a conceptual aggregation of infornmation
collected fromnore than one data structure (e.g. table) and this
makes even harder for the devel opers the inplenentation of the
seek-nmethod that is already quite difficult. 1In fact, for
exanple, the entity object can gather information fromdifferent
data structures (registrars, registrants, contacts, resellers, and
so on), each one with its own key field mapping the RDAP entity
handl e;

0 depending on the nunber of the page results as well as the nunber
and the complexity of the properties of each RDAP object in the
response, the time required by offset pagination to skip the
previ ous pages could be nuch faster than the processing tine
needed to build the current page. |In fact, RDAP objects are
usual ly formed by infornmation belonging to multiple data
structures and containing rultival ued properties (e.g. arrays)
and, therefore, data selection is a tine consunmi ng process. This
situation occurs even though the data sel ecti on process nakes use
of indexes;

0 depending on the access |evels defined by each RDAP operator, the
i ncrease of conplexity and the decrease of flexibility of keyset
pagi nation with respect to the offset pagination could be
consi dered inpracti cal

Finally, the keyset pagination is not fully conpliant with the
addi ti onal RDAP capabilities proposed by this docunent. |In fact, the
presence of a possible cursor paraneter does not seemto be
consistent with both the sorting capability and the possibility to

i npl ement addi tional ready-made |inks besides the classic "next page"
link. But, while the provisioning of nore paging |links can be
superfl uous, dropping the sorting capability seens quite

unr easonabl e.

If pagination is inplenmented by using a cursor, both "offset" and
"nextOffset” fields MJUST not be included in the "pagi ng_net adat a"
section.

FOR DI SCUSSI ON:  Shoul d RDAP specification reports both offset and

cursor paraneters and |et operators to inplenment pagination according
to their needs, the user access levels, the submitted queries?
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6

| mpl ement ati on Status

NOTE: Pl ease renove this section and the reference to RFC 7942 prior
to publication as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

[ RFC7942]. The description of inplenentations in this section is
intended to assist the IETF in its decision processes in progressing
drafts to RFCs. Please note that the listing of any individua

i npl ementation here does not inply endorsenent by the | ETF.
Furthermore, no effort has been spent to verify the information
presented here that was supplied by | ETF contributors. This is not

i ntended as, and nust not be construed to be, a catal og of available
i npl ementations or their features. Readers are advised to note that
other inplenentations may exist.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have nmade the inplenented protocols nore nature.

It is up to the individual working groups to use this infornmation as
they see fit".

.1. 11T-CNR/ Registro.it

Responsi bl e Organi zation: Institute of Informatics and Tel ematics
of National Research Council (11 T-CNR)/Registro.it

Location: https://rdap. pubtest.nic.it/

Description: This inplenentation includes support for RDAP queries
using data fromthe public test environment of .it ccTLD. The
RDAP server does not inplenent any security policy because data
returned by this server are only for experinmental testing

pur poses. The RDAP server inplenents both offset and cursor based
pagi nation (the latter only when sort and of fset paraneters are
not present in the query string).

Level of Maturity: This is a "proof of concept" research

i mpl ement at i on.

Coverage: This inplenentation includes all of the features
described in this specification.

Contact Information: Mario Loffredo, mario.loffredo@it.cnr.it

2. (Google Registry

Responsi bl e Organi zati on: Google Registry
Location: https://ww.registry. google/rdap/
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Description: This inplenentation includes support for RDAP queries
for TLDs such as .GOOGE, .HOW .SOY, and .xn--q9jyb4c . The RDAP
server inplenents cursor based pagi nation (the nunber of objects
per page is fixed so the limt paraneter is not available). The
link used to request the next page is included in the notice
section of the response.

Level of Maturity: Production.

Coverage: This inplenentation includes the cursor paraneter
described in this specification.

Contact Information: Brian Muntford, nountford@oogle.com

Security Considerations

Security services for the operations specified in this docunent are
described in RFC 7481 [ RFC7481].

Search query typically requires nore server resources (such as
menory, CPU cycles, and network bandw dt h) when conpared to | ookup
query. This increases the risk of server resource exhaustion and
subsequent deni al of service due to abuse. This risk can be
mtigated by either restricting search functionality and limting the
rate of search requests. Servers can also reduce their |oad by
truncating the results in the response. However, this |last security
policy can result in a higher inefficiency if the RDAP server does
not provide any functionality to return the truncated results.

The new parameters presented in this docunment provide the RDAP
operators with a way to i nplenment a secure server wi thout penalizing
its efficiency. The "count" paraneter gives the user a neasure to
eval uate the query precision and, at the sane tine, return a
significant information. The sort parameter allows the user to
obtain the nost relevant information at the beginning of the result
set. In both cases, the user doesn’t need to submt further
unnecessary search requests. Finally, the limt and of fset
paraneters enable the user to scroll the result set by subnitting a
sequence of sustainable queries according to the server limts.

| ANA Consi der ati ons
Thi s docunent has no actions for | ANA
Acknow edgenent s

The authors would li ke to acknow edge Brian Muntford for his
contribution to the devel opnent of this document.
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Appendi x A. Change Log

00:
01:

02:

03:

Initial version.

Added t he paragraph "Consi derations about Paging | nplenentation”
to "Inplenmentation Considerations" section. Added "Inplenentation
Status" section. Added acknow edgenents. Renaned the property
reporting the paging |inks.

Corrected the value of "title" field in "paging_links" property.
Updated references to RFC5988 (obsol eted by RFC 8288) and RFC7159
(obsol eted by RFC 8259). Revised sone sentences.

Added t he paragraph "Google Registry" to "Inplenentation Status"
section.
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04: Rearranged the information about pagi nation included in RDAP
responses. Added the section "Paging Metadata". Replaced the
wong reference to RFC 5266 with the correct reference to RFC
5226.

05: Renaned "sorthby" paraneter in "sort". Renpved "country" from
the list of sorting properties. Added "sorting_level _0" into the
"rdapConf ormance" array. Changed the title of section "Paging
Met adata"™ in "Sorting and Pagi ng Metadata". Changed the "1 ANA
Consi derations" section. Added "Representing Sorting Links"
section. Changed the nane of sone sorting properties to be
compliant with EPP.
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