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1. Introduction
The design of Low Power and Lossy Networks (LLNs) is generally
focused on saving energy, which is the nost constrained resource of
all. Oher design constraints, such as a limted nmenory capacity,
duty cycling of the LLN devices and | ow power |ossy transm ssions,
derive fromthat primary concern
The | ETF produced the "Routing Protocol for Low Power and Lossy
Net wor ks" [ RFC6550] (RPL) to provide routing services within such
constraints. RPL is a Distance-Vector protocol, which, conpared to
link-state protocols, linmts the amount of topol ogi cal know edge t hat

needs to be installed and maintained in each node. 1In order to
operate in constrained networks, RPL allows a Routing Stretch (see

[ RFC6687]), whereby routing is only performed al ong a DODAG as
opposed to straight along a shortest path between 2 peers, whatever
that would nean in a given LLN. This trades the quality of peer-to-
peer (P2P) paths for a vastly reduced amount of control traffic and
routing state that would be required to operate a any-to-any shortest
path protocol. Finally, broken routes nmay be fixed lazily and on-
demand, based on dat apl ane i nconsi stency di scovery, which avoids
wasting energy in the proactive repair of unused paths.
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In order to cope with lossy transnissions, RPL fornms Direction-
Oiented Directed Acyclic Graphs (DODAGs) using DODAG I nformation
Solicitation (D'S) and DODAG I nformation Object (DO nessages. For
nost of the nodes, though not all, a DODAG provides nultiple
forwardi ng sol utions towards the Root of the topology via so-called
parents. RPL is designed to adapt to fuzzy connectivity, whereby the
physi cal topol ogy cannot be expected to reach a stable state, with a
| azy control that creates routes proactively but only fixes them when
they are used by actual traffic. It results that RPL provides
reachability for nost of the LLN nodes, nost of the tine, but does
not really converge in the classical sense. RPL provides unicast and
mul ticast routing services back to RPL-Aware nodes (RANs). A RAN
will inject routes to self using Destination Advertisenment bject
(DAO nessages sent to either their parents in Storing Mdde or to the
Root indicating their parent in Non-Storing node. This process
effectively forns a DODAG back to the device that is a subset of the
DODAG to the Root with all links reversed.

When a routing protocol such as RPL is used to maintain reachability
wi thin a Non-Broadcast Milti-Access (NBMA) subnet, sonme nodes may act
as routers and participate to the routing operations whereas others
may be plain hosts. In RPL terns, a plain host that does not
participate to the routing protocol is called a Leaf. It nust be
noted that a 6LN could participate to RPL and inject DAOroutes to
self, but refrain fromadvertising DIO and get children. In that
case, the 6LNis still a host but not a Leaf.

This specification enables a RPL-Unaware Leaf (RUL) to announce
itself as a host and denand that the 6LR that accepts the
registration also inject the relevant routing information for the
Regi stered Address in the RPL domain on its behalf. The packet
forwardi ng operation by the 6LR serving a Leaf 6LN is described in
"When to use RFC 6553, 6554 and | Pv6-in-1|Pv6"
[I-D.ietf-roll-useofrplinfo]. This docunent adds the capability by a
6LR to advertise the I Pv6 address(es) of the 6LN in the RPL protocol
Exanpl es of routing-agnostic 6LN rmay include Iightly-powered sensors
such as wi ndow smash sensor (alarmsysten), or the kinetically
powered |light swtch.

2. Term nol ogy

2.1. BCP 14
The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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2. 2. Ref er ences

The Term nol ogy used in this docunment is consistent with and
i ncorporates that described in Terns Used in Routing for Low Power
and Lossy Networks (LLNs). [RFC7102].

O her terns in use in LLNs are found in Terninol ogy for Constrained-
Node Networks [RFC7228].

A gl ossary of classical 6LoOWPAN acronyns is given in Section 2.3.

The term"byte" is used in its now customary sense as a synonym for
"octet".

"RPL", "RPL Packet Information"” (RPlI) and "RPL |Instance", DI O DAO
and DI S nessages are defined in the "RPL: |Pv6 Routing Protocol for
Low Power and Lossy Networks" [RFC6550] specification.

Thi s docunent introduces the term RPL-Unaware Leaf (RUL) to refer to
a node that uses a RPL router (w thout necessarily knowing it) as 6LR
and depends on that router to obtain reachability for its addresses
inside the RPL domain. On the contrary, the term RPL-Aware Leaf

(RAL) is used to refer to a host or a router that participates to RPL
and advertises its addresses of prefixes by itself.

O her terns in use in LLNs are found in Terni nol ogy for Constrained-
Node Networks [RFC7228].

Readers are expected to be faniliar with all the terns and concepts
that are discussed in

0 "Neighbor Discovery for IP version 6" [RFC4861],
0o "IPv6 Statel ess Address Autoconfiguration" [RFC4862],

0 "Problem Statenent and Requirenents for | Pv6 over Low Power
Wrel ess Personal Area Network (6LoWPAN) Routing" [ RFC6606],

o0 "IPv6 over Low Power Wrel ess Personal Area Networks (6LoWPANS):
Overvi ew, Assunptions, Problem Statenment, and Goal s" [ RFC4919],

0 "Nei ghbor Discovery Optimzation for Low power and Lossy Networks"
[ RFC6775], and

0 "Registration Extensions for 6LOWAN Nei ghbor Di scovery”
[I-D.ietf-6lo-rfc6775-update].
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2.3. Subset of a 6LOWPAN d ossary

Thi s docunent often uses the foll ow ng acronyns:

6BBR:

6LBR:

6LN:

6LR:

6Cl O

6LoWPAN Backbone Router (proxy for the registration)
6LOWPAN Border Router (authoritative on DAD)
6LoWPAN Node

6LOoWPAN Router (relay to the registration process)

Capability Indication Option

(E) ARO (Extended) Address Registration Option

(E) DAR.  (Extended) Duplicate Address Request

(E)DAC. (Extended) Duplicate Address Confirmation

DAD:

Duplicate Address Detection

DODAG Destination-Oriented Directed Acyclic G aph

LLN:
NA:
NCE:
ND:

NDP:

ROVR:

RPL:

RS:

TSCH:

Tl D:

Thubert

Low Power and Lossy Network (a typical 10T network)
Nei ghbor Adverti senent

Nei ghbor Cache Entry

Nei ghbor Di scovery

Nei ghbor Di scovery Prot ocol

Nei ghbor Solicitation

Regi stration Omership Verifier (pronounced rover)
I Pv6 Routing Protocol for LLNs (pronounced ripple)
Rout er Adverti senent

Router Solicitation

Ti mesl ott ed Channel Hoppi ng

Transaction I D (a sequence counter in the EARO

Expi res Novenber 24, 2018
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3.

6LOWPAN Nei ghbor Di scovery

The 1 Pv6 [ RFC8200] Nei ghbor Di scovery (1 Pv6 ND) Protocol (NDP) suite
[ RFC4861] [ RFC4862] defined for fast nedia such a Ethernet, relies
heavily on multicast operations for address discovery and duplicate
address detection (DAD).

"Nei ghbor Di scovery Optim zations for 6LOWPAN networ ks" [ RFC6775]
(6LOWPAN ND) adapts | Pv6 ND for operations over energy-constrained
LLNs. In particular, 6LOoWPAN ND i ntroduces a uni cast host address
regi stration mechanismthat contributes to reduce the use of

mul ti cast nessages that are present in the classical |Pv6 ND
protocol. 6LoWPAN ND defines a new Address Registration Option (ARO
that is carried in the unicast Neighbor Solicitation (NS) and

Nei ghbor Advertisenent (NA) nessages between the 6LoWPAN Node (6LN)
and the 6LOWPAN Router (6LR). 6LoWPAN ND al so defines the Duplicate
Addr ess Request (DAR) and Duplicate Address Confirnation (DAC
nmessages between the 6LR and the 6LoWPAN Border Router (6LBR). In an
LLN, the 6LBR is the central repository of all the Registered
Addresses in its domain.

"Regi stration Extensions for 6LOWAN Nei ghbor Di scovery"
[I-D.ietf-6lo-rfc6775-update] defines an Extended ARO (EARO . The
format of the EARO is shown in Figure 1:

0 1 2 3
01234567890123456789012345678901
B S T S S e T A i i i S S

| Type | Length | St at us | Opaque |
T T T N T s
Rsvd | | |RT] TID [ Regi stration Lifetine [

B s T T e e T o S S o I S e o =

I
B R S S
I

|
Regi strati on Omership Verifier
I I

T T e o e e S S e e TR E
Figure 1: EARO Option For mat

The "R flag that is set if the Registering Node expects that the 6LR
ensures reachability for the Regi stered Address, e.g., by neans of
routing or proxying ND.

The EARO al so includes a sequence counter called Transaction ID
(TID), which maps to the Path Sequence Field found in Transit Options
in RPL DAO nessages. It is a prerequisite for this specification.
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Finally, the EARO transports an Opaque field and an "I’ field that
descri bes what the Opaque field transports and howto use it. This
specification requires that the | field is left to O and to use the
Opaque field to carry the RPL InstancelD if one is known, else to

| eave the Opaque field to zero.

4. Updating RFC 6550

Thi s docunment specifies a new behavior whereby a 6LR injects DAO
messages for unicast addresses registered through the updated 6LoWPAN
ND [I-D.ietf-6lo-rfc6775-update] on behalf of 6LN nodes that are not
RPL- awar e.

Upon the renewal of a 6l owPAN ND registration, this specification
changes the behavior of the 6LR as follows. |If the 'R flag is set,
the 6LR injects a DAOtargeting the Registered Address, and refrains
fromsending a DAR nessage. the DAR/ DAC exchange that refreshes the
state in the 6LBR happens instead between the RPL Root and the 6LBR
In that flow, the RPL Root acts as a proxy on behalf of the 6LR upon
the reception of the DAO propagation initiated at the 6LR

5. Updating RFC 6775 Update

The behavi or defined in this specification whereby the 6LR that
processes the registration adverti ses the Regi stered Address in DAO
messages and bypasses the DAR/ DAC process for the renewal of a
registration, is only triggered by an NS(EARO that has the 'R flag
set. If the "R flag is not set, then the Registering Node is
expected to be a RAN router that handl es the reachability of the
Regi stered Address by itself.

Thi s docunment al so specifies a keep-alive EDAR nessage that the RPL
Root may use to maintain an existing state in the 6LBR upon receiving
DAO nessages. The keep-alive EDAR nessage nmay only act as a
refresher and can only update the Lifetinme and the TID of the state
in the 6LBR

This docunment simlarly specifies a keep-alive NS(EARO message that
the RPL Root may use to nmaintain an existing state in a 6BBR upon
recei ving DAO nessages. The keep-alive NS(EARO nessage nay only act
as a refresher and can only update the Lifetine and the TID of the
state in the 6BBR

As prescribed by [I-D.ietf-6lo-rfc6775-update], a RPL router SHOULD
NOT set the "R flag.
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6. Dependencies on the 6LN

Thi s docunment provides RPL routing for a 6LN acting as a plain host
and not aware of RPL. Still, a mnimal RPL-independent functionality
is expected fromthe 6LN in order to operate properly as a RLU;, in
particul ar:

o0 the 6LN MIUST inplenment [I-D.ietf-6lo-rfc6775-update] and set the
"R flag in the EARO option. The 'R flag is used to determ ne
whet her the Registering Node is a RUL, not aware of the RPL
operation in the network, and thus does not participate toit. A
6LN is considered to be a RUL if and only if it sets the "R flag
in the EARO

0 RPL data packets typically carry a Hop-by-Hop Header to transport
a RPL Packet Information (RPlI) [RFC6550]. The 6LN MUST ignore the
RPI and skip the HbH header

0 RPL data packets are often encapsulated using IPin |IP. The 6LN
MUST be abl e to decapsul ate a packet when it is the destination of
the outer header and process correctly the inner header

7. Protocol Operations
7.1. Ceneral Flow

This specification enables to save the exchange of Extended Duplicate
Addr ess nessages, EDAR and EDAC, froma 6LN all the way to the 6LBR
across a RPL nesh, for the sole purpose of refreshing an existing
state in the 6LBR |nstead, the EDAR/ EDAC exchange is proxied by the
RPL Root upon a DAO nessage that refreshes the RPL routing state. To
achieve this, the lifetinmes and sequence counters in 6LOWPAN ND and
RPL are aligned. In other words, the Path Sequence and the Path
Lifetime in the DAO nessage are derived fromthe Transaction |ID and
the registration lifetinme in the NS(EARO nessage fromthe 6LN

From the perspective of the 6LN, the registration flow happens
transparently; it is not delayed by the proxy RPL operation, so the
devi ce does not need to wait nore whether RPL proxy operation happens
or not. The flows below are RPL Non-Storing Mbde exanples. In
Storing Mode, the DAO ACK may not be present, and the DAO nessages
cascade fromchild to parent all the way to the DODAG Root .

On the first registration, illustrated in Figure 2, fromthe
perspective of the 6LR the Extended Duplicate Address message takes
pl ace as prescribed by [I-D.ietf-6lo-rfc6775-update]. Wen
successful, the flow creates a Nei ghbor Cache Entry (NCE) in the 6LR
and the 6LR injects the Registered Address in RPL usi ng DAQ DAO ACK
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exchanges all the way to the RPL DODAG Root. The protocol does not
carry a specific information that the Extended Duplicate Address
messages were al ready exchanged, so the Root proxies them anyway.

6LN 6LR Root 6LBR
I I I
| NS(EARO I I

| Ext ended DAR

1
1
1
1
1
1
1
1
1
1
1
1
:
—y_

Figure 2: First Registration Flow

A re-registration is perforned by the 6LN to naintain the NCE in the
6LR alive before lifetine expires. Upon a re-registration, as
illustrated in Figure 2, the 6LR redistributes the Registered Address
NS(EARO in RPL. This causes the RPL DODAG Root to refresh the state
in the 6LBR with a keep-alive EDAC nessage. The keep-alive EDAC

| acks the Registration Omership Verifier (ROVR) information, since
it is not present in RPL DAO nessages, but the EDAC nessage sent in
response by the 6LBR contains the actual value of the ROVR field for
that registration. This enables the RPL Root to performthe proxy-
registration for the Registered Address and attract traffic captured
over the backbone by the 6BBR and route it back to the device.
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6LN 6LR Root 6LBR 6BBR
I I I
| NS(EAROQ | | |
--------------- >| I I

NA( EARO) I I I
Seommeimeoee- I I I
I I I

| DAO | |
-------------- >| |

DAO ACK [ |

Db I I

I

I

I

|

I

Not e that any of
in a single node,

________________ >
|  EDAC(ROVR)

I

I I

I proxy NS(EARO

I >
I proxy NA(EARO

[ <--mmmmmmmm e |

Fi gure 3: Next Registration Fl ow

the functions 6LR Root and 6LBR mi ght be coll apsed
in which case the fl ow above happens internally,

and possibly through internal APl calls as opposed to nessagi ng.

7.2. 6LN Operation

This specification does not alter the operation of a 6LowpAN ND-
compliant 6LN, which is expected to operate as foll ows:

0 The 6LN obtains an I Pv6 gl obal address, for instance using

aut oconf i gur at

i on [ RFC4862] based on a Prefix Information Option

(PIO [RFC4861] found in a Router Advertisenent nmessage or by sone
ot her neans such as DHCPv6 [ RFC3315].

0 Once it has forned an address, the 6LN (re)registers its address

periodically,
prescri bed by

within the Lifetime of the previous registration, as
[I-D.ietf-6lo-rfc6775-update].

0o Upon each consecutive registration, the 6LN MIST increase the TID

field.

o If the 6LN is
i njected into,

Thubert

aware of the RPL Instance the packet should be
then it SHOULD set the Opaque field to the
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Instancel D, else it MJST | eave the Opaque field to zero. |In any
fashi on the 6LN MUST set the "I’ field to zero.

0 A G6LN acting as a RUL MIST set the 'R flag in the EARO whereas a
6LN acting as a RAN SHOULD NOT set the 'R flag.

0 The 6LN MAY register to nore than one 6LR at the sane tine. In
that case, a sane value of TID is used for each registration.

0 The 6LN MAY use any of the 6LRs to which it register to forward
its packets.

6LR Operation

Al so as prescribed by [I-D.ietf-6lo-rfc6775-update], the 6LR
generates a DAR nessage upon reception of a valid NS(EARO nessage
for the registration of a new | Pv6 Address by a 6LN. |f the

Dupl i cate Address exchange succeeds, then the 6LR installs a Nei ghbor
Cache Entry (NCE). If the 'R flag was set in the EARO of the NS
message, and this 6LR can manage the reachability of Registered
Address, then the 6LR sets the "R flag in the ARO of the response NA
nmessage.

Fromthen on, the 6LN periodically sends a new NS(EARO to refresh
the NCE state before the lifetinme indicated in the EARO expires, with
TID that is incremented each time till it waps in a lollipop
fashion. As long as the "R flag is set and this router can still
manage the reachability of Registered Address, the 6LR keeps setting
the "R flag in the EARO of the response NA nessage, but the exchange
of Extended Duplicate Address nessages is skipped.

The Opaque field in the EARO hints the 6LR on the RPL Instance that
shoul d be used for the DAO advertisements, and for the forwarding of
packets sourced at the registered address when there is no RPL Packet
Information (RPlI) in the packet, in which case the 6LR SHOULD add one
to the packet. if the 'I' field is not zero, then the 6LR MJST
consider that the Opaque field is left to zero. |If the Opaque field
is not set to zero, then it should carry a RPL InstancelD for the

I nstance suggested by the 6LN. If the 6LR does not participate to
the associ ated I nstance, then the 6LR MJST consider that the Opaque
field is left to zero. |If the Opaque field left to zero, the 6LR s
free to use the default Instance (zero) for the registered address or
to select an Instance of its choice; else, that is if the 6LR
participates to the suggested Instance, then the 6LR SHOULD use that
Instance for the registered address.

Upon a successful NS/ NA(EARO exchange: if the 'R flag was set in
the EARO of the NS nessage, then the 6LR SHOULD inject the Registered
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Address in RPL by sending a DAO nessage on behal f of the 6LN, el se
the 6LR MUST NOT inject the Registered Address into RPL.

The DAO nessage advertising the Registered Address MJST be
constructed as foll ows:

0 The Registered Address is placed in a RPL Target Option in the DAO
message as the Target Prefix, and the Prefix Length is set to 128

o the External "E flag in the Transit Information Option (TIO
associated to the Target Option is set to indicate that the 6LR
redistributes an external target into the RPL network

o the Path Lifetime in the TIOis conputed fromthe Lifetine in the
EARO Option to adapt it to the Lifetime Units used in the RPL
operation. Note that if the lifetine is 0, then the 6LR generates
a No-Pat h DAO nessage that cleans up the routes down to the
Address of the 6LN.

o the Path Sequence in the TIOis set to the TID value found in the
EARO opt i on.

0 Additionally, in Non-Storing Mbde the 6LR indicates one of its
gl obal 1Pv6 unicast addresses as the Parent Address in the TIO

If a 6LR receives a valid NS(EARO nessage with the 'R flag reset
and the 6LR was redistributing the Registered Address due to previous
NS( EARO nessages with the flag set, then it MJST stop injecting the
address. It is up to the Registering Node to nmaintain the
corresponding route fromthen on, either keeping it active by sending
further DAO nmessages, or destroying it using a No-Path DAQ

7.4. RPL Root Operation

In RPL Storing Mbde of Operation (MOP), the DAO nessage i s propagated
fromchild to parent all the way to the Root al ong the DODAG

popul ating routing state as it goes. In Non-Storing Mde, The DAO
message is sent directly to the route. Upon reception of a DAO
message that creates or updates an existing RPL state:

o0 the Root notifies the 6LBR using an internal APl if they are
collocated, or perforns a keep-alive DAR/ DAC exchange on behal f of
the registering node if they are separated.

0 In an extended topology with a Backbone Link, the Root notifies

the 6LBR by proxying a keep-alive NS(EARO on behalf of the 6LN
that owns the address indicated in the Target Option.
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The keep-alive EDAR and the NS(EARO) nessages MJST be constructed as
fol |l ows:

0 The Target I Pv6 address fromin the RPL Target Option is placed in
the Registered Address field of the EDAR nessage and in the Target
field of the NS nessage, respectively

o the ROVR field in the keep-alive EDAR is set to 64-bits of all
ones to indicate that it is not provided and this is a keep-alive
EDAR. The actual value of the ROVR for that registration is
returned by the 6LBR in an EDAC, and used in the proxy NS(EARO).

0 the Registration Lifetinme is adapted fromthe Path Lifetime in the
TIO by converting the Lifetime Units used in RPL into units of 60
seconds used in the 6LoOWPAN ND nessages.

o0 The RPL Root indicates its own MAC Address as Source Link Layer
Address (SLLA) in the NS(EARO).

o the TID value is set to the Path Sequence in the TIQ The 'T
flag and an 1 CVWP code of 1 are used in the NS(EARO and the DAR
nmessage, respectively.

Upon a status in a DAC nessage that is not "Success", the Root MAY
destroy the formed paths using a No-Path DAO downwards as specified
in[l-Dietf-roll-efficient-npdao].

In Non-Storing Mbde, the outer | Pv6 header that is used by the Root
to transport the source routing information in data packets down the
DODAG has the 6LR that serves the 6LN as final destination. This
way, when the final 6LR decapsul ates the outer header, it also
renoves all the RPL artifacts fromthe packet.

7.5. 6LBR Qperation

Upon reception of a DAR nessage with the Owmer Unique IDfield is set
to all ones, the 6LBR checks whether an entry exists for the and
comput es whether the TID in the DAR nmessage is fresher than that in
the entry as prescribed in section 4.2.1. of
[I-D.ietf-6lo-rfc6775-update].

If the entry does not exist, the 6LBR does not create the entry, and
answers with a Status "Renoved" in the DAC nessage.

If the entry exists but is not fresher, the 6LBR does not update the
entry, and answers with a Status "Success" in the DAC nessage.
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If the entry exists and the TID in the DAR nessage is fresher, the
6LBR updates the TIDin the entry, and if the lifetime of the entry
is extended by the Registration Lifetine in the DAR nmessage, it also
updates the lifetime of the entry. 1In that case, the 6LBR replies
with a Status "Success" in the DAC nessage.

8. Inplenentation Status
9. Security Considerations

The LLN nodes depend on the 6LBR and the RPL participants for their
operation. A trust nodel nust be put in place to ensure that the
right devices are acting in these roles, so as to avoid threats such
as bl ack-holing, or bonbing attack whereby an inpersonated 6LBR woul d
destroy state in the network by using the "Renoved" Status code.

This trust nodel could be at a m ni nrum based on a Layer-2 access
control, or could provide role validation as well. This is a generic
6LOWPAN requi renent, see Reg5.1 in Appendi x of
[I-D.ietf-6lo-rfc6775-update].

The keep-alive EDAR nessage does not carry a valid Registration

Unique ID[I-D.ietf-6lo-rfc6775-update] and it cannot be used to
create a binding state in the 6LBR  The 6LBR MJUST NOT create an
entry based on a keep-alive EDAR that does not match an exi sting
entry. Al it can do is refresh the lifetime and the TID of an

existing entry.

10. | ANA Consi derations
Thi s specification has no requirenent on | ANA
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