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Abst ract

Rout e di scovery for symmetric and asymmetric Point-to-Point (P2P)
traffic flows is a desirable feature in Low power and Lossy Networks
(LLNs). For that purpose, this docunent specifies a reactive P2P
route discovery nechani smfor both hop-by-hop routing and source
routing: Ad Hoc On-demand Di stance Vector Routing (AODV) based RPL
protocol. Paired Instances are used to construct directional paths,
in case sone of the |links between source and target node are
asymetric.
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1. Introduction

RPL[ RFC6550] is a I Pv6 distance vector routing protocol for Low power
and Lossy Networks (LLNs), and is designed to support mnultiple
traffic fl ows through a root-based Destination-Oriented Directed
Acyclic Graph (DODAG). Typically, a router does not have routing
informati on for nost other routers. Consequently, for traffic
between routers within the DODAG (i.e., Point-to-Point (P2P) traffic)
data packets either have to traverse the root in non-storing node, or
traverse a comon ancestor in storing nmode. Such P2P traffic is
thereby likely to traverse longer routes and may suffer severe
congestion near the DAG root [RFC6997], [ RFC6998].

To di scover better paths for P2P traffic flows in RPL, P2P-RPL

[ RFC6997] specifies a tenporary DODAG where the source acts as a
tenporary root. The source initiates DI Os encapsul ating the P2P
Rout e Di scovery option (P2P-RDO) with an address vector for both hop-
by- hop nbde (H=1) and source routing node (H=0). Subsequently, each
intermediate router adds its | P address and nulticasts the P2P node
Dl Os, until the message reaches the target node (TargNode), which
then sends the "Di scovery Reply" object. P2P-RPL is efficient for
source routing, but much | ess efficient for hop-by-hop routing due to
the extra address vector overhead. However, for symmetric |inks,
when the P2P node DI O nessage is being multicast fromthe source hop-
by-hop, receiving nodes can infer a next hop towards the source.

When Tar gNode subsequently replies to the source along the

establi shed forward route, receiving nodes determ ne the next hop
towar ds TargNode. For hop-by-hop routes (H=1) over symmetric |inks,
this would allow efficient use of routing tables for P2P-RDO nessages
i nstead of the "Address Vector".

RPL and P2P-RPL both specify the use of a single DODAG in networks of
symretric links, where the two directions of a link MJST both satisfy
the constraints of the objective function. This disallows the use of
asymmetric links which are qualified in one direction. But,
application-specific routing requirenments as defined in | ETF ROLL
Worki ng Group [ RFC5548], [RFC5673], [RFC5826] and [ RFC5867] may be
satisfied by routing paths using bidirectional asymetric links. For
this purpose, [I-D.thubert-roll-asymink] described bidirectiona
asymmetric links for RPL [ RFC6550] with Paired DODAGs, for which the
DAG root (DODAG@ D) is common for two Instances. This can satisfy
application-specific routing requirenments for bidirectiona
asymmetric links in core RPL [ RFC6550]. Using P2P-RPL twice with
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Pai red DODAGs, on the other hand, requires two roots: one for the
source and another for the target node due to tenporary DODAG
formation. For networks conposed of bidirectional asymetric |inks
(see Section 5), AODV-RPL specifies P2P route discovery, utilizing
RPL with a new MoP. AODV-RPL nekes use of two nulticast nessages to
di scover possibly asymetric routes, which can achieve higher route
diversity. ACDV-RPL elininates the need for address vector overhead
i n hop-by-hop nmode. This significantly reduces the control packet
size, which is inportant for Constrained LLN networks. Both

di scovered routes (upward and downward) neet the application specific
metrics and constraints that are defined in the Objective Function
for each Instance [ RFC6552].

The route discovery process in AODV-RPL is nodel ed on the anal ogous
procedure specified in AODV [ RFC3561]. The on-denand nature of AOCDV
route discovery is natural for the needs of peer-to-peer routing in
RPL- based LLNs. AQODV term nology has been adapted for use with AODV-
RPL nessages, nanely RREQ for Route Request, and RREP for Route
Reply. AODV-RPL currently omits sonme features conpared to ACDV -- in
particul ar, flagging Route Errors, blacklisting unidirectional |inks,
mul ti hom ng, and handl i ng unnunbered interfaces.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

[ RFC2119]. This docunent uses the follow ng terns:

ACDV
Ad Hoc On-dermand Di stance Vector Routing[ RFC3561].

ACDV- RPL | nst ance
Ei ther the RREQ I nstance or RREP-Instance

Asymretri c Route
The route fromthe OigNode to the TargNode can traverse different
nodes than the route fromthe TargNode to the OigNode. An
asymmetric route may result fromthe asymetry of |inks, such that
only one direction of the series of links fulfills the constraints
in route discovery.

Bi -directional Asymetric Link
A link that can be used in both directions but with different |ink
characteri stics.

D O
DODAG | nformati on Obj ect

Ananmal anudi, et al. Expires April 21, 2019 [ Page 4]



Internet-Draft AODV- RPL Cct ober 2018

DODAG RREQ I nstance (or sinply RREQ I nstance)
RPL I nstance built using the DIO with RREQ option; used for
control mnessage transm ssion from OrigNode to TargNode, thus
enabl ing data transm ssion from TargNode to Oi gNode.

DODAG RREP- 1 nstance (or sinply RREP-Instance)
RPL I nstance built using the DIO with RREP option; used for
control message transm ssion from TargNode to Oi gNode t hus
enabl ing data transm ssion from OrigNode to Tar gNode.

Downwar d Direction
The direction fromthe OigNode to the TargNode.

Downwar d Rout e
A route in the downward direction.

hop- by-hop routing
Routi ng when each node stores routing information about the next
hop.

on-demand routing
Routing in which a route is established only when needed.

Ori gNode
The I Pv6 router (Originating Node) initiating the ACDV-RPL route
di scovery to obtain a route to Tar gNode.

Pai red DODAGs
Two DODAGs for a single route discovery process between Oi gNode
and Tar gNode.

pP2pP
Point-to-Point -- in other words, not constrained a priori to
traverse a conmmon ancestor.

reactive routing
Same as "on-demand" routing.

RREQ- DI O nessage
An ACDV- RPL MoP DI O nessage contai ning the RREQ option. The
RPLI nstancelD in RREQ DIO is assigned locally by the OigNode.

RREP- DI O nessage
An ACDV- RPL MoP DI O nessage contai ning the RREP option. The
RPLInstancelD in RREP-DIOis typically paired to the one in the
associ at ed RREQ DI O nessage.

Source routing
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A mechani sm by whi ch the source supplies the conplete route
towards the target node along with each data packet [RFC6550].

Synmetric route
The upstream and downstream routes traverse the sane routers.

Tar gNode
The 1 Pv6 router (Target Node) for which OigNode requires a route
and initiates Route Discovery within the LLN networKk.

Upward Direction
The direction fromthe TargNode to the Oi gNode.

Upwar d Rout e
A route in the upward direction.

ART option
AODV- RPL Target option: a target option defined in this docunent.

3. Overview of AODV- RPL

Wth AODV-RPL, routes from OrigNode to TargNode within the LLN

net work established are "on-demand". In other words, the route

di scovery nmechanismin AOCDV-RPL is invoked reactively when OigNode
has data for delivery to the TargNode but existing routes do not
satisfy the application’s requirenents. The routes discovered by
AODV- RPL are not constrained to traverse a conmon ancestor. Unlike
RPL [ RFC6550] and P2P-RPL [ RFC6997], ACDV-RPL can enable asymetric
communi cati on paths in networks with bidirectional asymretric |inks.
For this purpose, ACDV-RPL enabl es discovery of two routes: nanely,
one from OrigNode to TargNode, and anot her from TargNode to Ori gNode.
When possi bl e, AODV-RPL al so enabl es symetric route di scovery al ong
Pai red DODAGs (see Section 5).

In AODV-RPL, routes are discovered by first forning a tenporary DAG
rooted at the OrigNode. Paired DODAGs (| nstances) are constructed
according to the AODV-RPL Mbdde of Operation (MP) during route
formati on between the Oi gNode and TargNode. The RREQ I nstance is
formed by route control nessages from OigNode to TargNode whereas
the RREP-Instance is forned by route control nessages from Tar gNode
to OrigNode. Internediate routers join the Paired DODAGs based on
the rank as calculated fromthe DI O nessage. Henceforth in this
docunent, the RREQ DI O nmessage means the ACDV-RPL node DI O nessage
from OrigNode to TargNode, containing the RREQ option (see

Section 4.1). Simlarly, the RREP-D O nessage neans the ACDV- RPL
node DI O nessage from TargNode to Oi gNode, containing the RREP
option (see Section 4.2). The route discovered in the RREQ | nstance
is used for transmitting data from TargNode to Oi gNode, and the
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route discovered in RREP-Instance is used for transmitting data from
Ori gNode to Tar gNode.

4. AOCDV-RPL DI O Options

4.1. AODV-RPL DI O RREQ Option

OrigNode sets its IPv6 address in the DODAG D field of the RREQ DI O
message. A RREQ DI O message MJST carry exactly one RREQ option

0 1 2 3
01234567890123456789012345678901

i T e o o s T e e et e ok o Sl e

Type | Option Length |S|H X Conpr | L | Max Rank |

B T s T S i S S S i (T S I S S S o S i
Oig SegNo [

i S Ny

I
I
I
Address Vector (Optional, Variable Length) |
I
I

I
+-
I
+-
I
I
I
|
I
R o T S T S T e T i T S S S S S S S e

Figure 1: DI O RREQ option format for ACDV-RPL MP

Ori gNode supplies the following information in the RREQ option

Type
The type assigned to the RREQ option (see Section 9.2).

Option Length
The length of the option in octets, excluding the Type and Length
fields. Variable due to the presence of the address vector and
the nunber of octets elided according to the Conpr val ue.

S
Symretric bit indicating a symmetric route fromthe OigNode to
the router transmtting this RREQ D O

H
Set to one for a hop-by-hop route. Set to zero for a source
route. This flag controls both the downstreamroute and upstream
route.

X
Reserved
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Conpr
4-bit unsigned integer. Nunber of prefix octets that are elided
fromthe Address Vector. The octets elided are shared with the
| Pv6 address in the DODAG D. This field is only used in source
routing node (H=0). In hop-by-hop node (H=1), this field MJST be
set to zero and ignored upon reception

L
2-bit unsigned integer determning the duration that a node is
able to belong to the tenporary DAG in RREQ | nstance, including
the Ori gNode and the TargNode. Once the tinme is reached, a node
MUST | eave the DAG and stop sending or receiving any nore DIGs for
the tenporary DODAG  The definition for the "L" bit is simlar to
that found in [RFC6997], except that the values are adjusted to
enable arbitrarily long route lifetine.
* 0x00: No tinme linit inposed.
* 0x01l: 16 seconds
*  0x02: 64 seconds
*  0x03: 256 seconds
L is independent fromthe route lifetinme, which is defined in the
DODAG configuration option. The route entries in hop-by-hop
routing and states of source routing can still be maintai ned even
after the DAG expires.

MaxRank
This field indicates the upper linmt on the integer portion of the
rank (cal cul ated using the DAGRank() macro defined in [ RFC6550]).
A value of O in this field indicates the linit is infinity.

Orig SegNo
Sequence Nunber of OigNode, defined simlarly as in AODV
[ RFC3561] .

Addr ess Vect or
A vector of |Pv6 addresses representing the route that the RREQ
Dl O has passed. It is only present when the "H bit is set to O.
The prefix of each address is elided according to the Conpr field.

A node MJUST NOT join a RREQ instance if its own rank would equal to
or higher than MaxRank. Targnode can join the RREQ i nstance at a
rank whose integer portion is equal to the MaxRank. A router MJST
discard a received RREQ if the integer part of the advertised rank
equal s or exceeds the MaxRank limt. This definition of MaxRank is
the sane as that found in [ RFC6997].
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4.2. AODV-RPL DI O RREP Option

TargNode sets its IPv6 address in the DODAG D field of the RREP-DI O
message. A RREP-DI O nessage MJST carry exactly one RREP option
Tar gNode supplies the following infornation in the RREP option

0 1 2 3
01234567890123456789012345678901

B i S S T s i S T st i S S S S S S S S i

[ Type | Option Length |GH X Conpr | L | MaxRank [

B e i i e o e e S T S e e s i i TR S
Shi ft | Rsv

I I
+o e e e e e e -+
|

[ Address Vector (Optional, Variable Length)

.+- B e e i S e e S S i T ale it S TR R i S S e e T e +-.+
Figure 2: DI O RREP option format for ACDV-RPL MNP

Type
The type assigned to the RREP option (see Section 9.2)

Option Length
The length of the option in octets, excluding the Type and Length
fields. Variable due to the presence of the address vector and
the nunber of octets elided according to the Conpr val ue.

G
Gratuitous route (see Section 7).
H
Requests either source routing (H=0) or hop-by-hop (H=1) for the
downstreamroute. It MJIST be set to be the sane as the "H bit in
RREQ opti on
X
Reserved
Conpr
4-bit unsigned integer. Sane definition as in RREQ option
L
2-bit unsigned integer defined as in RREQ option
Max Rank
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Simlarly to MaxRank in the RREQ nessage, this field indicates the
upper limt on the integer portion of the rank. A value of 0 in
this field indicates the limt is infinity.

Shi ft
6-bit unsigned integer. This field is used to recover the
original InstancelD (see Section 6.3.3); 0 indicates that the
original InstancelD is used.

Rsv
MUST be initialized to zero and i gnored upon reception

Addr ess Vect or
Only present when the "H bit is set to 0. For an asymretric
route, the Address Vector represents the | Pv6 addresses of the
route that the RREP-DI O has passed. For a symmetric route, it is
the Address Vector when the RREQ- DI O arrives at the TargNode
unchanged during the transnission to the OigNode.

AODV- RPL DI O Target Option

The AODV-RPL Target (ART) Option is defined based on the Target
Option in core RPL [ RFC6550]: the Destination Sequence Nunmber of the
Tar gNode i s added

A RREQ DI O nessage MJST carry at |east one ART Options. A RREP-DIO
message MJST carry exactly one ART Option.

Ori gNode can include nmultiple TargNode addresses via nultiple ACDV-
RPL Target Options in the RREQ DIO for routes that share the sane
constraints. This reduces the cost to building only one DODAG
Furt hernmore, a single Target Option can be used for different
TargNode addresses if they share the sane prefix; in that case the
use of the destination sequence nunber is not defined in this
docunent .
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0 1 2 3

01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type | Option Length | Dest SeqNo | Prefix Length
T S i T S s S S S S 2
I I
+ I
| Target Prefix (Variable Length) |

:I-— B R L L e i i o o I T sk S S S S +—:I-
Figure 3: Target option format for AODV-RPL MP

Type
The type assigned to the ART Option

Dest SeqNo

In RREQD O if nonzero, it is the last known Sequence Nunmber for
TargNode for which a route is desired. In RREP-DIQ, it is the
destination sequence nunber associated to the route.

5. Symmetric and Asymetric Routes

In Figure 4 and Figure 5, BRis the Border Router, Ois the OigNode,
Ris an internediate router, and T is the TargNode. |If the RREQ D O
arrives over an interface that is known to be symetric, and the 'S
bit is set to 1, then it remains as 1, as illustrated in Figure 4.

If an internediate router sends out RREQDIOwith the 'S bit set to
1, then all the one-hop links on the route fromthe OigNode Oto
this router nmeet the requirenments of route discovery, and the route
can be used symetrically.
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BR
[----4----\
/ [ \
/ [ \
R R R
o\ | I\
/ \ [ / \
/ \ [ / \
R-------- R--- R----- R-------- R
I\ <--S=1--> [\ <--S=1--> |/ \
<--S=1--> \ / \ / <--S=1-->
/ \ / \ / \
O---------- R------ R----- R----- R----------- T
/I \ /I o\ /I \ /I \
/ \ / \ / \ / \
/ \ / \ / \ / \
R----- R----------- R----- R----- R----- R---- R---- R
>---- RREQ I nstance (Control: O->T; Data: T-->0 ------- >
<---- RREP-lInstance (Control: T-->O Data: O->T) ------- <

Figure 4: AOCDV-RPL with Synmetric Paired |Instances

Upon receiving a RREQDIOwith the 'S bit set to 1, a node

determi nes whether this one-hop link can be used symetrically, i.e.
both the two directions neet the requirenments of data transm ssion.
If the RREQ DIO arrives over an interface that is not known to be

symretric, or is known to be asymetric, the 'S bit is set to 0. |If
the 'S bit arrives already set to be "0', it is set to be "0 on
retransm ssion (Figure 5). Therefore, for asymetric route, there is
at | east one hop which doesn’t fulfill the constraints in the two

directions. Based on the 'S bit received in RREQ DI O, the TargNode
T determ nes whether or not the route is symmetric before
transmitting the RREP-DI O nessage upstreamtowards the OigNode O

The criteria used to determi ne whether or not each link is synmetric
i s beyond the scope of the docunent, and nay be inpl enentation-
specific. For instance, internediate routers MAY use |oca
information (e.g., bit rate, bandw dth, number of cells used in
6tisch), a priori know edge (e.g. link quality according to previous
communi cati on) or use averagi ng techni ques as appropriate to the
appl i cation.

Appendi x A describes an exanpl e nethod using the ETX and RSSI to

estimate whether the link is symmetric in terns of link quality is
given in using an averagi ng techni que.
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BR
[----4----\
/ [ \
/ [ \
R R R
/I \ | / \
/ \ [ / \
/ \ [ / \
R--------- R--- R---- R--------- R
I\ --S=1--> [/ \ --S=0--> |/ \
--S=1--> / \ / --S=0-->
/ \ / \ / \
O---------- R------ R----- R----- R----------- T

/I \ /I o\ /I \ /I \

/| <--S=0-- / \ / \ | <--S=0--
/ \ / \ / \ / \
R----- R----------- R----- R----- R----- R---- R---- R

<--S=0- - <--S=0-- <--S=0-- <--S=0-- <- - S=0- -
>---- RREQ I nstance (Control: O->T; Data: T-->0 ------- >
<---- RREP-Instance (Control: T-->O Data: O->T) ------- <

Figure 5: AODV-RPL with Asymmetric Paired |nstances
6. AODV-RPL Operation
6.1. Route Request GCeneration

The route discovery process is initiated when an application at the
Ori gNode has data to be transmitted to the TargNode, but does not
have a route for the target that fulfills the requirenments of the
data transmission. 1In this case, the OigNode builds a |ocal

RPLI nstance and a DODAG rooted at itself. Then it transmts a DO
message containing exactly one RREQ option (see Section 4.1) via
link-local multicast. The DI O MJST contain at | east one ART Option
(see Section 4.3). The 'S bit in RREQ DI O sent out by the OigNode
is set to 1.

Each node nmaintains a sequence nunber, which rolls over like a

| ol lipop counter [Perl man83], detailed operation can refer to the
section 7.2 of [RFC6550]. Wen the OrigNode initiates a route

di scovery process, it MJST increse its own sequence nunber to avoid
conflicts with previous established routes. The increased nunber is
carried in the OigSeqNo field of the RREQ option

The address in the ART Option can be a unicast |Pv6 address or a

prefix. The OrigNode can initiate the route discovery process for
mul tiple targets sinmultaneously by including rmultiple ART Options,
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and within a RREQ DI O the requirenents for the routes to different
Tar gNodes MJST be the sane.

Oi gNode can naintain different RPLInstances to di scover routes with
different requirenents to the sane targets. Using the InstancelD
pai ri ng mechani sm (see Section 6.3.3), route replies (RREP-DI OGs) for
di fferent RPLInstances can be di stinguished.

The transm ssion of RREQ DI O obeys the Trickle tinmer. [If the
duration specified by the "L" bit has el apsed, the OigNode MJST
| eave the DODAG and stop sending RREQ DIGs in the related

RPLI nst ance.

6.2. Receiving and Forwardi ng RREQ nessages
6.2.1. General Processing

Upon receiving a RREQ DIO a router which does not belong to the
RREQ- i nst ance goes through the follow ng steps:

Step 1:

If the 'S bit in the received RREQDIOis set to 1, the router
MUST check the two directions of the link by which the RREQD Ois
received. |n case that the downward (i.e. towards the TargNode)
direction of the link can’'t fulfill the requirenents, the link
can’t be used symetrically, thus the 'S bit of the RREQD Oto
be sent out MUST be set as 0. If the 'S bit in the received
RREQ DIOis set to 0, the router only checks into the upward
direction (towards the OigNode) of the Iink.

If the upward direction of the link can fulfill the requirenments
indicated in the constraint option, and the router’s rank woul d
not exceed the MaxRank limt, the router joins the DODAG of the
RREQ | nstance. The router that transmtted the received RREQ DI O
is selected as the preferred parent. Later, other RREQ DI O
messages mght be received. How to maintain the parent set,

sel ect the preferred parent, and update the router’s rank obeys
the core RPL and the OFs defined in ROLL WG I n case that the
constraint or the MaxRank limt is not fulfilled, the router MJST
di scard the received RREQ DI O and MJST NOT join the DODAG

Step 2:
Then the router checks if one of its addresses is included in one

of the ART Options. |If so, this router is one of the TargNodes.
O herwise, it is an internmediate router.
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Step 3:

If the "H bit is set to 1, then the router (TargNode or

i ntermedi ate) MJST build the upward route entry accordingly. The
route entry MJST include at |east the following itens: Source
Address, Instancel D, Destination Address, Next Hop, Lifetine, and
Sequence Nunber. The Destination Address and the Instancel D can
be respectively |l earned fromthe DODAG D and the RPLInstancel D of
the RREQ DI O, and the Source Address is copied fromthe ART
Option. The next hop is the preferred parent. And the lifetine
is set according to DODAG configuration and can be extended when
the route is actually used. The sequence nunber represents the
freshness of the route entry, and it is copied fromthe Oig SeqNo
field of the RREQ option. A route entry with sane source and
destination address, same |Instancel D, but stal e sequence nunber,
SHOULD be del et ed.

If the '"H bit is set to 0, an internediate router MJST incl ude
the address of the interface receiving the RREQD Ointo the
addr ess vector.

Step 4:

An internediate router transnmts a RREQ DI O via |link-1ocal
mul ticast. TargNode prepares a RREP-DI O

6.2.2. Additional Processing for Miultiple Targets

If the OrigNode tries to reach nultiple TargNodes in a single RREQ

i nstance, one of the TargNodes can be an internediate router to the
others, therefore it SHOULD continue sending RREQ DI O to reach other
targets. In this case, before rebroadcasting the RREQ DI O a
TargNode MUJST del ete the Target Option encapsulating its own address,
so that downstreamrouters with higher ranks do not try to create a
route to this Target Node.

An internediate router could receive several RREQ DI Gs fromrouters
with lower ranks in the same RREQ i nstance but have different lists
of Target Options. Wen rebroadcasting the RREQ DIO the

i ntersection of these lists SHOULD be included. For exanple, suppose
two RREQ DI Gs are received with the same RPLInstance and Oi gNode.
Suppose further that the first RREQ has (T1, T2) as the targets, and
the second one has (T2, T4) as targets. Then only T2 needs to be
included in the generated RREQDIO If the intersection is enpty, it
means that all the targets have been reached, and the router SHOULD
NOT send out any RREQ DIO Any RREQ DI O nessage with different ART
Options conming froma router with higher rank is ignored.
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6.3. Cenerating Route Reply (RREP) at Tar gNode
6.3.1. RREP-DIO for Symmetric route

If a RREQ DI O arrives at TargNode with the 'S bit set to 1, there is
a synmetric route along which both directions can fulfill the
requirenents. Oher RREQ DI Gs night |later provide asynmetric upward
routes (i.e. S=0). Selection between a qualified symmetric route
and an asymmetric route that m ght have better performance is

i npl ement ati on-specific and out of scope. |If the inplenentation uses
the synmmetric route, the TargNode MAY delay transnmitting the RREP-DI O
for duration RREP_ WAIT TIME to await a better symretric route.

For a symmetric route, the RREP-DI O nessage i s unicast to the next
hop according to the accunul ated address vector (H=0) or the route
entry (H=1). Thus the DODAG i n RREP-Instance does not need to be
built. The RPLInstancelD in the RREP-Instance is paired as defined
in Section 6.3.3. In case the "H bit is set to 0, the address
vector received in the RREQ DI O MJST be included in the RREP-DI QO
The sequence nunber of the TargNode is updated to the maxi numof its
current sequence nunber and the Dest SegNo in the ART option of the
RREQ DI O, using a nechanismsinmlar to that used in [ RFC3561]. This
updat ed sequence nunber is then copied to the Dest SeqNo field of the
ART option. The address of the OigNode MJST be encapsulated in the
ART Option and included in this RREP-DI O nessage.

6.3.2. RREP-DIO for Asymmetric Route

When a RREQ-DIO arrives at a TargNode with the 'S bit set to 0, the
TargNode MUST build a DODAG in the RREP-Instance rooted at itself in
order to discover the downstreamroute fromthe OigNode to the
TargNode. The RREP-DI O nessage MJST be re-transnmitted via |link-Iocal
mul ticast until the OrigNode is reached or MaxRank is exceeded.

The settings of the fields in RREP option and ART option are the sane
as for the symmetric route, except for the 'S bit.

6.3.3. RPLInstancel D Pairing

Since the RPLInstancelD is assigned locally (i.e., there is no

coordi nation between routers in the assignment of RPLInstancel D), the
tuple (OrigNode, TargNode, RPLInstancelD) is needed to uniquely
identify a discovered route. The upper l|ayer applications nay have
different requirenents and they can initiate the route discoveries

si mul t aneously. Thus between the same pair of OigNode and Tar gNode,
there can be nultiple AOCDV-RPL instances. To avoid any nmismatch, the
RREQ I nst ance and the RREP-Instance in the same route discovery MJST
be paired sonehow, e.g. using the RPLInstancel D
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When preparing the RREP-DI O a TargNode could find the RPLInstancel D
to be used for the RREP-Instance is al ready occupi ed by another RPL
Instance froman earlier route discovery operation which is stil
active. In other words, it mght happen that two distinct OigNodes
need routes to the same TargNode, and they happen to use the sane
RPLI nstancel D for RREQ Instance. In this case, the occupied
RPLI nst ancel D MJUST NOT be used again. Then the second RPLInstancel D
MUST be shifted into another integer so that the two RREP-instances
can be distinguished. In RREP option, the Shift field indicates the
shift to be applied to original RPLInstancelD. Wen the new
Instancel D after shifting exceeds 63, it rolls over starting at O.
For exanple, the original InstancelD is 60, and shifted by 6, the new
InstancelD will be 2. Related operations can be found in

Section 6. 4.

6.4. Receiving and Forwardi ng Route Reply

Upon receiving a RREP-DIO, a router which does not belong to the
RREQ- i nst ance goes through the follow ng steps

Step 1:
If the 'S bit is set to 1, the router proceeds to step 2

If the 'S bit of the RREP-DIOis set to 0, the router MJST check
the downward direction of the Iink (towards the TargNode) over
which the RREP-DIO is received. |f the downward direction of the
link can fulfill the requirenents indicated in the constraint
option, and the router’s rank would not exceed the MaxRank limt,
the router joins the DODAG of the RREP-Instance. The router that
transmtted the received RREP-DIO is selected as the preferred
parent. Afterwards, other RREP-DI O nessages can be received. How
to maintain the parent set, select the preferred parent, and
update the router’s rank obeys the core RPL and the OFs defined in
ROLL WG

If the constraints are not fulfilled, the router MJUST NOT join the
DODAG the router MJUST discard the RREQ DI O and does not execute
the remaining steps in this section

Step 2:
The router next checks if one of its addresses is included in the
ART Option. If so, this router is the OrigNode of the route
di scovery. Oherwise, it is an internediate router

Step 3:
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7.

If the "H bit is set to 1, then the router (OigNode or

i nternmedi ate) MJST build a downward route entry. The route entry
SHOULD i nclude at least the following itens: OigNode Address,

I nstancel D, TargNode Address as destination, Next Hop, Lifetine
and Sequence Number. For a synmetric route, the next hop in the
route entry is the router fromwhich the RREP-DI O is received.
For an asymmetric route, the next hop is the preferred parent in
the DODAG of RREQ I nstance. The InstancelD in the route entry
MUST be the original RPLInstancelD (after subtracting the Shift
field value). The source address is |earned fromthe ART Option,
and the destination address is |earned fromthe DODAG D. The
lifetime is set according to DODAG configuration and can be

ext ended when the route is actually used. The sequence nunber
represents the freshness of the route entry, and is copied from
the Dest SeqNo field of the ART option of the RREP-DIO A route
entry with sane source and destination address, sane |nstancel D,
but stal e sequence nunber, SHOULD be del et ed.

If the "H bit is set to 0, for an asymmetric route, an
intermedi ate router MJST include the address of the interface
receiving the RREP-DIO into the address vector; for a symetric
route, there is nothing to do in this step.

Step 4:

If the receiver is the OrigNode, it can start transmitting the
application data to TargNode al ong the path as provided in RREP-

I nstance, and processing for the RREP-DIO is conplete. Oherw se,
in case of an asymetric route, the internediate router transmts
the RREP-DIO via link-local multicast. 1In case of a symmetric
route, the RREP-DI O nmessage is unicast to the next hop according
to the address vector in the RREP-DI O (H=0) or the local route
entry (H=1). The RPLInstancelD in the transmtted RREP-DIO is the
same as the value in the received RREP-DIO The | ocal know edge
for the TargNode's sequence nunber SHOULD be updat ed.

G at ui t ous RREP

In sone cases, an Internediate router that receives a RREQ DI O
message MAY transmit a "Gratuitous" RREP-D O nessage back to Ori gNode
instead of continuing to nulticast the RREQ Dl O towards Tar gNode.

The intermedi ate router effectively builds the RREP-Instance on
behal f of the actual TargNode. The 'G bit of the RREP option is
provided to distinguish the Gratuitous RREP-DI O (G=1) sent by the

I nternedi ate node fromthe RREP-DI O sent by TargNode (G=0).

The gratuitous RREP-DI O can be sent out when an internediate router R
receives a RREQ-DIO for a TargNode T, and R happens to have a nore
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9.

9.

9.

recent (larger destination sequence nunber) pair of downward and
upward routes to T which also fulfill the requirenents.

In case of source routing, the internediate router R MJST unicast the
received RREQ DIOto TargNode T including the address vector between
the OrigNode O and the router R Thus T can have a conpl ete upward
route address vector fromitself to O Then R MJST send out the
gratuitous RREP-DI O including the address vector fromR to T.

In case of hop-by-hop routing, R MJST unicast the received RREQ DI O
hop-by-hop to T. The routers along the route SHOULD build new route
entries with the related RPLInstancel D and DODAG D i n t he downward
direction. Then T MJUST unicast the RREP-DI O hop-by-hop to R and the
routers along the route SHOULD build new route entries in the upward
direction. Upon receiving the unicast RREP-DIO R sends the
gratuitous RREP-DIOto the OrigNode as defined in Section 6. 3.

Operation of Trickle Timer

The trickle timer operation to control RREQ I nstance/ RREP-I nstance
multicast is simlar to that in P2P-RPL [ RFC6997].

| ANA Consi derations
1. New Mode of Operation: AODV-RPL

IANA is required to assign a new Mbde of Operation, named "ACDV- RPL"
for Point-to-Point(P2P) hop-by-hop routing under the RPL registry.

The value of TBDl is assigned fromthe "Mde of Qperation" space
[ RFC8550] .

B TS B B +
| Val ue | Description | Ref er ence |
S S S +
| TBD1L (5) | ACDV- RPL | This docunment |
- T T +

Figure 6: Mbde of Operation
2. AODV-RPL Options: RREQ RREP, and Target
Three entries are required for new ACDV-RPL options "RREQ', "RREP"

and "ART" with values of TBD2 (0x0A), TBD3 (0x0B) and TBD4 (0x0QC)
fromthe "RPL Control Message Options" space [ RFC6550].
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. T I +
| Val ue | Meani ng | Ref er ence |
TSRS e e e e e e e e oo e e e o +
| TBD2 (0x0A) | RREQ Opti on | This document |
. e . +
| TBD3 (0x0B) | RREP Opti on | This docunent

. T . +
| TBD3 (0x0C) | ART Option | This document |
TSRS e e e e e e e e oo e e e o +

Figure 7: AODV-RPL Options
10. Security Considerations

Thi s docunent does not introduce additional security issues conpared
to base RPL. For general RPL security considerations, see [RFC6550].

11. Future Work

There has been some di scussion about how to deternmine the initia
state of a link after an ACDV- RPL-based network has begun operation
The current draft operates as if the links are symetric unti
additional netric information is collected. The neans for naking
link metric information is considered out of scope for AODV-RPL. In
the future, RREQ and RREP messages coul d be equi pped with new fields
for use in verifying link metrics. |In particular, it is possible to
identify unidirectional links; an RREQ received across a
unidirectional link has to be dropped, since the destination node
cannot nmake use of the received DODAG to route packets back to the
source node that originated the route discovery operation. This is
roughly the same as considering a unidirectional link to present an
infinite cost metric that automatically disqualifies it for use in
the reverse direction
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Appendi x A,  Exanple: ETX/RSSI Values to select S bit
We have tested the conbination of "RSSI(downstream" and "ETX
(upstream ™ to determ ne whether the link is symretric or asymetric
at the internedi ate nodes. The exanple of how the ETX and RSS
val ues are used in conjuction is explained bel ow
Source---------- >NodeA---------- >NodeB------- >Desti nation

Figure 8: Communication link from Source to Destination

oo e e e e eie oo s oo e e e e e e e e e e e e e e e e eeeooo oo +
| RSSI at NodeA for NodeB | Expected ETX at NodeA for NodeB->NodeA |
o m e e e e e oo - oo m e e e e e e e e e e e e e e e me— oo - +
| > -60 | 150 |
| -70 to -60 | 192 |
| -80 to -70 | 226 |
| -90 to -80 | 662 |
| -100 to -90 | 993 [
o m e e e e e oo - oo m e e e e e e e e e e e e e e e me— oo - +

Table 1: Selection of 'S bit based on Expected ETX val ue

We tested the operations in this specification by naking the
foll owi ng experiment, using the above paraneters. |n our experinment,
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a communi cation link is considered as symretric if the ETX val ue of
NodeA- >NodeB and NodeB- >NodeA (See Figure.8) are, say, within 1:3
ratio. This ratio should be taken as a notional netric for deciding
link symretric/asymetric nature, and precise definition of the ratio
is beyond the scope of the draft. |In general, NodeA can only know
the ETX value in the direction of NodeA -> NodeB but it has no direct
way of knowi ng the value of ETX from NodeB->NodeA. Using physica
testbed experinments and realistic wireless channel propagation
nmodel s, one can determ ne a relationship between RSSI and ETX
representabl e as an expression or a nmapping table. Such a
relationship in turn can be used to estinmate ETX val ue at nodeA for

i nk NodeB- -->NodeA fromthe received RSSI from NodeB. Wenever
nodeA deternmines that the link towards the nodeB is bi-directiona
asymetric then the "S" bit is set to "S=0". Later on, the link from
NodeA to Destination is asymetric with "S" bit remains to "0"

endi x B. Changel og

. Changes to version 02

0 Include the support for source routing.

0 Inport sonme features from|[RFC6997], e.g., choice between hop-by-
hop and source routing, the "L" bit which determ nes the duration
of residence in the DAG MaxRank, etc

o Define new target option for AODV-RPL, including the Destination

Sequence Nunber in it. Move the TargNode address in RREQ option
and the OigNode address in RREP option into ADOV- RPL Tar get

Opti on.
0 Support route discovery for multiple targets in one RREQ D O
0 New Instancel D pairing nechani sm

Changes to version 03
0 Updated RREP option format. Renove the 'T bit in RREP option

0 Using the same RPLInstancel D for RREQ and RREP, no need to update
[ RFC8550] .

0 Explanation of Shift field in RREP.

o Miltiple target options handling during transm ssion.
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B. 3. Changes to version 04
0 Add description for sequence nunber operations.
0 Extend the residence duration L in the section 4.1
0 Change AODV-RPL Target option to ART option
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