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Abstract

Thi s docunent describes the problens associated with NPDAO nessagi ng
used in RPL for route invalidation and signaling changes to inprove
route invalidation efficiency.
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(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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(6Lo Router) can learn route towards the downstream nodes. In
storing node, DAO nessages would result in routing entries been
created on all internmediate 6LRs fromthe node’s parent all the way

towards the 6LBR

RPL al |l ows use of No-Path DAO (NPDAO) nessaging to invalidate a
routing path corresponding to the given target, thus rel easing
resources utilized on that path. A NPDAO is a DAO nessage with route
lifetime of zero, originates at the target node and al ways fl ows
upstream towards the 6LBR  This docunent explains the problens
associated with the current use of NPDAO nessagi ng and al so di scusses
the requirenments for an optim zed route invalidation nessaging
schenme. Further a new pro-active route invalidation nessage called
as "Destination Ceanup Cbject (DCO™" is specified which fulfills
requirenents of an optim zed route invalidation nmessaging.

The docunent only caters to the RPL's storing node of operation
(MOP). The non-storing MOP does not require use of NPDAO for route
inval idation since routing entries are not naintained on 6LRs.

1.1. Requirenents Language and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

6LR 6LOWPAN Router. This is an internediate 6l owpan router which
allows traffic routing through itself in a nultihop 6l o network.

DAG Directed Acyclic Graph. A directed graph having the property
that all edges are oriented in such a way that no cycles exist.

DODAG Destination-oriented DAG A DAGrooted at a single
destination, i.e., at a single DAGroot wi th no outgoing edges.

6LBR: 6LoWPAN Border Router. A border router which is a DODAG root
and is the edge node for traffic flowing in and out of the 6lo
net wor k.

DAO Destination Advertisenent Cbject. DAO nessaging allows
downstreamroutes to the nodes to be established.

DI O DODAG Information Object. Dl O nessaging allow upstream routes
to the 6LBR to be established. D O nessaging is initiated at the DAO
root.

Common Ancestor node: 6LR/ 6LBR node which is the first compn node
bet ween two paths of a target node.
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NPDAC. No- Path DAO. A DAO nessage which has target with lifetime O.
DCO. Destination C eanup Object, A new RPL control nessage type
defined by this draft. DCO nmessaging inproves proactive route

i nval i dation in RPL.

Regul ar DAO A DAO nessage with non-zero lifetine.

LLN: Low Power and Lossy NetworKks.

Target Node: The node switching its parent whose routing adjacencies
are updated (created/renpved).

Thi s docunent al so uses terninol ogy described in [ RFC6550].

1.2. Current NPDAO nessagi ng
RPL uses NPDAO nessaging in the storing node so that the node
changing it routing adjacencies can invalidate the previous route.
This is needed so that nodes al ong previous path can rel ease any
resources (such as the routing entry) it maintains on behalf of
target node
For the rest of this docunment consider the follow ng topol ogy:

(6LBR)
|
I
I
(A
I\

/
(B) (F)
Figure 1. Sanpl e topol ogy
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Node (D) is connected via preferred parent (B). (D) has an alternate
path via (C) towards the 6LBR  Node (A) is the comon ancestor for
(D) for paths through (B)-(GQ and (Q-(H. Wen (D) switches from
(B) to (O, RPL allows sending NPDAO to (B) and regular DAOto (C

1.3. Wy NPDAO is inportant?

2.

2.

2.

Nodes in LLNs may be resource constrained. There is linited menory
available and routing entry records are one of the primary el ements
occupyi ng dynami ¢ nenory in the nodes. Route invalidation helps 6LR
nodes to decide which entries could be discarded to better achieve
resource utilization. Thus it becones necessary to have efficient
route invalidation mechanism Also note that a single parent swtch
may result in a "sub-tree" switching fromone parent to another.
Thus the route invalidation needs to be done on behal f of the sub-
tree and not the switching node alone. In the above exanpl e, when
Node (D) switches parent, the route updates needs to be done for the
routing tables entries of (Q,(H),(A,(Q, and (B) with destination
(D), (E) and (F). Wthout efficient route invalidation, a 6LR nay
have to hold a ot of stale route entries.

Probl ens with current NPDAO nessagi ng
1. Lost NPDAO due to link break to the previous parent

When a node switches its parent, the NPDAOis to be sent to its
previous parent and a regular DAOto its new parent. In cases where
the node switches its parent because of transient or pernmanent parent
I'ink/node failure then the NPDAO nessage is bound to fail.

2. Invalidate routes of dependent nodes

RPL does not specify how route invalidation will work for dependent
nodes rooted at switching node, resulting in stale routing entries of
t he dependent nodes. The only way for 6LR to invalidate the route
entries for dependent nodes would be to use route lifetime expiry

whi ch coul d be substantially high for LLNs.

In the exanpl e topol ogy, when Node (D) switches its parent, Node (D)
generates an NPDAO on its behalf. There is no NPDAO generated by the
dependent child nodes (E) and (F), through the previous path via (D)
to (B) and (G, resulting in stale entries on nodes (B) and (G for
nodes (E) and (F).
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2.3. Possible route downtinme caused by async operation of NPDAO and DAO

A swi tching node may generate both an NPDAO and DAO via two different
paths at alnost the sane tinme. There is a possibility that an NPDAO
generated may invalidate the previous route and the regul ar DAO sent
via the new path gets lost on the way. This may result in route
downtine inpacting downward traffic for the sw tchi ng node

In the exanpl e topol ogy, consider Node (D) switches from parent (B)
to (C). An NPDAO sent via previous route may invalidate the previous
route whereas there is no way to determ ne whether the new DAO has
successfully updated the route entries on the new path.

3. Requirenents for the NPDAO Optim zation
3.1. Reg#l: Renpbve nessagi ng dependency on link to the previous parent

When the switching node sends the NPDAO nessage to the previous
parent, it is normal that the link to the previous parent is prone to
failure (thats why the node decided to switch). Therefore, it is
required that the route invalidation does not depend on the previous
link which is prone to failure. The previous link referred here
represents the |ink between the node and its previous parent (from
whom t he node i s now di sassoci ati ng).

3.2. Req#2: Dependent nodes route invalidation on parent swtching

It should be possible to do route invalidation for dependent nodes
rooted at the swi tching node.

3.3. Reg#3: Route invalidation should not inpact data traffic

Wi | e sendi ng t he NPDAO and DAO nessages, it is possible that the
NPDAO successfully invalidates the previous path, while the newy
sent DAO gets |lost (new path not set up successfully). This will
result in downstream unreachability to the node sw tching paths.
Therefore, it is desirable that the route invalidation is
synchroni zed with the DAOto avoid the risk of route downtine.

4. Proposed changes to RPL signaling

4.1. Change in RPL route invalidation semantics
As described in Section 1.2, the NPDAO origi nates at the node
switching the parent and traverses upstreamtowards the root. In
order to solve the problens as nentioned in Section 2, the draft adds

new pro-active route invalidation nessage called as "Destination
Cl eanup hject" (DCO that originates at a commopn ancestor node
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bet ween the new and ol d path. The commpn ancestor node generates a
DCO in response to the change in the next-hop on receiving a regul ar
DAO wi th updated path sequence for the target.

In Figure 1, when node D decides to switch the path fromBto C it
sends a regular DAOto node C with reachability information
containing target as address of D and a increnmented path sequence
nunber. Node C will update the routing table based on the
reachability information in DAO and in turn generate another DAO with
the sane reachability information and forward it to H Node H al so
follows the same procedure as Node C and forwards it to node A \Wen
node A receives the regular DAO, it finds that it already has a

routing table entry on behal f of the target address of node D. It
finds however that the next hop information for reaching node D has
changed i.e. the node D has decided to change the paths. In this

case, Node A which is the common ancestor node for node D al ong the
two paths (previous and new), should generate a DCO which traverses
downwards in the network

4.2. Transit Information Option changes

Every RPL nessage is divided into base nessage fields and additiona
Options. The base fields apply to the nessage as a whol e and options
are appended to add nessage/ use-case specific attributes. As an
exanpl e, a DAO nessage may be attributed by one or nore "RPL Target"
options which specify the reachability information for the given
targets. Simlarly, a Transit Information option may be associ at ed
with a set of RPL Target options.

The draft proposes a change in Transit Information option to contain
"I nval i date previous route" (I) bit. This I-bit signals the common
ancestor node to generate a DCO on behalf of the target node. The
I-bit is carried in the transit information option which augnents the
reachability information for a given set of RPL Target(s). Transit

i nformati on option should be carried in the DAO nessage with [-bit
set in case route invalidation is sought for the correspondig
target(s).

Jadhav, et al. Expires April 17, 2019 [ Page 7]



Internet-Draft Ef ficient Route Invalidation Cct ober 2018

0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Type = 0x06 | Option Length |E/I| Flags | Path Control

B e i i e o e e S T S e e s i i TR S
| Path Sequence | Path Lifetine | |
B o I NI S R S S R T S T S S +
I I
+ +
I I
+ Par ent Address* +
I I
+ B R e R R i e e i S S
I I

Bl o ks ks st S S S i S R S e

Figure 2: Updated Transit Information Option (New | flag added)

I (Invalidate previous route) bit: 1 bit flag. The 'I’ flag is set
by the target node to indicate that it wishes to invalidate the
previ ous route by a commobn ancestor node between the two paths.

The conmon ancestor node SHOULD generate a DCO nessage in response to
this I-bit when it sees that the routing adjacenci es have changed for
the target. [|-bit governs the ownership of the DCO nessage in a way

that the target node is still in control of its own route

i nval i dati on.

4.3. Destination Ceanup Object (DCO

A new | CMPv6 RPL control mnessage type is defined by this
specification called as "Destination Ceanup Object"” (DCO, which is
used for proactive cleanup of state and routing information held on
behal f of the target node by 6LRs. The DCO nessage al ways traverses
downstream and cl eans up route information and other state

i nformati on associated with the given target.
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0 1 2 3
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
| RPLInstancel D | K| Dl FI ags [ Reserved | DCCsequence [
B e i i e o e e S T S e e s i i TR S
I I
+ +
| _ |
+ DODAG D( opt i onal ) +
I I
+ +
I I
B e o i T o S e i T e e e S i s ot o S R TR S
| Option(s). ..

B el o e e O

Fi gure 3: DCO base object

RPLI nstancel D: 8-bit field indicating the topol ogy instance
associated with the DODAG as learned fromthe DI O

K: The 'K flag indicates that the recipient is expected to send a
DCO- ACK back. If the DCO ACK is not received even after setting the
"K', an inplementation nay choose to retry the DCO at a later tine.
The nunber of retries are inplenmentati on and depl oynment dependent.
Thi s docunment recomends using retries simlar to what will be set
for DAO ACK handl i ng.

D: The 'D flag indicates that the DODAG D field is present. This
flag MUST be set when a |ocal RPLInstancelD is used.

Fl ags: The 6 bits remaining unused in the Flags field are reserved
for future use. These bits MIST be initialized to zero by the sender
and MUST be ignored by the receiver.

Reserved: 8-bit unused field. The field MJST be initialized to zero
by the sender and MJST be ignored by the receiver.

DCOSequence: Increnented at each uni que DCO nessage from a node and
echoed in the DCO ACK nessage. The initial DCOSequence can be chosen
randonm y by the node.

DODAG D (optional): 128-bit unsigned integer set by a DODAG root that
uniquely identifies a DODAG This field is only present when the 'D
flag is set. This field is typically only present when a | ocal
RPLInstancelDis in use, in order to identify the DODAG D that is
associated with the RPLInstancel D. Wen a global RPLInstancelD is in
use, this field need not be present. Unassigned bits of the DCO Base
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are reserved. They MJST be set to zero on transm ssion and MJST be
i gnored on reception.

4, 3. 1. Secure DCO

A Secure DCO nessage follows the format in [RFC6550] figure 7, where
t he base nessage format is the DCO nessage shown in Figure 3.

4.3.2. DCO Options

The DCO nessage MAY carry valid options. This specification allows
for the DCO nessage to carry the follow ng options:

0x00 Padi

0x01 PadN

0x05 RPL Tar get

0x06 Transit Information
0x09 RPL Target Descriptor

The DCO carries a Target option and an associated Transit |nformation
option with a lifetime of 0x00000000 to indicate a | oss of
reachability to that Target.

4.3.3. Path Sequence nunber in the DCO

A DCO nessage may contain a Path Sequence in the transit information
option to identify the freshness of the DCO nmessage. The Path
Sequence in the DCO MUST use the sane Path Sequence nunber present in
the regul ar DAO nessage when the DCO is generated in response to DAO
message. The DAO and DCO path sequence are picked fromthe sane
sequence nunber set. Thus if a DCOis received by a 6LR and
subsequently a DAOis received with old segeunce nunber, then the DAO
shoul d be i gnored.

4.3.4. Destination O eanup Option Acknow edgenent (DCO ACK)

The DCO- ACK nmessage nmay be sent as a uni cast packet by a DCO
reci pient in response to a uni cast DCO nmessage.
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1 2 3
1234567890123456789012345678901
B T i S S e I  Th s i S S S S S T S S S S
RPLI nstancel D | D] Reserved | DCCsequence | St at us
B i T o e e e i i S e R S S e e e e

0
0
+-
I
+-
I
+
| _
+ DODAG D( opt i onal )
I

+

I

+-

R i s e S e e T e i et o e e S e S i i i i
Fi gure 4: DCO ACK base object

RPLI nstancel D: 8-bit field indicating the topol ogy instance
associated with the DODAG as |earned fromthe DI O

D: The 'D flag indicates that the DODAG D field is present. This
flag MUST be set when a |ocal RPLInstancelD is used.

Reserved: 7-bit unused field. The field MJST be initialized to zero
by the sender and MJST be ignored by the receiver.

DCOSequence: The DCOSequence in DCO-ACK is copied fromthe
DCOSequence received in the DCO nessage.

Status: Indicates the conpletion. Status 0 is defined as unqualified
acceptance in this specification. The remaining status values are
reserved as rejection codes.

DODAG D (optional): 128-bit unsigned integer set by a DODAG root that
uniquely identifies a DODAG This field is only present when the 'D
flag is set. This field is typically only present when a | ocal
RPLInstancelDis in use, in order to identify the DODAG D that is
associ ated with the RPLInstancelD. Wen a global RPLInstancelDis in
use, this field need not be present. Unassigned bits of the DCO Ack
Base are reserved. They MJST be set to zero on transm ssion and MJST
be ignored on reception.

4.3.5. Secure DCO ACK
A Secure DCO ACK message follows the format in [ RFC6550] figure 7,

where the base nessage format is the DCO ACK nessage shown in
Fi gure 4.
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4.4. O her considerations
4.4.1. Dependent Nodes invalidation

Current RPL [ RFC6550] does not provide a nechanismfor route
invalidation for dependent nodes. This docunment allows the dependent
nodes invalidation. Dependent nodes will generate their respective
DAGCs to update their paths, and the previous route invalidation for
those nodes should work in the simlar manner described for swtching
node. The dependent node may set the I-bit in the transit
informati on option as part of regular DAO so as to request

i nvalidation of previous route fromthe comobn ancestor node.

4.4, 2. NPDAO and DCO in the sane network

Even with the changed semantics, the current NPDAO nechanismin

[ RFC6550] can still be used, for exanple, when the route lifetine
expiry of the target happens or when the node sinply decides to
gracefully term nate the RPL session on graceful node shutdown.

Mor eover a depl oynent can have a mi x of nodes supporting the proposed
DCO and t he existing NPDAO mechani sm

4.4.3. DCOwith multiple preferred parents

[ RFC6550] allows a node to select multiple preferred parents for
route establishnent. Section 9.2.1 of [RFC6550] specifies, "Al DAGCs
generated at the sane tinme for the same Target MJST be sent with the
same Path Sequence in the Transit Information". Thus a DAO nessage
with the sane path sequence MJST be sent to all the parents.
Subsequently when route invalidation has to be initiated, RPL
mentions that an NPDAO nust be initiated with updated path sequence
to all the routes to be invalidated.

Wth DCO the Target node itself does not initiate the route
invalidation and it is left to the common ancestor node. A comon
ancestor node when it discovers an updated DAO from a new next-hop

it initiates a DCO Wth multiple preferred parents, this handling
does not change. But in this case it is recomended that an
implementation initiates a DCO after a tine period such that the
common ancestor node may receive updated DAGCs fromall possible next-
hops. This will help to reduce DCO control overhead i.e., the common
ancestor can wait for updated DAGCs fromall possible directions
before initiating a DCO for route invalidation. The tine period for
initiating a DCO coul d be based on the depth of the network. After

ti meout, the DCO needs to be generated for all the next-hops for whom
the route invalidation needs to be done.
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| ANA Consi der ati ons

I ANA is requested to allocate new | CMPv6 RPL control codes in RPL
[ RFC6550] for DCO and DCO- ACK nessages.

S e . . +
| Code | Description | Reference |
e eSS T +
| 0x04 | Destination C eanup Object | Thi s |
| | | docunent |
| Ox05 | Destination Ceanup Object Acknow edgenent | Thi s [
| | | docunent |
| Ox84 | Secure Destination O eanup Object | Thi s |
[ [ [ docunent |
| Ox85 | Secure Destination O eanup Object | Thi s |
| | Acknowl edgenent | docunent |
Homm - - - Fomm o e e e e e e e e e e e e e e e e e me i eo - S +

I ANA is requested to allocate bit 18 in the Transit Information
Option defined in RPL [ RFC6550] section 6.7.8 for Invalidate route
17 flag.

Security Considerations

Al'l RPL nessages support a secure version of nessages which all ows
integrity protection using either a MAC or a signature. Optionally,
secured RPL nessages al so have encryption protection for
confidentiality.

The docunent adds new nmessages (DCO, DCO ACK) which are syntactically
simlar to existing RPL nessages such as DAO, DAO ACK. Secure

versi ons of DCO and DCO ACK are added similar to other RPL nessages
(such as DAO, DAO ACK).

RPL supports three security nodes as nentioned in Section 10.1 of
[ RFC8550] :

1. Unsecured: In this node, it is expected that the RPL control
messages are secured by other security nmechani snms, such as |ink-
| ayer security. In this node, the RPL control nessages,

i ncluding DCO, DCO ACK, do not have Security sections.

2. Preinstalled: In this node, RPL uses secure nessages. Thus

secure versions of DCO DCO ACK MUST be used in this node.

Jadhav, et al. Expires April 17, 2019 [ Page 13]



Internet-Draft Ef ficient Route Invalidation Cct ober 2018

3.

Aut henticated: In this node, RPL uses secure nessages. Thus
secure versions of DCO DCO ACK MIUST be used in this node.
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x A Exanpl e Messagi ng

A.1. Exanpl e DCO Messagi ng

In Figure 1, node (D) switches its parent from(B) to (C). The
sequence of actions is as follows:

1.
2.

3.

Jadhav,

Node D switches its parent fromnode B to node C

D sends a regul ar DAQ(t gt =D, pat hseq=x+1,1_flag=1) in the updated
path to C

C checks for routing entry on behalf of D, since it cannot find
an entry on behalf of Dit creates a new routing entry and
forwards the reachability information of the target Dto Hin a
DAC.

Simlar to C, node H checks for routing entry on behal f of D,
cannot find an entry and hence creates a new routing entry and
forwards the reachability information of the target Dto Hin a
DAO.

Node A receives the DAO and checks for routing entry on behalf
of D. It finds a routing entry but checks that the next hop for
target D is now changed. Node A checks the | _flag and generates
DCO(t gt =D, pat hseq=pat hseq(DAO)) to previous next hop for target D
which is G Subsequently, A updates the routing entry and
forwards the reachability information of target D upstream

DAQ(t gt =D, pat hseq=x+1, 1 _flag=x) (the | _flag carries no

signi ficance henceforth).

Node G receives the DCO and invalidates routing entry of target D
and forwards the (un)reachability information dowstreamto B.
Simlarly, B processes the DCO by invalidating the routing entry
of target D and forwards the (un)reachability infornation
downstreamto D.
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A 2.

D ignores the DCO since the target is itself.
The propagation of the DCOw ||l stop at any node where the node
does not have an routing information associated with the target.
If the routing information is present and the pathseq associ ated
is not older, then still the DCO is dropped.

Exanpl e DCO Messaging with multiple preferred parents

(6LBR)
I
|
(N11)
I\
/ \

/ \
(N21)  (N22)
/ I\
/ / \
/ / \
(N31) (N32) (N33)
: [ /

| /
N
(N41)

Figure 5: Sanple topology 2

In Figure 5, node (N41l) selects nmultiple preferred parents (N32) and
(N33). The sequence of actions is as foll ows:

1.

(N41) sends DAQ(tgt=N41, PS=x,|_flag=1) to (N32) and (N33). Here
| flag refers to the Invalidation flag and PS refers to Path
Sequence in Transit Information option.

(N32) sends DAQ(tgt=N41, PS=x,| flag=1) to (N22). (N33) also
sends DAQ(t gt =M1, PS=x, | _flag=1) to (N22). (N22) learns multiple
routes for the sanme destination (N41) through multiple next-hops.
The route table at N22 should contain (Dst, Next Hop, PS): {

(N41, N32,x), (N41, N33,x) }.

(N22) sends DAQ(tgt=N41, PS=x,| flag=1) to (N11).

(N11) sends DAQ(tgt=N41, PS=x,| flag=1) to (6LBR). Thus the

compl ete path is established.

(N41) decides to change preferred parent set from{ N32, N33} to
{ N31, N32 }.

(N41) sends DAQ(tgt=N41, PS=x+1,1 _flag=1) to (N32). (MN41l) sends
DAQ(t gt =N41, PS=x+1, | _flag=1) to (N31).

(N32) sends DAQ(tgt=N41, PS=x+1,1 flag=1) to (N22). (N22) has
multiple routes to destination (N41). It sees that a new path
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sequence for Target=N41l is received and thus it waits for pre-
determined time period to invalidate another route

{(N41), (N33),x}. After time period, (N22) sends

DCO(t gt =N41, PS=x+1) to (N33).
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