SU T Worki ng G oup H. Birkhol z
I nternet-Draft Fraunhofer SIT
I ntended status: Standards Track July 18, 2018
Expi res: January 19, 2019

A SU T Mani fest Extension for Concise Software ldentifiers
draft-birkhol z-suit-cosw d- nani f est - 00

Abst r act

Thi s docunent defines a resource extension for Concise Software
Identifiers (CoSWD) that represents a SUT firmvare manifest. This
extension conbines the information elenments of the SU T information
nmodel with the semantic expressiveness of Software Identifiers. In
consequence, this conposite enables the integration of Firnmware
Updates for the Internet of Things (SUT) in existing work-flows for
updat es of software conponents in general

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nmay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 19, 2019.
Copyright Notice

Copyright (c) 2018 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Firmvare updates are quite sinmilar to software update of applications
- conposites of software conponents - for exanple, servers or user-
devices. Attributes and semantic dependenci es as defined by Concise
Software Identifies [I-D.ietf-sacmcoswid] are equivalent. In
contrast, location and target definitions as well as the
characteristics that are specific to an update canpaign of a SU T
require a specific set of addiction information elenents. The
semantics regarding SU T specific information el ements are defined by
the SU T Informati on Model [I-D.ietf-suit-informtion-nodel]
Correspondi ngly, the CoSWD extension defined in this docunent uses
CDDL extension points to add SU T information el enents to the
standard Conci se Software |dentifiers.

The key words "MJST", "MJST NOT', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. SUT WManifest Extension

The following CDDL data definition is intended to be used as an
extension to the CoSWD CDDL data definition. Corresponding terns,
such as Resources, Processors and Targets of input nodes and out put
nodes are covered by the SU T Information Mddel and Architecture
[I-D.ietf-suit-architecture].
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3. SUT Mani fest Resource Data Definition

The following CODL data definition MIUST be added to Payl oad or
Evi dence Resources via CDDL extension points in order to express SU T
Mani fests in Concise Software ldentifiers

$$payl oad-extension //= (suit.nmanifest-entry,)
$$evi dence-extension //= (suit.manifest-entry,)

suit-mani fest = {
sui t. mani f est-version
sui t. di gest-info,
suit.text-reference
sui t. nonce,
sui t. sequence- nunber,
? suit.pre-condition
suit.post-condition
suit.directives,
suit.resources
Sui t. processors,
suit.targets,
sui t. ext ensi ons,

NN N N ) )

}

suit.mani fest-entry = (59: suit-manifest / [ 2* suit-manifest ] )
suit. mani fest-version = (60: 1)
suit.digest-info = (61: [ suit.digest-algorithm
? suit.digest-paraneters
]
)
suit.digest-algorithm= uint
sui t. di gest-paranmeters = bytes
suit.text-reference = (62: bytes)
suit.nonce = (63: bytes)
sui t.sequence-nunber = (64: uint)
suit.pre-condition = (suit.id-condition // suit.tinme-condition // suit.inage-con
dition // suit.customcondition)
suit.post-condition = (suit.imge-condition // suit.customcondition)
suit.id-condition = (65: [ + [ suit.vendor / suit.class / suit.device,
suit. uuid,

]

suit.vendor = 0

suit.class = 1

suit.device = 2

suit.uuid = bstr .size 16

suit.time-condition = (66: [ + [ suit.install-after / suit.best-before,
suit.timestanp,
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)

suit.install-after = 0

suit.best-before =1

suit.timestanp = uint .size 8

suit.inmage-condition = (67: [ + [ suit.current-content / suit.not-current-conten

suit.storage-identifier,
? suit.digest,

]
)

suit.current-content =0

suit.not-current-content = 1

suit.digest = bytes

suit.storage-identifier = bytes

suit.customcondition = (68: [ nint,
suit.condition-paraneters,

]

suit.condition-paraneters = bytes
suit.directives = (69: { + int => bytes } )
suit.resources = (70: [ + [ suit.resource-type

suit.uri-list,

sui t. di gest,

sui t. onode,

? suit.size,

]
]
)
suit.resource-type = suit.payload / suit.dependency / suit.key / suit.alias
suit.payload = 0
sui t.dependency = 1

suit.key = 2
suit.alias = 3
suit.uri-list = { + int => text }

suit.size = uint
sui t.onode = bytes
suit.processors = (71: [ + [ suit.decrypt / suit.deconpress / suit.undiff / suit
.relocate / suit.unrel ocate,
suit. paraneters
sui t.inode
sui t. onode,

)
suit.decrypt =0
suit.deconpress =1
suit.undiff = 2
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suit.relocate =
suit.unrel ocate
sui t. paraneters
suit.inode = hytes
suit.targets = (72: [ + [ suit.conponent-id,
suit.storage-identifier,
sui t.inode
? suit.encoding,

3
=4
= bytes

]
suit.conponent-id = [ + bytes ]
suit.encodi ng = bytes
suit.extensions = (73: { + int => bytes } )
4. Future Updates
This draft is intended to incorporate the extension registry that
will be defined by Concise Software Identifiers. Until then, a
consecutive nunbering systemin alignment to the | abels used in
Conci se Software Identifiers is applied.
5. Security Considerations
TBD
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