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Abstract

This specification describes the serialization format of a software
update nmanifest that is suitable for lowend devices as it
elinmnates the need to execute a parser.

A manifest is a netadata structure describing the firnmnare, the
devices to which it applies, and cryptographic information
protecting the nmanifest.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as Internet-
Drafts.

Internet-Drafts are draft docunments valid for a nmaxi num of six

nmont hs and nay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww.ietf.org/ietf/lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww.ietf.org/shadow htm

This Internet-Draft will expire on March 12, 2019.
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1. Introduction
Thi s docunment describes a binary format for secured, signed software
update "mani fests" that is suitable for lowend devices as it
elimnates the need to execute a parser.
The SUIT architecture and informati on nodel are designed to maxim ze
flexibility. However, in the field we expect each platform provider
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to pick a single option to inplenent within their software stack to
keep code as small as possible. For exanple, basic devices typically
support only a single conpression or crypto algorithm and associ at ed
signature format. Therefore, the manifest used in the field does not
need to specify such algorithns as such deci sion have already been
made by the platformprovider. SU T conpliant devel opnent tools or
Update Servers may need to support different options if they want to
target multiple device platforns.

We expect each device platformto maintain a set of policies
separate fromthe nmani fest, which may nandate certain software

| ayers and/or conponents to be present. The manifest format all ows
for updating any nunber of software |layers such as drivers,
operating systems, and application software. Each | ayer may consi st
of multiple software conmponents represented by an i mage of a
particul ar version of such conponent. Each such |ayer may be

provi ded and signed by a different vendor and conbined into a

mani fest set and (in footer) signed by the Network Operator as shown
bel ow

Mani f est Structure

Each platform may use a Type id nunber to identify the type of
component and pass such id in the Type paraneter to the installer.
Each type may also inply a different payload format. The platform
may al so mandate the order and | ocation each conponent type gets are
installed. A location may be a specific nenory partition or separate
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device such as an SD Card or might even nandate a certain base
menory address. A Flags paraneter is provided for a vendor to pass
any options, such as location or preprocessing requirenents, to the
device installer. The platformvendor woul d need to provide platform
specific specifications for the Type and Fl ags paraneters.

To all ow pl atform vendors to support nultiple platforns and identify
such, it may use the Cassld paranmeter of the first manifest in a
set to identify the platform Even nore inportantly, product

manuf acturers use the Classld of the last manifest in the set to
identify the specific nodel of product so that the installer can
ensure it uses the proper nanifest file intended for the product and
such nodel also inplies what platformit uses.

To neet privacy requirenents, we reconmmend using transport |ayer
security / channel encryption.

At a bare mininmum a nmanifest describes a single software inmage to
run. However, nanifests night expose richer information, like
versioning for application binary interfaces (ABlI) or even
dependenci es between conmponents. These dependenci es can be verified
bef ore downl oading or installing software. For exanple, an
application night depend on a particular version of an operating
system Each conponent may expose ABlIs and consune the ABIs of other
components. Each ABI woul d have a specific ABI Type id associ ated
with it. To update conponents selectively, the nmanifest specifies a
full dependency graph for all conponents.

The Qperator may deliver the |atest nmanifests via broadcast or via
an Update Server. The device may call the Update Server with its
Classld and current software configuration. The Update Server may
enforce update policies based on such configuration and deliver
different mani fests accordingly. Policies may include enforcing a
certain update sequence, or throttling of installs, or selective
test installs, or location specific installs etc.

Rat her than including the image URIs in the nanifest, the manifest
i ncludes only UU D based i mage descriptors called I mageUi d. The
device installer receives the manifest and then conpares the

I mageUi ds which are currently installed on the device with the ones
specified in the nanifest and if any have changed, it nmay request
the URIs for those images for downl oad and installation over the
network fromthe Update Server. The Update Server may use a one-
time or short-lived URL to Iimt the availability/distribution of
the i mage. The device may also send its location so that a content
di stribution network could provide a copy froma nearby file or
content cache server, peer device, or in the field via USB
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t hunbdrive. The images may al so be received through a broadcast from
other devices. The signature of the manifest guarantees the
mani fest’s authenticity.

2. Pros and Cons vs CBOR based For nat

CBOR nmakes it easier to handle and/or skip optional or new fields
whereas a binary structure requires a versioned structure to

i ntroduce new fields, which adds conplexity to the inplenentation
However, the binary structure has the advantage that it can be

| oaded into nenory directly without the use of a parser and
therefore the installer code is much sinpler or snmaller. As
installers are a common source of bugs and vulnerabilities, sinple
code is usually considered nore secure. It addresses Section 3.6/7
of the architecture docunent (Small bootl| oader and parser) quite
well. Also, the separation of image URIs allows for a nuch smaller
mani f est and therefore reduces nenory requirenents.

A basic device may not be able to support many options anyways and
such devices are nore space constrained; the binary format may be a
better fit.

A nore sophisticated device may offer nore options and nay use CBOR
for other purposes anyways, then the currently proposed format nay
be nore suitable.

3. Manifest Format in Detail
The follow ng tabl es show the various fields of the manifest set
header and signature footer and each manifest with header, image
array, and signature footer and the image array with the enbedded
dependency array. To allow for sinple |oading, the byte order of
nuneric fields is considered specific to the platform
Mani f est Set Header
Type Field Description

Ul nt 32 Magi cVal ue 0x7086760e acting as a
static file format signature

U nt 16 Ver si on 1 - Version of the manifest
set data structure
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Ul nt 16 FI ags Hints for device specific
policy engine, it can either
be interpreted as 16 fl ags,

i nteger value, or a
conbi nati on dependi ng on the

devi ce

U nt 16 Mani f est Set Dat aSi ze Size of the total set in
byt es

Mani f est Set Foot er

Type Field Description

Ul nt 8] 20] Si gnCert Thunbpri nt Thunbprint of the cert

used to sign this
mani fest. Al zeros if the
mani f est i s unsigned.

Ul nt 8] 64] Si gnature Digital signature of al
the data prior to this
field using the signature
met hod specific to the
devi ce/ pl at f or m

Mani f est

Type Field Descri ption

Ul nt 16 Ver si on Version of the manifest
data structure

U nt 16 I mgeCount Nunmber of images in the
mani f est

U nt16 Mani f est EntrySi ze Size of each entry in

bytes, allows safe
interpretation even if

si ze changes due to data
structure version changes
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Ul nt 8[ 16] Vendor 1 d

Ul nt 8] 16] Cl assld

Ul nt 64 Bui | dDat e

| mageMani f es | mgeEntries
tEntry[ | mage

Count ]

Ul nt 8[ 20] Si gnCert Thunbpri nt
Ul nt 8] 64] Si gnature

| mgeMani fest Entry

UUI D5( DNS, "exanpl e. cont')

UUI D5( Vendor I d, " Product
X')

Mani fest creation tinme in
uni X epoch tine

Entries for the images

Thunbprint of the cert
used to sign this
mani fest. All zeros if the
mani f est i s unsigned.

Digital signature of all
the data prior to this
field using the signature
met hod specific to the
devi ce/ pl at f orm

Type Field Description

Ul nt 8] 16] | mageUi d I mage U D

Ul nt 8] 16] Conponent Ui d U D of the
Conponent the
i mage
represents.

U nt 16 Type Component Type
(val ues specific
to the device
architecture)

Ul nt 32 Conpr essedl nageFi | eSi ze Si ze of the

imge file in
bytes as
conpr essed
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Ul nt 32 Unconpr essedl mageFi | eSi ze Si ze of the
image file in
bytes after it
i s unconpressed

ABI Dependency| 2] Provi des Li

sts any ABI

type and version
thi s component
provi des

ABI Dependency| 2] DependsOn Li

sts any ABI

type and version
thi s conmponent
it consumes
meani ng depends

on
ABI Dependency
Type Field Description
Ul nt 32 Ver si on I mage U D
Ul nt 32 ABI Type Type of ABI interface

4. Security Considerations

This docunment is about a manifest fornmat describing and protecting
firmvare i mages and as such it is part of a larger solution for
offering a standardi zed way of delivering firmvare updates to |oT
devices. A nore detailed discussion about security can be found in
the architecture docunent [I-D.ietf-suit-architecture] and in the
i nformati on nodel docunment [I-D.ietf-suit-information-nodel]. The
next few sections address the specific security requirenents as
defined in the information nodel

4.1. MFSRL: Monotonic Sequence Nunbers
The Buil dDate nmay be used to enforce sequential updates. However

there are often other nethods (e.g., using a hardware root of trust
and e-fuses) to block the installation of conprom sed i mages.

Pagel Expires March 12, 2019 [ Page 8]



Internet-Draft Bi nary Mani fest Format Sept enber 2018

4.2. MFSR2: Vendor, Device-type ldentifiers

The array of ImageU Ds provides the specific set of inmages which
need to be installed on the device.

4.3. MFSR3: Best-Before Tinestanps
This requirement appears to be optional. In case you are concerned
about this case, an installer could enforce that a manifest is only
valid for a particular timeframe fromthe Buil dDate. The Update
Server would re-sign (with a new BuildDate) close to the expiry
tinme.

4.4. MFSR5: Cryptographic Authenticity
Each nmanifest (and each image file) is signed.

4.5. MFSR4a/ b: Authenticated Payl oad Type and Storage Location
Each i mage has a Type identifier. The device software uses its own
policy to determ ne which i mage types are supported and which
| ocation they are installed. If a conponent can be installed in
various |ocations, the Flags paraneter can be used to specify
preferred | ocation.

4.6. MFSR4c: Authenticated Renote Resource Location
Once the nmanifest is processed and the inmages to update are
identified, the device nay request a download | ocation from an
Updat e Server.

4.7. MFSR4d: Secure Boot

We certainly encourage that both the installer and bootl oader verify
the authenticity of the nanifest.

4.8. MFSR4e: Authenticated precursor inmages
As | oT devices may not be able to connect to the Internet to receive
updates for a long period of tinme, we do not believe that sequentia
installation is practical and therefore the current proposal does
not allow for this option. However, we do believe the proposa
contains enough flexibility that support could be added | ater

4.9. MFSR4f: Authenticated Vendor and O ass |IDs

Both the Vendor and Class Id are part of the signed nanifest body.
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4.10. MFSR6: Rights Require Authenticity

Ri ghts managenent is outside of the scope of the manifest fornmat,
but a device or Update Server may enforce them

4.11. MFSR7: Firnmware encryption
A platformmy mandate inage encryption for any or all conponents.
If encryption is optional, the vendor nmay need to specify such fact
in the Flags paraneter.

5. 1 ANA Consi derations
TBD

6. Security Considerations
This docunent is about a manifest fornmat describing and protecting
firmvare i mages and as such it is part of a larger solution for
offering a standardi zed way of delivering firmvare updates to |oT
devices. A nore detailed discussion about security can be found in
the architecture docunent [I-D.ietf-suit-architecture] and in the
i nformati on nodel docunent [I-D.ietf-suit-information-nodel].

7. Mailing List Information
The di scussion list for this docunent is |located at the e-mail
address suit@etf.org [1]. Information on the group and infornation
on how to subscribe to the list is at
https://wwil.ietf.org/mailman/listinfo/suit

Archives of the list can be found at: https://ww.ietf.org/mail-
archi ve/ web/ sui t/current/index. htn
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