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TLS/HTTPS Security Extensions

o Certificate Transparency

e HSTS (HTTP Strict Transport Security)

 HPKP (HTTP Public Key Pinning)

o SCSV (TLS Fallback Signaling Cipher Suite Value)
 CAA (Certificate Authority Authorization)

« DANE-TLSA (DNS Based Authentication of Named Entities)



Vlethodology

e Active & passive scans
o Shared pipeline where possible

* Active measurements from 2 continents
e [argest Domain-based TLS scan so far
* More than 192 Million domains

* Passive measurements on 3 continents

e More than 2.4 Billion observed TLS connections



Certitficate Transparency

CA Issues Certificates

Provides publicly auditable, append-only Log of certificates

CT Log

Also provides proof of inclusion

2igeNizla| Verifies Proof of Inclusion
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SCT Statistics - Active

Sydney v4 Munich v4 Munich v6

Domains we could connectto 55./M 58.0M 5. 1M
Domains with SCT 6.8M 6.8M 357K

... via X509 6.7M 6.8M 344K

... via TLS EXxt. 27.6K 27.2K 12.9K
... via OCSP 180 188 3
Certificates (Total) 10.62M 9.66M 549.98K

Certificates with SCT Ext. 799 .9K 834 .5K 193.9K



SCT Statistics - Passive

California Munich Sydney

Time 4/4-5/2 5/12-5/16 5/12-5/16
Conns 2.6B 287 M 196M
Conns with SCT  779M /3M 58M

... in Cert 520M 58M 44M

... IN TLS 248.1M 14.4M 13.6M

... In OCSP 155.8K 37.6K 31.1K

# v4 IPs 737K 344K 226K

# SCT v4 IPs 222K 102K 06K
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Elements Console Sources Network Performance Memo Application  Securi Audits o1 D 4
SM310] NAS x ol ry App ty :
HAE  282{2) @ Overview Certificate Transparency
SCT Symantec log (Embedded in certificate, Verified)
Main Origin o , , -
SCT DigiCert Log Server (Embedded in certificate, Verified)
W hitps://www.wsgvet.com SCT Google ‘Aviator' log (Embedded in certificate, Verified)
Non-Secure Origins SCT Google Pilot’ log (Embedded in certificate, Verified)
@ chrome-extension://nffacalbilommigbnbapg SCT Google ‘Rocketeer’ log (Embedded in certificate, Verified)
SCT Google ‘Rocketeer’ log (TLS extension, Verified)
Secure Origins SCT Google ‘Aviator' log (TLS extension, Verified)
B https://pagead2.googlesyndication.com SCT Symantec log (TLS extension, Verified)
B https://www.google-analytics.com SCT WoSign log (TLS extension, Verified)
B https://googleads.g.doubleclick.net SCT Venafi log (TLS extension, Verified)
B https://pixw.esm1.net SCT Google ‘Skydiver' log (TLS extension, Verified)
B https://adsw.esm1.net SCT DigiCert Log Server (TLS extension, Verified)
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Highlights from Chrome 59 update

CSS and JS code coverage
Find unused CSS and JS with the new Coverage drawer.

Full-page screenshots
Take a screenshot of the entire page, from the top of the viewport to the bottom.

Block requests

AManinalhr Adicahla inAinidnal ramacte in tha Nahuwnrle nanal

‘ceaamiy=Robo C8S
hipsi'd tn S J5

23867

245

23616

SES %

20270 648 %

AL Tipe Byt Usiseod Byles
fscript oot domn S5 AGEE O NN
Muery u-buncls . X5 241082 217071 255 %  —
R deorpe footjs U5 2 289 106 T4B 475 W | ——
hipsiideseicp. S G5 185 E63 | 122 743 601 % | —
‘dyesie-googhe-ti | C55 128764 104350 304 % mmm——
Me=AATYITHOYES U5 138015 B3 170 71.1 % S
fthegapi Jooded { U5 122 0G5 BY 356 0.7 %W ————
Nguery-tundie s IS a8 0G5 &3 856 500 %  m——

=

-

stane v - | ) Qs

482 ATT ML




\
5 \

@ ® /T'I) 24472] NAS x \

. \
| S—

6

(C @ Secure https://www.wsgvet.com

% This page isin Korean >
S o

HOME AA|EH ZAeig] S22

A

ofd

7IEA HPO|H H|0| E21] & ) - A7IZE A
eHI o4&t~ | #17
SCloj 7HEA 10| O Hlo| E2tY| S OFX|Z {87 | ULICIHEA

HIO| O H|0]&= A& S0 Atd SR = S%50|7| §87|< gLch
w71 SX|2Ejge] G718 OAUZ|A O O8E @2t &

Would you like to translate it?

Highlights from Chrome 59 update

) o0
Nope Translate Options v x
[ E] Elements Console Sources Network Performance Memory Application Security Audits 01 : X
@ Overview Certificate Transparency A e
SCT Symantec. ' ‘mbedded in certificate, Veriﬁ\
Main Origin . 4 . . 2
SCT DigiCeri®qg Server (Embedded in certificate, Veri
W https.//www.wsgvet.com SCT  Googgli#Aviator' log (Embedded in certificate, Verified
Non-Secure Origins SCT oxlE ‘Pilot’ log (Embedded in certificate, Verified) \
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SCT gle 'Rocketeer’ log (TLS extension, Verified)
Secure Origins SCT ,,' ble ‘Aviator log (TLS extension, Verified) ';i. '
B https://pagead2.googlesyndication.com SCT Seiantec log (TLS extension, Verified) s
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CSS and JS code coverage

Find unused CSS and JS with the new Coverage drawer.

Full-page screenshots

Block requests
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Take a screenshot of the entire page, from the top of the viewport to the bottom.
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Highlights from Chrome 59 update

CSS and JS code coverage
Find unused CSS and JS with the new Coverage drawer.

Full-page screenshots
Take a screenshot of the entire page, from the top of the viewport to the
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admin.fhi.no

Main Origin Show more (4 total)
MENY

: Valid From Thu, 09 Jun 2016 12:32:36 GMT
B htips://www.fthi.no

Valid Until  Sat, 09 Jun 2018 21:59:00 GMT
Secure Origins lssuer Buypass Class 3 CA 2

@ https://www.google-analytics.com

| Open full certificate details |
https://www.googletagmanager.com

https://www.googleadservices.com Certificate Transparency
https://connect.facebook.net
T S SCT Google 'Aviator' log (Embedded in certificate, Invalid signature)

ps://googleads.g.doubleclick.ne
SCT Venafi log (Embedded in certificate, Invalid signature)

https://www.google.com . N o
SCT Symantec log (Embedded in certificate, Invalid signature)

https://www.facebook.com
Show full details

Unknown / Canceled

https://code.jquery.com The security details above are from the first inspected response.
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| og Operators

Symantec log (81.26%) Symantec log (62.78%)
Google 'Pilot’ log (79.9%) Google 'Rocketeer’ log (58.6%)
Google 'Rocketeer’ log (31.72%) Google ’Pilot’ log (58.48%)
DigiCert Log Server (26.96%) Google ’Icarus’ log (14.37%)
Google ’Aviator’ log (25.67%) Google 'Aviator’ log (9.39%)
Google ‘Skydiver’ log (8.32%) Vena log (7.47%)

Symantec VEGA log (3.98%) WoSign ctlog (4.64%)
StartCom CT log (1.49%) DigiCert Log Server (4.07%)

WoSign ctlog (0.67%) Google ‘Skydiver’ log (1.7%)
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O O Privacy error X

& C' A Not Secure  https://transponder.amazon.com

Your connection is not private

Attackers might be trying to steal your information from transponder.amazon.com

(for example, passwords, messages, or credit cards). Learn more
NET::ERR_CERTIFICATE_TRANSPARENCY_REQUIRED

Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

ADVANCED Back to safety




ICer'tiﬁcate:
Data:
Version: 3 (@x2)
Serial Number:
36:9a:¢c7:3d:67:06:3a:a2:75:83:0d:fc:66:84:1c:le
Sighature Algorithm: shaZ256Wi1thRSAEncryption
Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 Secure Server CA - G4
Validity
Not Before: May 30 ©00:00:00 2016 GMT
Not After : May 30 00:00:00 2018 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Amazon.com, Inc., CN=*.cloudfront.net
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:cloudfront.net, DNS:*.cloudfront.net
X509v3 Basic Constraints:
CA:FALSE
Authority Information Access:
OCSP - URI:http://ss.symcd.com
CA Issuers - URI:http://ss.symcb.com/ss.crt

CT Precertificate SCTs:
. .Random string goes here




ICer'tiﬁcate:
Data:
Version: 3 (@x2)
Serial Number:
36:9a:¢c7:3d:67:06:3a:a2:75:83:0d:fc:66:84:1c:le
Sighature Algorithm: shaZ256Wi1thRSAEncryption
Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 Secure Server CA - G4
Validity
Not Before: May 30 ©00:00:00 2016 GMT
Not After : May 30 00:00:00 2018 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Amazon.com, Inc., CN=*.cloudfront.net
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:cloudfront.net, DNS:*.cloudfront.net
X509v3 Basic Constraints:
CA:FALSE
Authority Information Access:
OCSP - URI:http://ss.symcd.com
CA Issuers - URT:http://ss.symcbh.com/ss.crt

.l Precertificate SCTs:
. .Random string goes here




: hl=2 1= 3 prim:
58: hl=Z2 l= 36 prim:
96: hl=2 1= 87 cons:

98 : hl=2 1= 8 prim:
908:d=5 hl=2 l= 75 prim:

63622E636F0D2F 7/3732E637274

985:d=4 hl=2 l= 39 cons:
987:d=5 hl=2 1= 1@ prim:

OBJECT
OCTET STRING
SEQUENCE
OBJECT
OCTET STRING

SEQUENCE
OBJECT
OCTET STRING

: X509v3 CRL Distribution Points
[HEX DUMP] :30223020A01EAR1C861A687474703A2F2F73732E73796D63622E636F6D2F 73732E63726C

:Authority Information Access
[HEX DUMP] :3049301F06082B060105050730018613687474703A2F2F73732E73796D63642E636F6D3026¢

:CT Precertificate SCTs

999:d=5 hl=2 l= 25 prim:

[HEX DUMP]:0C1752616E646F6D20737472696E6720676F65732068657265



hl=2
hl=2
: hl=2 1= 87 cons: SEQUENCE
98 : hl=2 1= 8 prim: OBJECT :Authority Information Access
908:d=5 hl=2 1= 75 prim: OCTET STRING [HEX DUMP] :3049301F06082B060105050730018613687474703A2F2F73732E73796D63642E636F0D3026¢
63622E636F6D2F73732E637274

985:d=4 hl=2 l= 39 cons: SEQUENCE

987:d=5 hl=2 1= 1@ prim: OBJECT :CT Precertificate SCTs

999:d=5 hl=2 1= 25 prim: OCTET STRING [HEX DUMP]:0C1752616E646F6D207374726960E6720676F065732068657265

3 prim: OBJECT : X509v3 CRL Distribution Points
36 prim: OCTET STRING [HEX DUMP]:30223020A01EAR1C861A687474703A2F2F73732E73796D63622E636F0D2F73732E63726C

1
1

$ openssl asnlparse -in invalidsct.crt -inform der -strparse 999
Q:d=0 hl=2 l= 23 prim: UTFESTRING :Random string goes here




Normal SCT

CT Precertificate SCTs:
Si1ghed Certificate Timestamp:

Version . v1(@)

Log ID : DD:EB:1D:2B:7A:@D:4F :Ac:20:8B:
ZE:8E:9D:01:D5:5C:88:8D:3D:11:

Timestamp : Aug 17 17:25:11.747 2016 GMT

Extensions: none

Sighature : ecdsa-with-SHAZ56
30:46:02:21:00:B9:6C:2B:9A:D5:
E6:09:5E:C0:51:47:24:D5:DE:37:
FD:oB:A4:A6:31:02:21:00:ED:0C:
DD:DD:06:B4:80:D6:42:FC:F4:C5:
9F:41:61:91:BB:B1:73:86

Si1ghed Certificate Timestamp:

Version . v1(@)

Log ID : A4:B9:09:90:B4:18:58:14:8/7:BB:
3C:35:98:04:F9:1B:DF :B8:E3:77:

Timestamp : Aug 17 17:25:11.810 2016 GMT

Extensions: none

Sighature : ecdsa-with-SHAZ56
30:45:02:21:00:C4:A9:7D:4B:93:
D9:5B:CB:¥91:35:44:97:7A:9B:E9:
16:4B:88:5E:AC:02:20:102:9D:1E:
A9:25:BE:8F:00:8E:26:26:2D:D8:
35:86:0D:B8:EC:B3:D4




ICer'tiﬁcate:
Data:
Version: 3 (@x2)
Serial Number:
36:9a:¢c7:3d:67:06:3a:a2:75:83:0d:fc:66:84:1c:le
Sighature Algorithm: shaZ256Wi1thRSAEncryption
Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 Secure Server CA - G4
Validity
Not Before: May 30 ©00:00:00 2016 GMT
Not After : May 30 00:00:00 2018 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Amazon.com, Inc., CN=*.cloudfront.net
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:cloudfront.net, DNS:*.cloudfront.net
X509v3 Basic Constraints:
CA:FALSE
Authority Information Access:
OCSP - URI:http://ss.symcd.com
CA Issuers - URI:http://ss.symcb.com/ss.crt

CT Precertificate SCTs:
. .Random string goes here




HS TS, HPKP

e HSTS: ~3.5% of domains 1.0 -
0.8 ~
e 0.2% send incorrect headers S
(misspellings, wrong attributes, ...) §0-6-
+ HPKP: ~0.02% of domains (6,181) A
e —— HSTS
P Atinvale - torsy
0 6 12 18 24 30

Max-age [months]



SCSV

Automatically deployed when servers/libraries update

> 90% deployment



Deployment

Mechanism Standard- Deployment Effort Availability
ized Overall Top 10K] Risk
SCSV 2015 49.2M 6789 none low
CT-x509 2013 7.0M 1788  none” none
HSTS 2012 0.9M 349 low low
CT-TLS 2013 27,7959 171 high none
HPKP 2015 6616 156 high high
HPKP PL. 20121 479 150  high high
HSTS PL. 20121 23,539 144 medium medium
CAA 2013 3057 20 medium low
TLSA 2012 973 3 high i
CT-OCSP 2013 191 0 low none

1: Preloading list first added to Chrome in 2012

2: Requires deployment effort on CA side and a new site certificate.



blink-dev »
Intent To Deprecate And Remove: Public Key Pinning

31 posts by 14 authors (¥} | G*

B Chris Palmer Oct27 (o

Primary eng (and PM) emails

palmer@chromium.org, rsleevi@chromium.org, estark@chromium.org, agl@chromium.org
Summary

Deprecate support for public key pinning (PKP) in Chrome, and then remove it entirely.

This will first remove support for HT TP-based PKP (“dynamic pins”), in which the user-agent learns of pin-sets for hosts by
HTTP headers. We would like to do this in Chrome 67, which is estimated to be released to Stable on 29 May 2018.

Finally, remove support for built-in PKP (“static pins”) at a point in the future when Chrome requires Certificate Transparency
for all publicly-trusted certificates (not just newly-issued publicly-trusted certificates). (We don'’t yet know when this will be.)




Community Contributions

PCAPs of active scans

Active scan results, CT database dumps

Analysis Scripts (primarily Jupyter notebooks)

Datasets: https://mediatum.ub.tum.de/1377982

Software:

e goscanner (HTTPS scanner): https://github.com/tumi8/goscanner

e extended Bro TLS support (in 2.6): https://bro.org



The Rise of Certiticate Transparency
ano
'ts Implications on the Internet Ecosystem

Quirin Scheitle (TUM), Oliver Gasser (TUM), Theodor Nolte (HAW Hamburg),
Johanna Amann (ICSI/Corelight/LBNL), Lexi Brent (The University of Sydney),
Georg Carle (TUM), Ralph Holz (The University of Sydney),

Thomas C. Schmidt (HAW Hamburg), Matthias Wahlisch (FU Berlin)

Internet Measurement Conterence (IMC) 2018



CT Honeypot

DNS Queries after 73s to 3m
Requests from 82 ASes



Phisning bomains

e.g. 63k Domains trying to mimic Apple
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Client Server




client hello

(extensions)

ssl_handshake_message

ssl_change_cipher_spec

ssl_encrypted_data

ool

Client :

j Client hello ' \
Server hello ]<

Certificate

| N
gServer Key Exchgz N

<—‘ Client Kex Exchange
<—‘ Change Cigher Sgec

cinished

Server

server hello

(extensions)

x509 * events

ssl_handshake_message

Change CiBher Sgec ]—»

ssl_change_cipher_spec

= ‘

ssl_encrypted_data

ssl_encrypted_data




SSL Events - v2.6

client_hello

ss|_stapled_ocsp

ssl_change_cipher_spec

server_hello

ssl_encrypted_data

x509 extension

ss| session_ticket handshake

ssl_dh_server_params

x509 ext basic constraints

ss| established

ssl_change_cipher_spec

x509_ext_subject_alternative_name

x509 certificate

ssl_handshake_message

ssl_extension_elliptic_curves

ss| extension

ssl_encrypted_data

ssl_extension_application_layer_protocol_negotiation

ss| alert

ssl_extension_ex_point_formats

ss| extension server name

ssl| _server _curve

ssl_extension_signature_algorithm

x509_ocsp_ext_signed_certificate_timestamp

ssl_extension_supported_versions

ssl_extension_psk_key_exchange_modes

ssl_extension_signed_certificate_timestamp

OCcsp_request

ocsp_request_certificate

OCSp_response_status

ocsp_response_bytes

ocsp_response_certificate

ocsp_extension
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Notary - Collected features

Available ciphers Timestamp
Analyzer Error Packet loss
Client & Server TLS extensions Selected cipher
Content length Server certificates
Connection history Server IP
Duration Server Name Indication
Client EC point formats DH parameter size

Send & received bytes Client & Server ALPN

Version
Hash(client session |ID)
Hash(client IP, server IP)
Hash(server session |ID)

Ticket lifetime hint
Client EC curve
Number Client Certs

TLS Alerts



Notary - Connections
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Notary - Certificates
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Coming of Age:
A Longitudinal Study of TLS Deployment

Platon Kotzias IMDEA Software Institute

Abbas Razaghpanah Stony Brook University

Johanna Amann |CSI

Kenneth G. Patterson Royal Holloway University of London
Narseo Vallina-Rodriguez  ICSI/IMDEA Networks Institute

Juan Caballero IMDEA Software Institute

Internet Measurement Conterence (IMC) 2018



Major SSL attacks In the last years

BEAST

MITM attack against CBC cipher suites
in TLS 1.0 and earlier. The attack
exploits the reliance on predictable IVs.
Mitigated in TLS 1.1 and client-side;

use of RC4 encouraged.

RC4 attacks

Attacks exploit biases in the output of the
RC4 stream cipher to recover plain-texts that
are sent repeatedly, e.g. cookies or
passwords.

m m
R

Cryptographic timing attack against TLS
implementations using CBC mode. All CBC
ciphers are potentially vulnerable; best
counter-measure is to switch to AEAD and
TLS 1.2 which was ill-supported at the time.

W Heartbleed

Heartbleed is an OpenSSL bug allowing
attackers to obtain sensistive information
from process memory via packets that trigger

a buffer over-read.

Poodle

Poodle is a cryptographic exploits taking
advantage of the willingness of clients to fall
back to SSLv3 and the CBC mode padding in
SSLv3.

Freak allows a MITM attacker to downgrade
TLS connections to export-grade
cryptography. It is possible when a server

supports RSA_EXPORT and the client

requests an RSA cipher suite.

Allows an MITM attacker to attack
connections if the server supports
DHE_EXPORT and the client requests a DHE

cipher suite.

Sweet 32

DES and 3DES are vulnerable to a birthday-
bound attack on CBC mode, which makes it
possible for a MITM attacker to recover

plaintext from long-duration connections.



SSL Versions (negotiated)

RC4 no more
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Export/Anon/NULL advertised

— Anonymous
Null

— EXxport
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Negotiated RSA vs forward secret

Type
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TLS 1.3
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Connections with client supported_versions extension
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Connections with server supported_versions extension



summary

 Deployment status correlates with:

o Configuration effort

e Risk

e Default deployment / settings work best
 Measurements from several sites have very similar results

 One measurement location probably good enough in most cases

Contact: johanna@icir.org



