
The Rise of Certificate Transparency 
and Its Implications on the Internet Ecosystem

Quirin Scheitle (TUM), Oliver Gasser (TUM), Theodor Nolte (HAW Hamburg), 
Johanna Amann (ICSI/Corelight/LBNL), Lexi Brent (The University of Sydney), 

Georg Carle (TUM), Ralph Holz (The University of Sydney), 
Thomas C. Schmidt (HAW Hamburg), Matthias Wählisch (FU Berlin)

IETF 103, Bangkok, 2018



Owner of a name gets a certificate

www.ietf.org
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3rd party incorrectly gets a certificate 
Name owner cannot verify existence

www.ietf.org www.ietf.org
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Certificate Transparency (CT) in a nutshell
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Goal

Provide transparency into issued 
certificates to detect certificate 
mis-issuances

Approach

Uses public, append-only logs to 
record certificates
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Additional advantages and new challenges

Does CT introduce new dependencies?

Log servers are operated by multiple companies

Concentration on few log operators should be prevented

What do we lose (or gain) by exposing domain names?

Logs provide data to easily search for names

Might help to identify malicious domain names but might 
also help attackers to find victims
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How did the log volume change over time?
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How did the log volume change over time?

• Large increase of log entries 
before CT deadline

• Let’s Encrypt dominates

• Strong rise
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Are CAs distributing certificates over many CT logs?
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Are CAs distributing certificates over many CT logs?

• System overly relies on few 
log servers

• Almost all CAs use few logs 
for their certificate

• No, CAs use few logs which 
limits reliability
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Can CT be used to find malicious domains?
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Method
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Can CT be used to find malicious domains?

Method

• Inspect domains with similarities 
to domains from
• Apple

• Paypal

• Hotmail

• Google

• Ebay

• Example: 
appleid.apple.com-7etr6eti.gq

Results 126k potential phishing domains

• CERT confirmed that a subset was 
used to host malicious content

• Yes, CT can be used to find malicious 
(i.e., phishing) domains
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Does CT help attackers to find new domains?
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• Request A records
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Does CT leak private data to attackers?

Top 20 subdomain labels in CT-logged certificates
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Is CT actively being misused to find victims?

25



Is CT actively being misused to find victims?

26

Method

• Deploy CT honeypot for scanners

• Leak existence of pseudorandom 
subdomains only via CT logs

• Check DNS logs and check requests on 
IP addresses belonging to A/AAAA 
records

• Use EDNS field to reveal location of 
stub resolvers
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Is CT actively being misused to find victims?

Method

• Deploy CT honeypot for scanners

• Leak existence of pseudorandom 
subdomains only via CT logs

• Check DNS logs and check requests on 
IP addresses belonging to A/AAAA 
records

• Use EDNS field to reveal locations of 
stub resolvers

Results

• First DNS lookups after 1 minute, 
HTTP(S) access after 1 hour

• Most scanners without info in rDNS, 
WHOIS, or on website

• One scanner requested A/AAAA 
records fast and scanned 30 ports

• Yes, CT is being misused by actors 
with undeclared intent
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Take-Aways

CT ecosystem dominated by few stakeholders

Majority of logging volume from few CAs to few logs

CT helps in finding phishing domains

Enables near-time detection and reaction

CT helps attackers

Find previously unknown domains
Scans from dubious actors within minutes

Data and code available ✓
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More details? See ACM IMC’18 paper.
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