
Battery Status Not Included: Assessing 
Privacy in Web Standards

Lukasz Olejnik
Independent Researcher

lukaszolejnik.com

Steven Englehardt
Princeton University

senglehardt.com

Arvind Narayanan
Princeton University
randomwalker.info

Presented by
Gunes Acar

Postdoctoral Research Associate
Center for Information Technology Policy

Princeton University



New web features lead to privacy concerns



New web features lead to privacy concerns



New web features lead to privacy concerns

IPD



The W3C has a self-review questionnaire 



The W3C has a self-review questionnaire 



W3C Privacy Interest Group (PING) offers 
guidance and reviews

The mission…is to improve the support of privacy in Web 
standards by:

1. Monitoring ongoing privacy issues that affect the Web
2. Investigating potential areas for new privacy work
3. Providing guidelines and advice for addressing privacy 

in standards development. 

https://www.w3.org/2011/07/privacy-ig-chart
er



The Battery Status API

• charge level
• value between 0 and 1
• e.g 0.43 if the battery at 43%

• charging status
• boolean indicator

• time to charge or discharge
• dischargingTime
• chargingTime
• time in seconds



The development and adoption of the API



https://www.w3.org/TR/2012/CR-battery-status-20120508/

Mid 2012: Candidate Recommendation adds 
security and privacy considerations



“the information disclosed has a 
minimal impact on privacy or 

fingerprinting”

https://www.w3.org/TR/2012/CR-battery-status-20120508/

Mid 2012: Candidate Recommendation adds 
security and privacy considerations



New research exposes multiple privacy 
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1. The Battery Status API can be used 
as a short-term identifier

2. High precision charge level values in 
Firefox allows the recovery of battery 

capacity as a long-term identifier
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New research exposes multiple privacy 
vulnerabilities

Scripts are collecting the battery 
charge level as part of a fingerprint.



The specification was updated to 
address privacy vulnerabilities

1. Should avoid high precision readouts

2. Should inform the user when and who is using the API

3. May ask the user for permission

4. May obfuscate or expose fake values



Late 2016: Mozilla proposes removing the 
API, citing privacy concerns and lack of use

https://groups.google.com/forum/#!msg/mozilla.dev.platform/5U8NHoUY-1k/9ybyzQIYCAAJ



Late 2016: Mozilla proposes removing the 
API, citing privacy concerns and lack of use

“Can anyone point to a real website using the 
Battery API for a legitimate purpose?”

https://groups.google.com/forum/#!msg/mozilla.dev.platform/5U8NHoUY-1k/9ybyzQIYCAAJ

Question:

 “Everyone agrees there are theoretical good 
things that can be done with the battery API; 

we just don't observe them being done.”

Conclusion:



Early 2017: Several vendors remove or 
restrict support, citing privacy and lack of 

use

Restricted to non-web content

Removed from source code

Open bug (unknown?)

Opt-in, otherwise dummy values



Our data supports Mozilla’s decision

We measured usage on the top 50,000 sites

33 third-parties on 815 sites use the API

• 16 used it for tracking
• Mostly fingerprinting

• 8 used it for benign purposes
• Mostly performance measurement

• 9 unclassified



How can we improve the 
privacy review process?



1. The specification process should include 
a privacy review of implementations 

Specification requires two implementations to progress

Why not require a privacy review of these implementations? 

—> Similar precision issues found during privacy review of
Ambient Light Sensors API, which included implementation 

auditing.



2. API use in the wild should be audited 
after implementation 

It’s not clear that the measurement community
will continue to support fingerprinting measurement

Concerns:

1. Lack of novelty in measurement
techniques

2. Measurement of each new API is
a small contribution

3. Specifications can’t wait for the
publication cycle

Suggestions:

1. Measurement through browser
telemetry probes?

2. Regular measurement by
browser vendors?

3. Public measurements by an
NGO — something like 
archive.org

Trackers are the early adopters of new API!



3. Specification authors should carry out privacy 
assessments with multiple threat models

An example: fingerprinting with the Audio API

≈ User’s OS and
browser

This is a concern for the Tor Browser!



4. Improve incentives for academics to 
contribute research

The specification process can benefit from a 
deeper connection to research.

● Incentivizing attempts to break the privacy 
assumptions of specifications

● Organizing a forum for academics and 
researchers to publish their privacy reviews

● Funding attack research



Thank you!

Slides credit: Steve Englehardt
Full paper:
https://senglehardt.com/papers/iwpe17_battery_status_case_study.pdf

In summary:
1. Include audits of implementations in reviews
2. Audit API use after deployment
3. Carry out analysis in multiple threat models
4.   Improve incentives for academics to contribute 

research  
5. Avoiding over-specification supports innovative solutions
6. Provide guidance for web developers in addition to vendors

Image assets from the Noun Project:
Browser Battery by Aybige, Browser Window by amy morgan

https://senglehardt.com/papers/iwpe17_battery_status_case_study.pdf

