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A brief history

• CERNET
– 1994, IPv4, 38 Pops, 2,000+ universities

• CERNET2
– 2004, IPv6-only, 25 Pops, 1,000+ universities

CERNET (IPv4) CERNET2 (IPv6-only)
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CERNET2 design considerations

• Protocol selection
– IPv6-only

• Promotion strategy
– High performance and free

• Security
– SAVA (IETF savi)

• Transition 
– IPv4 over IPv6 (IETF softwire)
– Translation (IETF behave, softwire, v6ops)
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Promotion strategy 

• Plan
– Performance

• CERNET (IPv4) is congested 
• CERNET2 (IPv6) is light loaded

– Charging 
• CERNET (IPv4) is not free.
• CERNET2 (IPv6) is free

– Requirements 
• The Users need to run their applications using IPv6

• Reality 
– The users need to communicate with the IPv4 

Internet, even the network is somehow congested and 
not free.
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Security
• SAVA/SAVI

– RFC5210: A Source Address 
Validation Architecture (SAVA) 
Testbed and Deployment 
Experience

– RFC6620: FCFS SAVI: First-Come, 
First-Served Source Address 
Validation Improvement for Locally 
Assigned IPv6 Addresses

– RFC7219: SEcure Neighbor 
Discovery (SEND) Source Address 
Validation Improvement (SAVI)

– RFC7219: Source Address 
Validation Improvement (SAVI) 
Solution for DHCP

– RFC8074: Source Address 
Validation Improvement (SAVI) for 
Mixed Address Assignment Methods 
Scenario
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Transition

Translation IVI
IETF Behave WG

Dual stack 
NFSCNET

IPv6 only
CERNET2 

IPv6 over 
IPv4

CERNET-6Bone 

IPv4 over IPv6
IETF softwire  

WG

IPv4
CERNET

1994 2000 2004 2005 20111998  2007

Double IVI
IETF Softwire WG

2014

MAP-T/MAP-E
IETF Softwire WG
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Related RFCs
• Translation

– RFC6052: IPv6 Addressing of IPv4/IPv6 Translators 
– RFC6145/RFC7915: IP/ICMP Translation Algorithm
– RFC6146: Stateful NAT64: Network Address and Protocol Translation 

from IPv6 Clients to IPv4 Servers
– RFC6147: DNS64: DNS Extensions for Network Address Translation 

from IPv6 Clients to IPv4 Servers
– RFC6219: The China Education and Research Network (CERNET) IVI 

Translation Design and Deployment for the IPv4/IPv6 Coexistence and 
Transition

– RFC7050: Discovery of the IPv6 Prefix Used for IPv6 Address Synthesis
• 4aaS

– RFC6333: Dual-Stack Lite Broadband Deployments Following IPv4 
Exhaustion

– RFC6877: 464XLAT: Combination of Stateful and Stateless Translation 
– RFC7596: Lightweight 4over6: An Extension to the Dual-Stack Lite 

Architecture
– RFC7597: Mapping of Address and Port with Encapsulation (MAP-E)
– RFC7599: Mapping of Address and Port using Translation (MAP-T)
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Current practice

• Multiple stateless translators are deployed between CERNET (IPv4) and CERNET2 
(IPv6), same for the IPv6-only servers, IPv6-only clients and 4aaS

• IPv6-only servers are distributed in different universities
• IPv6-only clients or 4aaS clients are distributed in different universities via 2nd 

translators
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IPv6-only backbone

• Address block
– 2001:da8::/32
– Some campuses have their 

own PI address blocks
• Link speed

– 2.5G, 10G, 100G
• IGP

– OSPFv3
• BGP

– iBGP, eBGP
– AS23910

• Multicast 
– SSM (source prefix and static 

join in the edge)

nms

IPv6-only

Routing (SRv6)
Forwarding 

Translation

Encapsulation

SSM

DHCP RA SAVI

SAVA

controller
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IPv6-only servers

IPv6-only
server

IPv4

IPv6

http://ivi.bupt.edu.cn  

2001:da8:ff3a:c883:600::  58.200.131.6 

IPv6

IPv4/IPv6
Internet

1:1

http://ivi.bupt.edu.cn/
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IPv6-only clients

IPv4/IPv6
Internet

IPv6

IPv4/IPv6

IPv6

IPv6 (dhcpv6)

IPv6

IPv6

IPv6 (slaac)

IPv4 IPv6

IPv4/IPv6 (slaac)

• Partial function (supports DNS-only)
− Any OS which supports dhcpv6 stateful or
− Any OS which support IPv6-only and RDNSS

• Full function (supports DNS and IPv4 address literal)
− Any OS which supports RFC7050, etc

1:1
1:N

1:N
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4aaS (dIVI, MAP-T)

IPv4/IPv6
Internet

IPv6

IPv4/IPv6

IPv6

IPv6 (dhcpv6)

IPv6

IPv6

IPv6 (slaac)

IPv4 IPv6

IPv4/IPv6 (slaac)

• Full function (DNS and IPv4 address)
− Any OS which supports IPv6

1:N

1:1
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4aaS for high-performance VPN

• The network can by fine-tuned using IPv6 prefixes
– More flexible and controllable than IPv4 BGP
– More cost effective than MPLS

• The network O&M is very simple 
– End to end address transparency, no en/decapsulation is required

• No need to upgrade the application at this stage
– The application can still be IPv4

• The different charging model can be applied via difference IPv6 prefix
– 25Gbyte/user/month  global Internet access
– Unlimited  limited domain (Wuxi) IPv6 prefix
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Discussion

• Encapsulation vs translation (4aaS)
 One world, one Internet and IPv6-only
 acl and TE control without decapsulation

• Stateless vs stateful
 End-to-end address transparency
 Scalability

• RFC6052 vs other mapping algorithms
 Easy indentify the addresses in another address family

• Same IPv6 prefix for source/destination vs different IPv6 
prefixes
 Optimal routing
 Single or multiple administration domain (s)

• DHCPv6 vs SLAAC
 Support popular OS (Andriod)
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One world, one Internet and IPv6-only

• The above data shows that the IPv4/IPv6 translators MUST 
deployed somewhere for the IPv6-only network in order to 
keep ONE Internet in the next decade or decades.
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acl and TE control without decapsulation

2001:da8:ff3a:c8fb:300:: -> 202.38.101.26 70M (blue)

IPv6 null route

202.38.101.26 -> 2001:da8:ff3a:cbfb:200:: (w/ rate-limit)

202.38.101.26 -> 2001:da8:ff3a:cbfb:300:: (w/o rate-limit)
Beginning  of 
rate-limit

End of 
rate-limit
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End-to-end address transparency

IVI 220.247.152.0/24 2001:df9:da00::/40 

40 720

2001:df9:da00:: dc:f798:xx00 0
IPv4-translatable 
address

2001:df9:da00:: x.x.x.x 0
IPv4-converted 
address

more specific

less specific
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Optimal routing
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IPv6-only support, full function

NAT64
• iOS (9.2+) and MacOS (10.13+)

− RFC7050, etc
− dhcpv6 stateful or
− slaac

464xlat
• Andriod (6.0+), Win10 

(1703+), Linux
− RFC6877, RFC7050, etc
− slaac only

IVI version of NAT64
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Remarks

• IPv6-only (with single translation) if you 
can

• 4aaS (with double translation or 
encapsulation) if you should

• Dual stack if you must

4aaS  IPv6-only (with single translation)  IPv6-only

IPv6 transition
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