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Abst r act

Thi s docunent presents an overview of the concepts of Network Intent
and provides definitions for sonme of the nonenclature. Sone
potential use cases are presented.
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1. I nt roducti on

Recently, there have been depl oynents of networks of Service
Provider, enterprise and data centres in a very large scale. Froma
net wor k managemnent perspective, the nanageability of networks of such
scal e poses new chal l enges. The increasing conplexity of network
configuration is an additional challenge for the network

adm nistrators. To an extent, for device-level configurations, there
has been standardi zation efforts underway in technol ogi es such as
YANG [ RFC6020], and NETCONF [ RFC6241]. However, the challenge stil
renmains at the network | evel configuration, orchestration and
managenment. The conplexity of the network can lead to potential nmis-
configurations and furthernore, it may be difficult to troubl eshoot
the network failure conditions.

From a managenent perspective, it is of paranount inportance for the
network administrator to reduce the conplexity of the network
managenent. There are several neasures and approaches that have been
under consideration towards that objective. One aspect that has
gained attention is Network Programmability APIs in the managenent

pl ane. Programubility allows the capabilities of network
functionality to be nodified or extended. Programuability prom ses
to enabl e the devel opnent of a whol e new wave of applications that
provi de additional managenent intelligence. Programmbility enables
t he devel opnent of applications whose purpose is to make the networks
easier to manage, and those applications can be enbedded and tightly
coupled with the network. The application devel opers can use the

Net work Progranmmability APIs that can allow themto add new features
that can facilitate ease of network managenent, efficiency and the
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ef fecti veness with which the network can be provisi oned,

adm ni strated and managed. Programmubility, as provided through SDN
provi des exciting new opportunities to increase nmanageability by
facilitating the devel opnent of correspondi ng applications. Software
defined networking (SDN) is an unbrella termfor a programmtic
approach to nmanagi ng network devices, using software controls to

repl ace manual configuration. |Initial notivations for SDN were to
overcone the the lack of network programmuability, and manageability

i n networKks.

SDN t echnol ogi es all ow network-wi de visibility and the possibility of
f eedback actions across the network. The desire to inplenent higher
| ayers of managenent abstraction such as policy-based nanagenment, or
the desire to extend an application’s capabilities with application-
specific pre-processing that can be del egated to the network.

Leveragi ng the Network Progranmmebility APlIs opens the possibility to
i ntroduce an abstraction for the network, which can be used to

synt hesi se the overall system behaviour. In the networking parlance,
there have been several concepts that have been have been consi dered
to sinplify the network nmanagement - Network Policy, Autononc

Net wor ki ng, Service Mddels, and Network Configuration. W introduce
the concept of Intent Based Networking, by which the network

adm ni strator can articulate a desired outcone to the network. The
Network Intent is translated to appropriate network policies and/or
network configurations. Wth this approach to Network Intent, the
focus is nore on "what" the network should do and | ess on "how' i.e.,
the internedi ate steps that should be executed. This |evel of
abstraction can be referred to as "Network Intent". The inplicit
assunption is that for "Network Intent" there night be sone
prerequisite steps that may need to be perfornmed, such as the network
el ements are discovered and control |l ed, and device capabilities and
features are identified.

Whi |l e there has been investigations of Network Intent, there are sone
still anmbiguities in ternms of the terminology used. This initia
proposal is an attenpt to clarify sone of the terns and provides a
brief outline of the goals or the vision intended. Sone use cases
are presented to illustrate the concepts introduced in this docunent.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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3. Hierarchy of Manageability

There is a certain non-physical, |ogical hierarchy in a network
managenent environnent, as described in the figure below. The user
at the top of the hierarchy can be represented by a "real" user or a
systemthat perforns actions on behalf of a user, such as a
managemnent station.

The "user" establishes an "intent" to be taken on the network as a
whol e and pushes that intent to the second | ayer of the nmanagenent
hi erarchy, which consists of the intent engine.

The next |ayer of the hierarchy consunes the "intent" and transl ates
the intent to desired actions based on the nmeaning of the intent.

The bottom | ayer of the hierarchy consists of the devices on the
networ k that consunme the configurations and actions issued to them by
the intent engine. These devices sit directly on the network and are
responsible for traffic flow ng through the network.

Fomm e o +
| user [
oot
I
| I'ntent API
I
Homm - - Fom e - + Homm - - Fom e - +
| SDN | | o
+ R R +Intent Engine +
| Controller | [ [
e oo - + e oo - +
| I'nstruct
| network
e e +
I I I
o+ o+ o+
| Device | Device | Device
Fomm e o + Fomm e o + Fomm e o +
Figure 1

4. Network Configuration
Net work configurations are the nost basic atom c operations that can

be perfornmed on a network device. A particular feature of the
network software can be enabl ed by one or many |ines of network
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configurations. Oten the network devices are configured by experts
with _domain expertise_ and based on the functionality the network
device has to perform Oten, network configuration is performed on
a device by device basis and this is a nmanual process. Autonation of
this process is very inportant step, which can save tine and reduce

t he possi bl e nunber of mis-configurations.

5. Network Policy

Pol i cy based network nanagenent has been widely discussed in the
literature [IJNSM . Several proposals for the semantics and structure
for expressing network policy have been considered. There are sone
particul ar inplenmentations and depl oynents of network policies such
as Performance Forwarding, QoS profiles etc.

A network policy can be viewed as a set of rules a network adninister
can use to nmanage the network resources; for exanple to provide
differential treatnent for traffic. Policies can be at a network

| evel and can provide a way of consistently nmanaging rmultiple network
devices. The administrator can define policies and specify how the
net wor k devi ces should deal with different types of traffic.

Policies can be defined to be conditional, in the sense, if there is
a condition Ais observed, then a set a network policy can be

i mpl emented on sone network devices. Policies can be a group of

net work configurations which performa specific function that can be
applied to network devices. |In the SDN paradi gm network policies
can be pushed to the network devices using NETCONF [ RFC6020] and
RESTCONF [ RFC8040] .

6. Network I|ntent

Network Intent can be considered as a declarative paradi gm by which
the network administrator articulates a desited outcone or the state
of the network. In abstraction, the network enables a set of
services that can be consuned. |In particular, Network Intent is a
desirable functionality that can be enabled froman SDN Controller
There are potential benefits of ease-of-use and operationa
simplicity and the capability of programm ng the entire network.

Net work I ntent need not be prescriptive or expressed explicitly in
terns of specific actions. The following are the intended design
consi derations of network intent.

o First, there may be several alternative approaches to realise a
specific Network Intent.
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0 Second, it is conceivable that it may not be possible to realise
some of the Network Intents due to non-availability of network
resources or the network may not have functionality.

0 Third, some new Network Intent can be in conflict with the current
state of the network or can disrupt the Network Intents expressed
previously. It is assuned such a feedback regarding the conflicts
is provided back to the adnministrator the originator of the
Network Intent. Based on the feedback, it should be possible for
the network administrator to refine the new Network Intent.

Thi s proposal or definition of Network Intent can be viewed as

anal ogous to the promi se theory framework proposed [Pronise]. In
order to realise the Network Intent, it may be useful consider a

| ogi cal functional block - the Intent Engine - that can resolve the
network intent and render the Network Intent appropriately on to the
net wor K.

The sinplistic method to realise network intent is to consider |inear
one-to-one mappi ng of Network Intents to actual network policies or
network configurations. In a nore general franmework of Network
Intent, it should be possible to consider a nore general approach

| everaging artificial intelligence based techniques so that the
Network Intent can be accurately realised and appropriately rendered
on the network. Translating the intent requests to rendering actions
woul d require the nodelling of network devices and the
functionalities and configurations.

In order to realise a Network Intent eventually that should consi st
of network configuration blocks that can be inplemented in one or
nore network devi ces.

There is a general confusion between policy based network managenent
and intent based network nmanagenent. An anal ogy can be drawn between
i ntent based network managenment and the autonotive industry. Though
cliched, this anal ogy provides the closest natch. Many cars, if not

all, have cruise control as a function today. Cruise control is a
very sinplistic functionality that keeps the car going at a specific
speed. It nonitors the speed and adjusts it up or down. This can be

considered as a policy, to keep the car driving at certain speed,
until the operator disengages the policy nmanually.

An car that can handle intent would, on the other hand, accept a
request such as "take nme from San Francisco to Los Angeles within 6
hours,"” plot the appropriate path based on historical data on which
roads are the best ones to take to achieve the constraint of reaching
within 6 hours and plots the direction to go in. Then it would
constantly nmonitor the traffic on the path and provi de feedback to
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t he operator about whether the path chosen will still achieve the
constraint. |f the constraint cannot be achieved, then it either re-
plots the path or lets the operator know that the constraint cannot
be achi eved and requests a new constraint. The operator is renoved
from maki ng the decision about which exact path to take and is
instead just providing the constraints that need to be achieved.

7. Use Cases

This section lists certain use cases that showase the val ue of

i ntent based network managenment. There are a variety of use cases
where intent based network nanagenent is of value but the highest

val ue is present in scenarios where a network needs to be
reprogramred in a significant manner in the shortest of time franes.
Such a network reconfiguration should not result in msconfiguration
that could result in the | oss of conmmunication capabilities for the
users of the network.

W provide two scenarios where such a reconfiguration of the network
is required. There are obviously many nore day-to-day scenari os
where the intent of change or nonitoring of a network can be of a
much | ower scal e.

7.1. A sinple exanple

The network adnministrator articulates the Network Intent, "Route
traffic fromNode A to Node B with mini mum bandwi dth of K nbps”. The
Intent Engine then resolves the intent. This step involves

under standi ng the intent expressed and the second step to resolving
that intent would require perfornming routing cal cul ati ons between
Node A and Node B. This is a key step involved in this proposal

Once the intent has been resolved, routing calculations are well -
known and there are standard techni ques taking into account the

net wor k t opol ogy between Node A and Node B; the current utilisations
wi t h m ni num guar ant eed bandw dth of K Mips between Node A and Node
B. Once the path is determined, that routing and next hop
configurations are comunicated to the respective network nodes.

7.2. Disaster Managenent

Pl anni ng for di saster managenment and sudden reconfiguration of
infrastructure is common in the "physical" world - ie roads, water
supply, electricity, etc. Simlar reconfigurations of comunication
networks also is inportant during a disaster. During a disaster
managenent / recovery, it is inportant to ensure that energency
communi cation traffic (such as 911 in the USA, 999 in UK and simlar
in other countries) gets nore bandw dth and resources than non-
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energency conmunication. It is also inportant to allow people to
comruni cate with their fanmly nenbers inside and outside the disaster
area, to help in recovery efforts. For this reason, voice

conmmuni cation, including VolP, should be prioritized over stream ng
vi deo services

Such a di saster managenent is geographically bounded, therefore the
net wor k changes need to al so be appropriately geographically bounded.
This is very often hard to apply manually in a very |arge network at
the nmonent that the change is needed. Intent based networks can
provi de an abstraction that use the underlying know edge of the
network and policies to achieve an action to provide this ability in
a finer grained manner.

As the disaster scenario subsides the applied intent should
automatically subside as well. This requires not only action to be
taken based on policies, but also requires constant nonitoring of the
operational state network. Such nmonitoring presents significant
anounts of data and it is quite hard to build rules and conditions to
operate on such data while mnimzing nistakes. Machine | earning
based nonitoring can provide a nmechanismto make applying an intent
easier, especially in very large networks. Such nmachi ne | earning
based nechani sms can be integrated with physical world nonitoring to
identify when a disaster hits a certain geography and to
automatically trigger a pre-set intent for that scenario. Wth such
machi ne | earni ng nechanisns and multiple pre-set intents, it would be
possi bl e for a nmanagenment systemto automatically trigger a specific
intent when it detects a particular scenario. Sinilar conbination of
operational nonitoring and intent based networki ng nechani sm can be
used to withdraw an intent when the disaster |ike scenario recedes.

8. Issues with Intent based networKking

I ntent based network nanagenent is about creating an abstraction to
handl e the nmanagenent of a network. Naturally issues related to any
abstracti on mechani smapplies here as well. Specifically, an
abstraction like this renoves the direct interaction of a user with
the network for operations managenent. Wile the original creators
of this intent, and the associated policies, would have understood
the reasoning behind this intent, and nore inportantly the fine

di stinction between when to apply and when NOT to apply such an
intent, later users of the systemmay not have that clear distinction
and may apply this intent needl essly. This problemexists in any
abstracti on mechani sm
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9. Security Considerations

This draft currently does not inpose any security considerations.

10. | ANA Consi derati ons

This meno has no actions for | ANA.
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