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Abstract

This specification defines a mechanism for embedding tokens into a
JWT token. The JWT token and the embedded tokens are issued by one
ore more issuers.
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JWT is a mechanism that is used to transfer claims between two

parties across security domains.
that need to embed tokens into another JWT token.
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This specification defines a mechanism for embedding tokens into a
JWT token. The JWT token and the embedded tokens are issued by
different issuers.

Such a mechanism allows for a proper auditing trail that allows the
Resource Server to identify who accessed what resource and on behalf
of whom. In some cases, this allows the service consuming such a
token to present some of the information contained in the nested
token or claims to the end user in real-time. In addition, in some
cases, this allows the Resource Server to apply authorization
policies based on who requested the access to the resource and on
behalf of whom is the request.

1.1. Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [RFC8174].

2. Use Cases

The following are few use cases that might benefit from such a
concept:

2.1. STIR

[RFC8225] defines a PASSporT, which is a JWT, that is used to verify
the identity of a caller in an incoming call.

The PASSporT Extension for Diverted Calls draft [STIR] uses a nested
PASSporT to deliver the details of an incoming call that get
redirected. An authentication service acting for a retargeting
entity generates new PASSporT and embeds the original PASSporT inside
the new one. When the new target receives the nested PASSporT it
will be able to validate the enclosing PASSporT and use the details
of the enclosed PASSporT to identify the original target.

In this case, the original JWT is issued by the calling service, and
the new enclosing JWT is issued by the retargeting service.

2.2. Network Service Mesh (NSM)

Network Service Mesh [NSM] is a mechanism that maps the concept of a
service mesh in Kubernetes to L2/L3 payloads.
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NSM GRPS messages may pass through multiple intermediaries, each of
which may transform the message. Each intermediary is expected to

create its own JWT token, and include a claim that contains the JWT
it received with the message it has transformed.

In this case, the original JWT is issued by the entity sending the
initial message, and the new enclosing JWT is issued by the
intermediate entity.

2.3. Multiple Issuers for same Subiject
A JWT may have embedded claims from one or more separate Issuers.

An ID Token may have identity claims from independent issuers such as
DOB and a professional accreditation.

2.4. Multiple tokens for multiple resources
A JWT may embeds tokens for different audiences and scopes.

An Authorization Server issues a JWT Token that contains multiple
tokens. Each token has a specialized set of attributes and wvalues.
The tokens can be used by the client to consume protected resources
or to obtain access tokens through a token exchange mechanism, over
different domains, releasing the minimum possible number of
information, related on the main subject, necessary for the
operation.

3. Embedded Tokens Request and Response

This section describes the mechanism to request an existing token or
tokens to be embedded in a new token. The mechanism defines a new
grant type embedded-tokens for this purpose.

In some cases, the embedding of tokens into a new token could be done
locally, if that entity is trusted to so. If this is the case, then
this request/response process defined below is not needed, and the
trusted entity can then issue the tokens in the format specified in
section 4; see the examples provided in sections 3.2.1 or 3.2.2.

3.1. Embedded Tokens Request

When a client receives a token, and it needs to transform or/and
enhance the permissions of the token, the client will send a token
request to the AS, and include the received token or tokens to be
embedded in the newly issued token that contains the transformed
token details or permissions.
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The Client requests a token by sending an authorization request to
the authorization servers token endpoint and include the following
parameters in a JSON payload:

grant_type (REQUIRED)
Carries the new grant type to indicate to the token endpoint that
the provided token(s) to be embedded into the newly issued token.
The parameter value MUST be urn:ietf:params:ocauth:grant-—
type:embedded-tokens

tokens (REQUIRED)
An array of objects, where each object represents a token that
contains the type claim and either the token claim, or the
digest" and jti claims, as defined in section 4 of this
specification.

The request MAY include any of the following parameters, defined in
Section 2.1 of RFC8693: resource, audience, scope, and
requested_token_type.
The following is an example of this new token request:

POST /token

Host: as.example.com
Content-Type: application/json

{

"grant_type": "urn:ietf:params:oauth:grant-type:embedded-tokens",
"requested_token_type": "urn:ietf:params:oauth:token-type:access_token"
"tokens": [
{
"type": "urn:ietf:params:oauth:token-type:access_token",
"token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJY.

eyJzdWIi0iIyMzQINjc40TAxIiwibmFtZSI6IkFsZXggRG91Iiwia
WEOIjoxNTE2MjMS5MDIyLCJIqdGkiO1iJYRKVYYINDMHhpTXUifQ.
wyycbcY9i0U5Y1d1tNhp4WbM-gF3Ql-jtnc-Wvzyxcg"

The following is the decoded example embedded token in the above
example:
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"alg": "HS256",
" typ " . " JWT "

"sub": "2345678901",

"name": "Alex Doe",
"iat": 1516239022,
"Jti": "XFEXbSCOxiMu"

3.2. Embedded Tokens Successful Response

Before issuing the requested token, the authorization server MUST
ensure that the request is valid and that the embedded token (s)
provided in the subject_token is coming from a trusted and approved
entity

In the case that the authorization server validated and approved the
request, the authorization server responds to the above request with
the standard token exchange response, as defined in section 2.2.1 of
[RFC8693] .

The type of token issued is as specified in the requested_token_type
parameter, if provided. Otherwise, the type of token issued is at
the discretion of the authorization server.

3.2.1. Embedded Tokens By Value
The authorization server will typically embed the provided tokens
directly into the newly issued token, when there are no concerns

around the size of the new token with the embedded tokens.

The following is an example for a JWT token with an embedded token:
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"alg": "HSZ56",
"typ L . L JWT L ,

"sub": "1234567890",

"name": "John Doe",
"iat": 1516239022,
"tokens": [
{
"type": "urn:ietf:params:oauth:token-type:access_token",
"token": "eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCJ9.

eyJzdWIi0iIyMzQINjc4OTAXIiwibmFtZSI6IkFsZXggRG91lIiwia
WFOIjoxNTE2MIM5MDIyLCIqdGkiOiJYRKVYY1NDMHhpTXUifQ.
wyycbcY9i0U5Y1d1ltNhp4WbM-gF3Ql-jtnc-Wvzyxcg"

3.2.2. Embedded Tokens By Reference

In some cases, embedding the tokens into the JWT directly might cause

the token size to become too large. 1In this case, instead of
embedding the tokens, the AS will embed a hash of the token(s) and
its associated ’Jjti’ claim(s). This allows the Client to send these

tokens directly to the RS with the newly issued JWT, to allow the RS
to validate that the tokens are indeed associated with this new
issued JWT.

The following is an example for a JWT token with a reference to the
token:
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"alg": "HS256",
" typ " . " JWT " ,

"sub": "1234567890",
"name": "John Doe",
"iat": 1516239022,
"tokens": [
{
"type": "urn:ietf:params:oauth:token-type:access_token:reference",
"digest":
{
"alg": "sha-256",
"hash": "68e439fd95964da%902a8654d47c51d6bc0a7791ea9895173989b263374a9%9a125

}
"Jti": "XFEXbSCOxiMu"

3.3. Embedded Tokens Error Response

If the authorization fails to validate the embedded token, then the
authorization server MUST construct an error response, as specified
in section 5.2 of RFC6749. The value of the error parameter MUST be
invalid_embedded_token error code.

The authorization server MAY include additional information regarding
the reasons for the error using the error_description as discussed in
Section 5.2 of [RFC6749].
4. JSON Web Token Claims
This section defines the new claims that will be used to represent
the embedded tokens. It defines one top-level claim, "tokens" claim,
and 3 sub claims under that, ’type’, "token", and "digest" claims.
4.1. "tokens" Claim
The "tokens" claim is an array of objects, where each object

represents a token, that contains the type claim and either the
token claim, or the digest" and jti claims.
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4.1.1. "type" Claim

The "type" claim is used to indicate the type of embedded token,
which takes one of the values defined in Section 3, RFC8693.

4.1.2. "token" Claim
The "token" claim is used to hold the details of the embedded token.
4.1.3. "digest" Claim
The "digest" claim is an object that is used to hold the hash of the
token, to be used to reference the token instead of embedding it
directly in the new JWT.R
The object contains the following two claims:

4.1.3.1. M"alg" Claim

Holds the algorithm used to hash the token. By default this is "sha-
256".

4.1.3.2. "hash" Claim

Holds the hash value of the token using the algorithm defined in the
"alg" claim.

5. Security Considerations
The entity handling the incoming authorization request MUST validate
the token and ensure that it is coming from a trusted entity, before
attempting to embed that into a newly issued JWT.

6. IANA Considerations
TODO

7. Acknowledgments
TODO
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