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Anatomy Of A Virtual Private Network
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Protocol Header Stack
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Got Security?
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VPN Context Information Option

* Option Type — VPN Context Information
e Act bits - When not recognized, discard and send ICMP (10)
* Chg bit — Do not modify (0)

e Option Data Len — Variable

e Option Data — VPN Context Information. Allocated, advertised and
processed by egress PE.



Status

* Operators are expressing interest

* Prototypes under development
* Forwarding plane
* BGP Signaling



Next Steps

 Wide review in SPRING and 6man WGs
e Call for adoption in 6man WG



